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- - - i - '
SSH-2.0-OpenSSH! 8.2p1; Ubuntu-4ubuntu0.1_x000D_ :
= - !
'

N » The asset uses SSH
The server type is Apache : _______________________________________________

'y
! HTTP/1.1301 Moved Permanently_x000D_ 0
I Date: Fri, 19 Mar 2023 21:33:40 GMT_x000D_ ta
'
[
2]

E Server: Apache_x000D_
: Cache-control: no-store_x000D_ @ L -EEEEpTTmooommmommammmemnnmemmnmmmmmm Y
: Location: http://(null)/webman/index.cgi_x000D_
1+ Content-Length: 0_x000D

: Connection: close_x000D

: Content-Type: text/plain_x000D_x000D

[
1 1 pptp-info: H
: : Firmware:1 » The asset uses PPTP |
[ Hostname:MikroTik :
[

[ )
1 H
[ i

Vendor:MikroTik > The asset fype is MikroTik Router
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Algorithm 1:
Input: I, T, R, P
Output: Starlink Assets Table A

1 IPs«— Randomly Rearrange(IPs);
2 for IP in I do
3 if IsAlive(IP) then
4 for r in R do
5 if RuleTest(IP, r) then
6 | Store((Active, IP), IPsL);
7 end
8 end
9 end
10 end
11 for t in 7' do
12 IP—ExtractIP(t) for 7 in R do
13 if RuleTest(/P, r) then
14 | Store((Passive, IP), IPsy,);
15 end
16 end
17 end
18 for IP in IPsy do
19 for p in P do
20 b < ExtractBanner(IP, p);
21 if FingerprintMatch(b) then
22 | Store((Type, IP, p, Details), A);
23 else
24 ‘ run Open Source Tools and store the results into A;
25 end
26 end
27 end
28 for r in R do
29 Query«—GenerateQuery(r);
30 Res«—SearchUsingEngine(Query);
31 Store(Res, A);
32 end
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& C 2% whois.ipip.net/search/SPACEX & * B e ® O ¥

IT» IPIP Home Internet Exchange Looking Glass Q

Search “"SPACEX" Result AS Numbers: 5 (Maximum display 1000)

. IPv4 Num IPv6 Num

ASN * Name T IPs 7 IPs(/64)
AS14593 SPACEX-STARLINK - Space Exploration Technologies Corporation, US 276,224 5,373,362,176
AS27277 SPACEX - Space Exploration Technologies Corporation, US 1,280 0
AS53348 SPACEX-SWARM - Space Exploration Technologies Corporation, US 0 0
AS152110 SPACEXONLINE-AS-AP - SpaceX Online, BD 512 0
AS397763 SPACEX-STARLINK - SpaceX Services, Inc., US Q 0
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EECNVD, BEStarlink B FFELFENREIERESENRE.
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HEEBKN, HMNZENEAPOPTIRERE. Fillin HEMSE, HBRRSFEH
%, RBRZIPTEStarlink 4R FREOHBATILEEE,

RRERMERMBIEA, AT EEITORAEERERY. T ENSIREIERTS
ERIE.

ERE EFERMSETSE, ACRAT EMNEN., WataUARETERS|ZR3F
AT =F77Z0, FIStarlink  IPDEHEHITRADHT, BISREIERMSBEE
THIEE, B, AR AWhois#iEES Starlink & P4 XS £ IPibiE =E#H T2
EEMNRAY, BREFA T EEERE. ATRIERAEURER, BallERnEEE
SRR RBE ARG EA9Starlink FF=EIEEI T, WFRFR. NEFITLUEH, &
XHIBRFNESRRESEE. HEHIIRIE S A Starlink & F=41E.

FHURIME S E, AXTREAISeeStarBIS ARG NFFFIMAStarlink  IPOECLFFEL
&R, Whois{SEZEStarlinkEF~4HE, LI T 2MStarlinkBFF~AISLRTER. B2
T, BHNEBTEERSIZEENEM BRI /T 2R, FRERKEERET,
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BIBERA, BTABRK, HRNEFIRMESEARFELLRE, RRERNT
iEIPEEARE.

System [ 1Ps Surviving IPs | Survivability = Assets | Surviving Assets | Survivability ' Service  Device OS | Vulnerabilities  Whois
ZoomEye 7388 442 5.98% 13777 1 924 6.70% . . o o .
FOFA 3279 455 13.8% 8045 1325 16.4% . . e o o
Quake 3255 | 388 11.92% 9172 782 8.52% . . e © °
CenSys | 1696 354 20.87% 3506 680 19.39% . @ ke < .
SeeStar 10188 3015 29.59% 23132 7317 31.63% . . o o .
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HAIFIERG I EIRMAIENE PRI T T EEERN, FBRIRS
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8.1, BUEARXH

1. SpaceXXBIRIFCCIi4
https://fcc.report/company/spacex
https://forum.nasaspaceflight.com/index.php?topic=46726.0

2. SpaceXEIEFIHE

https://patents.google.com/?
assignee=SPACE+EXPLORATION+TECHNOLOGIES+CORP.

3, Starlink Company Information.

https://www.starlink.com/

4. StarLink Manual
https://starlink-enterprise-guide.readme.io/docs/peering-with-starlink
8.2, RGHER

1. CelesTrak: NORAD Two-Line Element Set Format.
https://celestrak.org/NORAD/documentation/tle-fmt.php

2. Launches.

https://www.spacex.com/launches/
https://en.wikipedia.org/wiki/List_of_Starlink_and_Starshield_launches
3. RBEIFEF Starlink £ERIXF] PoP HIARBER:

https://www.peeringdb.com/net/18747
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SpaceX Starlink

SpaceX

Space Exploration Technologies Corp

http://www.spacex.com
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RS Y& BFD

NIIFIRS

ASN
IPv6

AR AZ v
1Pv4

AKL-IX

Auckland
NZ)
43.243.21.120

14593 100G @ (o) R

2001:7fa:11:6:0:3901:0:1

Any2Chicag 14593 100G [©) [e)
o
206.51.43.22  2001:504:13:4::22
Any2Chicag 14593 100G [©) ©)
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Any2Denver 14593 200G [©) O
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S Any2Denver 14593 200G [©) (@)
206.51.46.125 2605:6c00:303:303::125
3T
SR Any2West 14593 200G [©) (@)
2EE 206.72.211.84 2001:504:13::211:84
@ £#% IPv4 O & @ IPv6 O Never via route Any2West 14593 200G © @)
servers 206.72.211.104 2001:504:13::211:104
2024-07-17T21:43:04Z ChiX 14593 100G [©] [e)
206.41.110.91 2001:504:41:110::91
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2024-06-21T17:09:06Z I = NG o) o)
206.71.12.58  2001:504:40:12::1:58 v

2021-11-11T17:04:55Z

Recommend prefix limit 1000 for IPv4 and 1000
for IPv6
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4, RT—LHMBEENHSE SEEREBENRL.

https://satellitemap.space/
https://starlink.sx/
https://findstarlink.com/

8.3, iEEER

1. Satellite Earth Station: License.

https://fcc.report/IBFS/Filing-List/SES-LIC



2. Starlink Global Gateways & PoPs.
https://www.google.com/maps/d/viewer?
mid=1805q6rlePY4WZd8QMOaNe2BqAgFkYBY&hl=en
US&I1=47.6144489%2C-122.33867770000002&z=8
3. Starlink AS.
https://whois.ipip.net/search/SPACEX

4., Zoomeye.

https://www.zoomeye.org/

5. FOFA.

https://fofa.info/

6. Censys.

https://search.censys.io/

7. ASN/IP Whois Query—IPIP.NET.
https://whois.ipip.net/

8. BGP.Tools.

https://bgp.tools/

9. rDNS.

https://en.wikipedia.org/wiki/Reverse DNS lookup

10. What is Shodan? - Shodan Help Center. Shodan. https://help.shodan.io/
thebasics/what-is-shodan. Accessed 11 Nov 2021

11. National Information Security Vulnerability Sharing Platform.
12, Starlink 255
https://starlinkinsider.com/starlink-gateway-locations/

13, https://tech-pt.netlify.app/articles/pt526386/index.html

14, https://tecnoblog.net/noticias/2021/05/25/anatel-libera-equipamentos-da-
starlink-internet-via-satelite-de-elon-musk/

15, https://sistemas.anatel.gov.br/mosaico/sch/publicView/
listarProdutosHomologados.xhtm| 06622-21-13890

8.4, Hfth&EXE
1. Quake. https://quake.360.net/quake/#/index

2. McDowell, J.: Starlink Launch Statistics. Planet4589 (2022). https://planet4589.org/
space/con/star/stats.html. Accessed 18 Dec 2022

3. SpaceX [@SpaceX]. Starlink now has more than 1,000,000 active
subscribers(Tweet) (2022). https://twitter.com/SpaceX/
status/1604872936976154624.Accessed 13 Mar 2023

4. Starlink Internet Review 2023: Plans, Pricing, and Speeds. https://
www.satelliteinternet.com/providers/starlink/

5. Michel, F., Trevisan, M., Giordano, D., Bonaventure, O.: A first look at starlink



performance. In: 22nd ACM Internet Measurement Conference (IMC 2022), pp.130-
136. Association for Computing Machinery, New York (2022)

6. Kassem, M.M., Raman, A., Perino, D.: A browser-side view of starlink connectivity.
In: 22nd ACM Internet Measurement Conference (IMC 2022), pp. 151-
158.Association for Computing Machinery, New York (2022)

7. Stock, G., Fraire, J.A., Hermanns, H.: Distributed on-demand routing for LEO
mega-constellations: a starlink case study. In: 2022 11th Advanced Satellite
Multimedia Systems Conference and the 17th Signal Processing for Space
Communications Workshop (ASMS/SPSC), Graz, Austria, pp. 1-8. IEEE (2022). https://
doi.org/10.1109/ASMS/SPSC55670.2022.9914716

8. Ma, S., Chou, Y.C,, Zhao, H., Chen, L., Ma, X,, Liu, J.: Network characteristics of LEO
satellite constellations: a starlink-based measurement from end users. arXiv(2022).
http://arxiv.org/abs/2212.13697. Accessed 22 Apr 2023

9. Feng, X., et al.: Active profiling of physical devices at internet scale. In: 2016 25th
International Conference on Computer Communication and Networks
(ICCCN),Waikoloa, HI, USA, pp. 1-9. IEEE (2016). https://doi.org/10.1109/
ICCCN.2016.7568486

10. Meidan, Y. et al.: ProfilloT: a machine learning approach for IoT device
identification based on network traffic analysis. In: Proceedings of the Symposium
on Applied Computing, Marrakech Morocco, pp. 506-509. ACM (2017) https://
doi.org/10.1145/3019612.3019878

11. Leonard, D., Loguinov, D.: Demystifying internet-wide service discovery.I[EEE/
ACM  Trans. Netw. 21(6), 1760-1773  (2013).  https://doi.org/10.1109/
TNET.2012.2231434

12. Durumeric, Z., Wustrow, E., Halderman, J.A.: ZMap: fast internet-wide scanning
and its security applications (2013)

13. Lyon, G.F.. NMap Network Scanning: The Official NMap Project Guide to
Network Discovery and Security Scanning (2009)

8.5 StarlinkJIPEF~Z(ER

Wid 2 AIRIR & T Starlink IPHlE, Starlink IP ZEUFEHRBT=EIT AS36492 K
m.

SpaceX IRSSHY IP HFe:
e 143.131.0.0/20 (ARIN)
e 206.214.224.0/20 (ARIN)
e 205.174.156.0/23 (ARIN)
e 198.54.100.0/22 (ARIN)
149.19.108.0/23 (ARIN)
2605:59C0::/28 (ARIN)
135.129.240.0/20 (ARIN)

AS397763 (this ASN has never been seen on the Internet) [ARIN]
2a0d:3340::/29 (RIPE)

162.43.192.0/22 (RIPE)

176.116.124.0/23 (RIPE)

188.95.144.0/23 (RIPE)

217.65.136.0/23 (RIPE)

2406:2d40::/32 (APNIC)

103.152.126.0/23 (APNIC)

103.235.92.0/22 (APNIC)

149.19.160.0/20 (LACNIC)



e 2803:9810::/32 (LACNIC)
ARIN £ figLs SpaceX:
o AS14593
e 2620:134:B000::/40
e 192.31.242.0/23
e 199.175.188.0/24

AS27277 (SpaceX Corporate)
IPv4 announcements by Google Cloud:
NA:
* 143.131.0.0/24 - LAX1
e 143.131.1.0/24 - LAX2
e 206.214.224.0/24 - LAX (advertised from SEA)
e 206.214.225.0/24 - "reserved" (advertised from SEA)
¢ 206.214.226.0/24 - LAX3
e 206.214.227.0/24 - LAX4
e 135.129.240.0/24 - LAX5
e 143.131.2.0/24 - SEA1
e 143.131.3.0/24 - SEA2
e 206.214.232.0/24 - SEA5
e 206.214.233.0/24 - SEA6
¢ 206.214.234.0/24 - SEA3
e 206.214.235.0/24 - SEA4
e 143.131.4.0/24 - ORD1
e 143.131.5.0/24 - ORD2
e 135.129.242.0/24 - ORD5
e 143.131.6.0/24 - LGA1
e 143.131.7.0/24 - LGA2
¢ 206.214.230.0/24 - LGA3
e 206.214.231.0/24 - LGA4
e 135.129.244.0 - LGA5
e 143.131.8.0/24 - MIA1
e 143.131.9.0/24 - MIA2
e 143.131.10.0/24 - DFW1
e 143.131.11.0/24 - DFW2
e 143.131.12.0/24 - DEN1
e 143.131.13.0/24 - DEN2
e 143.131.14.0/24 - SJC1 (advertised from ORD)
e 143.131.15.0/24 - SJC2 (advertised from ORD)
* 206.214.236.0/24 - SIC3
e 206.214.237.0/24 - SIC4
e 205.174.156.0/24 - IAD1 (advertised from NYC)
e 205.174.157.0/24 - 1AD2 (advertised from NYC)
¢ 206.214.238.0/24 - IAD3
¢ 206.214.239.0/24 - 1AD4
SA:
¢ 149.19.160.0/24 - SCL1
e 149.19.161.0/24 - SCL2
e 149.19.162.0/24 - BOG1



e 149.19.163.0/24 - BOG2
APAC:
e 103.152.126.0/24 - SYD1 - New Zealand (?)
e 103.152.127.0/24 - SYD2
e 103.235.92.0/24 - TBD - maxmind JP
¢ 103.235.93.0/24 - TBD - maxmind JP
103.235.94.0/24 - TBD - maxmind SG
¢ 103.235.95.0/24 - TBD - maxmind SG
EU:

e 162.43.192.0/24 - MAD1

e 162.43.193.0/24 - MAD2

e 162.43.194.0/24 - LHR3

¢ 162.43.195.0/24 - LHR4

e 176.116.124.0/24 - LHR1

* 176.116.125.0/24 - LHR2

e 188.95.144.0/24 - FRA1

e 188.95.145.0/24 - FRA2

e 217.65.136.0/24 - SOF1

e 217.65.137.0/24 - SOF2
BB SpaceX A TXL IPve B, BE(IEWEMFHEIRE PTR i12R. fiE:
2021 £ 4 B 23 H-BBRYIREETFH IPv6 BISREFT.
WRIRIEFEA—MNZ1T traceroute/mtr, {REEREITCNIERIEA AS15169 BiEk:
HABTRHNG, BABH (BF) BNEAXERE, ERERMINBCSHETFTmA
REBRMEERERE . HIRE—HRIERIT T iX L &K 2 IEFRAY.
Announcements by AS14593:
e 2620:134:b003::/48

e 192.31.243.0/24

AS14593 NEUFRHWMTHEREM SpaceX A7, RABCUFEBSEMIZIER
%, B85 CGNAT, BhXiE. PREISSAIARSSES. Ut ASN thiE Seattle IX L3I, FHM
Zayo #] HE.net {&#i,

o SpaceXXJ7MRSS ARG
e *.spacex.com

* starlink.com

*.starlinkisp.net

*.pop.starlinkisp.net
e customer.*.pop.starlinkisp.net
e customer.sttlwax1.pop.starlinkisp.net

e shop.spacex.com

SpaceXE 75 Starlink iOSFIAndroid i FHFERR

e 192.31.242.0/24
e 192.31.242.107
* 192.31.242.108
e 192.31.242.109
e 192.31.242.111
e 192.31.242.112
e 192.31.242.113



e 192.31.242.115

e 192.31.242.116

e 192.31.242.120

® 2620:134:000::/40
e 192.31.243.0/26
e 192.31.243.64/28
e 192.31.243.96/27
e 192.31.243.80/28
e 199.175.188.0/24
e 192.31.242.107

e 192.31.242.108

e 192.31.242.109

e 192.31.242.111

e 192.31.242.112

e 192.31.242.113

e 192.31.242.115

e 192.31.242.116

e 192.31.242.120

EERIR:

¢ stat.ripe.net

¢ bgp.he.net

¢ arin.net

¢ peeringdb.com

¢ https://bugcrowd.com/spacex

pIggiEHlRL (NCC)

EIEH L (NCC) IRIABANDEEEMEHYES]. KOWFIRE PR/,
MEREBE—RERE. XOWRE (i) PEMRENSEIUARITF. T84
P, EEFIRBEEEIRKE. RFIRSEIRKEE.

UTFNCCHEEN, MEBEEBFE—NENCCHI—MNARRBRSIEITHEMHNCC,

AEE, NCC REIAEEELIREZTIMFIENIRSEES. NCCSMXZEE
TYOEENBEIEEEE, AATHEIETNCCEESEENIEREHEIMNE, Xall
IHRBXIEEFIR R E2EMERNERE, FEENE, PEN—PMRXTIERIS—1RK
KHERE, URBEEZENZR. FREMBERSK, fligEsEaskts, R8T
RUFZFHIERIMY, NEXBEERaEZH,

iR Elon Musk B9MiE, ZMEEER—FEBRIMY, 1ZiMUEEL 1Pve EESEFHE
LR ®/AN: "B IPve  BEEEBEHBHIESFER). "B EE 2R RIE
. b, ZMEEERIREIRRENS:

IMEJLFERFIBEE X Starlink NCC RZRNEZZR.,

NCC Z& AR EIE Starlink MR ENISIEFIIRHIZESIK,

SpaceX {£F 4 N (fBiXyh) . EECSEHINENKENZREE Ku 1 Ka K

EIRMEHE GEEEEWN) . BRER (WMRE) . 5ZHEE (BR) . [
BEM FA=) . SPNEENENTESEESKENE LRSAEE 2.5 MW (B
Sthik—HE 12 2t) |, REENSIERETHIENEX 60 5.



Station Name BR1 CD1 TR1 AW1
Organization SpaceX | SpaceX | SpaceX | SpaceX
Latitude (deg) 48.1 315 69.7 -46.5
Longitude (deg) -119.7 -64.5 18.9 168.4
Diameter (m) 5 5 5 5
Ka Rx Antenna Gain (dBi) 57 57 57 57
Ku Rx Antenna Gain (dBi) 52 52 52 52
Ku Tx Antenna Gain (dBi) 56 56 56 56
::;:::::: ;’:::; 022 | 022 | 022 | 022
TX Power (W) 40 40 40 40
TX ERP (KW) 9706 9706 9706 9706
TX EIRP (dBW) 72 72 72 72
RX Figure of Merit (dB/K) 31 31 31 31

Table 1. Ku/Ka Telemetry and Command Stations - =

LLE5h, Space X SHBEIZER KSAT Ak, EAEAE X M S IKRIEERILIKM
%, GENME/REED (BE) . Elil. IR, eIk BEFEMEEXE. B—1%
BKRLE 2 B TIEIE 9 SiEEKETFN SpaceX & KARAI 1T, SpaceXiRTERERIRIMIRIL
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Diameter (m) 3.7 13 3.7 10 54 73 3.7 7.3 7.3 7.3 9.1
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Receive (X-Band)
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Antenna Full
Beamwidth (deg) 0.7 0.2 0.7 0.3 0.5 0.3 0.7 0.3 0.3 0.3 0.3
RX Figure of Merit
(dB/K) 25 36 25 32 31 33 25 32 33 B 3'3 _ 34
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Table 2. X/$ Band Telemetry and Command Stations
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Abstract. Starlink is a new communication network architecture that
uses thousands of low-orbiting satellites to provide high-speed, low-
latency Internet services. However, there is still much information about
Starlink that has not been disclosed to the public. The details of Star-
link network architecture, and key nodes which are important to deeply
understand and evaluate the performance, security, and impact of Star-
link, etc. are still not known. In this paper, we propose an efficient
Starlink asset detection framework based on active detection, passive
detection, and non-intrusive search engine-based detection methods for
the effective discovery and identification of Starlink assets. Based on this
framework, this paper implements SeeStar, a Starlink asset mapping sys-
tem, and provides a detailed analysis of Starlink ground stations and key
nodes, exploring their roles and characteristics in the network. Finally,
this paper provides an aggregated analysis of Starlink assets- in terms of
device and service dimensions, and attempts to evaluate their security.



