' ##############################################################################
' # ROBUST WINDOWS PROCESS CONTROL DEMO (VB.NET)
' ##############################################################################
'
' Purpose: Demonstrates the robust and correct way to launch a process in a
' suspended state and then explicitly resume its primary thread using P/Invoke.
' This version incorporates all best practices for bitness, parameter passing,
' and includes detailed logging for troubleshooting environmental issues.
'
' Recommended Configuration:
' 1. Compile for **x64 Platform Target**.
' 2. Run the compiled executable **As Administrator** if encountering Access Denied (Error 5/740).
'
' ##############################################################################

Imports System.Runtime.InteropServices
Imports System.IO

Module Module1

    ' ==============================================================================
    ' 1. WINDOWS API STRUCTURES AND CONSTANTS
    ' ==============================================================================

    ' STARTUPINFO structure (using Unicode for CreateProcessW)
    <StructLayout(LayoutKind.Sequential, CharSet:=CharSet.Unicode)>
    Private Structure STARTUPINFO
        Public cb As Integer
        Public lpReserved As String
        Public lpDesktop As String
        Public lpTitle As String
        Public dwX As Integer
        Public dwY As Integer
        Public dwXSize As Integer
        Public dwYSize As Integer
        Public dwXCountChars As Integer
        Public dwYCountChars As Integer
        Public dwFillAttribute As Integer
        Public dwFlags As Integer
        Public wShowWindow As Short
        Public cbReserved2 As Short
        Public lpReserved2 As IntPtr
        Public hStdInput As IntPtr
        Public hStdOutput As IntPtr
        Public hStdError As IntPtr
    End Structure

    ' PROCESS_INFORMATION structure
    <StructLayout(LayoutKind.Sequential)>
    Private Structure PROCESS_INFORMATION
        Public hProcess As IntPtr
        Public hThread As IntPtr
        Public dwProcessId As Integer
        Public dwThreadId As Integer
    End Structure

    Private Const CREATE_SUSPENDED As Integer = &H4 ' Flag to launch process paused
    Private Const SYSTEM_DIRECTORY As String = "C:\Windows" ' Stable current directory

    ' ==============================================================================
    ' 2. WINDOWS API FUNCTION DECLARATIONS (P/Invoke)
    ' ==============================================================================

    ' CreateProcessW (Unicode) - SetLastError must be True to get Win32 error codes
    <DllImport("kernel32.dll", SetLastError:=True, CharSet:=CharSet.Unicode, EntryPoint:="CreateProcessW")>
    Private Function CreateProcess(
        ByVal lpApplicationName As String,  ' Recommended: Set to Nothing
        ByVal lpCommandLine As String,      ' Recommended: Set to Quoted Full Path
        ByVal lpProcessAttributes As IntPtr,
        ByVal lpThreadAttributes As IntPtr,
        ByVal bInheritHandles As Boolean,
        ByVal dwCreationFlags As Integer,
        ByVal lpEnvironment As IntPtr,
        ByVal lpCurrentDirectory As String,
        ByRef lpStartupInfo As STARTUPINFO,
        ByRef lpProcessInformation As PROCESS_INFORMATION) As Boolean
    End Function

    ' ResumeThread - Returns the thread's previous suspend count
    <DllImport("kernel32.dll", SetLastError:=True)>
    Private Function ResumeThread(ByVal hThread As IntPtr) As Integer
    End Function

    ' CloseHandle - Required for resource cleanup
    <DllImport("kernel32.dll", SetLastError:=True)>
    Private Function CloseHandle(ByVal hObject As IntPtr) As Boolean
    End Function

    ' ==============================================================================
    ' 3. ERROR DECODING HELPER
    ' ==============================================================================

    Private Function DecodeWin32Error(ByVal errorCode As Integer) As String
        ' Decodes common, expected error codes during low-level process creation.
        Select Case errorCode
            Case 2  : Return "ERROR_FILE_NOT_FOUND (2): The file specified was not found."
            Case 5  : Return "ERROR_ACCESS_DENIED (5): Permission issue. Try running As Administrator."
            Case 87 : Return "ERROR_INVALID_PARAMETER (87): An invalid parameter was passed (often command line format)."
            Case 740: Return "ERROR_ELEVATION_REQUIRED (740): The operation requires elevation (Run As Administrator)."
            Case Else: Return $"Win32 Error Code: {errorCode} (Consult MSDN for details)"
        End Select
    End Function

    ' ==============================================================================
    ' 4. MAIN LOGIC
    ' ==============================================================================

    Sub Main()
        Console.Title = "Process Suspension Demonstrator (Robust)"
        Console.WriteLine("--- VB.NET Process Suspension Demo ---")

        ' Determine the target application path.
        Dim system32Path As String = Path.Combine(Environment.GetFolderPath(Environment.SpecialFolder.Windows), "System32")
        Dim targetAppPath As String = Path.Combine(system32Path, "notepad.exe")
        
        ' The command line must be a quoted full path for the most reliable execution.
        Dim commandLineArgs As String = $"""{targetAppPath}""" 

        Console.WriteLine($"[SETUP] Target Path: {targetAppPath}")
        Console.WriteLine($"[SETUP] Command Line: {commandLineArgs}")
        Console.WriteLine("Starting target process in a SUSPENDED state...")

        Dim si As New STARTUPINFO
        Dim pi As New PROCESS_INFORMATION

        ' Initialize structure size (MANDATORY)
        si.cb = Marshal.SizeOf(si)

        ' --- ACT 1: CREATE SUSPENDED PROCESS ---
        Dim processCreated As Boolean = CreateProcess(
            Nothing,                            ' lpApplicationName: Best practice is Nothing
            commandLineArgs,                    ' lpCommandLine: Quoted full path (The actual command)
            IntPtr.Zero,
            IntPtr.Zero,
            False,
            CREATE_SUSPENDED,
            IntPtr.Zero,
            SYSTEM_DIRECTORY,
            si,
            pi)

        ' Log CreateProcess result and error
        Console.WriteLine($"[DEBUG] CreateProcess returned: {processCreated}")

        If Not processCreated Then
            Dim errorCode As Integer = Marshal.GetLastWin32Error()
            Console.WriteLine($"[FATAL ERROR] Failed to create process.")
            Console.WriteLine($"[ERROR DETAILS] {DecodeWin32Error(errorCode)}")
            Console.WriteLine("Troubleshooting: Check compile target (x64) and try running As Administrator.")
            Exit Sub
        End If

        Console.WriteLine($"[SUCCESS] '{targetAppPath}' launched successfully (PID: {pi.dwProcessId}).")
        Console.WriteLine($"[STATUS] Process is currently frozen. Thread Handle: {pi.hThread.ToInt64():X}")

        Console.WriteLine(vbCrLf & "Press ENTER to perform the 'Resume' (unpause) action...")
        Console.ReadLine()

        Try
            ' --- ACT 2: RESUME THREAD ---
            Console.WriteLine("[ACTION] Resuming the main thread...")

            Dim suspendCount As Integer = ResumeThread(pi.hThread)

            ' Log initial ResumeThread result
            Console.WriteLine($"[DEBUG] Initial ResumeThread suspend count: {suspendCount}")

            ' If the thread was already resumed or the call succeeded immediately
            If suspendCount = 0 Then
                Console.WriteLine("[SUCCESS] Notepad.exe is now running normally!")
                
            ' If ResumeThread returned -1, an error occurred (e.g., invalid handle)
            ElseIf suspendCount = -1 Then
                Dim errorCode As Integer = Marshal.GetLastWin32Error()
                Console.WriteLine($"[ERROR] ResumeThread failed (Invalid Handle). {DecodeWin32Error(errorCode)}")

            ' If the suspend count is still positive, call it repeatedly until 0
            ElseIf suspendCount > 0 Then
                Console.WriteLine($"[STATUS] Thread had a high suspend count ({suspendCount}). Resuming until 0...")
                
                Dim finalSuspendCount As Integer = suspendCount
                ' Loop until the suspend count hits 0
                While finalSuspendCount > 0
                    finalSuspendCount = ResumeThread(pi.hThread)
                    Console.WriteLine($"[DEBUG] Next ResumeThread returned: {finalSuspendCount}")
                    
                    ' Handle potential error during the loop
                    If finalSuspendCount = -1 Then
                        Dim errorCode As Integer = Marshal.GetLastWin32Error()
                        Console.WriteLine($"[ERROR] Nested ResumeThread failed. {DecodeWin32Error(errorCode)}")
                        Exit While
                    End If
                End While

                If finalSuspendCount = 0 Then
                    Console.WriteLine("[SUCCESS] Notepad.exe is now running normally after multiple resumes!")
                End If
            End If

        Catch ex As Exception
            Console.WriteLine($"[FATAL ERROR] An unexpected error occurred: {ex.Message}")
        Finally
            ' --- ACT 3: CLEANUP (ALWAYS CLOSE HANDLES) ---
            If pi.hProcess <> IntPtr.Zero Then
                CloseHandle(pi.hProcess)
                pi.hProcess = IntPtr.Zero ' Mark as closed
            End If
            If pi.hThread <> IntPtr.Zero Then
                CloseHandle(pi.hThread)
                pi.hThread = IntPtr.Zero ' Mark as closed
            End If
            Console.WriteLine("[CLEANUP] Process and Thread handles closed.")
        End Try

        Console.WriteLine("Press any key to exit the demonstrator.")
        Console.ReadKey()
    End Sub

End Module
