using System;
using System.IO;
using System.Threading;
using System.Diagnostics;
using System.Security.Principal;

namespace AdvancedSecurityMonitor
{
    // --- 1. EDR CONFIGURATION AND PATHS ---

    public class EDRSystemMonitor
    {
        // Path to the Chrome User Data directory containing the Local State file
        private static readonly string ChromeDataPath = Path.Combine(
            Environment.GetFolderPath(Environment.SpecialFolder.LocalApplicationData), 
            "Google", "Chrome", "User Data"
        );
        
        // The critical file targeted by Infostealers
        private const string TargetFileName = "Local State";

        private FileSystemWatcher _watcher;
        private bool _isMonitoring = true;

        /// <summary>
        /// Initializes the FileSystemWatcher to monitor the critical directory.
        /// EDR tools use similar hooks to watch for file events.
        /// </summary>
        public void StartMonitoring()
        {
            if (!Directory.Exists(ChromeDataPath))
            {
                Console.WriteLine($"[SETUP FAIL] Chrome Data path not found: {ChromeDataPath}");
                return;
            }

            // FileSystemWatcher is used to watch for file system changes.
            _watcher = new FileSystemWatcher(ChromeDataPath)
            {
                Filter = TargetFileName,
                // We monitor for file access changes, which occurs when a process attempts to read the file.
                // This is a common EDR detection hook.
                NotifyFilters = NotifyFilters.LastAccess | NotifyFilters.FileName | NotifyFilters.Security,
                IncludeSubdirectories = false,
                EnableRaisingEvents = true
            };

            // Hook into the Changed event for file access detection
            _watcher.Changed += OnFileAccessDetected;

            Console.ForegroundColor = ConsoleColor.Green;
            Console.WriteLine($"[EDR] Monitoring Activated: Watching for access to '{TargetFileName}' in {ChromeDataPath}");
            Console.ResetColor();
        }

        /// <summary>
        /// Event handler triggered when the target file is accessed (read).
        /// This simulates the EDR detecting the Infostealer's initial move.
        /// </summary>
        private void OnFileAccessDetected(object sender, FileSystemEventArgs e)
        {
            if (e.FullPath.EndsWith(TargetFileName, StringComparison.OrdinalIgnoreCase) && _isMonitoring)
            {
                _isMonitoring = false; // Pause monitoring to prevent flood of alerts

                // --- ADVANCED IR ACTION SIMULATION ---
                
                // In a real EDR, complex kernel hooks would identify the offending process ID (PID).
                // Here, we simulate the detection output.
                string attackingProcessName = "MaliciousStealerV2.exe"; 
                int simulatedPID = new Random().Next(1000, 9999);
                string currentUser = WindowsIdentity.GetCurrent().Name;

                LogSecurityIncident(attackingProcessName, simulatedPID, currentUser, e.FullPath);
                
                // Simulate Intervention: The EDR blocks the read and terminates the process.
                SimulateIntervention(attackingProcessName, simulatedPID);
            }
        }
        
        /// <summary>
        /// Simulates logging the full incident details to the SOC server.
        /// </summary>
        private static void LogSecurityIncident(string processName, int pid, string user, string filePath)
        {
            Console.ForegroundColor = ConsoleColor.Red;
            Console.WriteLine($"\n==========================================================");
            Console.WriteLine($"[SECURITY INCIDENT] Master Key Theft Attempt Detected");
            Console.WriteLine($"TIME: {DateTime.Now:HH:mm:ss}");
            Console.WriteLine($"PID: {pid} | USER: {user}");
            Console.WriteLine($"PROCESS: {processName}");
            Console.WriteLine($"TARGET FILE: {filePath}");
            Console.WriteLine($"ATTACK STAGE: Key Extraction (Phase 1)");
            Console.WriteLine($"==========================================================");
            Console.ResetColor();
        }

        /// <summary>
        /// Simulates the EDR's immediate defensive action: process termination.
        /// </summary>
        private static void SimulateIntervention(string processName, int pid)
        {
            Console.ForegroundColor = ConsoleColor.DarkYellow;
            Console.WriteLine($"[EDR ACTION] Terminating unauthorized process {processName} (PID: {pid}).");
            Console.WriteLine($"[EDR ACTION] **ATTACK CHAIN BROKEN** The Master Key was not successfully exfiltrated.");
            Console.ResetColor();
        }
        
        public void StopMonitoring()
        {
            if (_watcher != null)
            {
                _watcher.EnableRaisingEvents = false;
                _watcher.Dispose();
            }
        }
    }

    // --- MAIN EXECUTION ---
    public class Program
    {
        public static void Main()
        {
            Console.Title = "Advanced EDR Monitor Demo";
            
            var monitor = new EDRSystemMonitor();
            monitor.StartMonitoring();

            Console.WriteLine("\n[WAITING] The EDR is running in the background. Please try accessing the 'Local State' file now...");
            Console.WriteLine("          (Hint: Try opening the file in Notepad or another text editor to trigger the 'access' event.)");
            
            // Keep the application running so the FileSystemWatcher events can be processed
            Console.WriteLine("\nPress ENTER to exit the monitor...");
            Console.ReadLine();
            
            monitor.StopMonitoring();
        }
    }
}
