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The Citizen Lab is an interdisciplinary laboratory based at the Munk School of Global Affairs & Public Policy,
University of Toronto, focusing on research, development, and high-level strategic policy and legal engagement
at the intersection of information and communication technologies, human rights, and global security.

We use a “mixed methods” approach to research combining practices from political science, law, computer
science, and area studies. Our research includes: investigating digital espionage against civil society, docu-
menting Internet filtering and other technologies and practices that impact freedom of expression online,
analyzing privacy, security, and information controls of popular applications, and examining transparency and
accountability mechanisms relevant to the relationship between corporations and state agencies regarding
personal data and other surveillance activities.

Professor Ron Deibert (https://deibert.citizenlab.ca/bio/) is the founder and current director of The Citizen Lab.

An information booklet on The Citizen Lab can be found here (https://citizenlab.ca/wp-
content/uploads/2018/05/18033-Citizen-Lab-booklet-p-E.pdf).

   
Financial support for The Citizen Lab’s research has come from the The Canada Centre for Global Security
Studies, Donner Canadian Foundation (http://www.donnerfoundation.org/), Ford Foundation (http://www.ford-
found.org/), Hewlett Foundation (http://www.hewlett.org/strategy/cyber/), HIVOS (https://www.hivos.org/), The
Hopewell Fund, (https://www.hopewellfund.org/) International Development Research Centre (IDRC)
(http://www.idrc.ca), John D. and Catherine T. MacArthur Foundation (https://www.macfound.org/), Oak
Foundation (http://www.oakfnd.org/), Open Society Foundations
(https://www.opensocietyfoundations.org), Psiphon Inc (http://psiphon.ca/)., The Sigrid Rausing Trust
(https://www.sigrid-rausing-trust.org/), Social Sciences and Humanities Research Council of Canada
(http://www.sshrc.ca/),  Walter and Duncan Gordon Foundation (http://gordonfoundation.ca/).یان
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The Citizen Lab is grateful for in-kind donations of investigative tools from companies including:
RiskIQ/PassiveTotal (https://www.passivetotal.org/), HYAS (http://www.hyas.com/), VirusTotal
(https://www.virustotal.com/), Cisco’s AMP Threat Grid Team
(http://www.cisco.com/c/en/us/products/security/threat-grid/index.html), and others.

Make a donation (https://donate.utoronto.ca/give/show/84) to The Citizen Lab. Your support plays an essential
role in sustaining the quality, independence, and impact of our work.

 
The Citizen Lab is an academic research lab focused on the study of digital threats to civil society and high-level
policy engagement. Our research into digital threats involving individuals is conducted through human subject
research protocols and participants must fit specific criteria and processes to be enrolled in these projects.
Providing technical support, advice, or recommendations to members of the public is outside of our
mandate.

If you are interested in resources on how to be safer online, consider visiting Security Planner (https://security-
planner.consumerreports.org/). While intended for a broad audience, the tool includes links to outside support
for higher risk individuals, including assistance with online harassment (https://securityplanner.consumerre-
ports.org/tool/get-help-with-online-harassment) and emergency support resources. (https://securityplanner.-
consumerreports.org/tool/emergency-resources)

For general inquiries to The Citizen Lab, please email: inquiries at citizenlab.ca

For media inquiries, visit our media resources page (https://citizenlab.ca/media/) or email: media at
citizenlab.ca

   
 

As a general policy, The Citizen Lab does not take volunteer requests.

If you are interested in studying with Professor Ronald Deibert or research fellowship opportunities, please visit
his student resources page (https://deibert.citizenlab.ca/student-supervision/).

If you are interested in working with us, see our latest employment opportunities here (https://citizenlab.ca/cat-
egory/lab-news/opportunities/).یان
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By Ron Deibert (https://citizenlab.ca/author/profd/) and Masashi Crete-Nishihata
(https://citizenlab.ca/author/masashi/)
June 19, 2020

To voice your support for OTF, please see https://saveinternetfreedom.tech/
(https://saveinternetfreedom.tech/)

Working to ensure a free, open, and secure Internet requires efforts from a global community. Forming and
maintaining a global community is hard work and needs resources and support. The Open Technology Fund
(https://www.opentech.fund/) (OTF) has been a vital pillar in supporting this community 

Gaining the trust of marginalized and at-risk groups is difficult and can be especially so for US government
funded bodies, as many communities (for good reasons) view the US government with suspicion.

While being a US-funding body, OTF has built trust and made vital contributions to communities through an
open source ethos, a transparent approach to funding, and a commitment to independence, as far as possible,
from U.S. administrations under which ultimately they are governed. 

Recent developments (https://www.cnn.com/2020/06/17/media/us-agency-for-global-media-michael-pack/in-
dex.html) in the US Agency for Global Media (USAGM), which oversees the OTF and US government-funded
broadcasting organisations, call into question the ability of OTF to continue its work, maintain its perceived
independence, and preserve trust among marginalized and at-risk communities

The recently appointed CEO of USAGM, Micheal Pack, has taken a number of dramatic actions across the organi-
sation, including: ousting (https://www.cnn.com/2020/06/17/media/us-agency-for-global-media-michael-
pack/index.html) Libby Liu, CEO of OTF, along with the heads of Middle East Broadcasting, Radio Free Asia, and
Radio Free Europe/Radio Liberty. 

He has also replaced the USAGM board of directors with individuals who have concerning histories, such as
Bethany Kozma who has campaigned (https://www.buzzfeednews.com/article/lesterfeder/trump-administra-
tion-appoints-anti-transgender-activist-to) against transgender access in public school washrooms. Following
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these moves, the President of OTF, Laura Cunningham, was also fired. These sweeping changes come amidst
groups lobbying the USAGM to redirect some of OTF’s resources to a few closed-source circumvention tools.

Together these developments raise serious concerns that the USAGM will become a partisan organisation in
which the OTF model of transparent funding to open source projects will be sacrificed. The trust that has taken
OTF years to build could be lost overnight. 

Along with supporting many of the open source Internet circumvention tools and privacy enhancing apps that
millions of users depend on, OTF has also played a significant role in supporting the study of information
controls.

Tools, training, and other applied approaches are vital to maintaining a free and open Internet. Independent,
impartial research on information controls is an essential foundation as well. Building a field of study around
information controls is one of the Citizen Lab’s main strategic goals. OTF has been a key partner in helping us
and a wide community of scholars achieve that goal. 

In 2014, at an Internet Freedom conference, we had a meeting with Dan Meredith, then the Director of OTF. Dan
asked us what OTF could do to help our work. We explained to Dan that as a general policy Citizen Lab does not
take direct government funding, such as that provided through Internet Freedom programs offered by the US
Department of State. This policy is meant to maximize the real and perceived independence of our research, as
governments are often the focus of our investigations. However, we understand other groups and organizations
make a different choice, and we respect those decisions. 

While we maintain our policy, we also felt OTF was trying to do something different in the US government
funding space and that they were making positive efforts to help the budding community of scholars studying
information controls. So we told Dan that rather than fund our group, OTF could establish a fellowship program
that directly funds students to work with university-based research organisations (ours and others) to do cutting
edge research on how censorship and surveillance affects marginalised groups around the world. Soon after that
meeting, the OTF Information Controls Fellowship Program (https://www.opentech.fund/funds/icfp/) (ICFP) was
created. The ICFP has subsequently supported dozens of students and practitioners and helped build a commu-
nity of information control researchers.

The OTF has also been a key supporter of the Citizen Lab Summer Institute (https://citizenlab.ca/summerinsti-
tute-2019/) (CLSI) which acts as a hands-on workshop for the information controls research community.
Through the ICFP and CLSI, ground breaking research with implications for policy and at-risk communities have
flourished, including uncovering insecure child monitoring applications (https://netalert.me/safer-without.html)
in Korea, exposing the Great Cannon (https://citizenlab.ca/2015/04/chinas-great-cannon/)—an attack tool in
China used for large scale distributed-denial of service attacks against code sharing platforms and human rights
websites—and many other milestones. In the long term, the fellows who go through the ICFP will become the
professors, mentors, and supporters of the next generation of students and researchers working to understand
information controls and safeguard the free and open Internet. This work was made possible by the contribu-
tions of OTF and could only happen through its open approach to funding and management. 
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Privacy Policy (https://citizenlab.ca/privacy/)

Unless otherwise noted this site and its contents are licensed under a Creative Commons Attribution 2.5 Canada
(https://creativecommons.org/licenses/by/2.5/ca/) license.

(http://munkschool.utoronto.ca/)

The encroachments to OTF highlight why independent and transparent funding sources for research and devel-
opment on Internet freedom are so important. Providing this type of support within a large government organi-
sation can be difficult. OTF was an example of how to do that right. Losing that example will be a loss not only to
the practitioners and researchers that have grown through the support of OTF but the wider community of
marginalized people they support. 

– Ron Deibert (Director) and Masashi Crete-Nishihata (Associate Director)
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It is expected that heavier information
controls will be imposed around political
events such as an election, when access to
information is highly critical.

This project will bring together researchers and civil society actors to

document information controls, develop and deliver rapid responses, and

disseminate these findings.

Information Control Watch will promote improved online access to

information in Iran through app development and research to enable greater

understanding about the role that Internet Service Providers (ISPs) play in

implementing government information controls such as online censorship.

Information Controls
and Election Monitoring
Group

GET SUPPORT

10/6/25, 4:12 PM Information Controls and Election Monitoring Group | OTF

https://www.opentech.fund/projects-we-support/supported-projects/information-controls-and-election-monitoring-group/ 2/4
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From ASL19’s experience localizing circumvention, privacy and security tools

for users in Iran, they have learned from Iranian internet users that in

addition to information controls, reliable internet service and connectivity

remains the most pressing issue and challenge to accessing information on

the Internet in Iran.

The project includes two main components: (1) Based on the assumption that

reliable internet connectivity is vital to online access to information, an ISP

consumer review app will be developed to promote the best internet service

providers; (2) Research and monitoring of information controls ahead of the

2016 Majlis (parliamentary) elections, which will provide unique and holistic

insights on just-in-time information controls in Iran. This will be achieved

through comparing network multiple data sets, including network

throughput, circumvention usage and contextual socio-political data.

Funding to date

$150,950

2015

$150,950
12 months

Project Status

Inactive

Categories

Internet Freedom & IF Technologies

Tags GET SUPPORT

10/6/25, 4:12 PM Information Controls and Election Monitoring Group | OTF

https://www.opentech.fund/projects-we-support/supported-projects/information-controls-and-election-monitoring-group/ 3/4

یان
دیر
ل م

غزا



OTF's Multilateral Surge and Sustain Fund will support additional
censorship circumvention tools to provide more people with access
to the free and open internet.

Thu, 2024-04-18 16:09

OTF Increases Funding for
Circumvention Tools to Support
46 Million Monthly Users

home > news

MY OTF Select Language  ▼ U

aa

GET SUPPORT
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Washington, D.C. – Open Technology Fund (OTF) is pleased to announce its

Multilateral Surge and Sustain Fund will support additional censorship

circumvention tools to provide access to the free and open internet to up to

46 million users each month. Long-time partners Psiphon, nthLink, and

Lantern will continue to receive support to expand their reach to millions

more users in China, Iran, and Russia. Three new providers, including

FreeBrowser and RostamVPN, will also receive funding to significantly

increase the number of users in authoritarian countries. Combined, they will

serve tens of millions of users in the world’s most repressed online

environments including Belarus, China, Cuba, Iran, Myanmar, Russia, Russian-

occupied Ukraine, and Turkmenistan.

“Millions of people around the world now regularly rely on OTF-supported

circumvention tools to access the uncensored internet, and demand is only

increasing. These tools are a critical information lifeline for those who would

otherwise be cut off from trusted, independent news,” said OTF President

Laura Cunningham. “OTF’s ability to increase our investments to meet

growing needs is the result of sustained bipartisan support for our

Congressional mandate, and we are grateful for the opportunity to connect

millions more people to the uncensored internet.”

As China, Iran, Russia, and other authoritarians invest in more sophisticated

online information controls, demand for OTF-supported circumvention tools

continues to rise. In 2021, there were 9 million monthly active users of OTF-

supported circumvention tools. Today, OTF regularly supports 40 million

monthly active users. OTF’s investment in these tools effectively unlocks the

audiences for independent media outlets operating in closed spaces,

including those funded by the U.S. Agency for Global Media, a significant

contribution to the digital reach of U.S. global broadcasting.

“The Multilateral Surge and Sustain Fund is a critical initiative providing crucial

access to the free and uncensored internet for tens of millions living under

authoritarian governments,” said Under Secretary of State for Civilian

Security, Democracy, and Human Rights Uzra Zeya. “Implemented by Open

Technology Fund, this deliverable of the inaugural Summit for DemocracyGET SUPPORT

10/6/25, 4:15 PM OTF Increases Funding for Circumvention Tools to Support 46 Million Monthly Users | OTF
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supports 40 million users of circumvention tools every month. Together with

like-minded government and private sector partners, the United States is

unwavering in our support to those around the world demanding the free

flow of information. Open source censorship circumvention tools, like those

supported through this fund, are a key component of U.S. efforts to advance

human rights and democracy around the globe, online and offline.”

OTF’s Multilateral Surge and Sustain Fund was established in partnership with

the Department of State in December 2021 at the inaugural Summit for

Democracy to counter growing internet repression globally. The Multilateral

Surge and Sustain Fund provides resources on a competitive basis to large-

scale, open source circumvention tools with a documented track record of

successfully circumventing authoritarian censorship in China, Iran, Russia,

and other closed information environments. Without these critical resources,

circumvention tool operators would be forced to throttle or limit usage of

their tools in these countries at a time when they are needed most.

The Multilateral Surge and Sustain Fund is designed to maximize cost

efficiencies to enable access to the greatest number of users possible. It only

costs about $0.07 to support a single user for a month – or less than $1 per

user per year. Critically, OTF’s funding for anti-censorship technologies is also

part of a broader call to action by the White House to the private sector to

further support users in highly censored environments with affordable access

to anti-censorship tools.

OTF is grateful to the U.S. Agency for Global Media for their ongoing support,

and the U.S. Department of State’s Bureau of Democracy, Human Rights, and

Labor and the Bureau of Near East Affairs for providing $17.7 million in

financial support to help establish the Multilateral Surge and Sustain Fund.

GET SUPPORT
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Information controls are actions intended to deny, disrupt, monitor, or secure information
for political ends. They can be implemented using a wide variety of technical and
nontechnical means. Political contests over the control of information are heightened
around important events, such as major anniversaries, armed conflicts, protests, and
elections. In this paper, we offer a comparative case study of online censorship of the
circumvention tool Psiphon during the Iranian elections in 2016 and 2013, drawing on
unique access to analytics data from Psiphon. We find that the Iranian regime developed its
censorship approach in two ways, deploying blocking that was more targeted and
strategically timed in the more recent case. Evidence suggests that the regime relaxed
censorship of Psiphon during the official campaign period for the 2016 election. The
apparent objective of this new approach was to control access to information while
minimizing the political consequences of doing so.
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It is expected that heavier information
controls will be imposed around political
events such as an election, when access to
information is highly critical.

This project will bring together researchers and civil society actors to

document information controls, develop and deliver rapid responses, and

disseminate these findings.

Information Control Watch will promote improved online access to

information in Iran through app development and research to enable greater

understanding about the role that Internet Service Providers (ISPs) play in

implementing government information controls such as online censorship.
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From ASL19’s experience localizing circumvention, privacy and security tools

for users in Iran, they have learned from Iranian internet users that in

addition to information controls, reliable internet service and connectivity

remains the most pressing issue and challenge to accessing information on

the Internet in Iran.

The project includes two main components: (1) Based on the assumption that

reliable internet connectivity is vital to online access to information, an ISP

consumer review app will be developed to promote the best internet service

providers; (2) Research and monitoring of information controls ahead of the

2016 Majlis (parliamentary) elections, which will provide unique and holistic

insights on just-in-time information controls in Iran. This will be achieved

through comparing network multiple data sets, including network

throughput, circumvention usage and contextual socio-political data.
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