
 
 

 

Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM 

P
ag

e1
 

Russia's Evolving Intelligence Doctrine- 
Analyzing Romachev's "New Paradigm" 
of Network-Centric Influence Operations 
– a Forecast 
An Anticipatory Analysis of an Emerging Russian Intelligence Doctrine 
 
The analysis offers an estimate of what is believed will be covered in an upcoming Russian 
presentation, suggesting a potentially significant evolution in that nation's intelligence doctrine 
towards more sophisticated and network-centric influence operations. The analysis herein is based 
on the preliminary information available regarding the speaker and the announced topic, aiming to 
provide foresight into possible shifts in Russian strategic approaches. 
 
The central figure in this development is Roman V. Romachev, identified as the General Director of 
"R-Techno ChRK". He is scheduled to deliver his report at the highly regarded Moscow State Institute 
of International Relations (MGIMO). His intended audience reportedly includes political scientists, 
personnel from special services and the Ministry of Foreign Affairs, representatives from government 
bodies overseeing foreign interference laws, and individuals described as "operators of Russian soft 
power" abroad, indicating the wide-ranging perceived relevance of his topic. 
 
The presentation, titled "Disinformation (Influence) Networks: A New Paradigm of Intelligence 
Networks," is expected to introduce what Romachev terms "unique systematized material." This 
material will likely detail a novel framework for the organization of intelligence communities, with a 
pronounced focus on network-centric structures and the strategic application of modern 
psychotechnologies. It is anticipated that these concepts will be framed, at least in part, as a response 
to or an evolution based on perceived Western intelligence activities, particularly concerning 
influence in states Russia considers to have "weak sovereignty." This report endeavors to explore the 
potential substance and implications of this "new paradigm" based on these initial indicators. 
 
The prospective adoption and operationalization of such a paradigm by Russia would signify a 
notable advancement in its strategic capabilities, likely leading to more pervasive, effective, and 
difficult-to-attribute influence campaigns on a global scale. Such a shift carries the potential to alter 
the international information security landscape, presenting new challenges for states and 
organizations worldwide by formalizing and potentially scaling up Russia's approach to information 
warfare and psychological operations. 
 
The announcement of this presentation, slated for June 5-6, 2025, suggests that these strategic 
concepts are currently undergoing active development and are being deliberately socialized within 
influential Russian circles. This timing reflects an adaptation to the contemporary geopolitical 
environment and the continuously evolving nature of information warfare, signaling a proactive 
effort to refine and advance Russia's toolkit for international influence. 
 
The primary impact observed thus far stems from the announcement itself. This preliminary 
information has prompted analytical efforts, including the development of this report, aimed at 
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understanding the potential contours of this shift in Russian strategy. These efforts seek to begin 
formulating anticipatory awareness and potential responses to these emerging doctrines before they 
are fully articulated or implemented. 
 
Looking ahead, the successful implementation of this anticipated paradigm could significantly 
enhance Russia's ability to project influence and pursue its strategic objectives. However, the full 
realization of such a complex and integrated approach may encounter internal bureaucratic hurdles, 
technological limitations, or external countermeasures. Continuous monitoring of doctrinal 
pronouncements, technological investments, observed operational tactics, and the discourse within 
relevant Russian academic and policy circles will be crucial for assessing the actual trajectory and 
impact of this "new paradigm." It is important to reiterate that this analysis remains a projection 
based on the limited, preliminary information currently available regarding Romachev's forthcoming 
presentation. 
 
II. The Speaker and His Platform- Roman Romachev, R-Techno, and MGIMO 
The credibility and potential impact of the "new paradigm" are intrinsically linked to its progenitor 
and the context in which it is being presented. Understanding Roman V. Romachev, his company R-
Techno ChRK, and the significance of MGIMO and the specific conference provides crucial insight 
into the nature and intent behind this announcement. 
 
A. Profile of Roman V. Romachev- Background, Expertise, and Verifiable Connections 
Roman V. Romachev is identified as the General Director of "R-Techno ChRK". While the provided 
information does not independently verify direct links to Russian intelligence services such as the 
FSB (as suggested in the initial query prompting this analysis), such affiliations, if confirmed 
through further OSINT, would significantly elevate the importance of his pronouncements. The role 
of "General Director" of a private entity, potentially a "Chastnaya Razvedyvatel'naya Kompaniya" 
(Private Intelligence Company, often abbreviated as ChRK or ЧРК), which specializes in 
transforming "intelligence to decision", while also being positioned as an authority on state 
intelligence paradigms, points towards the increasing prevalence of public-private partnerships or 
the utilization of quasi-private entities within the Russian intelligence and security sector. This 
model offers the state advantages such as plausible deniability, access to specialized private-sector 
talent, and operational agility that might be constrained within formal governmental structures. R-
Techno might function as a contractor, a front organization, or a genuinely private company with 
deep, possibly contractual, ties to Russian intelligence, specializing in areas pertinent to the "new 
paradigm," such as information warfare, data analysis, or psychotechnology applications. 
 

The use of emojis (                           ) in the initial announcement is an unconventional element for a 
topic of this gravity. While it could be dismissed as a personal communication style on certain 
platforms, it might also be a deliberate attempt to cultivate a more modern or approachable 
persona, potentially to attract a different demographic of talent or to subtly disarm perceptions of 
an overly rigid state-associated entity. Regardless, Romachev's presentation of "unique 
systematized material" positions him as a thought leader or at least a key explicator of this evolving 
doctrine. His true credibility will ultimately be measured by the substance of the paradigm and its 
subsequent adoption or reflection in broader Russian strategic discourse and operations. 
 
B. Analysis of "R-Techno ChRK"- Its Mission, Activities, and Role in the Russian Intelligence 
Ecosystem 
 
"R-Techno ChRK" (P-TEXNO) presents itself with the tagline "from intelligence to decision". This 
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mission statement is highly suggestive of an organization focused on operationalizing intelligence, 
bridging the gap between raw data collection and actionable strategic choices. In the context of 
"Disinformation (Influence) Networks" and a "new paradigm of intelligence networks", R-Techno's 
role could involve developing or providing the methodologies, tools, or even decision-support 
systems necessary to implement such a paradigm, aligning with a broader trend towards making 
influence operations more data-driven, efficient, and potentially semi-automated. 
 
The designation "ChRK," if interpreted as Private Intelligence Company, implies activities in 
competitive intelligence, risk analysis, information operations, and potentially cybersecurity or data 
analytics. Such companies can serve as vehicles for the state to access specialized skills not readily 
available within government structures or to conduct activities with a degree of separation from 
official state organs. R-Techno's focus on translating intelligence into decisions suggests it may offer 
services that analyze influence networks, identify vulnerabilities, and recommend or even execute 
influence strategies. The focus highly likely involves the application of AI, machine learning for 
predictive analytics, or advanced data analysis to map networks, understand target audiences, and 
optimize messaging for maximum impact. The emergence of such private entities working in close 
concert with state objectives highlights a commercialization and privatization trend in a domain 
traditionally reserved for state intelligence agencies, potentially making attribution of activities more 
complex and operations more flexible. 
 
C. Significance of MGIMO and the Conference Context 
 
The choice of MGIMO (Moscow State Institute of International Relations) as the venue for Romachev's 
presentation is highly significant. MGIMO is one of Russia's most elite universities, renowned for 
training diplomats, intelligence officers, and foreign policy specialists. Presenting a "new paradigm 
of intelligence networks" at such an institution shows the strategic importance attributed to the 
concepts and targets a high-level audience of current and future practitioners within the Russian 
state. 
 
The conference itself, the "VI International Scientific and Practical Conference 'Modern 
psychotechnologies in management, politics, business, education and art'," and specifically Section 2, 
"' Political Psychologist in the Era of Global Political Transformations and Shifts'", provides a critical 
contextual layer. The deliberate placement of a report on an intelligence paradigm within a section 
focused on political psychology and psychotechnologies signals a strong emphasis on the 
psychological manipulation aspects of influence operations. The placement shows that the "new 
paradigm" is not merely about technical networks or information dissemination but is deeply rooted 
in understanding, using, and potentially weaponizing human psychology within the framework of 
ongoing global political changes. MGIMO provides the intellectual and institutional platform to lend 
academic legitimacy to these concepts and to disseminate them to a cohort poised to enter key 
positions within the Russian government and related structures, indicating a Russian effort to invest 
in more sophisticated, psychologically-attuned methods of influence, drawing on academic research 
in psychology and political science to refine its intelligence operations and strategic communications, 
moving towards more tailored and nuanced campaigns. 
 
Table 1- Profile of Roman V. Romachev and R-Techno ChRK (Based on Available Information 
and Inferences) 
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Entity Key 
Biographical/Org
anizational Data 

Stated 
Expertise/Missio
n 

Alleged/Verifiabl
e Affiliations 

Known 
Projects/Publicat
ions (Relevant to 
Influence Ops, 
Intelligence) 

Assessed 
Role/Significance 

Roman V. 
Romachev 

General Director 
of R-Techno 
ChRK. Further 
biographical data 
requires 
dedicated OSINT. 

Presenting 
"unique 
systematized 
material" on 
"Disinformation 
(Influence) 
Networks" and a 
"New Paradigm 
of Intelligence 
Networks". 

Alleged FSB links 
(user query 
context). 
Professional 
association with 
R-Techno ChRK. 

Upcoming report 
at MGIMO, June 
5-6, 2025. 

Potential thought 
leader or key 
explicator of an 
evolving Russian 
intelligence 
doctrine. 
Credibility hinges 
on the substance 
of the "new 
paradigm" and its 
wider adoption. 

R-Techno ChRK Private company, 
potentially a 
"Private 
Intelligence 
Company" 
(ChRK). Tagline- 
"P-TEXNO from 
intelligence to 
decision". 

"from intelligence 
to decision". 
Likely involved in 
data analysis, 
information 
operations, or 
strategic 
consulting. 

Likely contractual 
or informal ties to 
Russian state 
entities, given the 
nature of the 
proposed report 
and its target 
audience. 

Specific projects 
are not detailed 
in the 
announcement 
but are implied to 
relate to 
intelligence and 
influence 
operations. 

A potential 
enabler or 
implementer of 
the "new 
paradigm," 
providing tools, 
methodologies, or 
services. 
Represents a 
trend of public-
private 
collaboration in 
the Russian 
intelligence/secu
rity sphere, 
enhancing 
operational 
flexibility and 
deniability. 

 
III. Deciphering "Disinformation (Influence) Networks"- The Russian Interpretation 
 
The terminology used in Romachev's announcement provides crucial clues about the Russian 
perspective on information warfare and the perceived operational environment. The framing of 
"Western intelligence networks" and the specific conceptualization of "Disinformation (Influence) 
Networks" reveal underlying assumptions and strategic motivations. 
 
A. Russia's Framing- "Western Intelligence Networks" and "Controlled States with Weak 
Sovereignty" 
 
Romachev's report is set to discuss "approaches of Western intelligence networks to issues of 
influence on controlled states with weak sovereignty". This phrasing is inherently defensive and 
accusatory, aligning with a long-standing Russian narrative that portrays the West, particularly the 
United States and its allies, as actively engaged in undermining Russian interests and the sovereignty 
of nations within its perceived sphere of influence. From Moscow's viewpoint, "Western intelligence 
networks" likely encompass a broad array of state agencies, NGOs, media organizations, and tech 
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companies that are seen as instruments of Western foreign policy, aimed at promoting regime 
change, sowing instability, or eroding traditional values. 
 
States deemed to have "weak sovereignty" are typically those in Russia's near abroad (former Soviet 
republics), countries experiencing internal political divisions, or nations seeking closer integration 
with Western institutions like NATO or the EU. This framing serves multiple purposes- it justifies 
Russia's development and deployment of similar, if not more advanced, influence networks as a 
necessary defensive measure; it provides a pretext for proactive "counter-influence" operations or 
"active measures" in these regions; and it reinforces Russia's narrative of being a bulwark against 
Western expansionism and a protector of "true" sovereignty against foreign interference. Russia 
creates a rationale for its assertive actions in the information domain by positioning the "new 
paradigm" as, in part, a response to or an evolution based on studying these alleged Western 
activities.. They suggest that the "new paradigm" will likely incorporate lessons learned (or perceived 
lessons) from observing Western operations, aiming to be more sophisticated, effective, or difficult 
to attribute, while simultaneously serving Russia's broader geopolitical agenda of reasserting 
influence and challenging the existing international order. 
 
B. Defining "Disinformation (Influence) Networks" from a Russian Standpoint 
 
The term "Disinformation (Influence) Networks" itself is revealing. The parenthetical inclusion of 
"(Influence)" significantly broadens the concept beyond the mere propagation of false or misleading 
information. While disinformation is a key tactic, the emphasis on "influence" suggests a more 
strategic and holistic objective- to shape the perceptions, attitudes, beliefs, and ultimately, the 
behaviors and decisions of target audiences, populations, or governments, aligning with established 
Russian concepts of information-psychological warfare and "active measures," but updated for the 
contemporary, networked information environment. 
 
From a Russian standpoint, these "Disinformation (Influence) Networks" are likely conceptualized 
as complex, multi-layered ecosystems. They would comprise not only technical components (such as 
botnets, troll farms, fake news websites, and compromised social media accounts) but also human 
elements (including agents of influence, witting or unwitting collaborators, front organizations, and 
cultivated local actors). Furthermore, the "network" aspect implies a coordinated, distributed, and 
potentially resilient operational structure capable of orchestrating campaigns across multiple 
platforms and vectors. Such networks would be designed to achieve a range of effects, from sowing 
discord and eroding trust in democratic institutions and media, to promoting specific narratives 
favorable to Russian interests, discrediting adversaries, and creating an information environment 
conducive to Russia's strategic goals. The ultimate intent is not just to spread falsehoods but to 
achieve tangible strategic outcomes by manipulating the cognitive and decision-making processes of 
target entities. These actions demonstrate a sophisticated understanding of influence as a persistent 
campaign rather than isolated disinformation events, targeting the entire information environment. 
 
IV. The "New Paradigm of Intelligence Networks"- Hypotheses and Implications 
 
The assertion that Romachev's report "actually opens a new paradigm for the organization of 
network-centric intelligence communities" is a strong claim, suggesting a fundamental shift in how 
Russian intelligence conceptualizes and conducts its operations, particularly in the realm of 
influence. 
 
A. "Network-Centric Intelligence Communities"- A Russian Strategic Adaptation 
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The concept of "network-centric intelligence communities" warrants careful examination. While 
"network-centric operations" have been a feature of Western military thought for decades, 
emphasizing shared awareness, collaboration, and speed of command through robust information 
networks, its Russian adaptation in the intelligence influence sphere likely carries specific 
connotations. In this context, "network-centric" probably signifies more than just technological 
interconnectedness. It likely implies a move towards- 
 

1. Enhanced Integration- Greater collaboration and information sharing between traditionally 
siloed Russian intelligence services (FSB, GRU, SVR) and other state and non-state actors (e.g., 
R-Techno, "soft power operators," patriotic hacker groups). The intent would be to create a 
more cohesive and responsive influence ecosystem. 

2. Distributed Operations- A shift from rigidly hierarchical command structures to more 
decentralized, mission-focused cells or nodes that can operate with greater autonomy and 
adaptability. The distributed operations would enhance operational resilience and make 
attribution more challenging. 

3. Using Big Data and AI- The systematic use of advanced analytics, artificial intelligence, and 
machine learning to identify vulnerabilities, map target networks (social, political, 
infrastructural), tailor messaging, and assess the impact of influence campaigns in near real-
time. 

4. Human-Technical Orchestration- A sophisticated blend of human intelligence (HUMINT) 
operations with technical capabilities, where human agents and automated systems work in 
concert to achieve influence objectives. 

 
The paradigm likely aims to create intelligence "communities" that are more fluid, mission-oriented, 
and capable of swarming targets from multiple angles simultaneously, using diverse actors and 
methods. It suggests an effort to improve internal coordination and to harness the capabilities of a 
wider range of assets more synergistically, moving beyond stove-piped structures towards a more 
holistic operational approach. 
 
B. Potential Shifts in Russian Intelligence Doctrine, Operations, and Technology 
 
The introduction of such a "new paradigm" would logically entail significant shifts across Russian 
intelligence doctrine, operational methodologies, and technological priorities. Doctrinally, it could 
signal a formal move towards persistent information confrontation, where influence operations are 
not merely episodic events tied to specific crises but a continuous, integrated component of state 
policy, aimed at shaping the global information environment proactively. The shifts might involve a 
greater emphasis on pre-emptive information operations designed to set narratives or preemptively 
discredit adversaries. 
 
Operationally, there might be a shift towards the long-term cultivation of influence networks rather 
than solely focusing on short-term tactical campaigns, involving patient development of assets, front 
organizations, and sympathetic voices within target societies. Methods could become more subtle 
and insidious, focusing on exploiting existing societal divisions, influencing elite decision-makers 
through tailored approaches, and undermining international alliances by eroding trust and 
promoting discord. The "network-centric" aspect suggests operations that are harder to trace back 
to a single state sponsor, employing cutouts and proxies more effectively. 
 
Technologically, this paradigm would necessitate significant investment in and development of: 
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● AI and Machine Learning- For advanced sentiment analysis, narrative generation and 

propagation, deepfake creation and detection (for both offensive use and defensive 
awareness), and predictive modeling of societal responses. 

● Big Data Analytics Platforms- To process vast amounts of open-source and illicitly acquired 
data for targeting and network mapping. 

● Advanced Social Engineering Tools- To enhance the effectiveness of human operatives and 
automated systems in manipulating individuals and groups. 

● Secure and Resilient Communication Platforms- For coordinating the activities of diverse 
actors within the "network-centric community." 

 
The paradigm points to a Russian effort to make influence operations more data-driven, efficient, 
adaptable, and perhaps even semi-automated, thereby increasing their potential reach and impact. 
 
C. The Role of "Modern Psychotechnologies" within this New Paradigm 
 
The conference theme, "Modern psychotechnologies in management, politics, business, education 
and art," and the specific section on the "'Political Psychologist in the Era of Global Political 
Transformations and Shifts'" are not incidental. They directly point to the intended integration of 
cutting-edge psychological research and technologies into this "new paradigm" of intelligence. 
"Psychotechnologies" in this context likely refers to the application of technological tools and 
methods to understand, predict, and manipulate human psychology for strategic ends, encompassing 
a range of applications- 
 
● Advanced Psychological Profiling- Using data analytics and AI to create detailed 

psychological profiles of key individuals or demographic groups to identify their 
vulnerabilities, motivations, and susceptibility to specific narratives. 

● Micro-Targeting- Delivering highly customized messages and content designed to resonate 
with the specific psychological makeup of small, defined audience segments. 

● Narrative Warfare based on Cognitive Biases- Crafting and disseminating narratives that 
exploit known human cognitive biases (e.g., confirmation bias, negativity bias) to enhance their 
persuasiveness and spread. 

● Emotionally Evocative Content- Using AI-generated or curated content (including deepfakes, 
manipulated media) designed to elicit strong emotional responses (fear, anger, anxiety) that 
can override rational thought and promote desired behaviors. 

● Gamification and Immersive Technologies- Potentially exploring the use of virtual reality 
(VR) or augmented reality (AR) and gamified experiences for indoctrination or influence. 

 
The focus on the "political psychologist" suggests a concerted effort to weaponize insights from 
political psychology to exploit vulnerabilities at both individual and societal levels, particularly 
during times of "global political transformations and shifts" which create uncertainty and receptivity 
to influence. These actions are a step change in the sophistication of psychological warfare, aiming 
for more personalized, pervasive, and potent effects, raising significant concerns for cognitive 
security. 
 
Table 2- Key Tenets of the "New Paradigm" vs. Traditional Approaches (Hypothesized) 
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Dimension Traditional Russian 
Intelligence/Influence 
Approach 

Hypothesized "New 
Paradigm" Approach 
(Based on Romachev's 
Announcement) 

Key Differentiators/Shifts 

Organizational Structure Primarily hierarchical, 
service-specific (FSB, GRU, 
SVR) with some ad-hoc 
coordination. 

"Network-centric 
intelligence communities"; 
integrated, potentially 
decentralized nodes 
involving state and quasi-
private actors. 

Shift from siloed hierarchy 
to integrated, flexible 
networks; formal inclusion 
of non-state actors. 

Operational Focus Episodic campaigns, 
disinformation, active 
measures, and cultivation 
of agents. 

Persistent information 
confrontation; holistic 
influence operations; long-
term network cultivation; 
pre-emptive narrative 
shaping. 

From reactive/episodic to 
proactive/continuous, 
broader scope from 
disinformation to 
comprehensive influence. 

Key Technologies Traditional HUMINT tools, 
basic cyber capabilities, 
and state media. 

AI/ML for profiling and 
narrative generation, big 
data analytics, advanced 
social engineering tools, 
"modern 
psychotechnologies". 

Significant leap in 
technological 
sophistication, particularly 
in AI and psychological 
manipulation tools. 

Primary Actors Intelligence officers, 
diplomats, state media 
journalists, and some 
proxies. 

Integrated teams of 
intelligence officers, 
"psychotechnologists," 
data scientists, MFA 
personnel, "soft power 
operators", and private 
contractors (e.g., R-
Techno). 

Formalized, broader 
"community" of actors 
with diverse skill sets, 
blurring lines between 
overt and covert. 

Information Flow Often stove-piped within 
services, top-down 
command. 

Enhanced data sharing 
across the "network-
centric community," 
potentially real-time or 
near real-time intelligence 
flow for adaptive 
operations. 

Improved horizontal and 
vertical information flow, 
enabling faster adaptation 
and decision-making. 

Desired End State Undermine adversaries, 
promote specific Russian 
policies, sow discord. 

Shape the entire cognitive 
and decision-making 
ecosystem of target 
states/groups; achieve 
strategic paralysis or 
compliance; ensure 
favorable geopolitical 
outcomes. 

More ambitious and 
comprehensive goals, 
aiming for deeper and 
more lasting cognitive and 
behavioral change. 

Role of Psychology General propaganda 
principles, some 
psychological operations. 

Central role of "modern 
psychotechnologies" and 
"political psychology" for 
precise targeting and 
manipulation based on 
deep psychological 
understanding. 

Elevation of psychology 
from a supporting role to a 
core enabling discipline, 
technologically 
augmented. 
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V. Strategic Ramifications for Key Stakeholders 
 
The introduction and potential adoption of this "new paradigm of intelligence networks" carry 
profound strategic ramifications for a wide range of actors, both within Russia and internationally. 
The explicit targeting of the report towards "political scientists, employees of special services and the 
Ministry of Foreign Affairs, representatives of government bodies supervising the implementation of 
the law on foreign interference, as well as 'operators of Russian soft power' abroad" clearly outlines 
its intended sphere of influence. 
 
A. Impact on Russian Special Services, Foreign Policy (MFA), and Domestic Control 
 
For Russian special services (FSB, GRU, SVR), this paradigm promises enhanced capabilities and 
potentially a new operational framework. A "network-centric" approach could foster greater inter-
agency collaboration, breaking down traditional silos and enabling more complex, synchronized 
operations. It could also provide a doctrinal basis for integrating advanced technologies, such as AI 
and "psychotechnologies," more systematically into their workflows, leading to more potent and 
targeted intelligence gathering and influence activities. 
 
The inclusion of "employees of... the Ministry of Foreign Affairs" as a target audience suggests an 
intent to more tightly integrate these influence operations with Russia's diplomatic efforts and public 
diplomacy. The MFA could become a more active participant in, or consumer of, the products of these 
influence networks, using the insights and narratives generated to shape international opinion, 
conduct negotiations, or counter unfavorable diplomatic initiatives. These moves are a "whole-of-
government" approach where the lines between intelligence activity and foreign policy execution 
become increasingly blurred. 
 
Furthermore, the relevance for "representatives of government bodies supervising the 
implementation of the law on foreign interference" is particularly noteworthy, implying that the 
methodologies and insights derived from understanding and creating "influence networks" could be 
turned inward. The paradigm might be used to identify and neutralize perceived foreign influence 
operations within Russia more effectively. However, it also carries the potential for these tools and 
concepts to be applied to monitor and control domestic dissent, framing any opposition as foreign-
instigated and therefore illegitimate. The focus on domestic dissent demonstrates an integrated and 
potentially more oppressive state apparatus, capable of seamlessly blending foreign influence 
operations with domestic information control and repression, all under a unified "network-centric" 
logic designed to protect the regime and project power. 
 
B. Empowerment of "Operators of Russian Soft Power" Abroad 
 
The explicit mention of "operators of Russian soft power abroad” as a key audience for a report on a 
'new paradigm of intelligence networks' is highly significant and troubling. Traditionally, "soft 
power" encompasses cultural outreach, educational exchanges, and public diplomacy aimed at 
fostering attraction and positive perceptions. However, this inclusion suggests a strategic intent to 
integrate these ostensibly benign assets more directly into Russia's "network-centric intelligence 
community." 
 
Such an integration transforms Russian soft power entities – such as Rossotrudnichestvo, various 
foundations, state-sponsored media like RT and Sputnik, cultural centers, and even certain diaspora 
groups – from passive channels of cultural promotion into active nodes within broader influence 
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networks. Their activities could become more targeted, data-driven by intelligence insights, and 
coordinated with clandestine intelligence efforts. For example, cultural events could be used for 
talent-spotting or facilitating contacts, educational programs could subtly disseminate desired 
narratives, and media outlets could amplify disinformation originating from other parts of the 
network--a co-option of soft power for harder-edged influence goals, further blurring the lines 
between legitimate cultural and diplomatic outreach and subversive activities. Such a development 
would make it increasingly difficult for host countries to distinguish genuine engagement from 
operations designed to manipulate and undermine, likely leading to increased scrutiny and suspicion 
of all Russian state-linked entities operating abroad. 
 
C. Potential Counter-Intelligence Challenges and Opportunities for Western Entities 
 
A Russian intelligence apparatus operating under this "new paradigm" would pose substantial new 
challenges for Western and other counter-intelligence (CI) agencies. The "network-centric" nature, 
potentially involving decentralized operations and a wider array of deniable actors (including private 
companies like R-Techno and co-opted "soft power" entities), would make detection, attribution, and 
disruption of these influence networks more complex. Campaigns using sophisticated 
"psychotechnologies" would be harder to counter through simple fact-checking or public awareness 
initiatives, as they would target deeper cognitive vulnerabilities. 
 
However, a clearer understanding of this evolving Russian doctrine also presents opportunities. 
 

1. Improved Detection- Awareness of the paradigm's characteristics (e.g., integration of diverse 
actors, specific psychological manipulation techniques) can help CI agencies refine their 
indicators and collection priorities. 

2. Exploiting Seams- Newly formed "network-centric communities" may experience internal 
friction, rivalries, or communication vulnerabilities that could be exploited. The integration of 
diverse actors with differing motivations and levels of deniability might create new 
weaknesses. 

3. Developing Counter-Psychotechnologies- Understanding the psychological principles being 
used can inform the development of more effective counter-narratives and societal resilience 
programs that address cognitive security directly. 

4. Exposing Manipulative Practices- Publicly exposing the manipulative use of 
"psychotechnologies" and the co-option of soft power for intelligence purposes can undermine 
the legitimacy and effectiveness of these operations. 

 
Key indicators to monitor for the implementation and evolution of this paradigm include- changes in 
Russian military and intelligence doctrinal publications; shifts in the tactics, techniques, and 
procedures (TTPs) of observed Russian influence campaigns; Russian state investment in AI, data 
analytics, and psychological research relevant to influence; curriculum developments in Russian 
military academies and universities like MGIMO; and public statements by Russian officials and 
strategists that echo the themes presented by Romachev. Adapting to this evolving threat will require 
Western CI entities also to adopt more networked, agile, and psychologically informed defensive and 
offensive postures, potentially fostering closer public-private partnerships to develop adequate 
countermeasures. 

 
VI. The Broader Ecosystem- Academic and Institutional Linkages 
 
The development and dissemination of a "new paradigm" such as the one proposed by Romachev 
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does not occur in a vacuum. They are typically embedded within a broader ecosystem of academic 
institutions, think tanks, and security services that mutually reinforce and advance strategic 
concepts. 
 
A. Research on Alter Academy, Moscow State University, and Other Relevant Institutions 
 
Further open-source intelligence (OSINT) research is essential to map the institutional landscape 
supporting the concepts outlined by Romachev. While "Alter Academy" is not an immediately 
identifiable major institution from the initial information, its potential existence as a specialized 
training center or a smaller, niche organization warrants investigation. Moscow State University 
(MSU), a leading Russian academic institution, is a more concrete entity to examine. Specific faculties 
or departments at MSU – such as those focused on Psychology, Sociology, Journalism (particularly its 
information warfare-related aspects), Global Politics, Public Administration, or specialized institutes 
dealing with information security and strategic studies – should be scrutinized for research, 
publications, course offerings, or conferences that align with themes of "network-centric 
intelligence," "influence networks," "information-psychological warfare," and the state application of 
"psychotechnologies." 
 
The extent to which these concepts are present in mainstream academic discourse at institutions like 
MSU, versus being confined to more specialized or security-service-affiliated bodies, will provide an 
important indicator of the paradigm's maturity, institutionalization, and the breadth of its intended 
adoption. Widespread academic discussion and research would suggest a deeper, more foundational 
strategic investment in these ideas, aiming to build intellectual capital and train a new generation of 
specialists. Conversely, if such discussions are limited to closed or highly specialized forums, it might 
indicate a more nascent or compartmented initiative. 
 
B. The Interplay Between Russian Academia, Think Tanks, and Security Services 
 
The Russian system often features a symbiotic relationship between its academic institutions, state-
affiliated (and notionally independent) think tanks, and the security and intelligence services. 
Academia and think tanks can function as an "intellectual supply chain" for the security apparatus, 
providing research, developing conceptual frameworks, road-testing new ideas, and lending a veneer 
of intellectual legitimacy to evolving doctrines and policies. Conferences like the one at MGIMO, 
where Romachev is scheduled to speak, serve as crucial nexuses for this interplay. Such events 
facilitate- 
 

1. Dissemination and Socialization- Introducing new concepts to a relevant audience of 
current and future practitioners, policymakers, and academics. 

2. Feedback and Refinement- Allowing ideas to be debated and sharpened by experts from 
different fields. 

3. Legitimation- Granting academic or scientific credibility to concepts that may originate from 
or be destined for the security services. 

4. Signaling- Communicating strategic intent or emerging capabilities to both domestic and 
international observers. 

 
Romachev's presentation of a "new paradigm of intelligence networks" by an individual linked to a 
private intelligence company (R-Techno) at a prestigious state university (MGIMO) within a 
conference focused on "psychotechnologies" is a prime example of this dynamic. It suggests a 
coordinated effort to cultivate, legitimize, and propagate a new approach to intelligence and influence 
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operations. Understanding this interplay is vital for anticipating future directions in Russian strategic 
thought, as concepts incubated in these academic or quasi-academic settings can, and often do, 
transition into operational doctrine and practice. 
 
VII. Conclusion- Assessment and Strategic Outlook 
 
The announcement by Roman Romachev regarding a "New Paradigm of Intelligence Networks" 
warrants serious consideration as an indicator of evolving Russian strategic thought and operational 
intent in the domain of information warfare and influence operations. While based on a single 
forthcoming presentation, the context, speaker profile, and specific terminology used suggest a 
deliberate effort to socialize and potentially implement a more sophisticated and integrated 
approach to achieving Russia's strategic objectives through non-kinetic means. 
 
A. Overall Assessment of the Credibility and Potential Impact 
 
The notion of this "new paradigm" as a significant evolution in Russian intelligence appears credible, 
at least as a statement of developmental direction and doctrinal aspiration. The emphasis on 
"network-centric intelligence communities," the integration of "modern psychotechnologies," and 
the explicit inclusion of diverse state and quasi-state actors, including "soft power operators,” points 
towards a comprehensive and ambitious vision. This vision aims to make Russian influence 
operations more agile, pervasive, psychologically attuned, and difficult to counter. 
 
The potential real-world impact, should this paradigm be successfully implemented, could be 
substantial. It could lead to 
 
● More effective Russian influence campaigns capable of subtly shaping narratives and 

behaviors in target countries. 
● Increased difficulty for adversaries in attributing these activities due to the use of networked, 

deniable actors. 
● A greater fusion of overt and covert means of influence further complicates diplomatic 

relations and counter-efforts. 
● Enhanced Russian capabilities for domestic information control, framed under the guise of 

countering foreign interference. 
 
However, Russia may face challenges in fully realizing such a paradigm. These could include inter-
agency rivalries hindering true "network-centric" collaboration, technological gaps in areas like AI 
compared to leading Western nations, resource constraints, and the inherent complexities of 
orchestrating diverse actors within a unified strategy. The 2025 date for Romachev's report suggests 
this is an ongoing development, not a fully matured capability. This timeline offers a window for 
Western and other concerned states to observe its evolution, assess its practical implementation, and 
develop appropriate counter-strategies. The announcement itself serves as a valuable early warning. 
 
B. Indicators for Future Monitoring 
 
To track the development, adoption, and operationalization of this "new paradigm," analysts and 
policymakers should monitor a range of indicators- 
 

1. Official Russian Doctrine and Statements- Scrutinize new or updated Russian national 
security strategies, military doctrines, information security doctrines, and foreign policy 
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concepts for language reflecting "network-centric" approaches, "influence networks," or the 
strategic use of "psychotechnologies." Monitor statements from senior Russian officials, 
military leaders, and intelligence figures. 

2. Activities of Key Individuals and Entities- Track further publications, presentations, or 
public activities of Roman Romachev and R-Techno ChRK. Investigate other private Russian 
companies operating in the fields of data analysis, AI, cybersecurity, and strategic 
communications for links to this paradigm. 

3. Observed Russian Influence Operations- Analyze the TTPs of future Russian influence 
campaigns for evidence of increased sophistication, better integration of diverse actors 
(including soft power entities), use of advanced psychological techniques, and network-centric 
coordination. 

4. Technological Developments and Procurement- Monitor Russian state investment, 
research, and procurement related to AI for social analysis and manipulation, big data 
platforms for intelligence, and tools related to "psychotechnologies." 

5. Academic and Training Curricula- Examine curricula at MGIMO, MSU, Russian military 
academies, intelligence training institutions, and relevant think tanks for the introduction or 
expansion of courses and research programs aligned with the "new paradigm." 

6. Legislative and Regulatory Changes- Observe changes in Russian laws related to 
information, foreign agents, countering extremism, or the regulation of technology that might 
facilitate or reflect the implementation of such an intelligence doctrine. 

7. Discourse among "Soft Power Operators"- Monitor the rhetoric and operational 
adjustments of Russian "soft power" entities abroad to see if they align more closely with 
coordinated influence objectives. 

 
Continuous monitoring of these indicators is crucial for understanding the trajectory of this "new 
paradigm," assessing its operational maturity, and enabling timely and effective responses to the 
evolving challenge posed by Russian influence operations. The announcement by Romachev provides 
a clear signal of intent; the subsequent actions and developments will reveal the extent of its 
realization. 
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