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Note- We provided the information to the US Government. The Rewards for Justice program went dark after the new administration took over. Therefore, we are posting this publicly.

Analytic Brief

Treadstone 71 assesses with high confidence that Shamkhani is increasing his reliance on blockchain transactions and alternative shipping routes, demonstrating the network's ability
to adapt despite heightened enforcement measures. Shamkhani’s network engages in systematic sanctions evasion through manipulated maritime trade, concealed financial
transactions, and covert arms shipments. His fleet, which includes vessels like Sea Anchor and Sea Castle, often conducts ship-to-ship oil transfers in the Caspian Sea under falsified
manifests, effectively disguising Iranian crude as non-sanctioned shipments. Financially, the network relies on offshore shell companies and blockchain-based transactions to obscure
money trails, using Monero and Tether to bypass traditional banking scrutiny. Cyber-enabled laundering techniques further complicate efforts to track and freeze illicit funds, with
transactions routed through layered jurisdictions, including Singapore, Seychelles, and Turkey.

Hossein Shamkhani almost certainly runs a sophisticated global network that facilitates sanctions evasion, illicit arms transfers, and financial laundering through an intricate system of
front companies, cryptocurrency transactions, and falsified trade documentation. The network has very likely expanded its reach across maritime, financial, and cyber domains,
leveraging intermediaries in the UAE, Russia, and China to obscure illicit activities.

The persistence and expansion of Shamkhani’s operations demonstrate the limitations of existing enforcement measures and highlight significant vulnerabilities in global financial and
maritime oversight mechanisms. His ability to adapt to regulatory pressure, particularly through the use of cryptocurrency and decentralized finance, presents a critical challenge to
financial compliance institutions. The network’s involvement in arms transfers worsens geopolitical tensions and undermines Western-led sanctions efforts, particularly in supplying
Iranian drone and missile components to Russia. Furthermore, the reliance on opaque offshore structures creates legal and enforcement challenges, making asset seizure and
prosecution more difficult.

Recent intelligence reveals that Shamkhani’s network has shifted tactics in response to increased enforcement pressure from U.S. and European authorities. The escalation of military
cooperation between Iran and Russia has intensified scrutiny of Iranian financial flows, prompting the use of more sophisticated laundering techniques and alternative trade corridors.
The UAE’s financial sector, traditionally a key hub for Iranian illicit finance, has faced mounting regulatory pressure, pushing operations further into jurisdictions with weaker compliance
frameworks like Turkey and Hong Kong. Simultaneously, the rise of decentralized finance and anonymous cryptocurrency transactions has provided new avenues for financial
obfuscation, accelerating the network’s ability to move funds discreetly.

Despite increasing enforcement actions, Shamkhani’s network has remained resilient, successfully laundering millions of dollars through cryptocurrency transactions and offshore
financial entities. Maritime operations continue to facilitate sanctioned oil and arms transfers, with ship-to-ship transfers in the Caspian Sea and Gulf of Oman reducing the effectiveness
of traditional monitoring mechanisms. Financial institutions in Switzerland, Russia, and Hong Kong have faced investigations for processing illicit Iranian funds, yet meaningful asset
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seizures have been limited due to jurisdictional complexities. The continued expansion of Shamkhani’s network shows the adaptability of illicit financial actors in evading global
regulatory regimes.

Shamkhani’s operations will likely continue evolving to counter new enforcement efforts, leveraging technological advancements in financial obfuscation and trade-based money
laundering. The increased use of cryptocurrency mixers and decentralized finance platforms will further complicate tracking efforts, necessitating enhanced blockchain analytics and
cooperation between financial intelligence units. Maritime evasion tactics will persist, with greater reliance on aging, unregistered tankers operating under multiple false flags. As
regulatory scrutiny in the UAE intensifies, the network may increasingly shift financial operations to emerging trade hubs in Southeast Asia and Africa, where enforcement mechanisms
remain less stringent.

Significant intelligence gaps remain in tracking the full extent of Shamkhani’s digital financial footprint, particularly in identifying the ultimate beneficiaries of cryptocurrency-based
transactions. The importance of Chinese economic and logistical support for these operations also remains unclear, with limited visibility into how Hong Kong-based entities interact
with Iranian-affiliated networks. Additionally, while maritime tracking has improved, enforcement agencies struggle to intercept real-time cargo movements, especially in regions where
local authorities lack the capability or willingness to cooperate. Greater intelligence-sharing between Western and Middle Eastern financial regulators is needed to disrupt the network’s
financial lifelines effectively.

Over the next 12 to 24 months, Shamkhani’s network will likely continue leveraging emerging financial technologies and geopolitical alliances to sustain operations. The growing
alignment between Iran and Russia may facilitate deeper economic integration, with Moscow playing a more significant role in laundering Iranian funds. The expansion of decentralized
finance and privacy-enhancing blockchain features will make traditional asset-tracking methods increasingly obsolete, requiring a shift toward Al-driven financial intelligence solutions.
Meanwhile, maritime trade routes will remain a key vulnerability, with Iran potentially exploiting new corridors through Africa and South America to mitigate Western enforcement
pressure. Without proactive international cooperation and adaptive enforcement strategies, Shamkhani’s operations will continue to evade detection and undermine global sanctions
efforts.

Future Adaptations of the Shamkhani Network

Hossein Shamkhani’s network will almost certainly continue evolving to counter increasing enforcement measures. The network’s reliance on cryptocurrency, decentralized finance
(DeFi), and opaque offshore structures will expand as traditional financial scrutiny intensifies. Very likely, the network will diversify its shipping operations, adopting less-monitored
trade corridors and underregulated jurisdictions in Africa, Southeast Asia, and Latin America. High confidence indicates that Iran-Russia economic integration will further embed
Shamkhani’s financial operations within sanctioned economies, reducing exposure to Western financial oversight. Moderate confidence suggests that new intermediaries and false flag
companies will emerge in response to financial sanctions and corporate seizures.

Financial Adaptations
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Increased Use of Decentralized Finance (DeFi) and Privacy Coins

¢ Almost certainly, the network will expand its use of privacy-focused cryptocurrencies like Monero (XMR) and Zcash (ZEC) to evade blockchain tracking.

e \Very likely, Shamkhani’s operatives will employ cryptocurrency mixing services and decentralized exchanges (DEXs) to obfuscate transaction trails.

e Moderate confidence suggests the network will adopt Al-driven transaction automation, enabling faster laundering through smart contract protocols and liquidity pools.

e High confidence indicates a shift toward jurisdictions with weak cryptocurrency regulations, like Venezuela, Turkey, and Malaysia, where regulatory oversight is minimal.

Expansion of Non-Traditional Banking Networks
e« Almost certainly, the network will strengthen its reliance on hawala networks in the UAE, Turkey, and Pakistan, enabling low-detectability transactions.
e \Very likely, new front companies in Hong Kong, Singapore, and Indonesia will serve as financial conduits, allowing for shell transactions masked as legitimate trade.

¢ Moderate confidence suggests a move toward state-backed crypto platforms, particularly in Russia and China, to bypass traditional banking altogether.

Maritime and Logistics Evolution
Diversification of Shipping Routes & Registrations
e Almost certainly, the network will restructure its maritime operations to exploit weaker enforcement regions, particularly targeting-
o Eastand West African ports (e.g., Djibouti, Lagos, Mombasa)
o Latin American trade hubs (e.g., Venezuela, Brazil, Panama)
o Southeast Asian chokepoints (e.g., Indonesia, Philippines, Myanmar)

e \Very likely, Shamkhani’s vessels will increase false flag registrations, adopting flags of convenience from Togo, Comoros, and St. Kitts & Nevis to reduce inspection risks.

¢ Moderate confidence suggests integration with Chinese “dark fleet” shipping tactics, which involve transponder deactivation, ship-to-ship transfers, and falsified port calls.

Incorporation of Al-Based Route Planning & Obfuscation

e \Very likely, Al-driven logistics platforms will analyze maritime enforcement gaps in real-time, allowing for dynamic evasion strategies.
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e High confidence suggests greater reliance on private maritime security firms for escorting sanctioned shipments through conte sted waters, particularly in the Gulf of Oman and
the South China Sea.

¢ Moderate confidence indicates that maritime smuggling will increasingly use converted fishing vessels and submersibles to transport arms and sanctioned goods undetected.
Cyber and Intelligence Countermeasures
Expanded Disinformation and Cyber Evasion Tactics

e Almost certainly, Shamkhani’s network will deploy disinformation campaigns across social media to obscure enforcement narratives and discredit intelligence reports.

¢ \Very likely, deepfake technology and Al-generated trade documents will mask illicit transactions, making enforcement actions more challenging.

¢ Moderate confidence suggests that cyber-enabled ransomware operations will become a funding stream, using proxies in Eastern Europe to conduct financially motivated
cyberattacks.

Enhanced Counterintelligence Measures

¢ High confidence indicates increased HUMINT countermeasures, including vetting, compartmentalization, and insider monitoring, particularly in high-risk financial hubs.

¢ \Very likely, Shamkhani’s operatives will engage in active deception campaigns, feeding false intelligence leads to enforcement bodies to misdirect investigative efforts.

e Moderate confidence suggests leveraging state-backed cyber units for network protection, likely through covert collaboration with Russian and Chinese cyberwarfare divisions.
Political and Strategic Shifts
Strengthened Iran-Russia Financial & Military Ties

¢ Almost certainly, the network will integrate more deeply into Russian financial channels, reducing reliance on Western-influenced banking mechanisms.

¢ Very likely, arms shipments will increase in frequency and sophistication, supporting Iran’s proxy forces and Russian military objectives in Ukraine and the Middle East.

¢ High confidence suggests that Shamkhani’s financial conduits will diversify into sanctioned trade corridors, including the INSTC (International North-South Transport Corridor)
connecting Russia, Iran, and India.

Exploitation of Emerging Trade Agreements

o \Very likely, the network will leverage Iran’s free trade agreements with China and Venezuela to maskiillicit transactions as legitimate exports.
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¢ Moderate confidence suggests that Shamkhani will exploit the BRICS economic framework (Brazil, Russia, India, China, and South Africa) to circumvent U.S. and EU sanctions.

Table 1 Warning Signs of Further Adaptation

Indicator Likelihood Implication

Increase in Iran-Russia crypto transactions. Almost certain Greater sanctions resilience

New front companies in Latin America/Africa Very likely Shift in financial laundering hubs

More maritime traffic through weakly regulated ports||Almost certain Expansion of illicit trade routes

Rise in crypto mixer usage & DeFi-based laundering ||High confidence Increased blockchain evasion tactics

Heightened Chinese logistical involvement Moderate confidence||Strengthened financial security via geopolitical alliances
Growth of cyber-enabled deception & disinformation||Very likely Misdirection of enforcement agencies

Shamkhani’s network will almost certainly remain highly adaptive, leveraging technological innovations, geopolitical realignments, and financial obfuscation to sustain operations.
Countermeasures will require stronger blockchain intelligence, maritime tracking enhancements, and Al-assisted predictive enforcement. Without increased multilateral intelligence
cooperation, enforcement agencies will face mounting challenges in disrupting this network effectively.

STEMPLES Plus Indicators of Change & Illicit Activity Tracking for the Shamkhani Network

Analyzing every word and line of the report reveals a highly adaptive, multi-domain illicit network that integrates financial, maritime, cyber, and intelligence operations to evade sanctions
and sustainillicit trade. A structured approach using STEMPLES Plus (Social, Technological, Economic, Military, Political, Legal, Environmental, Security, and Additional Factors) provides
a comprehensive framework for tracking shifts in the network’s tactics, strategies, and vulnerabilities.
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Table 2 STEMPLES Plus Indicators of Change

Category

Indicator

Likelihood

Implication

Social

Increased recruitment of intermediaries in Africa and Southeast Asia

Almost certain

Expansion into weakly regulated jurisdictions for financial and maritime operations

Growth of Iranian expatriate business networks in UAE, Turkey, and Malaysia

Very likely

Front company proliferation to facilitate illicit trade

Technological

Surge in the use of Monero, Zcash, and DeFi-based laundering

Almost certain

Increased reliance on privacy-focused cryptocurrencies

Adoption of Al-driven logistics for sanction evasion Very likely Enhanced adaptive shipping routes and real-time avoidance of enforcement actions
Expansion of cyber-enabled identity masking and deepfake trade documentation |[|Very likely Increased complexity in detecting illicit financial flows

Economic Shifts in Iranian trade partnerships with BRICS nations Very likely Greater financial insulation from Western sanctions
Increase in Russia-Iran barter trade agreements. Almost certain |(|Strengthening of illicit financial channels outside the SWIFT system

Military Higher frequency of Iranian drone and missile transfers to Russia Almost certain ||Continued circumvention of arms embargoes
Increased use of maritime routes for concealed arms shipments High confidence||Expansion of dual-use trade disguises to facilitate illicit arms trade

Political Strengthening of Iran-Venezuela economic ties Almost certain ||Development of alternative banking mechanisms to bypass U.S. sanctions
Reduced enforcement cooperation from certain ASEAN nations Very likely More permissive environments for illicit financial transactions

Legal Expansion of U.S. and EU sanctions targeting Iranian front companies Almost certain ||Greater reliance on jurisdictions with lax corporate transparency laws

Increased scrutiny on UAE financial institutions

Very likely

Shift of financial laundering operations to Turkey, Malaysia, and Africa

Environmental

Growth in maritime smuggling through lesser-monitored ports

Almost certain

Increased use of unregulated ports in Africa, Latin America, and Southeast Asia

Greater reliance on aging, unregistered tankers

Very likely

Use of low-profile vessels to avoid satellite tracking and maritime enforcement

Security

Rising number of cyber-enabled disinformation campaigns

Very likely

Efforts to discredit intelligence sources and disrupt enforcement cooperation

Higher HUMINT security measures within the Shamkhani network

Almost certain

More compartmentalized operations, making infiltration harder

Copyright 2025
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Category Indicator

Likelihood

Implication

Additional Factors||Increase in multi-national law enforcement joint operations

Very likely

Greater network adaptation to evade collaborative enforcement actions

Development of new false-flag corporations in Hong Kong, Singapore, and Indonesia

High confidence

More financial laundering hubs emerging in Asia

Table 3 Indicators for Tracking Illicit Activities

Category

Indicator

Likelihood

Implication

Financial Intelligence (FININT)

Increase in anonymous transactions using crypto mixers and DeFi protocols

Almost certain

Evolving laundering methods reducing traceability

More financial transactions routed through Seychelles, Mauritius, and Turkey. Very likely Shift to alternative financial hubs due to increased UAE scrutiny
. . ; ’ i1 High v . . i .
Expansion of hawala networks supporting sanctioned Iranian entities fid Growing reliance on informal financial channels
confidence

Maritime (GEOINT/IMINT)

A greater number of AlS signal blackouts among Iranian-linked vessels

Almost certain

Continued reliance on deceptive maritime tactics to obscure trade routes

Rise in ship-to-ship (STS) transfers near UAE, Oman, and Malaysia

Very likely

Alternative oil and arms smuggling methods circumventing direct port
inspections

Increased false documentation of cargo shipments in sanctioned ports

Very likely

More sophisticated deception techniques used to obscure illicit trade

Cyber (CYBINT)

Surge in new cryptocurrency wallets linked to known Iranian financial operatives

Almost certain

Digital financial expansion as part of sanction evasion

Growth in cyber-enabled influence campaigns targeting Western financiall|High . . .

o . Attempts to counter enforcement actions through disinformation
institutions confidence

More frequent use of deepfake financial documents to support false trade claims||Very likely Increasing difficulty in distinguishing legitimate from illicit transactions

HUMINT & Operational Security

More rigorous vetting and compartmentalization within the network

Almost certain

Harder penetration by intelligence agencies

Increase in arrests or disappearances of low-level network operatives

Very likely

Network restructuring to eliminate vulnerabilities and reduce exposure
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Category Indicator Likelihood Implication
. ol = High . : R . :
Greater use of encrypted communication platforms for coordination el Enhanced operational security to prevent intelligence interception

Weapons & Dual-Use Goods

T " More frequent undisclosed drone component shipments Almost certain ||Continued Iranian-Russian cooperation in bypassing arms embargoes
ransfers
Increased re-export of sanctioned goods through intermediary nations Very likely Use of dual-use trade to disguise military supply chain movements
- . . . . . o High i . . .
Geopolitical Shifts Growth of Chinese involvement in Iranian logistics networks fid Strengthened economic and maritime cooperation between Iran and China
confidence
Expansion of Iran’s presence in African economic partnerships Almost certain ||Creation of alternative trade routes via Africa to bypass enforcement

Strategic Outlook & Counteraction Strategy

The Shamkhani network will almost certainly remain highly adaptive, leveraging technological, financial, and geopolitical shifts to sustain illicit operations despite increasing
enforcement actions. Predictive monitoring of STEMPLES Plus indicators will be critical in anticipating shifts in tactics and preempting adaptations.

Proposed Counteraction Measures
1. Enhanced Blockchain Analytics- Deploy Al-driven blockchain tracking to monitor crypto-laundering trends and identify suspicious wallet clusters.
2. Expanded Maritime Intelligence Sharing- Increase multilateral cooperation for real-time AlIS monitoring, STS transfer detection, and false cargo document verification.
3. Targeted Cyber Intelligence Efforts- Develop counter-disinformation initiatives to disrupt Shamkhani-linked influence campaigns targeting financial institutions.
4. Global Financial Enforcement Pressure- Strengthen sanctions enforcement on financial intermediaries in Hong Kong, Turkey, and Seychelles to limit laundering options.
5. HUMINT & Operational Disruption- Exploit network recruitment vulnerabilities by infiltrating new front companies before they become operational.

Tracking STEMPLES Plus indicators will provide early warning signals of future adaptations in Shamkhani’s illicit network. Without aggressive, preemptive action, the network will very ¢\

likely outmaneuver enforcement efforts through financial, cyber, and geopolitical means. Proactive intelligence operations must evolve in parallel to ensure sustained disruption of ‘_(D

these activities. E_co
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Introduction

Hossein Shamkhani's network operates as a covert logistics arm facilitating weapons transfers from Iran to Russia. The network, reportedly spanning multiple layers of transportation and financial
enterprises, uses entities like Dubai-based Crios Shipping LLC and other maritime companies to obscure the movement of military supplies like missiles, drone components, and dual-use items.

The transport vessels, including the Sea Anchor and Sea Castle, exhibit adaptive logistical routes. They focus on the Caspian Sea corridor, frequently transiting between Iranian ports and Astrakhan,
Russia. The waterway offers a discreet method for transferring military goods under the guise of commercial shipping, exploiting regulatory gaps in maritime monitoring within the region. These ships,
designed for short-haul transport, allow for rapid reallocation of resources, minimizing exposure to scrutiny.

The involvement of companies like Oceanlink Maritime DMCC and Koban Shipping LLC shows the depth of connections to Iran's Ministry of Defense and Armed Forces Support. Despite facing U.S.
sanctions and the seizure of 13 vessels linked to Oceanlink, the network continues operations through diversified and resilient mechanisms. The persistence points to a robust operational
infrastructure designed to circumvent sanctions and maintain the flow of arms.

Shamkhani’s network benefits from strategic corporate arrangements, likely involving front companies and LLCs embedded within broader business structures across multiple jurisdictions. Dubai
emerges as a key hub for these operations, offering logistical advantages and financial opacity. The use of dual-use goods indicates a broader strategy to obscure the military nature of certain

transfers, complicating international efforts to interdict such activities.

These operations align with Iran's broader geopolitical objectives, enhancing Russia's military capacity while strengthening bilateral ties. The logistical and financial networks supporting these efforts
reveal vulnerabilities in enforcement mechanisms aimed at curbing sanctions evasion. Further investigation into the associated LLCs, their ownership structures, and financial transactions is

essential for unraveling this network's operational depth.

Hossein Shamkhani, operating under the alias "Hector," orchestrates a complex network of companies to facilitate the transfer of weapons and sanctioned oil between Iran and Russia. His Dubai-
based firm, Milavous Group Ltd., plays a central role in these operations, managing the logistics and financial transactions necessary to circumvent international sanctions.

Supply Chain
Key Entities and Their Roles in the Supply Chain
1. Admiral Group Shipping Company
¢ Rolein Sanctions Evasion-
o Allocated a quota of 300,000 barrels of oil per day under the direction of Iran’s Supreme National Security Council's Committee for Resisting Sanctions.
o Generates substantial revenue for the network, with Shamkhani allegedly earning $400 million annually.

e Operational Methods-

Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM
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Employs front companies registered in neutral jurisdictions to charter vessels.

@)
Coordinates with intermediary brokers in countries like the UAE, Turkey, and China to launder proceeds from oil sales.

o

e Associated Risks-
Reliance on international ports increases exposure to intelligence operations and maritime sanctions enforcement.

o

2. Nest Wise Trading

e Strategic Role-
A pivotal player in facilitating Iranian and Russian oil exports despite sanctions.

O
Operates a fleet of time-chartered vessels, often flagged under countries with limited enforcement capabilities, like Panama and Liberia.

O

Regional Footprint-
Headquarters in Dubai enables proximity to major financial and logistical hubs.

[ ]
Extensive ties with shipping brokers and refineries in Asia, particularly India, and China, where demand for discounted oil persists.

o

o

Operational Innovations-
Uses digital tools and blockchain technologies to obfuscate payment trails.

Engages in blending operations at sea, combining Iranian oil with crude from other origins to disguise its source.

O

o

3. MG-FLOT (Formerly TransMorFlot LLC)

Primary Activities-
Transport of Iranian UAV components and munitions to Russia via the Caspian Sea, often in coordination with state-sponsored logistical operators.

@)
Ownership of vessels like the Port Olya-3, which have been documented in high-profile transfers of military hardware.

o

Sanction Status-

Designated by the U.S. Department of the Treasury for facilitating the movement of UAVs and ballistic missiles, making its assets vulnerable to seizure or interdiction

(@]
Collaborative Networks-
Treadstone 71 WWW.TREADSTONE71.COM
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o Works closely with Iranian maritime entities, like the Islamic Republic of Iran Shipping Lines (IRISL), to access specialized ports and logistical infrastructure.

Key Maritime Logistics and Routes

1. Caspian Sea as a Strategic Hub

The Caspian Sea provides a controlled environment with limited international oversight, making it an ideal route for sensitive military shipments.

e Importance-

O

o Ports and Routes-
Iranian Ports- Amirabad, Nowshahr, and Bandar Anzali serve as departure points for weapons and oil shipments.

O
Russian Ports- Astrakhan, Olya, and Makhachkala receive Iranian cargo, including UAV equipment and missile components

@)
Vessels- Ships like the Port Olya-3 and others flagged under MG-FLOT have been identified as critical assets in these routes

o

o Satellite Evidence-
Imagery confirms the use of concealed cargo containers and nighttime transfers to evade detection.

o

2. Persian Gulf and Strait of Hormuz

Secondary Route-
Used primarily for oil exports, with cargo blended or rebranded at intermediary ports like Fujairah in the UAE.

o

Ship-to-Ship Transfers-

Commonly conducted in international waters to bypass port inspections, with involvement from vessels flagged under countries with minimal maritime oversight.

o

Page1 5

Operational Tactics and Adaptations

1. Cargo Obfuscation
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o Oilblending is conducted either at sea or in intermediary ports, where crude from sanctioned nations is mixed with that from legitimate sources to mask its origin.

Ship-to-Ship Transfers-
Often conducted in remote locations to avoid detection, with transponders deactivated to minimize tracking.

o

2. Use of Front Companies
Front companies operate in jurisdictions like the UAE, Malaysia, and Singapore to shield ownership and provide plausible deniability for vessels involved inillicit trade.

e Corporate Layers-
@)

e Financial Laundering-
Offshore accounts and Cryptocurrency transactions are used to obscure revenue streams and avoid asset freezes.

O

3. Diversified Shipping Flags

Flag of Convenience-
Vessels are registered in countries with lenient regulatory enforcement, like Panama, the Marshall Islands, and Seychelles.

@)
e Advantages-
o Reduces scrutiny from maritime authorities and delays enforcement of sanctions on flagged vessels.

4. Emerging Technologies
Blockchain platforms are deployed to track shipments discreetly and manage contracts while reducing exposure to traditional financial systems.

e Blockchain for Logistics-

o

e Maritime Al-
Use of artificial intelligence for route optimization, minimizing transit times and avoiding high-risk zones.

o

Resilience Strategies and Challenges
Treadstone 71 WWW.TREADSTONE71.COM
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e |ranian Support-

o Accessto IRISL and state-run logistics hubs ensures sustained operations despite external pressures.

e Russian Collaboration-

o Coordinated efforts between Russian and Iranian entities to streamline military logistics, with shared access to critical ports and resources.

2. Adaptive Operations

e Dynamic Route Changes-

o Frequent adjustments to shipping routes based on intelligence reports and enforcement activity.

o New Front Companies-

o Rapid creation of new entities to replace those targeted by sanctions.

3. Vulnerabilities
e Data Leaks-

o Increased use of digital technologies opens potential vulnerabilities to cyberattacks and intelligence gathering.

e Increased Monitoring-

o Satellite surveillance and coordinated international efforts, like those by the U.S. and EU, enhance detection capabilities.

Hossein Shamkhani and Company

Hossein Shamkhani, operating under the alias "Hector," orchestrates one of the most sophisticated sanctions-evasion networks in recent history. From his Dubai-based firm, Milavous Group Ltd.,
Shamkhani oversees an intricate web of logistical, financial, and corporate strategies that facilitate the transfer of Iranian oil and military equipment to Russia. The operation, spanning continents,
employs a series of complex tactics to evade international scrutiny and maintain a steady flow of goods between Tehran and Moscow, even as sanctions tighten around them.

Central to Shamkhani’s strategy is the use of maritime routes across the Caspian Sea. Ports like Amirabad in Iran and Astrakhan in Russia act as critical nodes in this covert supply chain. The route
allows for discreet movement of sensitive cargo, including drones, ballistic missiles, and crude oil. Satellite imagery and international investigations have confirmed shipments of Iranian-made Fath-
360 ballistic missiles, which Russia has used to enhance its ability to target Ukrainian cities from extended distances. Reports estimate that over 200 of these missiles have been delivered through

Russian ships to undisclosed Caspian ports. The escalation amplifies Moscow's military capabilities and cements Tehran’s role as a key partner in the conflict.

Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM
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Shamkhani’s network employs front companies registered in jurisdictions with weak regulatory oversight, masking the origins and purposes of its activities. These entities enable the blending of crude
oil from multiple sources to obscure its Iranian origin. Companies like VAFA Wholesale Ltd. and Sea River Service LLC, sanctioned by the U.S. Department of the Treasury, operate vessels actively
involved in transporting Iranian UAV equipment and munitions. Their involvement shows the sophisticated cooperation between Iranian and Russian maritime actors to ensure the seamless
movement of goods. Vessels like the Port Olya-3 have been documented shipping military cargo between ports under cover of night and with transponders deactivated, further complicating detection
efforts.

Milavous Group Ltd., the nexus of these operations, integrates financial expertise and adaptive logistics. It coordinates with affiliates like Admiral Group Shipping Company, which handles the illicit
sale of an estimated 300,000 barrels of oil daily, reportedly generating $400 million annually for Shamkhani’s network. Nest Wise Trading, another affiliated entity, specializes in transporting Iranian
and Russian oil globally, taking advantage of Dubai’s strategic positioning and financial infrastructure. These operations are supported by advanced blockchain technologies, offshore accounts, and
shell companies, allowing the network to mask payment trails and transaction histories effectively.

The resilience of Shamkhani’s network lies in its ability to adapt continuously. When vessels are sanctioned or flagged, the network renames them, shifts ownership to new front companies, or alters
routes to evade enforcement. The adaptability reflects the involvement of highly skilled logisticians and financial strategists who anticipate countermeasures and implement preemptive responses.
For example, Dmitry Orlov, Senior Logistics Strategist at Milavous Group, designs alternative trade routes to evade maritime inspections. These strategies ensure the uninterrupted flow of goods even
under intense international scrutiny.

The involvement of the Shamkhani family adds another dimension to these operations. Hossein, son of Ali Shamkhani, Iran's former Secretary of the Supreme National Security Council, has faced
allegations of financial misconduct alongside other family members. In 2022, an Admiral Shipping Company vessel linked to Hossein and his uncle Hassan was impounded in India, further implicating
the family in illicit activities. While they deny wrongdoing, the evidence suggests a well-coordinated effort to exploit family connections and state resources for personal and strategic gain.

Recent international responses, including sanctions from the European Union and the United Kingdom, have targeted individuals, firms, and ports linked to these operations. Measures against entities
like the Islamic Republic of Iran Shipping Lines (IRISL) and related Iranian ports aim to disrupt the logistics underpinning the missile and drone transfers. These actions reflect growing international
coordination to counter Tehran’s involvement in the Ukraine conflict. However, the effectiveness of these measures remains uncertain as Shamkhani’s network continues to adapt and exploit
vulnerabilities in enforcement mechanisms.

The scale and sophistication of Shamkhani’s operations illustrate the challenges of enforcing international sanctions. His hetwork combines state support, advanced technology, and regional
partnerships to sustain its activities, even as global scrutiny intensifies. The Caspian Sea, a relatively under-monitored maritime domain, plays a pivotal role in enabling this supply chain. As sanctions
evolve, ongoing monitoring and strategic countermeasures targeting vessels, front companies, and financial intermediaries remain essential to impede the flow of weapons and sanctioned goods
between Iran and Russia.

Investigations have revealed that Hossein Shamkhani, operating under the alias "Hector," oversees a complex network of financial entities designed to facilitate transactions related to Iranian oil,
potentially circumventing international sanctions. Central to this network is Ocean Leonid Investments Ltd., a hedge fund with offices in London, Dubai, and Geneva. The firm has come under scrutiny
for its potential role in these illicit activities.

Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM
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Ocean Leonid Investments Ltd.

Ocean Leonid Investments Ltd. presents itself as a leading multi-strategy proprietary trading firm, emphasizing innovation and performance in the financial sector. The company's official website
highlights its commitment to transparency, integrity, and market development. However, recent regulatory actions have cast doubt on these claims. Notably, the Dubai International Financial Centre
(DIFC) recently suspended Ocean Leonid's operations amid growing concerns about its activities.

Ocean Leonid Investments Ltd., established in 2018, operates as a proprietary commodity trading firm with a presence in the Dubai International Financial Centre (DIFC).
The firm maintains offices in London, Dubai, and Geneva, positioning itself as a multi-strategy, multi-manager trading entity dedicated to delivering superior risk-adjusted returns.
Organizational Structure
While specific details about Ocean Leonid's internal organizational structure are limited, available information indicates the following-
o Headquarters- Located in the DIFC, Dubai, UAE, with the address Office 304, Tower 1, Al Fattan Currency House.
e Employee Count- Estimates suggest the firm employs between 11 to 50 individuals.

e |Leadership- Public records for Ocean Leonid Investments London Ltd., a subsidiary, list Luigi Spagna as a key principal.

Operational Focus
Ocean Leonid emphasizes a blend of quantitative and discretionary trading strategies, aiming to capitalize on diverse market opportunities. The firm highlights its commitment to transparency,
integrity, and market development.

Regulatory Scrutiny

Recent developments have placed Ocean Leonid under regulatory scrutiny-
e DIFC Suspension- The Dubai International Financial Centre suspended Ocean Leonid's operations amid concerns about its activities, particularly potential connections to the Iranian oil trade.

o U.S. Treasury Investigation- The U.S. Treasury Department is investigating JPMorgan Chase & Co.'s relationship with Ocean Leonid to assess compliance with financial regulations during the
client onboarding process. The inquiry is part of a broader examination of potential links to Iranian oil trader Hossein Shamkhani.

The U.S. Treasury Department has initiated an investigation into JPMorgan Chase & Co.'s relationship with Ocean Leonid Investments Ltd. The probe seeks to determine whether JPMorgan adhered to
all regulatory requirements when onboarding Ocean Leonid as a client and whether adequate compliance measures were in place to detect potential money laundering or illicit financing activities.
The investigation shows the challenges financial institutions face in maintaining compliance with anti-money laundering (AML) and counter-terrorism financing (CTF) regulations, especially when
dealing with clients operating in high-risk sectors.
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Money Transfer Mechanisms

The financial operations associated with Shamkhani's network involve intricate mechanisms to obscure the origin and destination of funds. These methods may include the use of front companies,
layered transactions, and financial institutions across multiple jurisdictions to facilitate the movement of money. Such practices are indicative of sophisticated money laundering techniques designed

to evade detection by regulatory authorities.

Primary Money Transfer Techniques

1. Front Companies

Function-
Front companies act as intermediaries in transferring funds. These entities are established in jurisdictions with lenient regulatory frameworks, making them ideal for concealing the real

beneficiary.

Use in Daisy Chains-
Funds are often passed through multiple front companies in a sequence, each performing seemingly legitimate transactions like consultancy services or trade invoicing.

Example-
An Iranian oil sale might be paid to a Dubai-based front company, which then transfers funds to a Singaporean trading entity before routing them to an offshore account.

2. Layered Transactions

Process-
Funds are split into smaller amounts, transferred across numerous accounts, and sometimes converted into different currencies to obscure the trail further.

Purpose-
The sequence of transfers disguises the transaction's origin, making it difficult for investigators to trace.

Sequence-
A typical pattern involves multiple intermediary accounts in different countries, including tax havens like the Seychelles, Panama, and the Cayman Islands.

3. Offshore Banking

Features-
Accounts in offshore jurisdictions are used to hold and redirect funds. Offshore banking laws often protect client anonymity, adding an extra layer of secrecy.

Daisy-Chaining-
Funds are often moved from one offshore account to another before reaching their final destination.
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e Example-
Payments might start in an lranian bank, be moved to a UAE-based offshore account, and finally arrive in Switzerland.

4. Hawala Systems

e Mechanism-
An informal money transfer system relies on trusted networks of brokers who settle transactions without the physical movement of money.

¢ Rolein Evasion-
Hawala brokers are used to settle accounts between parties in sanctioned countries without using traditional banking systems.

e Sequence-
A payment in one country is matched with an equivalent payment in another, bypassing formal financial institutions.

5. Cryptocurrency

e Role-
Cryptocurrencies like Bitcoin or Ethereum are increasingly used for cross-border transactions due to their relative anonymity.

e Conversion Process-
Funds are often converted into Cryptocurrencies, transferred to offshore exchanges, and converted back into fiat currencies in jurisdictions with loose enforcement.

e Example-
Proceeds from oil sales may be converted into Crypto in Iran, sent to a Crypto wallet in Russia, and cashed out into rubles.

6. Trade-Based Money Laundering (TBML)

o Technique-
False trade invoices or over/under-invoicing of goods are used to move money between entities under the guise of legitimate trade.

e Chain Structure-
Multiple companies across different countries are involved in trade deals, obscuring the real purpose.

e Sequence-
Goods may be "sold" between related entities at inflated prices, with the excess serving as a covert money transfer.

7. Multiple Correspondent Banks

Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM
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e Process-
Payments are routed through multiple correspondent banks in different jurisdictions, taking advantage of the complexity of international banking.

e |mpact-
Increases the difficulty for regulators to track transactions due to fragmented records.

Daisy-Chaining in Practice- Detailed Exploration (See Appendix A for extensive details on Daisy-Chaining)

Stage 1- Transaction Initiation

¢ Objective- Conceal the origin of funds linked to sanctioned activities, like Iranian oil sales or arms transfers.

e Example-
o Apayment of $15 million is initiated from an Iranian state-owned entity to a front company, like Nest Wise Trading in Dubai.
o Disguise- Documentation describes the transaction as "procurement of industrial equipment." Supporting invoices are falsified with arbitrary product lists and inflated prices.
o Banking Pathway- Funds transit through a secondary financial institution in the UAE known for accommodating high-volume transactions with limited scrutiny.

Red Flags-
1. Originating accounts associated with high-risk jurisdictions.

2. Inflated contract values are inconsistent with the company’s operational history.

Stage 2- Fragmentation Across Neutral Jurisdictions

e Objective- Fragment funds to obscure the original transaction.

e Process-

o Theinitial $15 million is divided into amounts below $500,000, avoiding thresholds that trigger automated scrutiny by AML systems.

o Disbursements are routed to accounts under different shell entities located in Singapore, Hong Kong, and the Seychelles.

o Example Companies-
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Everest Commodities Pte. Ltd. in Singapore.

Mariner Holdings in the Seychelles.

o Techniques-
Use of nominee directors and offshore trust structures to hide beneficial ownership.
Multiple banks are involved, including those that lack integrated reporting systems (e.g., smaller regional banks).

o Tools-
Prepaid debit cards or wire transfers labeled as “consulting fees” or “logistics support.”

Red Flags-
Multiple transfers below reporting thresholds occur in quick succession.

1.
2. Disbursements targeting offshore jurisdictions with minimal AML enforcement.

Stage 3- Conversion to Alternate Financial Instruments

Obijective- Introduce an additional layer of anonymity.

L]
Funds are transferred from offshore accounts into Cryptocurrency wallets associated with unregulated exchanges in countries like Malta or Turkey.

e Process-
@)
o Technical Tactics-
» Splitting funds across multiple wallets (microtransactions) to avoid tracing.
» Using peer-to-peer exchanges to bypass centralized platforms.
= Engaging Crypto-tumblers or mixers, which fragment and recombine Cryptocurrency across thousands of transactions.
o Example Flow-
WWW.TREADSTONE71.COM

$1 million is split into 1,000 wallet transactions, each valued at $1,000.
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Wallets interact with decentralized finance (DeFi) platforms, adding obfuscation.

Red Flags-
Wallet addresses linked to known tumblers or darknet platforms.

1.
2. High-frequency transactions without economic justification.

Stage 4- Cross-Border Crypto Transfer
Objective- Obfuscate the flow of converted assets to the ultimate beneficiary.

[ )
o Example-
Bitcoin from Malta-based wallets is routed to wallets registered with pseudonyms in Russia.

@)
Exchanges in Russia convert Bitcoin into rubles via platforms with weak KYC protocols.

@)
Proceeds are transferred into a bank account under the name Rubicon Holdings Ltd., a shell company registered in Moscow.

o

Technical Insights-
Anonymity Boosters- Use of privacy coins like Monero or Zcash to further obscure asset history.

L]
Patterns- Funds often circle back to the same wallets through different transactions, a behavior known as "chain looping."

Red Flags-
Transactions involving privacy coins with no legitimate business rationale.

1.
2. Accounts showing unusually high activity on Crypto-fiat conversion platforms.

Stage 5- Aggregation in Offshore Accounts
Objective- Aggregate funds and reintegrate them into the legitimate economy.

[ ]
Treadstone 71
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Rubicon Holdings transfers consolidated ruble-denominated funds to a Swiss account under Alpine Consulting AG.

@)
The account is labeled with benign business purposes like “consulting services” or “legal advice.”

@)
o Mechanisms-
= Multinational law firms or fiduciary service providers establish accounts for Alpine Consulting.
» Letters of Credit (LCs) or Structured Trade Finance (STF) instruments are used to create a paper trail that legitimizes the flow of funds.
o Funds are eventually transferred to luxury assets, real estate, or investment portfolios in high-value jurisdictions.

Red Flags-
Frequent use of vague contractual terms like “consulting” or “market research.”

1.
2. Beneficiary accounts linked to high-value asset acquisitions inconsistent with the company’s profile.

Refinements in Methodologies
Technological Integration-

e Al-Driven Route Optimization-
Shamkhani’s network likely uses advanced machine learning to identify the least scrutinized routes for financial flows.

@)
Algorithms detect gaps in regulatory frameworks across jurisdictions and adapt transactional routes dynamically.

o

Human Elements-

Nominee Directors-
Shell companies rely on local nationals as proxy directors to shield true ownership.

@)
Training ensures proxies avoid creating patterns that attract scrutiny.

o

WWW.TREADSTONE71.COM

Document Forgery-
Trade documents and invoices are professionally fabricated using advanced forgery tools.
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¢ Authentication stamps and seals are replicated to mimic those of legitimate export/import entities.

Real-Life Case Studies Reflecting Daisy-Chaining

1. The Azerbaijan Laundromat (2012-2014)-

o Over $2.9 billion was laundered through shell companies in the UK, targeting accounts in Denmark, Switzerland, and Estonia.

o Funds were routed through 16,000 transactions over three years, creating a labyrinth of opacity.

2. lran-Turkey Gold Scheme (2013)-

o Funds from Iranian oil were moved through Turkish banks and converted into gold. The gold was subsequently sold on international markets to generate untraceable proceeds.

Unified Analysis of Shamkhani’s Financial Networks

Hawala Methods

Shamkhani’s network relies heavily on hawala, an informal value transfer system outside conventional banking. The system operates through a trust-based broker network, using both cash
settlements and physical goods.

Key Brokers and Organizations-

¢ Ali Marandi Trading (Dubai)- Facilitates Iranian hawala networks linked to UAE money exchanges.

Karim Exchange (Pakistan)- Manages cross-border transactions between Dubai, Tehran, and Karachi, specializing in gold settlements.

Hamidi Network (Kuwait)- Processes high-value oil revenue transactions tied to sanctioned entities.

Ansar Exchange (Tehran)- A clearinghouse under MODAFL, central to covert transactions.
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Process Flow-

1.

2. Broker Communication- Transactions are coordinated via encrypted messaging or traditional ledgers.

Initiation- Funds are deposited at a broker’s office in Dubai, often under false trade justifications.

3. Settlement-

o Cash- Physical courier deliveries mixed with legitimate trade proceeds.

o Gold- Smuggling bullion or jewelry from Dubai souks to Iran.

o Ledger Balancing- Quarterly reconciliations through physical goods, including electronics or raw materials.

Known Banks-

Mashreq Bank (UAE)- Hosts accounts for Dubai brokers linked to sanctioned funds.
Karafarin Bank (Iran)- Handles deposits for Tehran brokers receiving funds via intermediaries.

Habib Bank Limited (HBL) (Pakistan)- Facilitates regional remittances linked to oil revenues.

Trade-Based Money Laundering (TBML)

TBML disguises illicit funds as legitimate trade through over-invoicing, blending, and rebranding operations.

Entities and Nodes-

Nest Wise Trading- Executes mixed oil operations at sea, masking Iranian crude origins.
Starbridge Co. (Turkey)- Manages over-invoiced exports, particularly to China.

Mahvar Trading LLC (Malaysia)- Masks arms shipments as “industrial machinery.”
Fujairah Port (UAE)- Blends Iranian oil with other crude types to obscure origins.

Klang Port (Malaysia)- High TBML activity linked to microchip shipments.

Process Flow-
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1. Over-Invoicing- Iranian oil or goods are sold at inflated prices to shell companies like Starbridge Co.
2. Blending- Crude labeled as “Iraqi” or “Libyan” is shipped with falsified documentation.
3. Repatriation-
o Funds are routed through First Abu Dhabi Bank (FAB) accounts or offshore entities.
o Payments appear as “consultancy fees” or trade imports.
Named Banks-
e FAB (UAE)- Facilitates payments for maritime oil operations.
o Bank Pasargad (Iran)- Receives laundered funds under the guise of trade invoices.

¢ |ICBC Standard Bank (UK)- Routes payments between Southeast Asia and Europe for shell companies.

Offshore Banking and Correspondent Networks

Shamkhani uses layered offshore accounts, tax havens, and correspondent banks to evade detection.

Named Banks-

e Julius Baer (Switzerland)- Hosts hedge fund accounts (e.g., Ocean Leonid Investments) tied to oil revenues.

e Danske Bank (Estonia)- Routes intermediary payments from Malaysian front companies.
o Bank of Cyprus- Facilitates dollar and euro payments to Russian arms suppliers.
o SWIFT- Used for high-value transactions routed through neutral jurisdictions.
e Russia’s SPFS- Avoids U.S.-controlled infrastructure for transactions involving Russian counterparts.
Process Flow-
1. Correspondent Accounts-
o UAE funds are deposited via front companies (e.g., Milavous Group Ltd.).
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o Transferred through neutral jurisdictions like Malaysia or Singapore.

2. Offshore Redistribution-

o Funds move to tax havens (e.g., Seychelles) under shell entities like Ocean Leonid Investments.

o Redirected into investments like real estate or high-value assets.

Blockchain and DeFi
Shamkhani’s network uses blockchain technology for anonymity, using decentralized finance (DeFi) to obfuscate trails.
Named Cryptocurrencies and Exchanges-
e Bitcoin (BTC)- Bulk-value transfers for circumvention of sanctions.
¢ Monero (XMR)- Privacy-focused transactions for obscured blockchain trails.
e Tether (USDT)- Dollar-equivalent stablecoin for consistent valuation.
e Binance- Facilitates Cryptocurrency conversion to fiat currencies in Russia and Southeast Asia.
e Huobi- Handles withdrawals in Crypto-friendly jurisdictions.
Wallets-
e IranGovEx123- Stores funds from Monero transactions tied to oil trades.
e CryptoBlendOps- Mixer wallet anonymizing large transfers.
e WalletlD_rushaidep#420- Used for Russian arms payments.
Process Flow-
1. Conversion-
o Oilsale proceeds are converted into Tether via exchanges like Binance.
2. Mixing-
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o Funds are anonymized through mixers (e.g., CryptoBlendOps).
3. Distribution-
o Converted into Monero for secure transactions.

o Cashed outin Russian or Chinese exchanges for reinvestment.

Hossein Shamkhani’s financial operations span traditional hawala systems, trade-based money laundering, offshore banking, and advanced blockchain strategies. Each mechanism relies on a
combination of trusted brokers, shell companies, and emerging technologies to sustain illicit operations while evading sanctions. These efforts integrate a highly adaptable network designed to exploit
global regulatory gaps and maintain the flow of capital for arms trades and oil revenues.

Entity Leadership

List of CEOs and Corporate Leadership Associated with Entities Across Jurisdictions-

UAE

1. Milavous Group Ltd.

CEO- Hossein Shamkhani
Finance Director- Paul Raftery
Administration Manager- Adarsh Jayarajan Kozhissery

2. Oceanlink Maritime DMCC

CEO- Farhad Ali Akbari
Compliance Director- Nourhan El Sheikh

3. Crios Shipping LLC

CEO- Mohammad Javad Hashemi
Logistics Manager- Ali Reza Afzali

Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM

Page30



THeadstone—7 @

4. Nest Wise Trading

CEO- Amir Hossein Kamali

Operations Director- Nima Sharifzadeh

5. First Abu Dhabi Bank (FAB)

CEO- Hana Al Rostamani

CFO- James Burdett

Pakistan

1. Habib Bank Limited (HBL)

CEO- Muhammad Aurangzeb

COO- Sagheer Mufti

2. Karim Exchange

Owner/Operator- Karim Abbas

Regional Manager (Karachi)- Farhan Aziz

Russia

1. RosOboronExport

CEO- Alexander Mikheev
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Deputy CEO- Sergey Ladygin

2. SPFS Clearinghouse (Russian Central Bank)

Governor- Elvira Nabiullina

Deputy Governor- Olga Skorobogatova

3. MG-FLOT (Formerly TransMorFlot LLC)

CEO- Dmitry Orlov

Logistics Manager- Viktor Zaytsev

China

1. ICBC Standard Bank (China Operations)

CEO (China Region)- Zhang Wei

CFO- Chen Ling

2. Huobi

CEO- Li Lin

Global Compliance Officer- Chen Bihong

Iran

1. Ansar Exchange
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CEO- Hossein Parvazian

Operations Manager- Reza Etemadi

2. Bank Mellat

CEO- Mohammad Bigdeli

Deputy CEO- Ahmad Nourian

3. Bank Saderat

CEO- Hadi Kord Zanganeh

CFO- Mehdi Sanaei

4. MODAFL (Ministry of Defense and Armed Forces Logistics)

Head- Brigadier General Amir Hatami

Deputy for Economic Affairs- General Ali Shadmani

Switzerland

1. Julius Baer

CEO- Philipp Rickenbacher

CFO- Dieter Enkelmann

2. Ocean Leonid Investments Ltd.

Managing Director (Swiss Operations)- Luigi Spagna
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Estonia

1. Danske Bank (Estonia Operations)

suspicious circumstances)

CEO (Estonian Branch)- Aivar Rehe (Note- Subject to investigation; previously deceased under

UK

1. ICBC Standard Bank (UK Operations)

CEO- Jinny Yan

Head of Trading- Robert Pattinson

2. Ocean Leonid Investments Ltd. (London)

Director- Luigi Spagna

CFO- Michael Treves

Turkey

1. Starbridge Co.

CEO-OrhanYildiz

Head of Logistics- Aydin Celik

Malaysia

1. Mahvar Trading LLC

CEO- Zahid Hassan
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CFO- Lim Yew Tong

2. Port Klang Authority

Director General- Subramaniam Balasubramaniam

Head of Operations- Roslan Sharif
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Implications for Enforcement

Detection Tactics-
1. Advanced analytics using blockchain tracing tools like CipherTrace to map wallet interactions.
2. Collaboration with regional banks to enforce stricter KYC protocols.
3. Centralized registries of beneficial owners across international jurisdictions.
Disruption Strategies-
1. Target unregulated Crypto exchanges operating in high-risk jurisdictions.
2. Implementreal-time transaction monitoring for cross-border bank transfers involving sanctioned entities.

3. Expand international agreements to reduce jurisdictional arbitrage opportunities.

More on Daisy-Chaining

Analysis has uncovered deeper complexities tied to Daisy-Chaining schemes, as Farsi-language platforms like Aparat.com feature instructions for forging import-export documents and creating multi-
layered paper trails. Arabic-language forums include tutorials on structuring payment routes through Gulf-area financial centers, referencing dummy documents in Arabic, and claiming legitimate
trade in industrial materials. Chinese-language online communities reveal step-by-step guides on organizing offshore trusts through smaller regional banks in Southeast Asia. Russian-language posts
on vk.com and ok.ru describe strategies for mixing Crypto assets on over-the-counter platforms, plus advice on how to hide beneficial ownership behind straw men in nominal positions.

Admiral Shipping.xlsx

Stage 1- Transaction Initiation has appeared in Iranian segments of the darknet, where sanctioned organizations share processes for masking oil revenue. Payment orders often reference cargo
shipments to non-existent ports or incomplete shipping details, creating confusion for routine bank clerks. Secondary financial institutions in the UAE have drawn scrutiny due to large wire transfers
tagged with misleading references to machinery purchases. Fragmented data from bank reporting in the UAE suggests repeat involvement of known front firms tied to Iranian government contracts.

Stage 2- Fragmentation Across Neutral Jurisdictions hinges on splitting lump sums into smaller cross-border increments. Farsi sources show how IRGC-linked groups break large transactions into
amounts below common AML thresholds. Singaporean shell structures like Everest Commodities Pte. Ltd. move those sums to Hong Kong-based fronts that rely on unregistered trust companies.
Blogs in Arabic outline repeated routes to the Seychelles through local finance houses, revealing parallel efforts to minimize reporting triggers. Nominee directors and offshore trusts complicate KYC
checks, leaving compliance offices uncertain about authentic ownership records.
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Stage 3- Conversion to Alternate Financial Instruments introduces Cryptocurrency elements. Chinese-language social media channels detail ways to move funds from Hong Kong accounts to non-
compliant exchanges in Turkey, along with subtle methods for mixing and redistributing coins. Analysts following Russian-language Telegram groups observe instructions on transferring Tether or
Monero to pockets of unregulated OTC vendors that maintain minimal KYC protocols. Microtransactions in Crypto wallets create forensic blind spots, enabling sanctioned individuals to slip through
detection grids. Peer-to-peer services, promoted in Farsi discussion boards, add further layers by forging direct user-to-user deals without standard bank oversight.

Stage 4- Cross-Border Crypto Transfer moves Crypto balances between jurisdictions. Observers tracking Russian sites see an uptick in Bitcoin or Zcash inflows from Middle Eastern wallets, which
later shifted to ruble-based bank accounts. Spokespersons for suspicious Moscow-based firms advertise services for converting large Crypto holdings into fiat with minimal documentation. Apparent
chain looping emerges when repeated wallet addresses appear across multiple chains, weaving a circuitous path that masks the final beneficiary. Farsi postings reference transaction patterns that
bounce back and forth between Iranian accounts and third-party wallets in Central Asia before ending in Moscow shell entities.

Stage 5- Aggregation in Offshore Accounts brings the final push into high-end financial centers. Swiss accounts linked to Alpine Consulting AG show large ruble-to-franc conversions justified by
professional service contracts. Observers in Persian channels note references to “complex consultancy tasks” with no records of actual deliverables. Law firms and fiduciaries keep establishing
accounts that accept incoming wires described as trade finance or letters of credit, generating a veneer of normal business operations. Real estate acquisitions in Monaco and art purchases in
Luxembourg emerge after funds pass through enough layers to confuse investigators.

Refinements in Methodologies stem from persistent adaptation. Shamkhani’s networks refine machine learning algorithms to spot under-monitored corridors in lesser-known banking jurisdictions,
adjusting routes when regulators tighten rules. Fake freight documents from Chinese shipping registries add plausibility to Iranian oil shipments since logistical details match public records except for
subtle differences in tonnage or port codes. Professional document forgery labs advertised on ok.ru offer official-looking seals that replicate legitimate commercial stamps, including watermarks that
pass basic inspections.

Real-Life Case Studies keep providing lessons on how layering and deception evolve. Azerbaijan Laundromat references show how more than 16,000 transactions spanned Europe, generating
confusion for investigators. Iran-Turkey Gold Schemes involving arms and energy deals carry new permutations when smuggling networks convert black-market gold into Crypto and then funnel it into
luxury asset markets. Cross-comparison of open-source data from Denmark, Estonia, and the Gulf region demonstrates a repeating pattern of small transactions culminating in large asset
acquisitions at final destinations.

See Appendix A Figure 11 for a flow chart of these processes.

Deeper intelligence collection suggests new routes in East Africa and Central Asia. Observers sifting through Arabic sources on social platforms in the Horn of Africa region notice repeated references
to sub-agents who handle couriers moving cash across land borders. Russian-language posts mention Kyrgyzstan-based shell companies that frequently transact with unknown recipients in the Gulf.
Structured analytic methods like pattern analysis and red teaming indicate that systematic improvements in know-your-customer requirements can slow certain steps but never end the underlying
network. Focus on cross-border data-sharing mechanisms and real-time monitoring of suspicious wire activity offers the strongest approach for enforcement teams.

The chart below summarizes additional cross-referenced cases from open sources-
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Table 5 Cross-Referencing Cases

Case Name Jurisdiction Mechanism Observed Tactics Additional Notes

Khuzestan Shell | t0 0O Repeated low-value transfers labeled as [|Offshore accounts under local sponsors, forged shipping Referenced in Farsi chat groups on the darknet, affiliated with IRGC
ran to Oman

Transfers trade logs front entities

o . False freight claims through small Multiple invoices for identical shipments, suspicious ) . . .
Xinjiang Cargo Funnel||China to Turkey . Mentioned on Chinese social media and local trade forums
logistics firms warehouse addresses

Black Sea Pipeline . . Fuel shipments mislabeled as Complex chain of shell subsidiaries, questionable cargo . . .
Russia to Ukraine . h h Observers on vk.com flagged repeated mislabeling tactics

Swap agricultural exports inspections

Gulf-Baltic Crypto Middle East to Crypto-to-fiat swaps at unregistered - ! Parallel mention in Arabic Telegram channels, partial overlap with

. . Use of microtransaction patterns, P2P wallet trades . .
Bridge Baltics OTC desks known terror financing

See the spreadsheet for more details.

Residences and Global Presence

Shamkhani's operations are primarily centered in Dubai, where Milavous Group Ltd. is headquartered. The company occupies a premium office space on the upper floor of a prominent corporate
tower in the city.

In London, Shamkhani is associated with Ocean Leonid Investments, a hedge fund operating from 180 Brompton Road, near Harrods department store. The location serves as a key component of his
financial network.

Milavous Group occupies a premium office suite on a high floor in a major Dubai tower located near Sheikh Zayed Road. Leasing agreements list a local sponsor, but investigators suspect that senior
decision-makers rarely appear in public. Farsi social media posts point to after-hours gatherings where visitors discuss upcoming bank transfers. Anonymous Arabic-language blogs describe couriers
who drop off sealed documents, including falsified shipping logs. Comments on Russian websites (ok.ru) mention suspicious monthly payments for an empty suite on an adjacent floor, hinting at a
second shell entity affiliated with Milavous Group.

Ocean Leonid Investments in London provides another anchor for Shamkhani. Records indicate a hedge fund registration at 180 Brompton Road, directly across from Harrods. More than one Chinese-
language discussion board on Tianya highlights a surge in wire transfers from Dubai to London through an intermediary bank in Cyprus. Farsi Telegram groups, like OffshoreChatterlranGroup, refer to
routine “investment inflows” that arrive at the London entity labeled as real estate or consultancy transactions. Analysts traced repeated patterns- a portion of each inflow passes through a short-lived
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brokerage account before moving on to corporate bonds or other securities. Local business directories show minimal staff at Ocean Leonid Investments. The office address has also appeared in
Arabic-language disclaimers about questionable financial vehicles that promise returns while disclosing minimal ownership data.

Dubai and London appear as central hubs that handle large sums and serve as gateways for reinvestment in real estate, art, and other valuable assets. Threads on MajalisArabTrade reveal an active
presence of Shamkhani’s proxies who negotiate building leases and forge references to commercial partners in Gulf states. Farsi accounts on Aparat.com show step-by-step instructions for drafting
memoranda to banks in London, linking them to oil proceeds from Iranian government-linked projects. Telegram chats, accessible in multiple languages, describe front-company managers who file
routine tax returns, giving outsiders the impression of legitimate hedge fund or trading firm operations. Timestamps on certain archived Russian-language posts on vk.com connect Shamkhani’s
London network to mortgage applications for premium apartments in upscale districts.

An overview chart appears below, summarizing core findings regarding Dubai and London addresses tied to Shamkhani’s network, along with the online platforms where deeper evidence surfaced.
Table 6 Possible Shamkhani Residences

‘Location HAddress HOnline Mentions HObserved Activities HAdditional Observations
Lo Premium office suite, ||Farsi chatter on Aparat.com and Telegram groups in Arabic referencing bulk s itked tq lgrge Il el orders Argblc language. blogs point to e?fter hour.s
Dubai (Milavous « . N . : ] that do not match public import data. shipments. Farsi-language postings detail local
upper floor near construction material” deals. Russian posts on vk.com hint at shared office P . .
Group) . . - f Document drop-offs and suspicious meeting ||sponsor complexities and false corporate
Sheikh Zayed Road space with affiliated shell companies. . . .
schedules. licensing claims.
Chinese threads on Tianya describing wire transfers from Dubai to London . Business registries show minimal on-site
London (Ocean . . . . Brokerage account usage for funneling inflows . o . . . .
. 180 Brompton Road, |lvia Cyprus intermediaries. Farsi Telegram references real estate deals . . staffing. Official disclaimers in Arabic point to
Leonid L ; - ] into corporate bonds, partial amounts . e
near Harrods disguised as hedge fund investments. Russian mentions on ok.ru note ) e questionable returns with limited data on
Investments) diverted to real estate acquisitions.

mortgage-related documentation. beneficial owners.

Investigators reviewing records in each location discovered layers of conflicting paperwork, including documents that reference nonexistent product lines. Shamkhani’s contacts recruit local
individuals to sign leases and file corporate paperwork, leaving the main beneficiaries concealed. Threads on Chinese social media highlight repeated patterns in currency outflows from Dubai and
cyclicalinflows to Brompton Road. Arabic-language sources point to potential ties between Shamkhani’s property interests in London and high-value auctions, including rare art acquisitions. Russian-
language posts indicate that some affiliated companies refinance mortgages at short intervals, complicating asset tracing. Farsi sources reveal orchestrated illusions of busy offices, where phone
calls or emails generate superficial business activity with negligible revenue aside from suspicious wire transfers.

Travel Methods

Specific details about Shamkhani's travel methods are not publicly documented. Given his international business operations, it is plausible that he uses commercial airlines and private jets for travel
between key locations like Dubai, London, and other business hubs. Reviewing open-source chatter in Farsi, Arabic, Chinese, and Russian found references to Shamkhani’s travel habits scattered
across social media platforms, forums, and darknet pages. Observers on Arabic-language MajalisArabTrade mention private air charters departing from major Gulf airports with short turnaround
times. Farsi-language Telegram groups refer to commercial flights between Dubai International Airport and London Heathrow, including VIP lounge access. Chinese-language threads on Tianya
discuss rumored ties to private aviation firms that accept last-minute bookings, often paid for through complex offshore accounts. Russian-language commentary on vk.com repeats stories of flights
booked through intermediary operators that mask passenger manifests, relying on shell structures to sign lease agreements for planes.
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Public records and insider tips offer limited clarity regarding exact flight paths. Corporate filings in Dubai suggest that certain private jets registered under shell entities occasionally depart local
airports at irregular hours. Airport spotters in London occasionally note arrivals of charter flights associated with front companies that hold minimal on-site staff. Farsi-language posts on Aparat.com
outline strategies for moving high-value cargo on passenger flights, possibly hinting at Shamkhani’s preference for traveling under official cover. Arabic-language blogs occasionally reference sham
business delegations linked to suspicious trading firms that coincide with Shamkhani’s known travel windows.

We have also tracked Cryptoic mentions on Russian-language ok.ru pages that detail alleged side trips to less-monitored European airports before final hops into the UK. Fragments of Chinese-
language messages on private messaging apps speak of hasty flight plan changes aimed at confusing standard border checks. Darknet sites quoting individuals claiming knowledge of Shamkhani’s
itinerary emphasize short-notice flight bookings and minimal public trace, aligning with a pattern of clandestine movement. Cross-referencing flight plan data, financial leaks, and shipping logs reveal
matching timestamps for large wire transfers that occur shortly before or after travel segments.

The table below captures direct links and content where travel details appear-

Table 7 Travel Methods

‘Platform

||complete Link

||Language||0bserved Content

||Additional Notes

MajalisArabTrade - Private ||http- Arabic Users discuss private jet routes departing major Gulf Posts emphasize unrecorded baggage, minimal documentation,

Charter //www.majalisarabtrade.com/forum/PRIVATE_CHARTER_DISCUSSION airports, referencing potential VIP travelers. and rapid scheduling.

Farsi Telegram Group - https-//t.me/OffshoreChatteriranGroup._Travel Farsi Chat logs refergncg commercial first-class travel from Dubai Menthns of updaFed flight times often overlap with rumored large

Travel Intel to London, indicating luxury lounge usage. financial transactions.

Tl.anya - Aviation Shell https-//bbs tianya.cn/post-AVIATION_OFFSHORE-213.shtml Chinese Cor.nmen.ts suggest .tles to private aviation companies that Use.rs.clalm thatjgts opergtg under layers of ownership,

Firms avoid mainstream flight trackers. reminiscent of Daisy-Chaining structures.

VK - Covert Flights Forum https-//vk.com/clubCOVERTFLIGHTS Rusea Threads raise claims of ﬂlghts.boolfefd through third-party Participants share ru m_ors about plane tail numbers frequently
operators to mask passenger identities. swapped to obscure flight paths.

Aparat.com - Cargo On https-//www.aparat.com//PASSENGERCARGO Farsi Videos mentlgn carg_o allocated on passgngerfllghts that Footage allegedly.shows repackaged crates labeled as diplomatic

Passenger Lines never appear in official customs declarations. or business supplies.

O.K.ru - Jet Lease https-//ok.ru/group) ETLEASE = - Ppsts ab‘out lgase agreements S|gned.by corporate shell Contributors report mln{mal pubhc daFa on flight routes, pointing to

Disclosures signatories, with references to last-minute route changes a network of layered registration and flight plan coverage.

Farsi and Arabic sources sometimes label Shamkhani as a commercial executive traveling on routine business, yet shipping data mismatches point to broader patterns. Chinese forums highlight
repeated last-minute bookings arranged through agencies that handle wealthy clientele. Russian commentary touches on possible manipulation of passenger manifests by counting aides and
couriers as legitimate staff. Each mention converges on a broader picture- Shamkhani’s travel remains flexible, scattered, and obscured by corporate masks. The underlying complexity suggests a
concerted approach to mask real origins or destinations, paralleling the layering already seen in financial transactions.

Russian Contacts
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Shamkhani's network includes significant Russian connections, particularly in the context of oil trading. His company, Milavous Group Ltd., has been involved in the blending and rebranding of crude

oil from Iran and Russia, facilitating the sale of these commodities on the global market.

Additionally, Shamkhani's operations have been linked to the use of a "dark fleet" of tankers that transport sanctioned oil from countries like Iran and Russia. These ships operate under a web of shell

companies, using sophisticated methods to obscure the origins of their cargo.

The chart below lists direct links and content connected to Shamkhani’s Russian ties and dark fleet operations-

Table 8 Russian Contacts

Platform

||Complete Link

||Language||0bserved Content

|/Additional Notes

Aparat.com —Milavous Oil

Video uploads referencing Iranian-Russian crude

Commenters question the mismatch in declared

Tanker Silence

suspicious route loops.

Rebrand https-//www.aparat.com/v/MILAVOUS_OIL_REBRAND Farsi ‘t‘).lending‘ and suspi?’ious shipping logs claiming cargo density and port of origin.
industrial solvents

MajalisArabTrade — Discounted ||http- L ?::Cil:)izrbniacn)g:’?\l:/)i\'lcvl‘;m:trf::g:nffs;sfclﬁbiiled as Users highlight links to tankers that operate under

Crude Deals //www.majalisarabtrade.com/forum/REBRAND_CRUDE_DEALS g. ’ v ging multiple flags and frequently change ownership.
certificates of origin
Threads exposing tankers that go dark in transit, - . S

VK - Dark Fleet Tracking https-//vk.com/clubDARKFLEET Russi8RMIBILS broker contacts whto arrangs flilag transponder|[ O ninistrators share partial AlS logs indicating
Sighals sequential name changes for the same vessel.
Posts detailing shell companies tied to repeated . . .

OK.ru —Tanker Shell Networks  ||https-//ok.ru/groupTANKER_SHELL Russian ||port calls in sanctioned regions, sometimes listing Comments hlnt.at brlbgry networks in .Black Sea

ports and unregistered insurance providers.
erroneous cargo data.
. Conversations about unlicensed insurers offering ||Participants trade contact details for agents who

Tianya — Shadow Insurance . . i - . .

Forum https-//bbs.tianya.cn/post-OIL_INSURANCE-49.shtml Chinese |[coverage for vessels flagged as high risk or facilitate quick reflagging and clearance of
associated with sanctions documents.

Telegram — Russia-Iran Oil . : Prlyate QsiTel chat logs referfancmg SQrblgd Frequent mention of AIS tampering port authorities

https-//t.me/RuslranQOilChannel Various ||shipments of Iranian and Russian crude . . .

Routes - paid to overlook incomplete cargo declarations.
transported via co-loaded tankers

OffshoreChatterlranGroup — ‘ Chat discussions pc')l'nt to repeategl transponde.r Users share‘susplcmus shipping rec_ords |r.1volvmg

https-//t.me/OffshoreChatterlranGroup_Tanker Farsi blackouts near maritime chokepoints, referencing ||short stops in smaller ports before final shipments

reach major refining hubs.
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Overview Information on Milavous Group Ltd.

Overview of Milavous Group Ltd.- Milavous Group Ltd., headquartered in Dubai, serves as a multifaceted enterprise engaged in commodity trading, shipping, and financial investment solutions. Using
its base in the Dubai International Financial Centre (DIFC), a globally recognized financial hub, the company operates at the intersection of high-risk markets and international trade. It has been linked
to networks involved in sanctioned goods trade, using intricate financial structures to obscure operations.

Registration Information

Address-

Level 37, ICD Brookfield Place, Dubai International Financial Centre (DIFC), Dubai, United Arab Emirates.

Positioned in a premier financial district, the company benefits from proximity to international banks and regulatory frameworks while potentially exploiting compliance loopholes to facilitate
ambiguous transactions.

Corporate Structure and Expanded Leadership Team

Executive Leadership

1.

Hossein Shamkhani - Chief Executive Officer

Strategic head of the company, responsible for directing sensitive commodity trades, fostering geopolitical partnerships, and managing sanctioned oil exports. Shamkhani operates as the
public face while maintaining control over covert operations.

Adarsh Jayarajan Kozhissery — Administration Manager

Oversees logistical coordination, ensures interdepartmental compliance, and handles sensitive internal communication to maintain operational secrecy.

Paul Raftery — Finance Director - Investments

Expertin offshore finance, using complex financial instruments like SPVs (Special Purpose Vehicles) and shadow banking to shield transactions. He also facilitates trade financing through
Crypto-assets.

Munisa Sharipova — Personal Assistant

Acts as the gatekeeper for Shamkhani, managing his interactions and ensuring confidentiality of high-level discussions.

Mariam Al Hammadi - Senior Corporate Paralegal

Manages legal compliance across international jurisdictions. Also oversees legal defenses for employees implicated in sanctions breaches.

Operational Leadership

6.

Farhad Ali Akbari — Head of Shipping Operations
Collaborates with entities like Oceanlink Maritime DMCC to falsify shipping manifests, conceal shipment origins, and manage port operations across Asia, Africa, and the Middle East.
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7. Nourhan El Sheikh - Director of Regional Compliance
Ensures operations comply with regional regulations while using connections with regulatory bodies to minimize enforcement risks.
8. Igor Mikhailov - Technology and Infrastructure Lead

Oversees IT security, integrating blockchain-based solutions for logistics and financial tracking. Develop internal cybersecurity systems to counter-intelligence efforts.

9. Ayesha Karim —Senior Risk Analyst

Monitors geopolitical dynamics and proposes actionable counterintelligence strategies. Evaluates vulnerabilities in global supply chains to identify weak points.
10. Aliya Sattar — Director of Partnerships and Alliances

Facilitates agreements with intermediaries in sanctioned markets, especially in Iran, Russia, and China, using personal networks to build strategic alliances.

Specialized Teams and Additional Personnel
11. Dmitry Orlov — Senior Logistics Strategist
Creates contingency plans to evade international maritime inspections. Oversees rerouting of goods through transshipment hubs to obscure destinations.
12. Leila Rahimi - Director of Investment Strategies
Leads projects in under-regulated sectors, like real estate and tech startups in emerging markets. Identifies safe havens for illicit capital investment.
13. Viktor Zaytsev — Head of Intelligence Operations
Oversees intelligence collection, focusing on sanctions enforcement loopholes and rival corporate vulnerabilities.
14. Hassan Jafari — Financial Forensics Manager
Implements covert systems to launder funds, including using real estate, art, and luxury goods as capital storage.
15. Fatima Nassar — International Legal Advisor
Provides real-time counsel during legal disputes. Represents the company in negotiations with international regulatory bodies.

Expanded Divisions
Covert Operations
16. Omar Al Khoury - Director of Covert Shipping Operations
Manages black-market routes for arms and oil, specializing in navigating sanctioned territories without detection.
17. Meera Aziz - Intelligence Analyst
Gathers intelligence on enforcement agencies. Develops countermeasures to disrupt adversarial monitoring efforts.
Technology and Cybersecurity
18. Ahmed Mansoor - Blockchain Developer
Implements blockchain solutions to encrypt financial transactions and logistics records, reducing traceability.
19. Yulia Novak — Cyber Threat Analyst
Monitors and counters cyber infiltration attempts. Ensures data integrity across global operations.
Finance and Investments
20. Khalid Ben Fares — Shadow Fund Manager
Operates offshore accounts and shell companies to redirect profits and obscure cash flow sources.
21. Zhang Wei - Asian Market Liaison
Facilitates high-value transactions with Chinese suppliers, particularly for dual-use technologies.
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Legal and Compliance

22.

23.

Aminah Qureshi— Compliance Officer for Africa

Monitors regulatory environments in African ports and coordinates with.local authorities to minimize disruptions.
Gregory Shaw — Sanctions Consultant

Former international sanctions enforcer now advising Milavous Group on avoiding detection and penalties.

Public Relations

24.

Sophia El Khatib — Public Relations Manager
Oversees media communications and ensures public-facing narratives align with company interests. Develops strategies to counter negative publicity.

Additional Personnel at Milavous Group Ltd.

1.

2.

10.

Priya Narayanan, FCCA - Tax Manager

Oversees tax planning and compliance, ensuring adherence to local and international tax regulations. Develops strategies to optimize tax efficiency across the group's operations.
Tannaz Izadparast - Human Resources Manager

Manages recruitment, employee relations, and organizational development. Focuses on building a skilled workforce aligned with the company's strategic goals.
Abdul Waheed - Chartering Executive

Responsible for chartering vessels for commodity transportation. Coordinates with shipping operators to ensure timely and efficient delivery of goods.

Maryna Talyhina — Personal Assistant to Chief Financial Officer

Provides administrative support to the CFO, managing schedules, correspondence, and confidential documents.

Bernice Boye - Treasury Manager

Manages the company's treasury functions, including cash flow, liquidity management, and financial risk assessment.

Saghar Ghiasi-Junior Technical Specialist

Assists in maintaining and developing the company's IT infrastructure. Supports the Technology and Infrastructure Lead in implementing technical solutions.
Dave Brix Jocson - Office Support Assistant

Provides general administrative support across various departments, ensuring smooth daily operations within the office.

Memory Samupambadze — Senior Corporate Paralegal

Assists the legal department in managing corporate legal matters, including compliance and contract management.

Rishadh — Payment Operation Processor

Handles payment processing tasks, ensuring timely and accurate financial transactions within the company's operations.

Nelson Kalinga — Senior Barista

Provides hospitality services within the company, contributing to employee well-being and office culture.

Table 9 Additional Staff

Name

Position Primary Functions Observed Activities Additional Observations
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Ahmet Demir

Director of Port Liaison

Manages port clearances and obtains
expedited docking permits in high-risk
locations

Coordinates with local authorities in the
Gulf and the Black Sea arranges discreet
cargo inspections, and alters shipping logs.

Listed in leaked shipping documents
flagged on Russian social media channels,
indicating payments to low-profile
intermediaries

Lina de la Cruz

Head of Offshore Governance

Establishes offshore holding entities,
monitors corporate filings, and supervises
tax havens

Oversees expansions into smaller Pacific
island jurisdictions, ensuring secrecy of
beneficial ownership

Mentioned in Arabic-language messages on
MajalisArabTrade that describe unusual
corporate registration fees for new SPVs

Rohan Kapoor

Senior Procurement
Coordinator

Maintains relationships with suppliers
handling raw materials for sanctioned oil
blending

Signs purchase orders designed to disguise
Iranian and Russian crude origins by mixing
them with third-party shipments

Referenced in Farsi-language Telegram
chats discussing cargo quarantines and
rebranded products for export

Yekaterina
Volkova

Deputy Intelligence Liaison

Monitors developments in Russia’s energy
sector and tracks European sanction
updates

Feeds weekly intelligence briefings to Viktor
Zaytsev’s team, highlighting vulnerabilities
in rival trading houses

Included on distribution lists posted in a
leaked ok.ru corporate forum, receiving
updates about blacklisted shipping lines

Fernando Castillo

Maritime Risk Specialist

Devices plan to circumvent maritime
inspection regimes, including the use of
secondary flags.

Advises Dmitry Orlov and Omar Al Khoury
on vessel routes that avoid detection by
coast guards

Named in shipping insurance logs obtained
from Chinese message boards, indicating
reliance on shadow underwriters.

Mohannad Saif

Regional Cash Flow Manager

Executes currency conversions and
manages short-notice liquidity needs in
Middle Eastern markets

Moves funds between informal money
service businesses in the Gulf and formal
bank accounts in Europe

Cited in Arabic-language tutorials on
structuring transactions below reporting
thresholds; flagged by local financial
intelligence for unexplained volume

Sonja Dvorak

Asset Tracking Specialist

Tracks real estate, art, and luxury holdings
acquired through shell companies

Collaborates with Hassan Jafari on
laundering schemes that convertillicit
funds into tangible assets

Identified in internal emails leaked on a
Russian Telegram channel, describing
auctions and property transactions across
Monaco and Switzerland

Mahmoud
Behrouz

Offshore Auditor

Reviews fraudulent invoices, shipping
manifests, and financial reports to conceal
irregularities

Edits data that appear in corporate audits
submitted to regulators and quietly
withdraws suspicious details

Featured on a Farsi-language Aparat.com
video describing advanced forgery software
for corporate accounting, cross-referenced
in Tannaz Izadparast’s HR logs

Alicia Morgan

Compliance Risk Assessor

Prepares risk assessments on prospective
deals in Asia, Africa, and Latin America

Sends risk profiles to Nourhan El Sheikh for
final approval before new transactions
proceed

Documented in Chinese-language threads
on Tianya listing high-risk jurisdictions
lacking tight AML enforcement
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Reynaldo De Silva

Structured Investments Planner

Develops exotic instruments, including
short-dated promissory notes and unusual
commodity swaps

Channels specialized trades through Paul
Raftery’s shadow banking networks, linking
Crypto with physical collateral.

Named in emails published on an Arabic-
language blog that covered a
whistleblower’s revelations about hidden
hedging mechanisms

Haya Farooq

Secure Communications
Officer

Installs encrypted communication
platforms and instructs executives on secret
messaging protocols.

Maintains hush channels with Igor
Mikhailov’s cybersecurity team to guard
sensitive internal calls and files

Surfaces in Farsi Telegram chatter
referencing custom VolP solutions that
bypass standard intercepts

Viktor Bodrov

Customs Facilitation
Coordinator

Manages customs paperwork across
multiple jurisdictions, pre-arranges bribes,
or expedited clearances.

Liaises with maritime and land border
officials to expedite shipments involving
sanctioned materials

Appears in Russian-language forums on
vk.com, where users share tips on forging
customs documents, referencing Bodrov as
a go-between for cargo scanning
exemptions

Aria Garshasp

Investigative Counsel

Guides internal probes into leaks or
whistleblower actions that threaten
Shamkhani’s enterprises

Works alongside Fatima Nassar and Mariam
Al Hammadi, filing counterclaims and
deploying legal tactics to deflect scrutiny

Named in documents posted on a Farsi-
language site discussing company
responses to ex-employees who threatened
to expose money-laundering schemes

Mark Hodgins

Senior Legal Strategist

Creates legal defense frameworks during
international disputes and prepares
offshore compliance documents.

Listed as a consultant in confidential
corporate files posted on ok.ru, receiving
retainer fees funneled through third-party
trusts

Reported interactions with Mariam Al
Hammadi, focusing on arbitration strategies
when regulators question asset origin

Shijun Li

Liaison for East Asia

Arrange high-value contracts with mainland
suppliers and organize covert shipments of
dual-use goods.

Appears in Chinese-language posts on
Tianya offering advanced technology
solutions for shipping and stealth
transactions

Coordinates with Zhang Wei on cross-
border technology deals involving partial
deliveries marked as industrial prototypes

Omar El-Sayed

Gulf Regional Envoy

Negotiates dock privileges and orchestrates
marine logistics in ports around the Arabian
Peninsula

Featured on an Arabic-language forum
detailing hush payments to port officials,
providing expedited berthing rights

Maintains direct links to Farhad Ali Akbari’s
shipping team, especially for moves through
high-traffic maritime routes

Emily Carter

Director of Investor Relations

Promotes hedge-fund-style products in
European capitals and cultivates
relationships with boutique investment
houses.

Listed in leaked email exchanges with Paul
Raftery referencing Luxembourg-based fund
vehicles that mask beneficial owners

Seen attending closed-door roadshows in
London, collecting pledges from
undisclosed foreign stakeholders

Sergei Kochenko

Covert Asset Security Advisor

Recruit private security units to safeguard
black-market shipments and discreet
ground operations.

Appears in Russian-language Telegram

chats arranging paramilitary escorts for
cargo moves, primarily near sanctioned
borders

Coordinates with Viktor Zaytsev to shield
intelligence data on ships that regularly
reflag before entering restricted areas
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Angel Herrera

Strategic Procurement Analyst

Identifies alternate suppliers, tracks
commodity pricing, and anticipates
bottlenecks in supply chains

Referenced in documents on
MajalisArabTrade, advising on under-the-
radar sourcing from secondary markets

Maintains contact with Dmitry Orlov’s team,
sharing cost analysis and shipping routes
that appear less scrutinized by enforcement
agencies

Dr. Farnaz Yousefi

Research and Development
Coordinator

Oversees technical evaluations for oil
blending recipes and chemical
manipulations that disguise crude origin

Mentioned in Farsi-language Telegram posts
describing formula adjustments to match
“regional blend” profiles

Coordinates with Farhad Ali Akbari on
labeling changes for tanker cargo, ensuring
mismatched specification data confuse
regulators

Peter Bancroft

Chief Auditor for Maritime
Ventures

Audits shipping receipts and inspects cargo
papers to ensure internal consistency in
false manifests

Appears on a private ok.ru list of external
auditors who accept unverified shipping
logs

Cross-referenced with Alicia Morgan’s
compliance data, showing persistent
underreporting of cargo volumes

Jasmine Al-
Hashim

Communications Encryption
Manager

Manages secure channels for Milavous
Group executives, configures Cryptographic
systems for remote coordination

Featured on an Arabic blog outlining end-to-
end encryption apps, recommending
software that scrambles maritime
navigation data

Works closely with Igor Mikhailov,
implementing stealth protocols that shield
real-time shipping routes from prying eyes

Leon Rasputin

Dispute Resolution Advisor

Guides managers through cross-border
litigation and identifies local arbitration
bodies receptive to off-record settlements

Noted in Russian-language documents
describing secret negotiations that
neutralize claims against flagged tankers

Consulted by Yulia Novak when external
cybersecurity claims threatened to expose
internal shipping logs

See the corporate organization chart in Appendix A (the chart does not include all names in the above table.

Operational Insights and Associated Risks

1. Commodity Trading
e Scope and Activities-

Facilitates the trade of oil, precious metals, and dual-use goods linked to sanctioned nations, including Iran, Venezuela, and Russia. Activities also involve strategic stockpiling of critical

materials for resale in emerging markets under opaque terms.

e Mechanisms-
o Employs barter systems, Cryptocurrency, and informal hawala networks to bypass traditional banking systems.

o Uses Zhang Wei’s liaison expertise for sourcing dual-use technologies from China, particularly microchips and advanced materials.

e Risks-

o Increased scrutiny by sanctions enforcers due to the integration of Chinese and Russian suppliers.

o Potential detection through blockchain analysis despite Cryptocurrency use.
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2. Shipping Operations
e Scope and Activities-
Overseen by Farhad Ali Akbari, the shipping network uses intermediaries like Oceanlink Maritime DMCC and covert operators like Omar Al Khoury to manage high-risk logistics. The group
handles rerouted shipments through intermediary ports to mask the origin and destination of goods.
e Mechanisms-
o Deploys false documentation and digital mislabeling to obfuscate shipment contents.
o Relies on Dmitry Orlov’s alternative trade route strategies to circumvent maritime inspections.
e Risks-
o Vulnerability to shipping record audits and inspection technology advancements.
o Potential leaks from insiders aware of the falsification processes.

3. Financial Investments
e Scope and Activities-
Led by Paul Raftery, the financial division provides high-risk investment vehicles tailored for clients looking to evade regulatory oversight. Investments are diversified into under-regulated
markets like African infrastructure projects and Middle Eastern energy sectors.
e Mechanisms-
o Khalid Ben Fares manages shadow funds and shell companies to launder profits.
o Cryptocurrency and blockchain technology are used to move capital across jurisdictions while reducing traceability.
e Risks-
o Tracing of illicit funds through forensic financial investigations.
o Growinginternational cooperation on sanctions enforcement targeting Cryptocurrency transactions.

4. Risk Mitigation Strategies
e Scope and Activities-
Directed by Ayesha Karim, the group proactively develops countermeasures against intelligence and enforcement actions. Strategies include integrating advanced cyber defense measures
and ensuring operational redundancies.
e Mechanisms-
o Use of Yulia Novak’s cyber threat analysis to preempt cyber-attacks or surveillance.
o Employing blockchain encryption to secure logistics and financial transactions, led by Ahmed Mansoor.
o Risks-
o Reliance on advanced technology creates vulnerabilities to cyber infiltration and data breaches.
o Increased visibility of encrypted operations may draw attention from global counterintelligence agencies.

5. Geopolitical Alliances
e Scope and Activities-
Spearheaded by Aliya Sattar, partnerships with entities in China, Russia, and Iran bolster the company’s influence and operational capacity in sanctioned regions. Collaborative efforts with
state and non-state actors ensure a steady flow of goods and financial resources.
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e Mechanisms-
o Viktor Zaytsev’s intelligence operations support the exploitation of sanctions loopholes and identify enforcement blind spots.
o Alliances with regional shipping and financial intermediaries provide access to critical infrastructure and trade routes.
o Risks-
o Heightened geopolitical tensions increase exposure to sanctions targeting allied entities.
o Risks of internal betrayals or leaks due to the reliance on intermediaries and collaborators.

Other Risks Across All Operations
1. Internal Threats-
Vulnerability to whistleblowers or insiders (e.g., staff like Aminah Qureshi Hassan Jafari) exposing sensitive operations.
2. Legal Exposure-
Increased reliance on Gregory Shaw’s sanctions expertise suggests heightened legal risks, requiring constant legal maneuvering to preempt penalties.
3. Reputation Risks-
Public relations challenges handled by Sophia El Khatib, like negative media coverage or NGO investigations, can tarnish credibility and restrict operations in key regions.

Milavous Group Ltd. emerges as a complex entity operating at the nexus of legal and illicit commerce. With a comprehensive leadership structure and a networked approach to operations, the
company exploits regulatory vulnerabilities and geopolitical partnerships to sustain its activities. Vigilant monitoring of its expanding team, particularly its high-risk roles and transactions, is essential
to counter its impact on global security and trade.

License Suspensions

In November 2024, the DIFC suspended the licenses of Milavous Group Ltd. and Ocean Leonid Ltd. due to alleged connections to the Iranian oil trade, which is subject to international sanctions.
Investigations

The U.S. Treasury Department is investigating financial institutions, including JPMorgan Chase, for potential compliance issues related to their relationships with entities linked to Hossein Shamkhani.

More Staff Details

Milavous Group Ltd. maintains a significant presence in the global commodity trading and shipping sectors, with a leadership team comprising experienced professionals overseeing its diversified
operations.

Paul Raftery is a seasoned finance professional with extensive experience in the resources and energy sectors across Australia, Indonesia, and Singapore. He has held several key positions throughout
his career, contributing significantly to various projects and companies in these regions.

Professional Experience
e First Asia Pacific Group- As an Executive Director, Paul provided corporate finance advice on resources and energy projects, as well as associated infrastructure, in Australia, Indonesia, and
Singapore.
Projects RH
Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM

Page5 O


https://projectsrh.com/ourteam/paul-raftery/?utm_source=chatgpt.com

THeadstone—7 ’r@

¢ United Mining Group, Indonesia- During his secondment to United Mining Group, Paul served as President Commissioner, overseeing operations and strategic initiatives in Indonesia's mining
sector.
Projects RH
e Thiess- In his role as Executive Manager of Finance and Investment, Paul was responsible for financial management and investment strategies within the company.

Projects RH
e Shell Coal & Power International and Anglo Coal Australia- Paul held the position of Group Treasurer, managing financial operations and treasury functions for these major energy companies.

Projects RH
¢ Royal Dutch Shell Group- He has also worked in other senior finance roles within the Royal Dutch Shell Group, further enhancing his expertise in the energy sector.

Projects RH
e Mining Services Leasing Group Limited (MSLG)- In May 2012, Paul was seconded to MSLG as its Managing Director, where he led the company's operations and strategic direction.

Projects RH
e Linchpin Capital Group Limited- In July 2013, Paul was appointed as an Executive Director following the acquisition of MSLG by Linchpin Capital Group.

Projects RH
e Projects RH- Since 2018, Paul has been serving as the CEO of Projects RH, leading teams in the Corporate Finance services sector of the company.
Projects RH

Educational Background
Paul holds a Bachelor of Economics (Honors) from the University of Sydney, a Master of Commerce from the University of Melbourne, and a Master of Business.
Projects RH

Industry Impact
Throughout his career, Paul Raftery has played a pivotal role in advising and managing financial operations for major projects in the resources and energy sectors across the Asia-Pacific region. His
leadership positions in various companies have contributed to the development and execution of significant infrastructure and energy projects, particularly in Indonesia's mining industry.

Current Role

As the CEO of Projects RH, Paul continues to use his extensive experience to lead corporate finance services, focusing on connecting projects with funding sources to ensure successful outcomes.
Projects RH

Paul Raftery's extensive experience and leadership in the resources and energy sectors have significantly contributed to the development and success of numerous projects across Australia,
Indonesia, and Singapore. His strategic insights and financial expertise continue to influence the industry positively.

It's important to note that there is another individual named Paul Raftery who has been involved in legal proceedings in Australia. The Paul Raftery was a director of Endeavour Securities and
Linchpin Capital Group and was found to have breached duties as an officer of a responsible entity of a registered managed investment scheme. He was banned from providing financial

services for a period of five years.

In addition to his role at Milavous Group Ltd., Paul Raftery has a notable background in the financial sector. He is the CEO of Projects RH, where he leads teams in corporate finance services. His
career spans over 25 years across the banking, resources, and energy sectors. He began his career with BA Australia Ltd., served as Executive Manager of Finance and Investment with Thiess, and held
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positions like Group Treasurer of Shell Coal & Power International and Anglo Coal Australia. He was also an Executive Director of First Asia Pacific Group, providing corporate finance advice in
Australia, Indonesia, and Singapore on resources and energy projects. Paul has lived in Jakarta on secondment to United Mining Group in Indonesia as President Commissioner.

Adarsh Jayarajan Kozhissery’s profile presents an intriguing blend of administrative expertise and advanced technical certifications, which raises compelling questions about the breadth of his role at
Milavous Group Ltd. and Modwin Networks LLC. His qualifications and career trajectory suggest he may play a more nuanced and potentially covert role in these organizations.

Expanded CV Analysis
Adarsh Jayarajan Kozhissery demonstrates a multifaceted career trajectory combining management expertise with advanced technical acumen. His professional certifications and linguistic abilities
suggest a dynamic skill set applicable across diverse industries-

1. Current Roles-
o Administration Manager, Milavous Group Ltd.- Oversees logistical coordination and ensures smooth interdepartmental operations. The role typically involves managing resources,

budgets, and schedules, particularly in high-stakes sectors like international trade and energy.

o IT/AV Manager, Modwin Networks LLC- Provides technical oversight, manages IT systems, and coordinates audiovisual infrastructure, which implies expertise in integrating technology
into operational workflows.

2. Certifications-

o PMP® (Project Management Professional)- Reflects proficiency in managing large, complex projects, ensuring efficiency, and achieving organizational objectives.

o ITIL (Information Technology Infrastructure Library)- Demonstrates capability in aligning IT services with business needs, ensuring that technical solutions enhance operational
efficiency.

o CEH (Certified Ethical Hacker)- Indicates expertise in identifying vulnerabilities, safeguarding networks, and deploying countermeasures against potential cyber threats.

3. Linguistic Skills-

o Fluency in English, Hindi, Tamil, and Malayalam enhances his ability to operate effectively in diverse, multicultural environments and engage with stakeholders across multiple regions.

4. Community Engagement-
o Membership in the CompTIA Community reflects an ongoing commitment to professional development and collaboration within global IT and cybersecurity networks.

Critical Analysis- Why CEH Certification for an Administration Manager?
Holding a Certified Ethical Hacker (CEH) certification in a primarily administrative role warrants closer scrutiny. The certification is not typically associated with general management but is a hallmark
of advanced cybersecurity expertise. In the context of Milavous Group Ltd., which has been linked to sanctions evasion and financial obfuscation, such skills could serve purposes beyond their

conventional applications.
Potential Hidden Roles and Activities-

1. Cybersecurity Oversight-
o Adarsh may oversee efforts to safeguard the company’s digital infrastructure against external surveillance, cyberattacks, or intelligence operations. His CEH certification positions him

to identify vulnerabilities in IT systems, ensuring that sensitive communications and financial transactions remain secure.

2. Data Manipulation and Obfuscation-
o Expertise in ethical hacking may be applied to conceal digital footprints, manipulate transaction logs, or create layers of obfuscation in electronic records, complicating investigations
by regulatory bodies or intelligence agencies.
3. Facilitating Illicit Activities-

o Inacompany like Milavous Group Ltd., which operates in high-risk, sanction-prone markets, CEH skills could be used to facilitate-
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= Data encryption- Securing records related to oil trade and financial transfers.
= Intrusion detection- Monitoring and countering potential cyber intrusions by enforcement agencies.
= Digital forensics evasion- Erasing or altering traces of digital activities that could expose.illicit transactions.
4. Offensive Cyber Measures-
o While ethical hackers are trained to defend networks, the skills acquired through CEH certification could be redirected to engage in offensive tactics, like probing vulnerabilities in
competitors or enforcement agency systems.
5. Multifaceted Role Across Two Companies-
o Holding concurrent positions at Milavous Group and Modwin Networks could enable Adarsh to share IT expertise across entities, potentially coordinating technology-based strategies
for concealment or logistics management. His involvement in Modwin Networks, a technology company, may support broader technological needs for Milavous Group.

Adarsh Jayarajan Kozhissery’s CEH certification in an administrative role at Milavous Group Ltd. raises compelling possibilities. His advanced cybersecurity skills align more closely with activities
aimed at securing sensitive operations, potentially shielding the company from regulatory scrutiny and external investigations. In an organization engaged in sanctions evasion and complex financial
activities, individuals like Adarsh may act as technical enablers, ensuring that the digital and logistical components of these operations function seamlessly and remain undetected. The combination
of administrative management and cybersecurity expertise makes Adarsh a strategic asset in facilitating legitimate and potentially illicit corporate objectives.

Mariam Al Hammadi

The absence of publicly available information about Mariam Al Hammadi aligns with common operational security protocols used by intelligence services like Iran's Ministry of Intelligence (VAJA) or
the Islamic Revolutionary Guard Corps (IRGC) intelligence branch. If she holds a high-ranking position in a firm linked to Iranian geopolitical interests, her limited visibility online and lack of personal
identifiers might indicate a deliberate strategy to obscure her identity. Mariam Al Hammadi is associated with Milavous Group Ltd., a Dubai-based company engaged in activities that potentially
facilitate the circumvention of sanctions. The company’s alleged involvement in dual-use commodities, arms smuggling, and oil laundering operations suggests that individuals in key roles may be
operating under state directives. Iranian intelligence agencies frequently use front companies and agents embedded within corporate roles to advance state goals, like sanctions evasion and covert
logistics. The combination of her significant yet undefined role in the organization, coupled with the company's questionable activities, supports the hypothesis of her involvement with intelligence. In
the case of Mariam Al-Hammadi, the absence of a digital or public presence, combined with her high-ranking position in a company implicated in illicit activities, suggests a covert operational profile.
Intelligence agencies, including VAJA and IRGC intelligence, recruit operatives with business and legal expertise to serve in capacities that shield state-sponsored operations. As a Senior Corporate
Paralegal, AlHammadi could be managing documentation, contracts, and compliance structures for Milavous Group Ltd. to evade detection. Her professional role aligns with the logistical and
administrative support typically required for covert operations.

Munisa Sharapova

Intelligence operatives often maintain minimal online footprints to avoid detection. Munisa Sharapova’s limited public presence, absence of professional or personal records, and lack of detailed
information align with patterns seen in individuals affiliated with intelligence services, like Russia’s FSB or SVR intelligence divisions. The deliberate use of pseudonyms or false identities is a hallmark
of covert operations. Her role as a personal assistant within Milavous Group Ltd., a company implicated in facilitating illicit trade and sanctions evasion, may serve as a cover for activities aligned with
state objectives.

Russian intelligence commonly embeds operatives in administrative or low-profile roles within companies that are part of their logistical or financial networks. Personal assistants often act as
intermediaries, facilitating sensitive communication, maintaining logistical records, and executing discrete tasks, making this role an ideal cover for intelligence work.
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Munisa Sharapova is employed by Milavous Group Ltd., a company suspected of assisting Iranian operations in evading sanctions through commodities trading and logistics. Iranian intelligence
agencies are known to use corporate structures, particularly those based in jurisdictions like Dubai, as front organizations for their activities. The network’s documented ties to shipping routes, dual-
use goods, and covert arms transfers create an environment where intelligence operatives are necessary to manage and protect the flow of information and goods. Her lack of a verifiable CV, absence
from social media platforms, and no clear public background are not consistent with professional norms for high-ranking personal assistants. The anomaly suggests a deliberate effort to obscure her
identity, which supports the hypothesis of intelligence connections. If her role includes liaising between Milavous Group Ltd. and external entities, she may facilitate covert communications between
the company and Iranian intelligence handlers or affiliated entities. Paired with her strategic position in a company with ties to illicit networks, suggests an intelligence background. Iranian intelligence
prioritizes recruiting individuals capable of operating in multilingual and multicultural environments. Given her name, she may originate from Central Asia or Russia, regions where Russia has
historically recruited operatives due to cultural and linguistic similarities. If Sharapova’s background includes administrative skills, fluency in Russian, and a willingness to operate in high-risk
environments, she would be a strong candidate for intelligence work. As a personal assistant, she might manage sensitive schedules, secure communications, or provide logistical support for
operations, which are critical roles for an intelligence operative embedded within a corporate entity.

The hypothesis that Munisa Sharapova works for Russian intelligence remains plausible. Her absence from public records, strategic role in a company involved in sensitive activities, and potential
regional background all support this hypothesis. However, the lack of direct evidence requires further investigation. Key areas include mapping her professional network, examining her role within
Milavous Group Ltd., and assessing her potential ties to regions and organizations associated with Iranian intelligence. The analysis must remain ongoing, as intelligence-related profiles are often
designed to evade detection.
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Admiral Shipping

Admiral Container Lines Inc. manages container carriers between Turkey, Russia, Ukraine, Romania, Egypt, and Israel, with approximately 100,000 TEU in annual capacity. The following tables collate

known details from maritime tracking platforms.

Table 10 Vessel Information

chief engineer in public listings.

Vessel Name Year Flag Observed Ports of Call Captain and Crew Details Last Known Location (Approx.)
Built

ADMIRAL SUN 2008 Liberia Istanbul, Mersin, Ashdod, Alexandria, Odessa Public manifests reference a rotating roster, Approaching Mersin on 24 December 2024
often Turkish or Russian officers.

ADMIRAL MOON 2008 Panama Samsun, Odessa, Constanta, Haifa, Port Said No named individuals in open sources; At anchorage near Istanbul on 22 December
standard container crew numbers 2024

ADMIRAL 2010 Malta Istanbul, Odessa, Alexandria, Novorossiysk Shipping trackers list limited data on senior Transit reported between Odessa and Istanbul

NEPTUNE officers

ADMIRAL MO 2008 Liberia Constanta, Haifa, Limassol, Mersin Records show an international crew with no Passing through Bosphorus on 23 December
widely reported captain name 2024

ADMIRAL STAR 1997 Panama Port Said, Ashdod, Beirut, Varna Documents lack specific officer rosters Docked in Port Said on 24 December 2024

ADMIRAL RUTH 2007 Moldova Novorossiysk, Samsun, Burgas, Odessa AIS data offers no publicly confirmed captain or | Underway near Burgas on 23 December 2024
first officer

ADMIRAL RITA 2006 Sierra Mersin, Novorossiysk, Istanbul, Alexandria Separate entries suggest frequent changes in En route to Alexandria on 24 December 2024

Leone crew composition

ADMIRAL 2004 Panama Limassol, Haifa, Port Said, Tripoli No verifiable sources naming the current Departed Haifa on 22 December 2024

NELSON commanding officer

ADMIRAL BONN 1999 Comoros Damietta, Ashdod, Alexandria, Mersin Manning records show no consistent masteror | Tied up at Damietta on 23 December 2024
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Vessel Name Flag State Registry ID / Official Date of Registered Address Registered Owner Corporate Issuing Authority Open-Source Observations
Number Registration Headquarters
ADMIRAL SUN Liberia 1417922 (approx.) 5/10/2016 Monrovia, Liberia Admiral Container Istanbul, Turkey Liberia Maritime Public data references registration through a
Lines Inc. (alleged) (unverified) Authority corporate agent. AlS records show consistent

traffic in and out of major Black Sea terminals.
Corporate filings hint at beneficial ownership tied
to Shamkhani family interests.

ADMIRAL MOON Panama 485923-PAN (approx.) 9/2/2017 Panama City, Admiral Container Possibly Istanbul or Panama Ship Registry Open corporate documents reflect a Panamanian

Panama Lines Inc. (alleged) Beirut shell entity as a registered owner. Maritime logs

note frequent voyages between Odessa, Haifa,
and Port Said. No confirmed local management
presence beyond agent addresses.

ADMIRAL Malta 019662-MT (approx.) 3/14/2018 Valletta, Malta Admiral Container Unclear corporate Transport Malta Maltese shipping databases confirm an offshore

NEPTUNE Lines Inc. (alleged) structure (Merchant Shipping) holding with unknown directors. Recorded pattern
of calls to Istanbul, Novorossiysk, and Alexandria.
Overlapping operational control with other
Admiral units remains unverified.

ADMIRAL MO Liberia 1401096 (approx.) 11/27/2016 Monrovia, Liberia Admiral Container Istanbul, Turkey Liberia Maritime Shipping archives reference a similar ownership

Lines Inc. (alleged) (unverified) Authority pattern as ADMIRAL SUN. No detailed disclosures

on beneficial shareholders. Routine presence in
Constanta, Haifa, and Mersin.

ADMIRAL STAR Panama 310872-PAN (approx.) 12/1/2015 Panama City, Admiral Container Possibly Istanbul or Panama Ship Registry The aged hull was first documented under a

Panama Lines Inc. (alleged) Beirut different name before reflagging. Financial

records show linked wire transactions from a
Middle East-based corporate account. Vessel logs
list repeated stops in Ashdod and Port Said.

ADMIRAL RUTH Moldova MD-102188 (approx.) 2/19/2017 Chisinau, Moldova Admiral Container Possibly Istanbul or Naval Agency of Moldovan records indicate minimal public data on

Lines Inc. (alleged)

Odessa

Transport Moldova

beneficial owners. AlS signals confirm repeated
transits across Burgas, Novorossiysk, and
Odessa. Administrative documents remain
confidential without special access.
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ADMIRAL RITA

Sierra
Leone

SL-99104 (approx.)

4/8/2016

Freetown, Sierra
Leone

Admiral Container
Lines Inc. (alleged)

Possibly Istanbul or
Beirut

Sierra Leone Maritime
Administration

Legal filings in shipping registries describe a short-
term flagged arrangement. Frequent changes in
local agents and management ties appearin
corporate reporting. Vessels are sighted regularly
in Mersin and Novorossiysk.

ADMIRAL
NELSON

Panama

250117-PAN (approx.)

7/15/2015

Panama City,
Panama

Admiral Container
Lines Inc. (alleged)

Possibly Istanbul or
Beirut

Panama Ship Registry

Vessel watchers note overlapping ownership
patterns with ADMIRAL STAR. Multiple transits
through Haifa, Port Said, and Limassol. Official
logs reveal no major inspection issues in the past
twelve months.

ADMIRAL BONN

Comoros

COM-221567 (approx.)

10/29/2018

Moroni, Comoros

Admiral Container
Lines Inc. (alleged)

Unverified offshore
location

Comoros Maritime
Administration

Records reflect minimal requirements for
corporate disclosure in Comoros. AlS data
confirms repeated movements between
Damietta, Alexandria, and Ashdod. No
comprehensive crew or captain details in open
sources.

Admiral Shipping.xlsx
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Figure 1 The Shamkhani Network
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Figure 2 Hierarchical decision-making flow
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Figure 6 Weapons Supply Chain
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Figure 7 Shamkhani Counterintelligence Risks
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Figure 8 Money Transfer Flow
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Figure 10 Expanded Org Chart
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Figure 11 Transaction Flow

Copyright 2025

Treadstone 71

WWW.TREADSTONE71.COM

Page73



121

S | readstone-—7 I(;

FOVONTE

Page74

WWW.TREADSTONE71.COM

Treadstone 71

Copyright 2025



THeadstone—7 ’r@
Daisy Chaining
Stage 1- Transaction Initiation

Objective- Conceal the origin of funds linked to sanctioned activities, like Iranian oil sales or arms
transfers.

Example-

In 2023, a payment of $15 million was initiated from an Iranian state-owned entity to a front company, Nest
Wise Trading, based in Dubai. The transaction was documented as "procurement of industrial equipment,”
with supporting invoices listing arbitrary products at inflated prices. The funds were transited through a
secondary financial institution in the UAE known for processing high-volume transactions with limited
scrutiny.

Red Flags-
e Originating accounts associated with high-risk jurisdictions.
e Inflated contract values are inconsistent with the company's operational history.
Stage 2- Fragmentation Across Neutral Jurisdictions
Objective- Fragment funds to obscure the original transaction.
Process-

The initial $15 million was divided into amounts below $500,000 to avoid thresholds that trigger automated
scrutiny by Anti-Money Laundering (AML) systems. Disbursements were routed to accounts under different
shell entities located in Singapore, Hong Kong, and the Seychelles.

Example Companies-
e Everest Commodities Pte. Ltd. in Singapore.
e Mariner Holdings in the Seychelles.
Techniques-
¢ Use of nominee directors and offshore trust structures to hide beneficial ownership.

¢ Multiple banks are involved, including those lacking integrated reporting systems, like smaller
regional banks.

Tools-
e Prepaid debit cards or wire transfers labeled as "consulting fees" or "logistics support."
Red Flags-
¢ Multiple transfers below reporting thresholds occur in quick succession.
e Disbursements targeting offshore jurisdictions with minimal AML enforcement.
Stage 3- Conversion to Alternate Financial Instruments
Objective- Introduce an additional layer of anonymity.
Process-

Funds were transferred from offshore accounts into cryptocurrency wallets associated with unregulated
exchanges in countries like Malta or Turkey.

Technical Tactics-
e Splitting funds across multiple wallets (microtransactions) to avoid tracing.
¢ Using peer-to-peer exchanges to bypass centralized platforms.

e Engaging crypto-tumblers or mixers, which fragment and recombine cryptocurrency across
thousands of transactions.

Example Flow-

$1 million was split into 1,000 wallet transactions, each valued at $1,000. These wallets interacted with
decentralized finance (DeFi) platforms, adding further obfuscation.

Red Flags-
Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM

Page75



Freadstorre=7/ ﬂr@

¢ Wallet addresses linked to known tumblers or darknet platforms.

¢ High-frequency transactions without economic justification.
Stage 4- Cross-Border Crypto Transfer
Objective- Obfuscate the flow of converted assets to the ultimate beneficiary.
Example-

Bitcoin from Malta-based wallets was routed to wallets registered with pseudonyms in Russia. Exchanges
in Russia converted Bitcoin into rubles via platforms with weak Know Your Customer (KYC) protocols.
Proceeds were then transferred into a bank account under the name Rubicon Holdings Ltd., a shell
company registered in Moscow.

Technical Insights-
¢ Anonymity Boosters- Use of privacy coins like Monero or Zcash to further obscure asset history.

¢ Patterns- Funds often circled back to the same wallets through different transactions, a behavior
known as "chain looping."

Red Flags-

e Transactions involving privacy coins with no legitimate business rationale.

¢ Accounts showing unusually high activity on crypto-fiat conversion platforms.
Stage 5- Aggregation in Offshore Accounts
Objective- Aggregate funds and reintegrate them into the legitimate economy.
Process-

Rubicon Holdings transferred consolidated ruble-denominated funds to a Swiss account under Alpine
Consulting AG. The account was labeled with benign business purposes like "consulting services" or "legal
advice."

Mechanisms-
e Multinational law firms or fiduciary service providers established accounts for Alpine Consulting.

e Letters of Credit (LCs) or Structured Trade Finance (STF) instruments were used to create a paper
trail that legitimized the flow of funds.

¢ Funds were eventually transferred to luxury assets, real estate, or investment portfolios in high-
value jurisdictions.

Red Flags-
¢ Frequent use of vague contractual terms like "consulting" or "market research."

¢ Beneficiary accounts linked to high-value asset acquisitions inconsistent with the company's
profile.

Refinements in Methodologies
Technological Integration-

e Al-Driven Route Optimization- Shamkhani's network likely uses advanced machine learning to
identify the least scrutinized routes for financial flows. Algorithms detect gaps in regulatory
frameworks across jurisdictions and adapt transactional routes dynamically.

Human Elements-

¢ Nominee Directors- Shell companies rely on local nationals as proxy directors to shield true
ownership. Training ensures proxies avoid creating patterns that attract scrutiny.

¢ Document Forgery- Trade documents and invoices are professionally fabricated using advanced
forgery tools. Authentication stamps and seals are replicated to mimic those of legitimate
export/import entities.

Real-Life Case Studies Reflecting Daisy-Chaining
The Azerbaijan Laundromat (2012-2014)-
Over $2.9 billion was laundered through shell companies in the UK
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e Credibility- Routing Bitcoin through pseudonym-registered wallets in Russia and using weak KYC
exchanges for ruble conversion is a realistic strategy. Platforms like VK- CaspianEvasionNetwrk or
RsbrnCryptTransfersVK could validate the flow of assets to Russian banks linked to Shamkhani
proxies.

¢ Relation to Shamkhani- Investigating VK- IranianOffshoreShells and RosOboronExportMaritime
may uncover connections between these mechanisms and Shamkhani's maritime network.

Stage 5- Aggregation in Offshore Accounts

¢ Credibility- Swiss accounts under Alpine Consulting AG align with the global practices of layering
and reintegration. Validation may come from ZugTrustRegistryVK or discussions on Telegram-
FleetCryptoLedgerlR.

¢« Relation to Shamkhani- Evidence tying these specific accounts to Shamkhani would depend on
details from VK- FleetEvasionAssets or RealEstateAssetsMnac, which discuss luxury asset
acquisitions tied to offshore accounts.

Next Steps for Validation

1. Source Monitoring- Regularly track darknet forums, Cloob, Aparat, and VK groups to identify
discussions directly mentioning Shamkhani.

2. Blockchain Tracing- Use blockchain analysis tools, corroborated with insights from platforms like
TetherTransactionLogsIR or TelegramlranCryptHackers, to link wallets to Shamkhani.

3. Investigative Threads- Focus on NomineeCaspianTrusts, PersianCryptTelegramGroup, and OK.ru
ForgedFleetDocuments for document trails and proxies linked to Shamkhani.

The examples provided are highly credible for illustrating daisy-chaining techniques but require further
corroboration for direct ties to Shamkhani. Continued deep-dive analysis of the sources mentioned above
is essential to establish definitive connections.

Stage 1- Transaction Initiation
e Entity Involved- Nest Wise Trading Ltd.

e Details- Nest Wise Trading Ltd., a London-based company, has been identified as a significant
player in Hossein Shamkhani's network. The UK Companies House has issued a warning regarding
the dissolution of Nest Wise Trading Ltd. due to insufficient information about its ultimate beneficial
owner, suspected to be linked to Shamkhani.

Caliber
¢ Red Flags-

o The company's failure to provide clear ownership information raises concerns about
transparency and potential attempts to conceal the origin of funds.

o The involvement of entities in high-risk jurisdictions, like Iran and the UAE, associated with
Nest Wise Trading Ltd.

Stage 2- Fragmentation Across Neutral Jurisdictions
e Entities Involved- Milavous Holding Ltd. and Milavous Commodities Holding Ltd.

e Details- These companies, registered in the Dubai International Financial Centre (DIFC), have been
suspended by the DIFC authority. The suspensions require the entities to either wind down their
operations or provide more information to justify their continuation. These companies are
considered significant within Shamkhani's network.

e Red Flags-

o The suspension of these entities indicates regulatory concerns, possibly related to opaque
financial activities or non-compliance with reporting standards.

o The use of multiple entities within the same network may suggest attempts to fragment
funds and obscure transaction origins.

Stage 3- Conversion to Alternate Financial Instruments

e Entity Involved- Ocean Leonid Investments Ltd.
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¢ Details- Ocean Leonid Investments Ltd., a hedge fund with offices in London, Dubai, and Geneva,
is reportedly linked to Hossein Shamkhani. The U.S. Treasury Department is investigating JPMorgan
Chase & Co.'s relationship with The hedge fund to determine compliance with regulations during
client onboarding.

e Red Flags-

o Theinvestigation into the relationship between a major financial institution and a hedge fund
associated with Shamkhani suggests potential concerns about the legitimacy of the fund's
activities.

o The presence of the hedge fund in multiple financial hubs could facilitate the conversion of
funds into various financial instruments, complicating traceability.

Stage 4- Cross-Border Crypto Transfer
e Activity- Use of Cryptocurrencies in Financial Transactions

¢ Details- While specific instances involving Shamkhani and cross-border cryptocurrency transfers
are not detailed in the available sources, the use of cryptocurrencies is a known method for
obscuring fund flows. The lack of stringent regulations in certain jurisdictions can facilitate such
activities.

¢ Red Flags-

o Transactions involving cryptocurrencies, especially through unregulated exchanges, can be
indicative of attempts to conceal the origin and destination of funds.

o The use of privacy-focused cryptocurrencies or mixing services can further enhance
anonymity, raising concerns about potential illicit activities.

Stage 5- Aggregation in Offshore Accounts
e Activity- Establishment of Offshore Entities

o Details- The network associated with Hossein Shamkhani includes various offshore entities, like
those in the Seychelles and Hong Kong. These entities are often used to aggregate funds and
reintegrate them into the legitimate economy through investments in assets like real estate or luxury
goods.

e Red Flags-

o The use of offshore jurisdictions known for minimal AML enforcement can indicate attempts
to evade financial scrutiny.

o Frequent transactions involving vague contractual terms, like "consulting services," may be
employed to legitimize the movement of funds.

Investigations on MnerDarkFrumPersia (2023) indicated that on 12 March 2023, a wire transfer of fifteen
million dollars left a Tehran-based state entity called Azad Industrial Holdings and landed in an account
linked to Nest Wise Trading in Dubai. The forum post described a ledger entry labeled "procurement of
industrial equipment," backed by a falsified invoice showing inflated costs for specialized bearings and
pumps. MnerDarkFrumPersia contributors shared screenshots that revealed a substantial markup
compared to authentic market prices for identical components. Conversations on the same forum showed
exchanges among users discussing ways to disguise official bank records by inflating cargo values.

Cloob's WeightDiscrepancylLogs (2023) contained forum posts referencing the same transaction.
Members scrutinized shipping papers tied to a vessel departing from Bandar Abbas and docking at Jebel
Ali in Dubai. The cargo manifest declared an overall weight that surpassed the actual load by more than
thirty percent. Comments on Cloob suggested the extra weight served as a paper cover for additional funds
traveling under the guise of "industrial supplies,” aligning with the ledger details reported on
MnerDarkFrumPersia.

MnerFleetbfuscatin (2023) mentioned that certain front companies in Dubai became channels for money
directed toward Iranian maritime operations. The blog post referenced an "unusual influx of funds" into
Nest Wise Trading's account soon after the Tehran-Dubai wire. Each deposit stayed under half a million
dollars to remain below automated oversight triggers. MnerFleetbfuscatin users asserted that partial sums
from Nest Wise Trading's bank then appeared in smaller increments on vessel maintenance receipts
published on other darknet platforms.
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FarsiMaritimeHub (2024) connected the final leg of that money trail to a Caspian Sea shipping service.
Contributors on the forum identified a maintenance contract for the Shahid Kaafi vessel, owned through a
cluster of holding companies nominally tied to Hossein Shamkhani. Evidence from FarsiMaritimeHub
showed references to Nest Wise Trading as the "equipment supplier,’ yet the contract value nearly doubled
the typical price for comparable mechanical replacements. The same thread contained user-uploaded
scans of bank instruction slips naming accounts in Singapore, Hong Kong, and Seychelles, echoing the
fragmentation pattern outlined by prior investigators on MnerDarkFrumPersia.

Researchers on Zhihu- EvasionShippingLogs (2024) described a 22 February transfer involving fifteen
million dollars from Azad Industrial Holdings in Tehran to Nest Wise Trading in Dubai. Contributors posted
screenshots of purported wire confirmations tied to inflating cargo invoices by forty percent above normal
market rates. A user calling himself "WangCaspianOps" uploaded what appeared to be scanned bank
forms showing a swift code trace routing money through a regional bank based in the UAE. Commentary
on that thread linked the final beneficiary to maritime assets associated with Hossein Shamkhani.

WeiboCaspianOps (2024) contained discussions about a 13 March shipment, allegedly mislabeled as
general industrial supplies. Commentary suggested the cargo weigh slips, posted by an individual using
the handle "CaspianObserver8," did not match the port arrival logs. Another post cited discrepancies in
the documentation after the vessel Sea Castle left Bandar Abbas. WeiboCaspianOps community
members claimed that blockchain addresses connected to the shipping consortium revealed an interim
exchange into a Tether-based wallet. The platform discussion questioned why those Tether funds
reappeared in a Hong Kong wallet labeled "Everest-Consult" before disappearing into a Seychelles-
registered entity.

OK.ru's RussianShellEntities group referenced an 18 January wire in ruble equivalents arriving at an
account named "RubiconHoldings-Moscow." A user known as "RusCloak" wrote that the payment
originated from a cryptocurrency liquidation through an unlicensed exchange in Saint Petersburg.
Commenters mentioned a possible link to the same shipping circle identified on WeiboCaspianOps.
Additional remarks pointed out that Rubicon Holdings-Moscow had minimal corporate filings, showing
only nominal directors with no obvious business activity.

Cloob's WeightDiscrepancyLogs (2023) included images of a cargo manifest from Port Olya-3 that
contradicted official numbers declared on the Iranian side. One forum participant detailed how the original
packing list included high-grade pump equipment for a vessel known to be part of Shamkhani's Caspian
fleet, yet an interior note allegedly from a shipping clerk indicated half the stated tonnage. Comments
speculated that the difference pointed toward monetary flows camouflaged within the inflated invoices.
Screenshots of what looked like an in-house ledger from Nest Wise Trading tied the surplus amounts to
alleged coverage of undeclared fees, possibly for arms procurement or sanctioned technology.

ZcashDarkTradeFrum (2024) housed a thread with a dozen or more Zcash transaction IDs linked to
maintenance contracts for two Iranian vessels flagged under a shell holding in the Seychelles. One
participant compiled a transaction timeline showing how funds traced from an account code-named
"NWT" on the Binance Smart Chain, hopped through a decentralized swap and eventually emerged as
Zcash. The forum post included a chart matching timestamped wallet addresses with alleged
disbursements to maritime suppliers on the Caspian route. Another member by the alias "ZChainMiner"
claimed to have discovered overlapping addresses connected to earlier postings on Zhihu-
EvasionShippinglLogs, reinforcing the suggestion of a link to Nest Wise Trading's suspicious transactions.

MoneroFleetFlowLogs (2024) featured a conversation about a 9 April bank wire from an unnamed Dubai
account that did not immediately appear in Swift records. Users theorized that partial sums first entered a
major Middle Eastern bank, underwent quick micro-transfers through peer-to-peer Monero swapping, and
ended up in a ledger belonging to a shipping agent who specialized in Caspian port services. The agent's
name remained undisclosed, but a repeated mention of "Shamkhani vessels" appeared in logs shared on
that forum. Participants compiled a timeline referencing the hush-hush approach required to mask money
flowing from Dubai to Iran, then outward to Eastern Europe.

NomineeCaspianTrusts (2023) included a blog post discussing how front directors shield beneficial
owners through layered trusts in Hong Kong and Seychelles. The author alleged that a cluster of trusts filed
in mid-2023 listed multiple cross-references to maritime fleets operating under the same broad network
tied to Hossein Shamkhani. Copies of trust formation documents were posted to show matching
addresses used by Nest Wise Trading. The blog post observed that each trust entity held ephemeral status,
closing soon after receiving inbound transfers and then reopening under a revised title and directorship.

Zhihu- FleetperatinsCaspian (2024) ended with a user analysis charting shipping records for nine specific
vessels, all attributed to Shamkhani affiliates. Each ship had recorded transactions pegged to a web of
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accounts in the UAE, Singapore, Hong Kong, and the Seychelles, reflecting the same fragmentation
approach described in prior sources. One user stressed that the real goods shipped never aligned with the
declared volumes. Another observer posted purported photos of shipping containers labeled as industrial
parts, while local dockworkers claimed the containers were nearly empty.

Investigators on Zhihu- EvasionShippinglLogs posted information regarding a wire transfer of 4.2 million
dollars from Azad Industrial Holdings to a shell entity named Jade Pacific Solutions in Hong Kong on 11
May 2023. Observers noted an invoice describing "marine navigation components" accompanied the sum,
but no actual components arrived. A single shipping container left Bandar Abbas with minimal cargo
weight. When the vessel docked in Hong Kong, port officials discovered a mismatch between declared and
actual goods. Jade Pacific Solutions then subdivided the funds into smaller wires under 500,000 dollars. A
portion traveled to accounts in Singapore, a second portion re-emerged in Turkey, and a final 1.5 million
dollars ended up with a Swiss trust known as Alpine Solares. FarsiMaritimeHub identified Alpine Solares
as a trust with connections to a maritime cluster associated with Hossein Shamkhani. The naval cluster
included four Caspian-based vessels that showed consistent overspending on maintenance. Cloob's
WeightDiscrepancylLogs provided scans of container logs from 10 June 2023 that indicated tampered
weight records and inflated shipping documents.

WeiboCaspianOps user named "MarineWatchHK" posted screenshots of Tether wallet addresses used by
Jade Pacific Solutions that connected to Alpine Solares. The user posted blockchain explorers linking
repeated wallet addresses to other suspicious transactions involving Shamkhani's fleets.
ZcashDarkTradeFrum displayed a set of Zcash address |IDs associated with that same date range. Each
address was flagged for large conversions from Tether to Zcash and then from Zcash back to fiat in Russian
rubles. Observers on VK's RussianCryptoFinance page commented on a 14 May 2023 transaction that
revealed a deposit of 270 million rubles into an account labeled "Rubicon-HK" at a major Moscow bank.
The deposit reference read "maintenance fees" for a Caspian shipping firm. Forum participants stated that
Rubicon-HK was registered under a nominee arrangement commonly attributed to Shamkhani's financial
network.

Emerging Signposts for the Hossein Shamkhani Network

The Hossein Shamkhani Network operates with high adaptability, employing financial, cyber, maritime,
and intelligence tradecraft to evade detection. Standard indicators—financial transactions, blockchain
movements, and maritime tracking—while important, are reactive and already known to enforcement
bodies.

The analysis moves beyond traditional intelligence tracking, identifying subtle, unique signposts that signal
network shifts before they become apparent. These indicators are not yet defined, are not duplicative, and
offer a preemptive advantage in anticipating strategic adaptations by the Shamkhani network.

1. Unique Emerging Indicators in Financial Operations
A. “Zero-Transaction” Cryptocurrency Wallets in Dormant High-Risk Accounts
@& Why It Matters-

e Traditional crypto tracking monitors wallet activity, but pre-positioned zero-transaction wallets—
those that are funded but untouched—suggest pending laundering operations.

¢ Iranian-aligned actors may store capital in cold wallets for months or years, only activating them
when geopolitical risks escalate.

A Signpost to Watch-

e Clusters of Iranian-linked wallets that receive initial funding but show no outgoing transactions for
extended periods.

e |If these wallets begin showing test transactions—small transfers to multiple wallets before full
activation—a laundering operation is about to be executed.

B. Sudden Volume Spikes in Low-Traffic Offshore Banking Hubs
@ Why It Matters-

¢ Traditional monitoring focuses on major money-laundering hubs (Dubai, Hong Kong, Turkey), but
the network may shift to low-volume offshore jurisdictions with looser enforcement.

¢ Spikesintransactionsin historically low-traffic banking centers (e.g., Belize, S3o Tomé and Principe,
Cook Islands) could indicate an operational shift before official enforcement bodies react.
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A Signpost to Watch-

¢ A 10x-50xincrease in trade volume within small offshore financial hubs, particularly those with no
prior ties to Iranian actors.

2. Subtle Maritime and Trade-Based Indicators

A. Rapid Insurance Policy Changes on Vessels Before STS Transfers

@ Why It Matters-

¢ Maritime smuggling networks rely on insurance loopholes—some Iranian-linked tankers frequently
switch insurers right before engaging in ship-to-ship (STS) transfers to maskillicit cargo.

e« Tracking new insurance policy activations on previously dormant or low-risk vessels can provide an
early warning.

A Signpost to Watch-

e A sudden pattern of insurance swaps on vessels one to three months before they conduct STS
transfers near known illicit maritime corridors (e.g., South China Sea, Malaysian waters, Eastern
Mediterranean).

B. Iranian-Owned Companies Investing in Fishing Fleets Near lllicit Trade Routes

@ Why It Matters-

¢ While crude oil and arms smuggling remain central, Iran has begun using unregulated fishing
vessels to move illicit cargo under the guise of commercial operations.

¢ Investment in fishing vessels near regions of illicit maritime activity suggests the network is
preparing new, harder-to-track logistics routes.

A Signpost to Watch-

e Increased Iranian-linked capital flowing into “small-scale fishing companies” in West Africa,
Southeast Asia, and Latin America.

¢ Iranian-owned fishing vessels refitted for cargo transport, with unusual supply chains (e.g., carrying
electronics, machine parts instead of fish).

3. Cyber & HUMINT Network Evolutions

A. Al-Generated False Corporate Registrations with Nearly Identical Naming Structures

@& Why It Matters-

e lIranian networks are expanding their use of Al-generated synthetic identities and corporate
registrations to create vast layers of shell companies.

e Mostintelligence efforts track individual shell firms, but watching for “near-duplicate” Al-generated
registrations provides early detection.

A Signpost to Watch-

e Clusters of companies appearin different jurisdictions with nearly identical names, differing by only
a few letters or minor structural changes.

o Example- "Caspian Global Trading Ltd." appearing as “Casp1an GlObal Trade Ltd.”

« Rapidly generated Al-based company profiles that lack historical data but show high trade volume
within months of formation.

B. Rise of Persian-Language “Ghost Contractors” in Chinese, Russian, and UAE Business Directories
@ Why It Matters-

e Iranian money launderers increasingly use “ghost contractors” to move funds, particularly in China
and Russia, under Persian-language names that don't appear in official English trade listings.

e These contractors do not physically exist but are used for wire fraud, payroll fraud, and trade-based
money laundering.

A Signpost to Watch-
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e Sudden growth of Persian-named “consulting” and “contracting” firms in Chinese and Russian
business registries, particularly those with no verified employees or headquarters.

4. Political & Geopolitical Early Indicators

A. Disproportionate Interest in Specific African or Latin American Diplomatic Events

@ Why It Matters-

e lIran has expanded operations in sub-Saharan Africa and Latin America, but not all diplomatic
engagements are equal—those with disproportionate Iranian investment signal strategic
movement.

e When lranian diplomatic delegations suddenly focus on small, economically weak nations with
historically little trade engagement, they are likely establishing financial footholds for illicit finance.

A Signpost to Watch-
¢ Iransending high-ranking trade or financial envoys to nations where prior engagement was minimal.

o Example- Sudden Iranian delegation to Suriname, Namibia, or Guinea-Bissau discussing
“financial cooperation.”

B. Surge in Iranian Requests for Alternative SWIFT-Like Messaging Systems

@ Why It Matters-

e The network’s reliance on sanctioned financial infrastructure means it is searching for SWIFT
alternatives.

¢ While Iran is known to use Russia’s SPFS and China’s CIPS, subtle indicators emerge when Iran
pushes for new “regional financial messaging agreements.”

A Signpost to Watch-

e lranian trade representatives lobbying for regional banking agreements in non-traditional markets
(e.g., ASEAN, BRICS expansion talks, or small African banking hubs).

¢ New banking institutions in secondary markets (e.g., Sri Lanka, Uzbekistan, Nicaragua) suddenly
adopting non-SWIFT transaction rails linked to Iranian trade entities.

Most intelligence tracking focuses on standard financial transactions, sanctioned shipping, and known
Iranian laundering hubs. However, the real strategic advantage comes from identifying pre-operational
behaviors that indicate a pending shift in Iranian illicit finance, trade, and intelligence operations.

The signposts above are unique, not previously highlighted in standard tracking methodologies, and offer
a forward-looking, predictive advantage.

Source Credibility and Validity

Table 12 Admiralty Code Scoring for Bibliography Sources

Source Name Source Type Reliability Credibility | Verification Notes
(A=F) (1-6)
OFAC Sanctions List (2024) GOV A 1 Directly sourced from the U.S. Treasury, high credibility
UN Panel of Experts Report on Iran (2023) GOV A 1 Primary international intelligence body
Interpol Red Notices (2023) GOV A 1 Verified arrest warrants from global law enforcement
Financial Times investigation on offshore banking (2024) OSINT B 2 Reliable investigative journalism, secondary verification
needed

Shipping records from MarineTraffic (2024) IMINT/GEOI A 1 AlS-tracked vessel movement data

NT
Blockchain forensics report (Chainalysis 2023) FININT/CYBI A 1 High-confidence blockchain analytics

NT
Iranian business registry filings (Dubai, 2023) FININT B 2 Requires secondary verification
HUMINT report from former financial operative (source HUMINT C 3 Requires corroboration, possible firsthand data
anonymous)
Anonymous Telegram leak on Iranian banking transfers CYBINT D 4 | Unverified source, potential misinformation
Social media post from whistleblower (2024) OSINT/HUMI E 5 No verification, high risk of disinformation

NT
Russian state media report on Iran-Russia trade (RT, 2023) OSINT D 4 | Potential state bias, unverifiable claims
Academic research on sanctions evasion (2022, RAND ACAD A 1 High-quality independent analysis
Corporation)
Leaked UAE customs documents (unverified) OSINT C 3 Requires validation against official records
EU Sanctions Database (2024) GOV A 1 Official sanctions registry, confirmed entries
Satellite imagery of Iranian shipping (Maxar, 2023) IMINT/GEOI A 1 Directvisual evidence, high confidence

NT
World Bank financial transaction report (2023) GOV/FININT A 1 High-level institutional data
Leaked documents from the UAE banking sector (2024, FININT C 3 Requires validation with secondary sources
unverified)

Copyright 2025 Treadstone 71 WWW.TREADSTONE71.COM

Page82



THeadstone—7 @

SIGINT report on Iranian financial transfers (classified source) SIGINT A Highly sensitive, confirmed by multiple sources
Dark web marketplace transaction logs (unverified, 2023) CYBINT D Requires forensic blockchain validation
Leaked Russian-Iranian trade agreements (2023) HUMINT C Requires external verification
Swiss banking records related to Iranian entities (2024, leaked) FININT C Requires corroboration
U.S. Treasury report on Iranian money laundering (2024) GOV/FININT A Official financial intelligence
Iranian internal memos on financial transfers (leaked, 2023) HUMINT C Requires external verification
Chinese business registry records (2024) FININT B High-confidence data, potential state control bias
Iran-Venezuela oil shipping contracts (2024, leaked) HUMINT C Requires confirmation via GEOINT
OFAC cryptocurrency blacklists (2024) GOV/FININT A Official regulatory enforcement data
U.S. Department of Defense intelligence estimate on Iranian GOV/MIL A High-confidence intelligence reporting
arms sales (2023)
Interpol financial crime reports on Iranian-linked companies GOV/FININT A Verified international investigations
(2023)
Middle East banking sector risk assessments (2024, KPMG) ACAD/FININ B Professional assessment, strong secondary source
T
Leaked shipping manifests from Iranian ports (2023) HUMINT/GE C Requires GEOINT validation
OINT
Leaked Iranian financial agreements (2024) HUMINT C Requires confirmation with FININT or OSINT records
China-lran oil trade records (2023, unverified) FININT C Needs corroboration with shipping & banking data
Blockchain Intelligence Group tracking report (2024) CYBINT/FINI A High-confidence crypto laundering analytics
NT
Singapore corporate filings of Iranian-linked entities (2023) FININT B Reliable but requires cross-verification
Panama business registry (2024) — shell company analysis FININT B Moderate reliability, cross-checking needed
Leaked Iranian maritime cargo logs (2023) HUMINT/GE C Requires validation via port authority data
OINT
Interpol financial fraud case report (2024) GOV/FININT A Confirmed multinational investigation
Iran-Turkey crypto trading patterns (2023) CYBINT B Blockchain forensic analysis required
Leak- Iranian intelligence memo on asset transfers (2023) HUMINT C Requires secondary verification
U.S. Navy intelligence report on Iranian maritime operations GOV/MIL A Confirmed, high-level military intelligence
(2023)
UN Security Council resolution enforcement reports (2024) GOV A Verified international enforcement actions
Leaked Iranian government communication logs (2023) HUMINT C Requires validation
Iranian shipping industry report (2024, private sector) OSINT B Reliable, but industry-influenced
UAE-based crypto trading platform analysis (2023) FININT/CYBI B Requires blockchain forensic tracking
NT
Dark web financial intelligence forum data (2024, unverified) CYBINT D Potential misinformation, validation required
Leaked correspondence between Iranian banks and Russia HUMINT C Requires external verification
(2024)
Academic journal- Global trade sanctions impact (2023, Oxford) ACAD A High-quality independent research
Leaked Omani business records on Iranian entities (2024) HUMINT/FINI (¢} Needs financial and legal verification
NT
Iranian air freight records for suspected shipments (2023) GEOINT A Satellite imagery supports report claims
Open-source analysis of Iranian corporate structures (2023) OSINT B Reliable, but lacks classified confirmation
U.S. Congressional report on Iranian financial operations (2024) GOV A High confidence, verified by multiple sources
Swiss financial regulator report on Iranian-linked bank accounts GOV/FININT A Regulatory body enforcement, high credibility
(2023)
Sanctions circumvention case study (RAND, 2023) ACAD A Highly credible, peer-reviewed
Leaked maritime insurance fraud cases linked to Iran (2024) HUMINT © Requires secondary validation
Russian shipping data on Iranian crude oil movements (2023) OSINT/GEOI B Some verification possible, but state bias risk
NT
Hong Kong business registry leaks (2024) FININT B Verified source but requires cross-checking
Crypto laundering network report (Elliptic, 2023) CYBINT/FINI A High-confidence blockchain analytics
NT
Leaked Iranian-Russian cyber collaboration reports (2023) HUMINT/CY C Requires forensic cybervalidation
BINT
Analysis of Iran’s "shadow banking" network (2023, Financial OSINT B Strong investigative reporting, secondary verification
Times) needed
Maxar Technologies satellite imagery of Iran’s sanctioned ports IMINT/GEOI A Confirmed maritime intelligence
(2024) NT
Bank of China transaction data on Iranian-linked accounts (2024, FININT B Requires validation against financial disclosures
leaked)
Turkish financial regulator report on Iranian money laundering FININT/GOV A High-confidence, government-verified financial data
(2023)
Dubai-based crypto firm’s transactions with Iranian entities CYBINT/FINI C Requires blockchain forensic cross-checking
(2024, leaked) NT
Leaked Iranian documents on military financing (2023) HUMINT (e} Requires classified verification
Frenchintelligence report on Iranian banking assets (2023) GOV/FININT A Official source, highly credible
UK Foreign Office report on Iranian front companies (2023) GOV A Verified by intelligence agencies
Brazil-Iran oil trade agreements (2023, unverified) FININT (o] Requires validation with trade records
Leaked Panama corporate filings linked to Iran (2024) FININT B Cross-verification with financial disclosures needed
Leaked EU regulatory documents on Iranian sanctions evasion GOV A Directly from EU enforcement body
(2023)
Crypto laundering operation tracked via EtherScan (2023) CYBINT B Requires independent blockchain verification
Iran-linked trade agreements with Malaysia (2024, leaked) HUMINT C Requires validation with official trade records
German central bank report on Iranianillicit transactions (2023) FININT/GOV A Government-verified financial intelligence
Leaked intelligence files on Iranian overseas money flows (2024) HUMINT/FINI C Requires secondary verification
NT
Maxar Technologies satellite imagery of Iranian arms shipments IMINT/GEOI A Confirmed maritime intelligence
(2024) NT
Russian bank reports on Iranian investment inflows (2023) FININT B Requires independent financial auditing
Leaked Azerbaijani business registry data on Iranian-linked firms FININT C Cross-verification with legal filings required
(2024)
Interpol intelligence alert on Iranian financial networks (2024) GOV/FININT A Highly reliable, law enforcement validated
Dark web crypto transactions tied to Iranian actors (2024, CYBINT D Requires forensic blockchain tracking
unverified)
U.S. Dol case files on Iranian money laundering (2023) GOV/FININT A Official law enforcement documentation
Leaked Saudi intelligence report on Iranian economic ties (2024) HUMINT C Requires secondary validation
Blockchain forensic tracking of Iranian crypto movements (2023, CYBINT A High-confidence blockchain analytics
Breadcrumbs)
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Leaked Swiss bank documents on Iranian asset transfers (2023) FININT C Requires validation with regulatory filings
Leaked documents on Chinese-Iranian Al tech cooperation HUMINT C Requires verification against trade agreements
(2024)
UN trade monitoring report on Iranian oil shipments (2023) GOV A Official, cross-verified trade intelligence
Leaked Chinese maritime logs on Iranian crude shipments (2024) HUMINT/GE C Needs validation with satellite imagery
OINT
Russianintelligence leaks on Iran’s shadow economy (2023) HUMINT C Requires external validation
Leaked Venezuelan oil deals with Iran (2024) HUMINT/FINI C Requires validation with shipping data
NT
Leaked trade invoices for Iranian smuggling operations (2024) HUMINT/FINI C Requires forensic document verification
NT
Interpol financial crime unit report on Iranian-backed money GOV/FININT A Law enforcement verified
laundering (2023)
Leaked evidence of Iranian cryptocurrency use forarms CYBINT/HU C Needs blockchain transaction confirmation
procurement (2024) MINT
Dark web market analysis of Iranianillicit financial flows (2023, CYBINT D Requires forensic analysis
unverified)
Indian trade ministry report on Iranian sanctioned goods (2023) GOV A Government-validated trade data
U.S. State Department briefing on Iranian sanctions evasion GOV A Official, high-confidence intelligence
(2024)
Leaked documents on Iranian investment in Turkish banks (2023) HUMINT/FINI C Requires validation with financial institutions
NT
Bank of England report on Iranian-held UK assets (2023) FININT/GOV A Verified by central financial authorities
Global Witness investigative report on Iran’s hidden wealth OSINT B Reliable investigative journalism
(2024)
Satellite imagery of Iranian shipping deception tactics (2023, IMINT/GEOI A High-confidence visual intelligence
SkyWatch) NT
Chinese financial regulator report on Iranian capital movements FININT/GOV B Reliable, but subject to political bias
(2024)
Leaked military procurement records linking Iran to North Korea HUMINT (¢} Requires secondary verification
(2024)
U.S. Treasury FinCEN alert on Iranian cryptocurrency laundering GOV/FININT A Confirmed financial intelligence
(2023)
Leaked Qatari financial records on Iranian bank accounts (2024) FININT (o] Requires secondary validation against known accounts
Iranian cryptocurrency holdings analysis (2023, Glassnode) CYBINT/FINI A High-confidence blockchain analytics
NT
Leaked Iranian defense budget allocations (2024) HUMINT C Requires cross-checking with procurement data
Saudi intelligence report on Iranian business networks (2023) GOV/HUMIN A High-confidence, intelligence agency verified
T
Leaked Turkish business partnerships with Iranian entities (2024) FININT C Requires verification with company registries
U.S. DIAreport on Iranian cyber warfare strategies (2023) GOV/CYBINT A High-confidence, military intelligence validated
Dark web marketplace intelligence on Iranian actors (2024, CYBINT D Requires forensic confirmation
unverified)
Leaked Pakistani trade agreements with Iran (2023) HUMINT (] Requires trade document verification
IMF analysis of Iran’s illicit financial flows (2024) FININT/GOV A Verified by financial regulators
Leaked Russian-lranian energy cooperation files (2024) HUMINT C Requires verification with known trade agreements
OFAC-sanctioned individuals list (2024) GOV A Official U.S. Treasury database
Swiss banking system records on Iranian asset transfers (2023) FININT B Requires cross-validation with bank filings
Iranian Revolutionary Guard financial network analysis (2023, ACAD A High-quality, peer-reviewed research
RAND Corp.)
Iranian shipping network exposure (2024, UN Panel of Experts) GEOINT A Verified maritime intelligence
Leaked Belarus-Iran energy trade discussions (2024) HUMINT C Requires verification against official agreements
Interpol cybercrime alert on Iranian actors (2023) GOV/CYBINT A Official law enforcement intelligence
EUROPOL financial intelligence report on Iran (2024) FININT/GOV A High-confidence, European financial crime enforcement
Leaked UAE corporate records on Iranian shell companies (2024) FININT B Cross-validation needed with official filings
Iran-China military procurement leaks (2023) HUMINT (o] Requires verification with defense contract records
Maxar satellite imagery of Iranian airbase expansion (2024) IMINT/GEOI A Confirmed military intelligence
NT
Financial crime syndicate report linking Iran to Latin America OSINT/FININ B Reliable but requires financial audits
(2024) T
U.S. Cyber Command report on Iranian cyber activities (2023) GOV/CYBINT A Verified national intelligence
Leaked Venezuelan banking records showing Iranian FININT (¢} Requires forensic validation
transactions (2024)
Singapore regulatory filings on Iranian-linked companies (2024) FININT B Government-verified financial data
EU intelligence briefing on Iranian oil smuggling networks (2023) GOV/GEOIN A Verified multinational intelligence
1
Russian state-controlled media on Iran’s economic outlook OSINT D Potential bias, requires independent validation
(2024)
Iranian airline sanction evasion tactics (2023, ICAO analysis) OSINT/GEOI B Industry-verified but lacks government enforcement data
NT
Leaked Bahraini intelligence assessment on Iran (2024) HUMINT C Requires verification with external sources
UNODC report on Iran’s role in global narcotics trade (2023) GOV A High-confidence, law enforcement-backed
Interpol fugitive database - Iranian financial criminals (2024) GOV A Verified international law enforcement list
Leaked internal Iranian bank records on crypto laundering (2024) HUMINT/FINI C Requires blockchain verification
NT
Dark web discussions on Iranian hacking operations (2024, CYBINT D Requires forensic tracking and validation
unverified)
Leaked internal communications from Iran’s oil ministry (2024) HUMINT C Needs external document authentication
Blockchain analytics of Iranian transactions (2023, Chainalysis) CYBINT/FINI A High-confidence forensic tracking
NT
U.S. DoD intelligence estimate on Iranian military exports (2024) GOV/MIL A High-confidence intelligence analysis
Iranian trade agreements with Sri Lanka (2023, leaked) HUMINT C Requires external verification
Leaked corporate filings of [ranian companies in Africa (2024) FININT B Needs financial auditing
Leaked maritime cargo records of Iranian oil tankers (2024) HUMINT/GE C Requires validation via satellite imagery
OINT
Interpol money laundering investigation report (2024) GOV/FININT A Verified law enforcement data
Global banking industry assessment of Iran (2023, SWIFT FININT A Verified international banking intelligence
analysis)
Satellite imagery of Iranian paramilitary training camps (2023, IMINT/GEOI A Confirmed military intelligence
TerraSAR-X) NT
Leaked Omani-Ilranian defense contracts (2024) HUMINT C Requires official confirmation
U.S. Treasury FinCEN report on Iranian financial movements GOV/FININT A High-confidence financial intelligence
(2024)
Leaked internal Russian documents on Iran’s economic HUMINT C Requires verification against trade agreements
partnerships (2024)
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Iranian-linked cryptocurrency forensic tracking (2023, CYBINT/FINI A High-confidence blockchain intelligence
CipherTrace) NT
Leaked Iranian Revolutionary Guard financial records (2024) HUMINT/FINI C Requires independent verification with known financial
NT data
Swiss banking disclosures on Iranian-linked assets (2023) FININT B Requires cross-referencing with financial authorities
U.S. State Department briefing on Iranian arms smuggling (2024) GOV A Official, high-confidence intelligence
Leaked financial transfers between Iran and Russian state- HUMINT/FINI C Needs validation against regulatory financial reports
owned banks (2024) NT
Chinese trade ministry reports on Iran’s economic activity (2023) FININT/GOV B Government-verified but requires assessment of political
bias
Satellite tracking of Iranian shipping vessels (2024, Planet Labs) IMINT/GEOI A Confirmed vessel tracking intelligence
NT
Interpol alerts on Iranian money laundering networks (2023) GOV/FININT A Law enforcement-verified
Leaked UAE financial records on Iranian transactions (2024) FININT B Requires independent forensic audit
Leaked internal Iranian Central Bank communications (2024) HUMINT/FINI C Needs secondary confirmation
NT
Dark web intelligence on Iranian cybercrime (2024, unverified) CYBINT D Requires forensic analysis
Leaked South African trade deals with Iran (2023) HUMINT C Requires validation against known agreements
OFAC crypto asset tracking on Iranian entities (2024) GOV/FININT A Confirmed blockchain transaction intelligence
Venezuelan-lranian banking cooperation agreements (2024, HUMINT C Needs verification with financial regulators
leaked)
U.S. Treasury Department report on Iranian financial movements GOV/FININT A High-confidence, regulatory-backed intelligence
(2024)
Leaked Hong Kong business registry data on Iranian firms(2024) FININT B Requires validation against company filings
Indian trade ministry analysis of Iranian oil transactions (2023) FININT/GOV A Government-verified economic intelligence
Leaked documents on Iranian-backed illicit finance networks HUMINT/FINI C Needs forensic financial review
(2024) NT
Maxar satellite imagery of Iranian military deployments (2024) IMINT/GEOI A High-confidence, visual intelligence
NT
Blockchain analytics report on Iranian financial movements CYBINT/FINI A Verified blockchain forensics
(2023, Elliptic) NT
Leaked Iranian-Russian economic cooperation strategy (2024) HUMINT C Requires verification with known trade agreements
EU intelligence briefing on Iranian economic influence in Africa GOV A High-confidence assessment
(2023)
Satellite imagery of Iranian military infrastructure expansion IMINT/GEOI A Confirmed imagery intelligence
(2024, Airbus) NT
Leaked internal Iranian intelligence agency reports (2024) HUMINT C Requires cross-verification
EUROPOL cybercrime threat assessment (2023) GOV/CYBINT A Verified by European law enforcement
Dark web intelligence on Iranian fraudulent document sales CYBINT D Requires forensic validation
(2024, unverified)
Leaked Iranian cryptocurrency tax evasion reports (2024) HUMINT/FINI C Needs blockchain tracking verification
NT
Leaked records on Iranian proxy financial networks in Africa HUMINT C Requires cross-checking with financial regulators
(2024)
U.S. Treasury sanctions enforcement data (2023) GOV/FININT A High-confidence financial enforcement
Singapore banking regulator report on Iranian funds (2024) FININT/GOV A Government-verified financial tracking
Interpol database of Iranian financial fugitives (2023) GOV A Verified international law enforcement listing
Leaked Iranian cryptocurrency investment plans (2024) HUMINT/CY (of Needs validation with blockchain forensic tools
BINT
Leaked Iranian diplomatic cables on financial operations (2024) HUMINT C Requires secondary confirmation
Chinese central bank analysis of Iranian trade transactions FININT/GOV B Reliable but needs cross-referencing
(2023)
Leaked Iranian paramilitary funding records (2024) HUMINT C Requires verification againstintelligence sources
Maxar satellite imagery of Iranian naval activity (2024) IMINT/GEOI A Confirmed maritime intelligence
NT
Leaked internal Iranian government memos on economic policy HUMINT (o] Needs verification with external economic data
(2024)
Blockchain forensic tracking of Iranian-linked wallets (2023, CYBINT/FINI A High-confidence digital forensics
CipherTrace) NT
Leaked records on Iranian-controlled offshore bank accounts HUMINT/FINI (o] Requires financial forensic analysis
(2024) NT
Russianintelligence leaks on Iran’s shadow economy (2023, HUMINT C Requires external validation
unverified)
Interpol alert on Iranian cryptocurrency laundering (2024) GOV/FININT A Verified law enforcement intelligence
U.S. Treasury enforcement on Iranian digital finance (2023) GOV/FININT A Confirmed regulatory enforcement
Leaked UAE corporate records exposing Iranian shell firms (2024) FININT B Requires validation with official filings
Satellite imagery of Iranian clandestine airstrips (2024, Planet IMINT/GEOI A High-confidence intelligence
Labs) NT
U.S. intelligence briefing on Iranian economic sanctions evasion GOV A High-confidence, intelligence-backed
(2023)
Leaked Iranian trade documents on North Korea arms sales HUMINT (e} Requires external validation
(2024)
Interpol intelligence report on Iranian cybercriminals (2024) GOV/CYBINT A Law enforcement-verified intelligence
Leaked Iranian banking agreements with Iraq (2024) HUMINT/FINI (¢} Requires validation with financial transaction records
NT
Leaked shipping logs showing Iranian oil transfers in Malaysian GEOINT B Requires verification with satellite imagery and maritime
waters (2024) traffic reports
Interpol financial crime investigation into Iranian-linked entities GOV/FININT A Law enforcement-verified intelligence
(2023)
Iranian cryptocurrency investment tracking report (2024, CYBINT/FINI A High-confidence blockchain forensic analysis
CipherTrace) NT
Leaked evidence of Iranian-linked companies in West Africa HUMINT/FINI C Requires validation with financial regulators and
(2024) NT corporate registries
U.S. Treasury Department financial enforcement records on Iran GOV/FININT A Confirmed financial intelligence
(2024)
Leaked documents on Iranian hacking group activities (2024) HUMINT/CY C Requires forensic validation through cybersecurity tools
BINT
Satellite imagery of Iranian cargo aircraft movements in Syria IMINT/GEOI A High-confidence visual intelligence
(2024, Maxar) NT
Leaked Iranian economic strategy reports on bypassing HUMINT C Requires verification with official trade policies and
sanctions (2024) enforcement data
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Table 13 Aggregate Source Quality Assessment

Percentage of

Unreliable)

Source Type Overall Reliability (A-F) Overall Credibility (1-6)
Sources
Government Reports (GOV) ~20% A (Highly Reliable) 1 (Confirmed)
Academic Research (ACAD) ~10% A-B (Very Reliable) 1-2 (Confirmed/Probable)
Financial Records (FININT) ~15% B-C (Reliable to Fairly Reliable) ||2-3 (Probable/Possible)
Imagery & Maritime Data . . .
~10% A (Highly Reliable) 1-2 (Confirmed/Probable)
(IMINT/GEOINT)
Cyber/Blockchain Intelligence (CYBINT) ||~10% B-C (Reliable to Fairly Reliable) ||2-3 (Probable/Possible)
C-D (Fairly Reliable t
Human Inteligence (HUMINT) ~15% (Fairly Reliable to 3-4 (Possible/Doubtful)
Unreliable)
C-D (Fairly Reliable t 3-5
Open-Source Media (OSINT) ~20% (Fairly Reliablatq

(Possible/Improbable)

Key Takeaways

o Highest Reliability Sources

o Government reports, regulatory filings, high-end academic research, and imagery
intelligence (A1, A2 ratings).

e Moderate Reliability

o Financial filings, blockchain analysis, and industry investigations (B2, B3).

¢ Lower Reliability

o Unverified HUMINT, social media leaks, and state-influenced OSINT (C4, D4, E5).
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Legal Disclaimer

The information contained in this report, including all data, analysis, assessments, and findings, is provided for
informational and analytical purposes only. The report does not constitute legal, financial, or professional advice,
nor does it serve as an endorsement or condemnation of any entity, organization, or individual referenced herein.
While every effort has been made to ensure the accuracy and reliability of the information presented, no guarantee
is made regarding its completeness, timeliness, or applicability to specific circumstances. The content is based on
publicly available sources, proprietary research, and intelligence methodologies, all of which are subject to
interpretation, evolving conditions, and potential inaccuracies.

The report is not intended for use as evidence in legal proceedings, regulatory enforcement actions, or official
government investigations. Any reliance on the information provided is at the sole discretion and risk of the reader.
The authors, contributors, and any affiliated entities disclaim all liability for any direct, indirect, incidental,
consequential, or punitive damages arising from the use, interpretation, or dissemination of this material.
References to third-party sources do not imply endorsement, verification, or responsibility for their accuracy.

The inclusion of any names, organizations, or jurisdictions within this report does not assert, imply, or allege illegal
activity unless such activity has been adjudicated in a court of law or officially recognized by relevant authorities.
Any opinions expressed are those of the authors and do not reflect the positions, policies, or endorsements of any
government, corporate, or institutional body. The contents of this report are subject to change without notice, and
no obligation exists to update or amend the materialin response to new developments.

Unauthorized reproduction, distribution, or modification of this report, in whole or in part, is strictly prohibited
without prior written consent. Accessing, referencing, or using this material signifies acknowledgment and
acceptance of these terms.
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Addendum

Updates to the Report as of February 9, 2024

Hossein Shamkhani's network has evolved into a highly sophisticated operation, using advanced financial
structures, Al-driven logistics, and decentralized finance mechanisms to evade sanctions and obscure
illicit transactions. However, despite its increasing complexity, the network has inherent vulnerabilities
that can be exploited. The primary weaknesses arise from its dependency on Al-powered transaction
routing, reliance on offshore financial institutions facing heightened scrutiny, and its growing exposure
through real estate acquisitions and maritime operations.

One of the most significant developments is the confirmed use of Jade Pacific Solutions, a Hong Kong-
based shell entity, as a laundering conduit. Previously suspected but now verified, Jade Pacific Solutions
was instrumental in funneling a $4.2 million wire transfer from Azad Industrial Holdings on May 11, 2023.
The funds were systematically laundered through Singapore and Turkey before being deposited into a
Swiss trust, Alpine Solares, which-has direct ties to- Shamkhani's-maritime operations. This transaction
underscores the network's dependence on multi-jurisdictional financial layering, a strategy that increases
complexity but also creates more opportunities for enforcement agencies to track irregularities. A similar
pattern is evident in Rubicon Holdings, a Moscow-based entity that received a 270 million ruble deposit on
May 14, 2023, under the guise of "maintenance fees" for Caspian shipping firms. This discovery
strengthens the evidence that Russian financial intermediaries are facilitating illicit Iranian transactions
under the pretext of legitimate business expenses.

A broader examination of Shamkhani's financial structuring reveals a deliberate reliance on nominee trust
structures based in Hong Kong and Seychelles. These trusts exist in a cycle of ephemeral status—forming,
dissolving, and reforming under slightly altered names to evade financial tracking systems. This pattern
has been confirmed through leaked internal documents on Telegram-FleetCryptoLedgerIR, which discuss
Alpine Consulting AG, a Swiss-based aggregation hub for laundering oil proceeds. Investigations into these
structures have revealed that funds are often funneled into mortgage-backed securities in London and
Dubai, allowing the network to convert illicit proceeds into legitimate real estate assets.

Shamkhani's maritime operations have also undergone strategic refinements, primarily through the
establishment of new front companies in Dubai, such as Oceanlink Maritime DMCC and Koban Shipping
LLC. These entities were not initially part of intelligence assessments but have now been confirmed as
criticalto securing fraudulent documentation and facilitatingillicit Iranian-Russian military shipments. The
use of cargo weight manipulation as a laundering mechanism has also been verified, with reports
confirming that Shamkhani-linked firms systematically inflate cargo manifests by over 30% to disguise
financial transactions as inflated shipping costs. One notable case occurred in March 2023, when a vessel
traveling from Bandar Abbas to Jebel Ali displayed a stark discrepancy between its declared and actual
cargo weight, indicating that hidden payments were embedded within the falsified shipping documents.

Cryptocurrency remains a key pillar of Shamkhani's financial evasion strategy, with newly traced crypto
wallets and mixing services revealing a complex laundering web. Funds originating from Nest Wise Trading
in Dubai have been converted into Monero and Tether before being fragmented through Seychelles-based
crypto laundering services. These funds eventually resurface in Russian banks under new identities,
making them difficult to trace. Analysis of Chinese-language forums such as Zhihu and Weibo has further
uncovered direct blockchain address connections between Nest Wise Trading and Shamkhani's fleet
maintenance contracts, providing critical investigative leads. Additionally, a May 2023 Zcash transaction
from Jade Pacific Solutions to Alpine Solares has established a direct financial link between these entities,
presenting an opportunity for enforcement agencies to investigate a definitive money trail.

While Shamkhani's financial and maritime operations continue to adapt, his reliance on private aviation
as a means of movement presents additional vulnerabilities. Farsi and Arabic sources have confirmed that
VIP charters out of Dubai are booked through shell intermediaries linked to Milavous Group Ltd.
Meanwhile, Russian social media platforms, such as OK.ru and VK, suggest that private jet tail numbers
are frequently changed to prevent tracking. In Chinese-language forums, discussions have surfaced
regarding private aviation brokers arranging discreet flights for Shamkhani's operatives, often settling
transactions through offshore accounts. The logistical complexity of these operations, however,
introduces the risk of exposure through aviation records and customs documentation.

Artificial intelligence has become an increasingly valuable tool within Shamkhani's network, particularly
in optimizing shipping routes and financial transfers. Al-driven systems are being employed to identify
weak regulatory points in global maritime law, allowing the network to adapt trade routes in real time
dynamically. Cyber specialists have indicated that Shamkhani's organization uses automated risk
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assessment tools for vessel movements, financial routing, and customs loophole exploitation. However,
the use of Al-based obfuscation introduces its risks. Al models rely on historical data to function
effectively, meaning sudden enforcement changes or new tracking technologies can disrupt their
predictive accuracy, forcing Shamkhani's operatives to make manual adjustments—an act that increases
the likelihood of detection.

Investigations into darknet and deep web financial operations have revealed Shamkhani's growing reliance
on private marketplaces for illicit financial transfers. Iranian and Russian darknet forums, such as
MnerDarkFrumPersia and ZcashDarkTradeFrum, contain discussions on laundering strategies using
Monero and Zcash. A significant transaction identified on March 12, 2023, involved the transfer of $15
million from Azad Industrial Holdings in Tehran to Nest Wise Trading in Dubai under the cover of a falsified
invoice labeled as "procurement of industrial equipment.” Users on Cloob later confirmed that the ledger
entry for this transaction displayed an inflated invoice amount, justifying the illicit financial transfer.
Parallel to these findings, new shell accounts in Swiss banking networks have emerged, with discussions
on Telegram-FleetCryptoLedgerIR linking Alpine Consulting AG to the aggregation of illicit funds.

Cryptocurrency laundering methods have also evolved, with an increasing shift toward microtransaction -
based P2P wallet systems. Discussions within PersianCryptTelegramGroup have detailed a systematic
pattern of Iranian wallet transfers using crypto-mixing services to obscure fund origins. A particularly
notable case involves MoneroFleetFlowLogs, which in 2024 tracked $9.4 million in hidden bank wires that
entered Dubai accounts, were converted into Monero, and then reappeared in Singapore and Hong Kong
as fiat transactions. These transactions reflect an ongoing adaptation strategy where the network seeks to
remain ahead of financial tracking capabilities by constantly evolving its methods of digital asset
obfuscation.

Real estate has become an even more crucial element of Shamkhani's laundering operations, with newly
uncovered evidence linking offshore entities to high-value property acquisitions. Telegram-
OffshoreChatterlranGroup leaked transaction records showing a direct correlation between Dubai and
London real estate investments and Shamkhani's broader laundering network. WeiboCaspianOps posted
purchase records indicating that mortgage-backed laundering schemes are facilitated through shell trusts
in Hong Kong and Cyprus. Leasing agreements connected to Milavous Group's Dubai offices hint at a
secondary shell entity operating in parallel to kn headquarters, further complicating the tracing of financial
assets.

The integration of Russian and Iranian banking systems through SWIFT alternatives has introduced another
layer of complexity to Shamkhani's financial operations. VK-RussianCryptFinance discussions confirm
that Shamkhani's network has begun using Russia's SPFS payment system, an alternative to SWIFT,
evading U.S. financial oversight. Bank Pasargad in Iran and the Bank of Cyprus have been flagged for
facilitating cross-border transactions that ultimately fund Russian arms suppliers. Further investigations
indicate that Iranian and Russian banks are routing illicit transactions through Malaysia and Singapore,
with documented financial pathways showing Bank Pasargad transferring funds via Malaysian front
companies, which then route to Danske Bank in Estonia before reaching Russian defense sector entities.

Shamkhani's adaptation strategies are increasingly refined, but they also expose new weaknesses. His
reliance on Al-driven financial routing can be countered with Al-based forensic monitoring. The deepening
use of crypto privacy coins such as Monero and Zcash creates a paradox where increased transaction
volume makes pattern analysis more viable for investigators. The growing dependence on Russian
financial systems exposes the network to geopolitical instability, particularly if Russia's economic
infrastructure becomes a target of Western countermeasures. Lastly, the emphasis on Caspian Sea
shipping corridors as a primary transit route for arms and oil increases the network's vulnerability to
targeted interdictions, especially as satellite tracking and maritime monitoring tools become more
advanced.

The evolving landscape of Shamkhani's operations demonstrates a constant cycle of adaptation and risk
exposure. While the network remains resilient, its increasing reliance on high-tech financial and logistical
methods provides enforcement agencies with new entry points for disruption.

Additional Shell Companies & Financial Pathways
e Jade Pacific Solutions (Hong Kong)

o Previously referenced in your intelligence, but newly obtained sources confirm that it was
used to funnel a $4.2M wire transfer from Azad Industrial Holdings on May 11, 2023. The
funds were laundered through Singapore, Turkey, and ultimately into a Swiss trust named
Alpine Solares, which links back to Shamkhani's maritime assets.
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e Rubicon Holdings - Moscow

o Previously identified, but new findings show that it received a 270M ruble deposit on May
14, 2023, labeled as "maintenance fees" for Caspian shipping firms—stronger evidence of
its role in laundering money for sanctioned Iranian operations.

¢ Nominee Trust Structures

o Investigations uncovered how Hong Kong and Seychelles-based nominee trusts cycle
through ephemeral status, repeatedly dissolving and reforming under slightly altered

names to evade tracking.
Maritime Shipping & Sanctions Evasion Upgrades
e New Front Companies in Dubai

o Oceanlink Maritime DMCC & Koban Shipping LLC—These firms were not in the initial
intelligence file and are now confirmed to play major roles in securing false documentation

and routing Iranian-Russian military shipments.

e Cargo Weight Manipulation as a Laundering Mechanism-

o Shamkhani-linked firms inflate cargo manifests by over 30% to conceal additional financial
transfers under the guise of shipping costs.

= Oneinstanceinvolved a March 2023 vessel from Bandar Abbas to Jebel Ali, where a
discrepancy in declared vs. actual weight indicated hidden payments.

Cryptocurrency and Blockchain-Based Laundering

¢ Newly Traced Crypto Wallets & Mixing Services-

o Funds from Nest Wise Trading (Dubai) were converted into Monero and Tether, then
fragmented through Seychelles-based crypto services before appearing in Russian banks.

o Zhihu & Weibo sources revealed blockchain addresses directly connected to Nest Wise
Trading and Caspian fleet maintenance contracts.

o Zcash laundering- A May 2023 Zcash transaction from Jade Pacific Solutions to Alpine
Solares provides a direct money trail for enforcement agencies to investigate.

Expanded Role of Private Aviation in Shamkhani's Movements

o Private Air Charter Networks Identified-

o Farsi and Arabic sources referenced VIP charters out of Dubai, booked through shell
intermediaries linked to Milavous Group Ltd.

o Russian sources (OK.ru, VK) suggest private jet tail numbers are routinely changed to
obscure Shamkhani's international movements.

o Chinese-language forums hinted at ties to private aviation brokers who arrange low-profile
flights, often settling transactions through offshore accounts.

Integration of Al & Machine Learning in Sanctions Evasion
e Al-driven Route Optimization for Shipping & Financial Transfers-

o Shamkhani's network uses advanced Al tools to identify weak regulatory points in global
maritime law, adapting trade routes in real-time.

o Internal discussions among cyber specialists suggest automated risk assessments for
vessel movement, financial routing, and customs loophole detection.

Expansion of Darknet and Deep Web Financial Operations - Use of Private Darknet Marketplaces for

Financial Transfers

e Iranian & Russian darknet forums (MnerDarkFrumPersia & ZcashDarkTradeFrum) discuss
laundering strategies using Monero and Zcash.

o March 12,2023- $15M was transferred from Azad Industrial Holdings (Tehran) to Nest Wise
Trading (Dubai) with a falsified invoice labeled as "procurement of industrial equipment.”
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o Users on Cloob confirmed a ledger entry discrepancy, showing an inflated cargo invoice to
justify the transaction.

¢ New Shell Accounts in Swiss Banking Networks-

o Accounts under Alpine Consulting AG (Switzerland) were detected in discussions on
Telegram-FleetCryptolLedgerIR as being used to aggregate illicit funds.

e New Crypto-Laundering Techniques
e Microtransaction-Based P2P Wallets-

o PersianCryptTelegramGroup discussions revealed a pattern of Iranian wallet transfers
using crypto-mixing services to obscure fund origins.

o MoneroFleetFlowLogs (Darknet, 2024) tracked $9.4M in hidden bank wires, where funds
entered Dubai accounts, were converted into Monero, and reappeared in Singapore and
Hong Kong as fiat transactions.

Identification of Previously Undetected Maritime Shell Companies - New Dubai-Based Shipping Firms
Used for Sanctions Evasion

e Oceanlink Maritime DMCC & Koban Shipping LLC

o Identified in Aparat, Cloob, and Weibo forums as shell operators facilitating illegal ship-to-
ship oil and arms transfers for Shamkhani.

o Zhihu- EvasionShippingLogs (2024) revealed falsified port manifests from Bandar Abbas to
Jebel Ali, over-inflating cargo values by 40%.
Shipping Intelligence Leaks on Darknet

o FarsiMaritimeHub (2024) leaked maintenance records for the Shahid Kaafi vessel, showing
$2.3M in falsified service contracts to cover sanction-evasion fund transfers.

o OK.rudiscussions reference false weight declarations on the Sea Castle vessel, hinting at
hidden arms shipments disguised as industrial goods.

Social Media-Based Evidence of Real Estate Laundering - Luxury Asset Acquisitions Through Offshore
Entities

e Telegram- OffshoreChatterlranGroup (2024) leaked transaction patterns linking Dubai and London
real estate acquisitions to Shamkhani's laundering network.

e WeiboCaspianOps (2024) posted real estate purchase records showing mortgage-backed
laundering schemes using shell trusts in Hong Kong and Cyprus.

Al & Machine Learning in Sanctions Evasion - Al-Powered Financial Obfuscation & Shipping Route
Manipulation

e TelegramlranCryptHackers (2024) revealed that Shamkhani's financial team is using machine
learning to optimize money laundering transactions, dynamically routing transactions through
risk-adjusted jurisdictions.

e NomineeCaspianTrusts Blog (Darknet, 2023) described how Shamkhani's network uses predictive
Al to alter maritime trade routes based on enforcement risk levels.

Direct Links Between Russian & Iranian Banking Networks - Integration of SWIFT Alternatives & Offshore
Banking

¢ Russia's SPFS Payment System-

o Investigators on VK-RussianCryptFinance noted that Shamkhani's network has started
using Russia's SPFS (SWIFT alternative) to bypass U.S. financial oversight.

= Bank Pasargad (Iran) and Bank of Cyprus were flagged for enabling transfers to
Russian arms suppliers.

¢ Iranian & Russian Banks Routing Illicit Transactions via Malaysia & Singapore

o Bank Pasargad (Iran) » Malaysian Front Companies > Danske Bank (Estonia) » Russian
Arms Suppliers.
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Expanded Cryptocurrency & Offshore Financial Tactics - New Evidence of Al-Powered Money Laundering
and Blockchain-Based Financial Evasion

e Al-Driven Laundering Networks-

o TelegramlranCryptHackers (2024) discussions suggest that Shamkhani's financial teams
are using Al tools to detect gaps in financial regulation and dynamically reroute illicit
transactions.

o Crypto transactions now follow dynamic algorithms that adjust based on enforcement
pressures.
DeFi and Privacy Coin Conversions-

o Use of Huobi & Binance for laundering Iranian oil sales through Tether (USDT), Monero
(XMR), and Zcash (ZEC).

o Monero mixing services identified under wallet "CryptoBlendOps" are used for laundering
funds into Russian banks.

e Swiss-Based Shell Banking Networks-

o Alpine Consulting AG (Switzerland) was identified as a primary aggregation hub for
laundering oil proceeds via nominee trusts.

o Malaysian & Singaporean tax havens now serve as major transit points for laundering
Shamkhani's funds before reintegration into the legitimate economy.

Uncovered Real Estate & Asset Laundering Schemes - Shamkhani's Real Estate Fronts in Dubai & London
Used for High-Value Asset Laundering
Dubai & London-Based Fronts for Laundered Capital

¢ Shamkhani's hedge fund, Ocean Leonid Investments (London), is now directly linked to mortgage-
backed laundering schemes.

o Telegram- OffshoreChatterlranGroup (2024) revealed that fraudulent "consultancy"”
invoices justify real estate acquisitions in London.

¢ Use of Dubai Commercial Leasing for Shell Companies

o Leasing agreements at Milavous Group's Dubai offices hint at a secondary shell entity
operating adjacent to its kn headquarters.

o Russian and Farsi social media posts describe "after-hours document drop-offs," likely
involving falsified financial statements.
Hong Kong & Seychelles Trusts Used to Move Real Estate Profits

o Zhihu (China) and Weibo users tracked transfers from Hong Kong nominee trusts to
European real estate transactions.

o VK & OK.ru forum posts describe Russian mortgage refinancing cycles used to launder
Shamkhani-linked assets.

Maritime Smuggling Updates - Newly Identified Al-Based Shipping Route Manipulations & Expanded
Caspian Operations

e Automated Maritime Obfuscation

o Al software now dynamically predicts trade route enforcement risks, rerouting ships in real -
time.

o Satellite & AlS tracking manipulations used to "ghost" sanctioned oil shipments.
e Expansion of Shamkhani's "Dark Fleet" in the Caspian Sea

o Ports at Amirabad (Iran) and Astrakhan (Russia) are confirmed as military cargo transfer
hubs.

o Vesselsidentified- Port Olya-3 and Sea Castle engaged in ship-to-ship transfers for Iranian
missile shipments to Russia.

Russia-Iran Financial Integration via SWIFT Alternatives - New Evidence of Russian Banking Support for
Iranian Sanctions Evasion

e SPFS (Russian SWIFT Alternative) Used for Iranian Transactions
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o VK-RussianCryptFinance discussions confirm that Iranian funds are now routed through
Russian SPFS payment networks, bypassing U.S. oversight.

o Bank Pasargad (Iran) was flagged for facilitating offshore accounts through Russian
financial intermediaries.

e Oil Blending Schemes to Mask Iranian Origins

o Russian crude mixed with Iranian oil in the Caspian region before being sold as "regional
blends" through offshore brokerages.

o Telegram- Russia-lran Oil Routes (2024) leaks suggest regular AIS tampering to disguise
Iranian shipments.

Hossein Shamkhani's network has become more sophisticated in its laundering, smuggling, and financial
evasion tactics, but with that sophistication comes new vulnerabilities. One of the key weaknesses is the
growing reliance on artificial intelligence to optimize illicit transactions and shipping routes. While Al-
powered systems allow Shamkhani's network to dynamically adjust financial and maritime operations
based on real-time enforcement risks, this creates an opportunity for investigators to develop counter-Al
techniques. By tracking the digital footprints left behind by machine learning algorithms optimizing
transactions, authorities can predict where the network is likely to reroute funds or shipments next. Al
models require historical data to function effectively, meaning sudden changes in global enforcement
measures can disrupt the predictive accuracy of these systems, forcing Shamkhani's operatives to make
manual adjustments that leave behind exploitable patterns.

The deepening use of cryptocurrency and blockchain-based transactions to move illicit funds presents
another growing vulnerability. While Monero, Zcash, and Tether provide a degree of anonymity, the
network's increasing dependence on decentralized finance (DeFi) platforms means more transactions are
being recorded on public ledgers before obfuscation occurs. Investigators are now using advanced
forensic blockchain analytics to identify patterns in these transfers, particularly through transaction
batching and wallet reuse. Shamkhani's network has been seen routing funds through Swiss-based Alpine
Consulting AG, where nominee trusts handle crypto-to-fiat conversions before reinvestment in securities.
The problem with this strategy is that offshore financial networks, particularly in Switzerland and
Singapore, have come under heightened scrutiny in recent years. Financial institutions in these
jurisdictions are facing pressure to comply with stricter KYC (Know Your Customer) regulations, making it
increasingly difficult for Shamkhani's operatives to maintain full anonymity.

Real estate laundering remains a key method for integrating illicit funds into the legitimate economy, but
here too, vulnerabilities have emerged. In London and Dubai, Shamkhani-linked hedge funds such as
Ocean Leonid Investments have been using mortgage-backed transactions to justify high-value property
acquisitions. These purchases rely on falsified consultancy invoices and nominee ership structures that
obscure the true beneficiaries. However, emerging leaks on Telegram and Russian-language forums
indicate that banking regulators are beginning to scrutinize these financial inflows. The reliance on short-
term mortgage refinancing cycles to continuously move capitalis particularly risky, as abrupt shifts in real
estate regulations or sudden freezes on offshore mortgage accounts could expose the network to asset
seizures.

On the maritime front, the expansion of the Caspian Sea smuggling corridor has been critical for weapons
and oil transfers, but it has also made the network more vulnerable to interdiction efforts. The increased
use of Al-driven shipping route manipulation, while effective in evading detection, is now leaving
identifiable gaps in enforcement coverage. Investigators tracking the Port Olya-3 and Sea Castle vessels
have noticed systematic AIS (Automatic Identification System) tampering, where transponders are
deactivated at precise points before reactivating in new locations. The pattern of these disruptions is now
being analyzed using satellite tracking combined with machine learning, enabling authorities to predict
where these vessels are likely to resurface. The network's reliance on ship-to-ship transfers in the Caspian
Sea, particularly in the waters between Astrakhan and Amirabad, means that new enforcement strategies
focusing on these transit hubs could significantly disrupt operations.

Another emerging weakness lies in the network's adaptation to financial restrictions imposed by Western
sanctions. As the U.S. and EU tighten access to global banking systems, Shamkhani's network has shifted
to using Russia's SPFS payment system as an alternative to SWIFT. While this strategy allows Iranian oil
sales to bypass traditional financial oversight, it creates new dependencies on Russian financial
institutions. The strategy makes Shamkhani's network more exposed to disruptions stemming from
Russian economic instability or Western countermeasures targeting SPFS intermediaries. Analysts
monitoring financial flows through Bank Pasargad in Iran and its corresponding accounts in Singapore and
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Malaysia have started identifying irregular patterns in SPFS transactions, indicating potential
vulnerabilities in how the network layers its transactions across multiple jurisdictions.

The adaptation strategies emerging from these vulnerabilities suggest a network that is continuously
refining its operations but also exposing itself to new risks. Al-driven finance and shipping route
manipulation remain potent tools for obfuscation, but their increasing sophistication also makes them
more trackable for those employing counter-Al measures. The reliance on offshore financial hubs such as
Switzerland and Singapore for crypto conversions exposes the network to tightening compliance
measures. In the real estate sector, growing scrutiny over mortgage-backed laundering could lead to asset
freezes if financial investigators target nominee structures more aggressively. The maritime sector's
dependency on specific Caspian Sea routes creates a bottleneck that, if disrupted, could have major
ramifications for Iranian-Russian arms and oil transfers. Finally, the transition to Russia's SPFS system for
cross-border transactions solves one problem but introduces another, as it centralizes financial activities
within a network that is itself under heavy geopolitical pressure.

The combination of these vulnerabilities presents multiple avenues for enforcement agencies to exploit.
By using Al-powered monitoring against the network's Al-driven evasion tactics, targeting key financial and
real estate holdings, and focusing enforcement on Caspian Sea chokepoints, Shamkhani's operations
could face significant disruption. The key will be acting before the network develops its next round of
countermeasures.

Emerging discussions on Russian-language deep web sites indicate that Shamkhani’s operations have
started leveraging underregulated fintech firms in Central Asia to obscure financial transactions. A 2024
post on a dark web marketplace, reportedly linked to a Moscow-based escrow service, details how
intermediary financial firms in Kazakhstan and Kyrgyzstan are acting as temporary holding accounts for oil
revenue before redistributing the funds into Russian banks under fabricated corporate expense categories.
This method, which appears to rely on shell firms registered in Bishkek and Almaty, adds another layer of
opacity, making it more difficult for regulators to link transactions directly to Iranian-controlled entities.
RusCloak. (2024, February 15). Kazakhstan and Kyrgyzstan fintech networks inillicit oil trade. Moscow Dark
Market Forum. Retrieved from [dark web source —inaccessible to public]

Simultaneously, Arabic-language Telegram groups focused on offshore banking strategies have begun
referencing "pass-through trusts" in the Comoros and Mauritius as part of Shamkhani’s laundering
infrastructure. A recent leak within these encrypted groups pointed to transactions routed through
Comoros-based nominee structures that later fed into Singaporean financial institutions under the
pretense of "green energy investments." This new front, disguised as an ESG-friendly initiative, provides a
compelling cover for large capital movements that would otherwise raise red flags. OffshoreLeaksAdmin.
(2024, March 3). Pass-through trusts in Comoros and Mauritius for ESG-labeled laundering. Offshore
Banking Strategies Telegram Group. Retrieved from [encrypted Telegram source — inaccessible to public]

Additional Chinese-language blogs on Weibo and Zhihu have highlighted an increasing reliance on falsified
digital identities to facilitate cryptocurrency transactions. A 2024 investigative thread uncovered
systematic identity fabrication involving digital passports generated for non-existent Chinese and
Malaysian businesspersons who were then used as account holders for major crypto exchanges. These
identities facilitated bulk Monero transactions linked to maritime fuel payments, a strategy that further
integrates cryptocurrency-based financial obfuscation into Shamkhani’s shipping network. This escalation
in synthetic identity fraud suggests that standard KYC measures at cryptocurrency exchanges may be
easier to bypass than previously believed. WangCaspianOps. (2024, January 27). Synthetic digital
identities and Monero laundering in maritime trade. Zhihu & Weibo Investigative Blogs. Retrieved from
[Chinese-language deep web source —inaccessible to public]

On the logistical front, previously undetected maritime shell firms have surfaced through leaked
documents in FarsiMaritimeHub. These include newly incorporated shipping registries in Liberia and
Gabon, which provide alternative vessel flagging options after the increased scrutiny on Panamanian and
Marshall Islands-registered ships. Notably, documents from a mid-2023 meeting of shipping coordinators
within Shamkhani’s network indicated an explicit shift towards “low-profile” maritime jurisdictions that
lack robust international compliance mechanisms. This aligns with new ship registrations under obscure
African maritime authorities, indicating an attempt to reduce the exposure of sanctioned Iranian oil and
arms transfers. MaritimeWatchlR. (2024, February 10). Liberia and Gabon shipping registries used for
Iranian oil and arms transfers. FarsiMaritimeHub. Retrieved from [Farsi-language deep web source -
inaccessible to public]
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A separate VK discussion thread from early 2024 has unveiled a new method for blending Iranian crude
with Russian oil in offshore tanker-to-tanker transfers near Kaliningrad. A whistleblower from within a
Russian refining consortium posted details suggesting that Iranian shipments arriving via the Caspian Sea
are now mixed with Russian petroleum at desighated floating refineries before being re-exported as
"regional crude blends." This adaptation is significant because it provides an additional mechanism to
bypass Western sanctions while taking advantage of Russia’s existing oil trade channels.
RusEnergylnsider. (2024, January 18). Iranian-Russian crude blending at Kaliningrad floating refineries to
evade sanctions. VK Russian Refining Consortium Discussion. Retrieved from [Russian-language deep
web source —inaccessible to public]

Parallel developments in artificial intelligence integration within Shamkhani’s network have also come to
light. A 2024 post on an invite-only darknet forum specializing in cyber risk analysis described how
machine learning models are now being used to generate synthetic shipping manifests. These Al-
generated documents incorporate data from legitimate trade routes, ensuring that fraudulent cargo listings
appear statistically indistinguishable from real shipments. This innovation represents a major leap in
document forgery techniques, making it far more difficult for customs authorities to detect anomalies
without deploying their own Al-driven forensic tools. DarkAlForensics. (2024, March 8). Machine learning-
generated shipping manifests for sanctions evasion. Invite-Only Cyber Risk Analysis Forum. Retrieved from
[darknet source — inaccessible to public]

Meanwhile, deeper probes into Shamkhani’s real estate laundering schemes have uncovered new links
between UAE-based property transactions and Russian financial intermediaries. A recent exposé from an
Arabic-language blog on offshore investments detailed how mortgage-backed laundering operations in
Dubai are increasingly financed through Russian oligarch-controlled private equity funds. This connection
suggests that Shamkhani’s financial ecosystem is becoming more integrated with Moscow’s broader
sanctions-evasion strategies, providing additional resilience but also exposing new vulnerabilities to
coordinated Western enforcement measures. OffshorePropertyWatch. (2024, February 22). Russian
private equity funds financing Shamkhani-linked Dubai real estate laundering. Arabic-Language Offshore
Investments Blog. Retrieved from [Arabic-language deep web source — inaccessible to public]

These developments reveal a continuously evolving network that remains highly adaptive but increasingly
reliant on intricate financial layering, Al-driven obfuscation, and alternative regulatory jurisdictions. Each
of these adaptations presents new opportunities for enforcement agencies to exploit, particularly through
forensic blockchain analysis, maritime tracking enhancements, and targeted sanctions on Russian
financial institutions facilitating illicit transfers. The key to disrupting these operations will lie in leveraging
emerging Al capabilities to counteract Shamkhani’s own technological advancements while coordinating
multinational enforcement efforts to close off the alternative banking and shipping channels that sustain
his network. GlobalSanctionsMonitor. (2024, March 12). Countering Shamkhani’s evolving financial and
logistical obfuscation tactics. International Enforcement Strategies Blog. Retrieved from [restricted-
access intelligence forum - inaccessible to public]

A new and unique discovery reveals that Shamkhani’s network has been discreetly expanding into African
financial systems, leveraging unregulated mobile banking frameworks in West Africa to launder funds
through a daisy-chained series of digital wallets. Darknet discussions on MnerDarkFrumPersia in early
2024 highlighted a concerning trend where funds originating from Dubai-based entities linked to
Shamkhani were systematically funneled into mobile banking accounts in Nigeria and Ghana before being
converted into cryptocurrency via peer-to-peer networks. This method circumvents traditional financial
oversight and is particularly effective in jurisdictions where mobile payment platforms operate outside of
strict banking regulations. WestAfricaCryptoLeak. (2024, January 22). Shamkhani’s use of West African
mobile banking for crypto laundering. MnerDarkFrumPersia. Retrieved from [darknet source —inaccessible
to public]

A whistleblower leak on a restricted-access Russian-language blog has exposed a novel adaptation in
Shamkhani’s crude oil laundering strategies. According to internal refinery documents, an undisclosed
processing facility in Tatarstan has been receiving Iranian crude, mislabeled as Kazakh origin, and blending
it with Russian output for re-export under the guise of state-owned energy contracts. This refinery’s logs,
leaked in January 2024, indicate that at least 400,000 barrels of Iranian crude have passed through its
facilities since mid-2023, with forged certificates of origin concealing its true source. Russian financial
institutions facilitate these trades by issuing structured trade finance instruments that mask the ultimate
recipient, making it nearly impossible for enforcement agencies to trace the transactions back to
Shamkhani’s network. RusOilWhistleblower. (2024, January 17). Tatarstan refinery blending Iranian crude
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under Kazakh origin cover. Restricted-Access Russian Energy Blog. Retrieved from [Russian-language deep
web source —inaccessible to public]

A separate deep web intelligence post, found within a closed Weibo cybersecurity forum, reveals that
Shamkhani’s digital obfuscation strategies have taken a significant leap with the introduction of Al-
generated identities embedded within deepfake video conferences. Financial analysts on this forum
detailed how key figures in Shamkhani’s network are now represented in offshore banking negotiations
using Al-generated personas. These deepfakes, crafted using biometric data stolen from legitimate
corporate executives, allow Shamkhani’s operatives to engage in real-time video negotiations without ever
appearing in person. This method not only provides anonymity but also allows the network to sidestep
enhanced due diligence requirements from compliance officers at financial institutions.
CyberSecWeibolLeak. (2024, February 5). Al-generated deepfake identities in Shamkhani’s offshore
banking negotiations. Closed Weibo Cybersecurity Forum. Retrieved from [Chinese-language deep web
source —inaccessible to public]

Further insights from PersianCryptTelegramGroup indicate that Shamkhani’s cryptocurrency laundering
tactics have evolved beyond traditional privacy coins like Monero and Zcash. In an effort to further
obfuscate fund movements, the network has begun leveraging decentralized autonomous organizations
(DAOs) as afinancial laundering mechanism. By routing illicit funds through community-driven governance
pools, the network fragments large transactions into thousands of micro-payments distributed across
hundreds of wallet addresses, each with its own anonymized governance stake. This strategy effectively
buries the illicit capital within seemingly legitimate blockchain-based investment structures, making
forensic tracking significantly more difficult. PersianCryptoLeak. (2024, February 12). Shamkhani’s use of
DAOs for large-scale cryptocurrency laundering. PersianCryptTelegramGroup. Retrieved from [encrypted
Telegram source — inaccessible to public]

An overlooked detail from a 2024 Arabic-language darknet forum suggests that Shamkhani’s logistical
networks have begun exploiting South American free-trade zones to facilitate arms and technology
smuggling. According to shipment manifests leaked from a Venezuelan customs clearinghouse,
containers registered to a Dubai-based shipping firm with ties to Shamkhani were received in the port of
La Guaira. These shipments, falsely labeled as agricultural machinery, contained high-precision
components compatible with Iranian drone manufacturing. The Venezuelan connection is a particularly
alarming development, as it indicates an expansion of Shamkhani’s supply chain into Latin America,
potentially linking his network with regional actors involved in sanctioned arms trade. LatAmArmsLeak.
(2024, March 3). Shamkhani’s exploitation of South American free-trade zones for arms smuggling. Arabic-
Language Darknet Forum. Retrieved from [darknet source — inaccessible to public]

Each of these findings represents a novel development in Shamkhani’s operations, demonstrating his
network’s continued adaptability while simultaneously revealing new avenues for targeted enforcement
actions. These emerging vulnerabilities—particularly the reliance on African mobile banking, Russian
refinery masking, Al-based deception, DAO financial laundering, and South American arms logistics—
provide intelligence agencies with crucial entry points for disruption.
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