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if ( IPFD and ITD <> 0 )
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DebughctiveProcess (IFD)

Rccess_Data Container(Data_Contalner);

Read Data_Container (IPD,Buffer,Daca_Container) !
ReadProcessMemory (IPD,Buffer2, AddressCf (F))

// B is key

if (F)

{

def Buf
WriteProcessMemory (IPD,Buf,

= Decrypt_Buffer(Data Container.ENC Container,P):
[201):
}

Context = Full Control

text (ITD)

P = Data_Container.S5hellCode[20]:

GetThreadC

Context.

SetThreadContext (ITD) ;
ResumeThread (ITD) ;
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Themida  Software  Protection &  Anti-Reverse
Engineering Tool,

http://www.oreans.com

Specialized forum about reverse engineering and software
security including exploit development and malware
analysis,

http://www.tuts ¢ you.com/forum

Ultimate software protection and licensing tool,
http://www.enigmaprotector.com
Anti-Anti-DebuggerPlugins,
https://code.google.com/p/aadp/.
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ReadPEFile ("Address of Sample PE File");
etEntryPoint (BE)
10] = ResdBytesfromEDR(100)
2nd_Num = Random(l,GecFileSize);
Encrypved EP = AZS_258(ZP_Array,Bad_Num) ;
define ShellCode = "Assembly shell-code of leader secticn” + "EE" + VA

VA = EB;

Define EZNC_Container as Data_Containez

sziner.2dd(ZP_Rrray) ;
cntainer.2dd(2nd_Num) ;

for i=(EF} to i+l0
Write (PE EP

24d_Section(EE,
2dd_Section(PFE,

NEW_Zntry_Peint = CzlculateNewZE();
Change_EntryPoint (B, NEW_Entry_Point);

RebuilsIAT (BE);
SaveChanges (FE) ;
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Define M as

Define P a=s

Section(".NEW_Secti

M = Read PE_
M.Extract_ In Memory(Data_Container);
P = M.Extract_In Memory(F):

M.Decrypt ("RE5" ,Data Container,F);
M.MemoryExecute ("De
Send IPC Message ("D

Send_IPC Message ("D
Suspend (CurrentProcess) ;
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virtualization and Anti-debugging Behavior in Modern
Malware. (University of Michigan).

Intel® 1¢ and IA-YY Architectures Software Developer
Manuals. www.intel.com/products/processor/manuals/.

O. Yuschuk, Ollydbg. http:/www.ollydbg.de/.

A. Honig, Practical Malware Analysis. No Starch Press,
Yoyy,




