Event ID

Ha3BaHune

OnucaHue

MITRE ATTACK

1102

4624

4625

4648

4662

4663

4670

4672

4698

4720

4724

4728

4732

4768

4769

4776

7045

Security log cleared

Successful account logon

Failed account logon

Logon attempt with explicit credentials

An operation was performed on an
object

Access to an object was requested

Permissions on an object were
changed

Administrator privileges assigned to a
new logon

A scheduled task was created

New user account created

An attempt was made to reset an
account's password

Member added to a security-enabled
global group

Member added to a security-enabled
Local group

A Kerberos authentication ticket was
requested (TGT Request)

A Kerberos service ticket was
requested

The domain controller attempted to
validate the credentials

New service installed

MoxeT YKa3biBaTb Ha MomnbITKN 3JTI0yMbIWJIEHHUKA CKPbITb Cliedbl, O4YNCTUB XXypHasl 6e3onacHocTun (Hanpmmep,
O4UMNCTKA XypHana 6esonacHocTy nocrne HeCaHKUMOHNPOBaHHOIo Bxoaa a,D,MI/IHI/ICTpaTOpa)

MomoraeT BbISIBNATbL HECAHKLMOHNPOBAaHHbIE UM NOA03PUTENbHbIE NOMbLITKN BXO4A W OTCNEXMBAaTb akKTUBHOCTb
nonb3oBartesien B ceTu (Hanpumep, BXoabl 3a npeaenamm pabo4vero BpeMeHn ¢ HeObbIYHbIX XOCTOB)

YKasblBaeT Ha NOTeHUManbHble aTakn METOO0M nepe6opa napone|7| npun HeygaydHbIX NMonbIiTKax BXoga B CUCTEMY
(Hanpmmep, MHO>XXeCTBEHHbIE HEyJa4Hbl€ MOMNbITKN BXOAa C OAHOIro NCTOYHMKa 3a KOPOTKOoe BpeMﬂ)

MoXeT yKasblBaTb Ha KPaXKy YY4ETHbIX AaHHbIX U HEMPaBUIIbHOE MCMOJIb30BaHNe YYETHbIX 3anmcei
(Hanpumep, 3M10YMbILLSIEHHUK CO34aEeT HOBbIV TOKEH A1 YYETHOW 3anncu nocie KOMNpoMeTaumun TEKCTOBbIX
YYETHbIX AaHHbIX)

[MomoraeT oTcnexmsaTb AOCTYN K KpUTUYecKnM obbekTam B Active Directory, UTo MOXET ykasbiBaTb Ha
HeCaHKLNOHNPOBaHHYIO aKTMBHOCTb (Hanpumep, 3/10yMbILLNEHHNK BbiNonHseT ataky DCSync, BbinonHAS
pennmkaumo ¢ HeobbIYHOIro XOCTa)

OTcnexnBaeT NonbITKM BbINOSIHEHNS ONPeAeNeHHbIX AeNCTBUI Hap, YyBCTBUTENbHBIMU OGbEKTaMU, TaKUMK Kak
chaiinbl, NPOLIECCHI 1 KoUK PEECTPa, YTO MOXET yKasbiBaTb HA HECAHKLUMOHMPOBAaHHBIN AOCTYN (Hanpumep,
3/T0YMBILWEHHVIK MNbITAaETCA NpounTaThb aiin unm narky, Korga y Hero siBHO 3anpeLleHbl Takne npaea)

lNMomoraeT obHapy>knBaTb NOTEHUMNASIBHOE U3MEHEHME YYBCTBUTENbHBIX (PaiioB WV HECAHKLMOHMPOBaHHOE
NoBbILWEHWE NPUBUNErniA (HaNnpUMep, NONb30BaTENb C HU3KMMU NPUBUAETMSMU N3MEHSIET PaspeLleHns Ha
YyBCTBUTENbHbLIA (hann gns nonyyeHus gocTyna)

MomoraeT o6HapyXmBaTb MNOBbILEHNE NPUBUIEMUIA U HECAHKLMOHMPOBaHHOE NCMOJb30BaHMe YYETHbIX 3anmcei
(HanpumMep, 06bIMHOMY MONBL30BATENHO BHE3ANHO NPEAOCTaBNAOTCS aAMUHUCTPATMBHbIE NpaBa 6e3 3anpoca Ha
N3MeEHEHMe)

MNMomoraeT oGHapy>X1BaTb CO34aHNE 3/I0HaMEePEHHbIX 3aniaHNPOBaHHbIX 3afay 1 MOXET yKasbiBaTb Ha
YCTONYMBOCTb, MOBbILEHWE NPVBUAETMI UM FTOPUI3OHTAaNIbHOE NepeMeLLieHe (HanpuMep, 3/10YMbILUIEHHNK
CO3[aeT 3an/aHMpPOoBaHHYH 3afady, KoTopas 3anyckaeT 63Kkaop)

OTcnexuvBaeT co3faHne HeCaHKLMOHNPOBAaHHbIX YYETHBIX 3anncein nam noTeHunanbHbIX BHYTPEHHUX Yrpo3
(Hanpumep, co3paHne HOBOWM YYETHONM 3anmucu BHe 06bl4HOIO paboyero BpemeHn 6e3 opobperHuns HR)

OTcnexuBaeT NonbITKM c6poca Napons y4eTHOIN 3anncu, KOTopble MOryT YKa3blBaTb Ha 3axBaT YYeTHOWN 3anucu
(Hanpumep, 3N10YMbILLIEHHUK COPAaCbIBAET Napo/ib YYETHON 3annUCK C BbICOKMMM NPUBUIErVSIMA)

OTcnexxmBaeT M3MEHEHNS BaXKHbIX MPynMn 6€30MacHOCTU, KOTOPbIE MOMYT yKa3biBaTb HA HECAHKLMOHPOBaHHOE
NOBbILIEHVE NPUBUIErUI (HANpMep, 3/TI0YMbIWIEHHMK 006aBNSAET nonb3oBartens B rpynny "Domain Admins")

OTcnexuBaeT N3MeHeHNs NoKanbHbIX rpynn 6e30NacHOCTU, KOTOPbIE MOryT yKaabiBaTb Ha
HeCaHKUMOHMPOBaHHbIN JOCTYN UM NOBbILWEHNE NPUBUAErMIA (HanpuMep, 3N10yMbIWAEHHNK fobaBnseT
nonb3oBaTtens B nokaneHyto rpynny "Administrators")

OTcnexuvBaeT NepPBUYHbBIE 3aNPOChl ayTEHTUdMKALMM OIS OTCNEXMBaHNS BXOLO0B NOMb30BaTeNen n noMmoraeT
BbISIB/IATE NOTEHUMANBHOE 3510ynoTpebieHne NpoTokoioM Kerberos (HanpyMep, 3/10yMbILLIEHHUK
KomnpomeTmpyeT NTLM-X3aLww npuBUNerMpoBaHHON Y4eTHOW 3anncK 1 BbIMOSHAET ataky "nepexsaT xawa",
3anpawmneas TGT ¢ HeoBbIYHOIO XOCTAa)

OTtcnexuBaeT noTeHUmanbHble atakn Kerberoasting nnm gpyrune nogosputenbHble OeNCTBUS, HanpaBieHHble
npoTumB npoTtokona Kerberos (Hanprumep, BHE3aMNHbIN POCT 3anpOCOB YHNKaNbHbIX CTYy>X6 OT OQHOro
nosib3oBarens)

MNMomoraeT BbISIBNATb HeydayHble WX yCrellHble NOMbITKU MPOBEPKN YUYETHbIX AaHHbIX Yepes KOHTPOoIep
[AOMEHa, YTO MOXET YKasblBaTb Ha HECAHKLMOHNPOBAaHHbIN JOCTYN WAN NOA03PUTENbHYHO ayTEHTUMUKALNOHHYO
aKTVMBHOCTb (Hanpumep, HeoGbIYHOE KOJIMYECTBO HeyAa4HbIX NPoBepoK oT ogHoro IP-agpeca)

OTcnexunBaeT yCTaHOBKY NOTEHLMAIbHO BPEAOHOCHbIX CNY>K6, YKasblBaloLmMX Ha rOPU3oHTasIbHOE
nepemMeLLeHNe UM YCTONYMBOCTb (HanpuMep, YAaneHHbIn AOCTYN YCTaHOBMEH Kak criy>k6a Ha HECKOMbKNX
MaLlMHax)

T1070 - Indicator Removal on Host

T1078 - Valid Accounts

T1110 - Brute Force

T1134 - Access Token Manipulation

T1003 - OS Credential Dumping

T1530 - Data from Local System

T1222 - File Permissions Modification

T1078 - Valid Accounts

T1053 - Scheduled Task/Job

T1136 - Create Account

T1098 - Account Manipulation

T1098 - Account Manipulation

T1098 - Account Manipulation

T1558 - Steal or Forge Kerberos Tickets

T1558 - Steal or Forge Kerberos Tickets

T1110 - Brute Force

T1543 - Create or Modify System Process



