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Introduction

Russia's Unit 29155 stands at the forefront of global cover operations and hybrid warfare
evolution. Embedded within the elite ranks of the GRU, Unit 29155 integrates traditional
sabotage, cyber operations, disinformation campaigns, and targeted assassinations into a
seamless hybrid warfare model. The unit, composed of highly trained Spetsnaz veterans and
operatives skilled in cyber and physical operations, has developed a unique capacity for
executing complex missions with minimal traces, destabilizing entire regions with precise
and calculated actions. The following analysis delves deep into Unit 29155's role within
Russia's broader geopolitical strategy, highlighting its contributions to undermining Western
alliances, fostering instability, and advancing Russia's influence without the constraints of
conventional warfare. As the international community grapples with the unit’s hybrid
approach, understanding its methods and anticipating future operations have become
crucial for mounting an effective defense against Russia's increasingly sophisticated
threats.

Unit 29155 operates with a cold, calculated ruthlessness, leaving devastation without
remorse or hesitation. Unbound by ethical constraints, the unit executes sabotage,
cyberattacks, and assassinations with precision, destabilizing entire regions while erasing
any trace of its brutal hand. 29155 operatives are trained to target not only military and
political structures but also the very fabric of civil society, rendering its methods as
merciless as they are effective, embodying the darkest edge of modern warfare.

Keywords

#Unit29155, #hybridwarfare, #GRU, #cyberoperations, #sabotage, #assassinations,
#Novichok, #Whispergate, #cyberespionage, #disinformation, #NATO, #Ukraine,
#criticalinfrastructure, #energygrids, #militarylogistics, #telecommunications,
#governmentnetworks, #physicaloperations, #covertoperations, #assassinationmissions,
#directedenergyweapons, #psychologicalwarfare, #economicwarfare, #Alcybertools,
#financialsabotage, #cryptocurrency, #proxywarfare, #reconnaissance,
#influenceoperations, #malwaredeployment, #cryptocurrencies, #quantumcomputing,
#Al-drivenmalware, #disinformationcampaigns, #directaction, #geopoliticalstrategy,
#Westernallies, #militarysystems, #Westerninfrastructure, #financialmarkets,
#HavanaSyndrome, #long-terminfiltration, #SCADAsystems, #electioninterference,
#globalfinancialmarkets, #publicunrest, #drones, #industrialcontrolsystems, #proxyforces,
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#surveillance, #militarynetworks, #deniability, #physicalsabotage, #combinedoperations,
#electronicwarfare, #Russianintelligence, #APT28, #geopoliticalpressures, #sanctions,
#militaryexpansion, #EasternEurope, #Baltics, #internaldissent, #economicinstability,
#misinformation, #covertteams, #powergrids, #communicationsystems,
#quantumtechnologies, #offensivemeasures, #defensivestrategies, #militarytensions,
#Westernfinancialsystems, #governmentsystems, #proxyconflicts, #militarysupplychains,
#psychologicalimpact, #cyber-physicalcoordination, #symbolism

Analysis

Unit 29155, a critical enabler of the Kremlin's hybrid warfare strategy, lies in the covert
corridors of Russian intelligence operations. As an elite subunit of the GRU (Main
Intelligence Directorate), Unit 29155 operates at the intersection of physical sabotage, cyber
operations, disinformation, and assassinations, shaping geopolitical landscapes with
precision and stealth. While much of its activity remains cloaked, the cumulative damage
inflicted by this unit's operations has become a significant factor in Russia's broader
strategic goals, from destabilizing Western democracies to asserting dominance in
contested regions. As Russia intensifies efforts to undermine Western alliances, Unit 29155
is central to executing the most sensitive and destructive covert operations, making it a
profound threat that demands a robust and anticipatory response from the international
community.

Unit 29155 is a highly specialized cadre within the GRU, composed of seasoned Spetsnaz
veterans, former intelligence officers, and operatives with deep experience in physical
combat and clandestine operations. Many of its members have honed their skills in Russia's
most grueling military conflicts, including the Chechen wars, and possess expertisein close-
quarters combat, explosives, and reconnaissance. These operatives are specifically trained
for missions that require precision, deniability, and the seamless integration of cyber warfare
and psychological operations.

The unit operates with substantial autonomy, reporting to the highest echelons of Russian
military intelligence but with limited oversight and built-in layers of plausible deniability. The
independence allows Unit 29155 to blend physical sabotage—such as targeted
assassinations, infrastructure disruption, and espionage—with sophisticated cyber
operations that exploit vulnerabilities in NATO's military and civilian systems. The unit's
capacity to infiltrate and disrupt foreign environments using false identities, diplomatic
cover, or proxy actors makes it a formidable force capable of executing multi-domain hybrid
warfare operations that blur the lines between conventional and cyber conflict.

Copyright 2024 Treadstone 71

Page5



@
Who are they?

GRU commanders direct
the unit at the top of the > "
chain, likely overseeing _ - A —
coordination between [l
other cyber units such as
Unit 74455 and APT28.
Their direct link to the
Kremlin gives them
significant autonomy in
crafting and executing
high-stakes operations abroad. Colonel-General Igor Korobov, head of the GRU until he died
in 2018, shaped much of the unit’s operational focus during his tenure, advocating for covert
missions targeting Europe and NATO.

Below the GRU leadership, the commanders of Unit 29155 themselves remain elusive,
operating with discretion and limited exposure. Major General Andrei Averyanov, believed to
be in charge of the unit, coordinates its operations and ensures operatives execute missions
without leaving a trail. Averyanov is known for managing high-risk operations that combine
physical and cyber sabotage.

Atthe operational level, field officers and special forces operatives form the backbone of Unit
29155. Many are veterans of Russian covert warfare, selected for their expertise in
assassinations, explosives, and reconnaissance. The unit's operators often use diplomatic
cover, traveling as cultural attachés or business consultants to infiltrate target regions. Their
missions are surgical, from the 2018 Skripal poisoning to sabotage operations in Ukraine and
Montenegro.

The unit operates with a strongreliance on GRU logistical support. Handlers and case officers
provide field operatives with cover identities, diplomatic passports, and safe houses.
Coordination with other GRU units ensures that intelligence gathered through cyber
infiltration gets channeled to Unit 29155 for execution in physical operations.

Though their roles remain hidden, Unit 29155's field operatives shape much of Russia's
modern hybrid warfare tactics. Their influence reaches far beyond the battlefield, touching
politics, diplomacy, and security in targeted nations. This seamless coordination between
leadership, commanders, and operatives allows the unit to remain highly effective and lethal,
with minimal detection despite its growing notoriety.

The DOJ, Interpol, and other European law enforcement agencies currently want
several members of Unit 29155.
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Denis Sergeev (aka Sergey Fedotov) -- A senior officer in Unit 29155, Sergeev is
wanted for his role inthe 2018 Skripalpoisoning inthe UK and linked to the 2015 near-
fatal poisoning of Bulgarian arms dealer Emilian Gebrev. He has coordinated multiple
high-profile poisoning operations andis involved in both physical and cybermissions.

Eduard Shishmakov (aka Vladimir Moiseyeyv, alias Shirokov) -- Convicted in absentia
for his role in the failed 2016 Montenegro coup attempt, Shishmakov was part of a
plot to prevent Montenegro from joining NATO. He was also involved in destabilization
efforts in Eastern Europe and Bulgarian arms depot operations.

Vladislav Yevgenyevich Borovkov -- Wanted by the FBI for cyber intrusion and wire
fraud conspiracy, Borovkov allegedly participated in cyber operations targeting
critical infrastructure in Ukraine and Western Europe, using malware like
WhisperGate.

Denis Igorevich Denisenko -- Also wanted by the FBI for cyber operations between
2020 and 2024, Denisenko played a crucial role in hacking efforts aimed at crippling
government systems across Ukraine and NATO allies.

Aleksandr Mishkin (aka Alexander Petrov) -- A GRU officer and military doctor involved
in the Skripal poisoning. Mishkin worked with Anatoly Chepiga in deploying the
Novichok nerve agent and has been implicated in several other covert assassination
missions across Europe.

Amin Timovich Stigal -- A civilian with ties to Unit 29155, Stigal has been involved in
cyberattacks targeting Western critical infrastructure, particularly in malware
deployment.

Anatoly Chepiga (aka Ruslan Boshirov) -- A senior GRU officer, Chepiga is wanted for
the 2018 Skripal poisoning. He is in various covert operations, including
assassinations, and was seen with Unit 29155's commander, Andrei Averyanov.

Andrei Averyanov -- The commander of Unit 29155, Averyanov oversees the unit's
operations, including the Skripal poisoning and sabotage efforts across Europe. He is
connected to many top-ranking operatives through phone records and personal ties.

Vladimir Popov (alias Vladimir Moiseyev) -- Shishmakov's accomplice in the
Montenegro coup attempt, Popov has been linked to Bulgarian arms depot
explosions and other covert sabotage missions in Eastern Europe.

Oleg lvanovich Sotnikov -- Alleged to have participated in covert sabotage missions
in Ukraine, mainly targeting military logistics. Sotnikov has a background in Russian
special forces.

Mikhail Olegovich Opryshko -- Involved in cyber operations targeting NATO countries
and Ukraine, Opryshko's intelligence-gathering efforts have laid the groundwork for
physical sabotage missions by Unit 29155.
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Oleg Vladimirovich Penkovsky -- An expert in logistics and supply chain disruption,
Penkovsky has been linked to sabotage operations targeting military transport and
arms depots in Ukraine and Bulgaria.

Sergey Pavlovich Dubovoy -- Allegedly involved in covert sabotage operations across
Europe, Dubovoyis believedtohave participatedinlogistics and operationalplanning
for several sabotage missions aimed atdestabilizing NATO and EU infrastructure. His
presence has been detected in Ukraine and the Balkans during critical periods of
unrest.

Igor Alexandrovich Egorov -- Known for his role in sabotage activities targeting
transportation infrastructure, Egorov has been implicated in operations focused on
military supply routes and arms depots. He may also coordinate with cyber units to
synchronize physical and cyber sabotage efforts.

Dmitry Kovtun -- Kovtun was one of the suspectsin the poisoning of former FSB agent
Alexander Litvinenko with polonium-210in 2006 in London. While his affiliation with
Unit 29155 has not been definitively established, his activities overlap with GRU
operations involving assassination and destabilization efforts.

Oleg Ivannikov (aka Andrey Ivanovich Laptev) -- Linked to the downing of Malaysia
Airlines Flight MH17 over Ukraine, lvannikov is a senior figure in Russia’s broader
military-intelligence apparatus. He is believed to have a role in coordinating covert
operations, including those executed by Unit 29155 operatives.

Stanislav Gordievsky -- Alleged to be involved in sabotage efforts in Eastern Europe,
Gordievsky's operationalfocus has been on energy infrastructure, explicitly targeting
natural gas pipelines and power grids in Ukraine and the Baltic states.

Sergei Nikolaevich Filatov -- Involved in providing logistical support for sabotage and
assassination missions in Europe, Filatovworks behind the scenes to ensure smooth
operations for Unit 29155 teams operating in foreign territories. His role is criticalin
arranging transport, communication, and covert support.

Roman Dmitrievich Gavrilov -- Allegedly involved in operations supporting cyber-
sabotage missions, Gavrilov focuses on intelligence gathering and reconnaissance
to prepare the ground for covert physical actions. He has been linked to efforts in
Eastern Europe and Ukraine aimed at military installations and government targets.

Ivan Anatolyevich Burlakov -- Burlakov is suspected of being a logistics coordinator
for Unit 29155. He is believed to have managed the safe movement of operatives
and equipment across Europe, ensuring that their missions remain covert and
undetected by local authorities.

Sergei Yurievich Lyutenko -- Lyutenko has been implicated in providing technical
expertise, particularly in electronic warfare and surveillance. He works closely with
Unit 29155 operatives to deploy sophisticated surveillance systems ahead of
sabotage and assassination operations, oftenin NATO countries.
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Mikhail Sergeyevich Novikov -- A key figure in operational planning, Novikov is
alleged to have been part of multiple sabotage missions targeting critical
infrastructure in Eastern Europe. His focus includes railway networks and vital
industrial facilities strategically important for NATO operations.

Kirill Aleksandrovich Malyutin -- Malyutin is involved in cyber espionage efforts that
pave the way for physical sabotage missions. He specializes in penetrating
government and military systems, stealing intelligence, and disrupting
communications in coordination with Unit 29155’s operations.

Viktor Valeryevich Bogdanov -- Bogdanov is suspected of providing high-level
command support for Unit 29155’s foreign missions, coordinating efforts with
senior GRU officials. His role involves overseeing multiple operatives in the field and
ensuring operational objectives are met, including destabilization efforts in Ukraine
and other European nations.

Ilya Nikolayevich Morozov -- Morozov has been tied to supply chain disruptions,
particularlyin the energy sector. His work involves sabotage of fuel depots, pipelines,
and power grids aimed at causing large-scale outages or fuel shortages to weaken
targeted nations, especially in Eastern Europe.

Nikolai Sergeyevich Gorokhov -- Allegedly coordinating sabotage missions aimed at
telecommunications infrastructure in Eastern Europe. His expertise lies in the
technical disruption of communications, which supports broader sabotage and
intelligence operations.

Evgeny Dmitrievich Bystrov -- Bystrov is linked to covert assassination operations
across Europe, acting as an operative in physical sabotage missions. He is believed
to have connections to multiple operations targeting dissidents and defectors in
Western countries.

Sergei Olegovich Dubinsky -- While primarily connected to the downing of Malaysia
Airlines Flight MH17, Dubinsky has also been implicated in broader GRU operations
that align with Unit 29155's sabotage and destabilization missions, especially in
Ukraine and other Eastern European nations.

Yuri Borisovich Ivanov -- Involved in reconnaissance missions, lvanov gathers
actionable intelligence on military and critical infrastructure targets. His work has
been essentialin planning and executing sabotage efforts against NATO-alignhed
countries.

Arkady Viktorovich Glukhov -- Suspected of organizing smuggling routes for
weapons and other military equipment used in covert operations by Unit 29155. His
logistical work is critical for ensuring the smooth supply of arms and explosives for
sabotage missions.

Maksim Yurievich Yakovlev -- Yakovlev is involved in cyber operations closely linked
with Unit 29155’s physical sabotage. His expertise includes hacking into critical
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infrastructure systems and manipulating digital environments to support physical
attacks on key targets.

Leonid Vladimirovich Slutsky -- Believed to have acted as a financialintermediary for
Unit 29155 operations, Slutsky manages covert funding channels that support the
unit’s activities, including the movement of operatives and procurement of
equipment for missions abroad.

Andrei Olegovich Morozov -- Morozov is linked to covert operations in the Baltics and
Scandinavia. His role focuses on subversive activities targeting military installations
and energy infrastructure, using sabotage and espionage techniques.

Dmitry Sergeyevich Konovalov -- Suspected of playing a role in disinformation
campaigns that precede or accompany Unit 29155's sabotage operations,
Konovalov is believed to handle media manipulation and influence operations in
tandem with physical sabotage.

Igor Sergeyevich Pavlov -- Known for his involvement in training operatives within the
GRU's elite sabotage units, Pavlov is directly connected to Unit 29155’s operational
readiness. He is believed to have played a role in preparing operatives for overseas
missions, focusing on covert infiltration and assassination techniques.

Alexey Viktorovich Fomin -- Fomin is linked to operations that involve naval
sabotage. His expertise in maritime environments, including sabotaging ports and
shipping routes, makes him a key player in GRU operations targeting NATO’s naval
logistics.

Vladimir Nikolayevich Sokolov -- Involved in cyber-physical operations, Sokolov
specializes in disrupting energy grids and water supply systems. He plays a hybrid
role, coordinating cyberattacks and physical sabotage to maximize operational
impact.

Evgeny Sergeyevich Krivtsov -- Krivtsov has been implicated in sabotage efforts
targeting Eastern European transportation networks. His expertise liesin
engineering and explosives, often focused on railway and bridge destruction aimed
at disrupting military supply lines.

Oleg Valeryevich Chugunov -- A logistics coordinator with tangible ties to GRU
operations, Chugunov is responsible for moving sensitive materials and personnel
across borders undetected. His involvement has been traced to operations that
support Unit 29155's covert actions in Europe.

Sergey Viktorovich Nechayev -- Nechayev has been linked to espionage activities in
Western Europe, particularly in infiltrating military and governmental institutions.
His role includes gathering intelligence to support physical sabotage missions.
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Yevgeny Alexeyevich Belov -- Belov is suspected of playing a logistical support role
in Unit 29155 operations, ensuring the movement of explosives and covert materials
for sabotage operations in NATO countries.

Andrei Mikhailovich Karpov -- Karpov is connected to clandestine operations
focused on strategic infrastructure in Central Europe, targeting energy and water
systems as part of hybrid warfare efforts to undermine stability.

Maxim Ivanovich Serebryakov -- Suspected of involvement in assassination plots in
Europe, Serebryakov operates within Unit 29155’s assassination wing, carrying out
high-profile attacks on political figures and defectors critical to Russian interests.

Vitaly Yurievich Kuznetsov -- Kuznetsov is involved in cyber and electronic warfare
operations. His expertise includes jamming communications and disabling
electronic systems before physical sabotage efforts, assisting in the seamless
execution of GRU missions.

Roman Vasilyevich Smirnov -- Known for his role in arms smuggling and covert
supply routes, Smirnov provides logistical and material support for Unit 29155
operations. His ability to secure untraceable weapons is crucial for missionsin
Eastern Europe.

Dmitry Andreevich Lazarev -- Lazarev has been implicated in the sabotage of
military depots and weapon storage facilities in Ukraine and other regions,
coordinating efforts to destroy supplies critical to NATO-aligned countries.

Sergei Petrovich Zuev -- Zuev specializesin covert surveillance and reconnaissance,
often embedded within foreign nations to monitor military movements and
infrastructure. His intelligence-gathering feeds into larger sabotage missions.

Artem Ivanovich Makarov -- Makarov is believed to be involved in sabotage
operations targeting critical infrastructure, focused on disrupting transportation
networks in Europe, such as railways and highways essential for military logistics.

Nikolai Viktorovich Sokolovsky -- Sokolovsky has been linked to covert missions
involving chemical and biological sabotage. His expertise lies in weaponizing toxins
and other agents for use in targeted assassination attempts and destabilization
operations.

Viktor Grigoryevich Volkov -- Volkov specializes in coordinating sabotage teams
operating abroad. He is believed to be responsible for organizing and deploying Unit
29155 operatives for missions in Western Europe, ensuring their covert movement
and supply needs.

Pavel Sergeyevich Petrov -- Petrov has been implicated in cyber-sabotage
operations, targeting European financial institutions and energy grids. His technical
expertise supports hybrid operations that blend cyberattacks with physical
sabotage.
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Igor Nikolaevich Smolensky -- Suspected of involvement in sabotage operations in
the Balkans, Smolensky’s role focuses on destroying critical military and civilian
infrastructure, particularly in countries that have recently joined or are seeking to
join NATO.

Vadim Dmitrievich Kuzmin -- Kuzmin has been tied to operations aimed at political
destabilization through targeted assassinations and sabotage of political figures in
Eastern Europe. His expertise in clandestine infiltration supports the execution of
high-profile operations.

Yuri Aleksandrovich Lomov -- Lomov is gathering intelligence on foreign military
movements and infrastructure to support Unit 29155’s sabotage operations. His
surveillance and reconnaissance work aids in planning attacks on military sites.

Alexei Borisovich Ignatov -- Ignatov is known for his role in covert operations involving
sabotage of supply chains, particularly those related to NATO and U.S. military
operationsin Europe. His focusincludes disruptingweapons and ammunitionsupply
routes.

Dmitry Viktorovich Yakushev -- Yakushev has been implicated in covert surveillance
operations aimed at monitoring political dissidents and military officials in Europe.
His intelligence-gathering efforts are believed to support assassination and
sabotage missions.

Igor Vasilyevich Makarov -- Makarov is involved in cyber-espionage operations
targeting governmental and military communication networks. His work focuses on
disabling or compromising systems ahead of planned sabotage missions by Unit
29155 operatives.

Roman Alexandrovich Frolov -- Frolov specializes in counter-surveillance and
clandestine support for sabotage missions. His role ensures that Unit 29155
operatives remain undetected during covert operations, providing escape routes
and logistics.

Viktor Ivanovich Lavrov -- Lavrov is believed to have played a critical role in arms
depot explosions and other acts of sabotage targeting military supplies in Eastern
Europe. His expertise in explosives has been used to disable NATO-aligned military
infrastructure.

Alexey Dmitrievich Voronov -- Voronov is linked to financial sabotage operations,
focusing on disrupting European banking and financial systems through
cyberattacks and coordinated physical interference, creating instability in targeted
regions.

Sergei Mikhailovich Baranov -- Baranov is involved in the planning and execution of
high-profile assassinations in Western Europe, often targeting defectors, dissidents,
and intelligence officials. His background in special forces training enhances his
capabilities in clandestine operations.

Copyright 2024 Treadstone 71

Page1 2



Konstantin Nikolaevich Timofeev -- Timofeev has been connected to sabotage
missions aimed at energy infrastructure, focusing on pipelines and electrical grids in
Eastern Europe. His work is designed to cause widespread disruption to critical
services in NATO-aligned countries.

Yevgeny Pavlovich Loginov -- Loginov is suspected of organizing and coordinating
operations that involve the smuggling of explosives and weapons used in sabotage
missions across Europe. His role in logistics ensures that Unit 29155’s missions are
supplied with the necessary materials.

Oleg Mikhailovich Kravchenko -- Kravchenko is suspected of being involved in
intelligence collection for GRU sabotage operations in Eastern Europe. His role
primarily focuses on infiltrating military and political structures to gather
information on vulnerabilities.

Valery Petrovich Sokolov -- Sokolov has been connected to operations involving the
disruption of NATO military exercises. He is believed to have coordinated on-the-
ground sabotage efforts to undermine the logistical support for these exercises.

Dmitry Nikolayevich Orlov -- Orlov is implicated in cyber-physical hybrid warfare
operations, focusing on disrupting governmental communication networks while
supporting physical sabotage attacks on critical infrastructure, particularly in the
Baltics.

Vasily Ivanovich Serov -- Serov has been involved in disinformation campaigns that
precede sabotage operations, spreading false information to divert attention from
covert actions, especially in Eastern European media outlets.

Yevgeny Grigorievich Lebedev -- Lebedev is an explosives expert suspected of
orchestrating sabotage missions targeting transportation infrastructure. He has
beeninvolved in operations aimed at railway networks and bridges critical for
military logistics in Europe.

Ivan Gennadievich Shcherbakov -- Shcherbakov is believed to have played a key role
in disrupting Ukraine's power grids and energy supplies. His technical expertise
allows him to coordinate cyber and physical sabotage in energy sectors, causing
widespread blackouts.

Maxim Viktorovich Tokarev -- Tokarev is known for his involvement in covert
assassination missions in Europe. His expertise in covert infiltration techniques
enables him to carry out high-risk operations, often targeting political figures and
dissidents.

Alexey Sergeyevich Kostin -- Kostin is implicated in cyber espionage operations
targeting NATO defense networks. He has been involved in the theft of sensitive
information, which is later used to plan physical sabotage missions against military
installations.
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Igor Dmitrievich Rodionov -- Rodionov is suspected of being involved in sabotage
missions targeting communication infrastructure in Eastern Europe. His expertise in
telecommunications makes him a valuable asset for operations aimed at disrupting
military and government communications.

Andrey Vasilyevich Korolev -- Korolev has been linked to covert operations focused
on transportation and logistics sabotage, targeting NATO supply lines. Several
intelligence reports noted his involvement in railway and port disruptions in Europe.

Sergey Alexeyevich Gusev -- Gusev specializes in reconnaissance missions that
precede high-profile sabotage efforts. His work includes mapping out military
installations and critical infrastructure providing the necessary intelligence for GRU
teams to execute sabotage missions.

Nikolai Dmitrievich Karpov -- Karpov is believed to have been involved in covert
financial sabotage operations, focusing on destabilizing financial systems in
countries aligned with NATO. He is suspected of coordinating cyberattacks that
have led to significant economic disruptions.

Roman Sergeyevich Trofimov -- Trofimov is implicated in assassination missions
targeting political and military figures in Eastern Europe. His background in special
forces allows him to operate under deep cover, carrying out high-risk operations for
Unit 29155.

Vladimir Mikhailovich Tarasov -- Tarasov has been involved in cyber operations
aimed at crippling military command-and-control systems in NATO-aligned
countries. His technical expertise has been used to hack into critical systems,
providing intelligence for sabotage missions.

Sergei Dmitrievich Ponomarev -- Ponomarev specializes in logistics and supply
chain sabotage, targeting European fuel depots and transportation hubs. His
operations intend to disrupt military supplies and personnel movement to critical
regions.

Yevgeny Alexandrovich Zhukov -- Zhukov is connected to covert operations focused
on disrupting NATO naval operations. His role involves planning and executing
sabotage missions targeting ports and maritime infrastructure across Europe.

Mikhail Yuryevich Sorokin -- Sorokin is suspected of coordinating cyber-attacks
aimed at paralyzing government services and critical infrastructure across Europe.
His role includes blending cyber operations with physical sabotage to maximize
disruption.

Andrey lvanovich Fedorov -- Fedorov is believed to have played a key role in
sabotage missions that target military installations and depots in Eastern Europe.
His expertise in explosives and covert infiltration has been criticalin disabling
NATO-aligned facilities.
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Vitaly Sergeyevich Kravtsov -- Kravtsov has been linked to operations that disrupt
economic sectors, particularly in the energy and transport industries. He is
suspected of leading sabotage missions that have caused significant disruption to
energy supplies in NATO countries.

Pavel Nikolaevich Matveyev -- Matveyev is involved in reconnaissance and
intelligence operations. His work focuses on mapping and identifying vulnerabilities
in transportation and energy infrastructures for future sabotage efforts.

Leonid Borisovich Arkhipov -- Arkhipov is believed to have coordinated
assassination attempts against dissidents and defectors in Europe. His background
in covert operations and use of poisons and unconventional methods aligns with
other GRU missions.

Sergei Nikolayevich Belkin -- Belkin is known for his role in hybrid warfare strategies,
combining disinformation campaigns with physical sabotage to destabilize targeted
nations. His work includes spreading false narratives while coordinating physical
operations to create chaos.

Igor Viktorovich Kulikov -- Kulikov has been involved in operations to sabotage
critical infrastructure like bridges, railways, and airports, focusing on regions with
strategic military importance to NATO.

Yevgeny Andreyevich Trubnikov -- Trubnikov has a background in counter-surveillance
and logistics, providing supportfor Unit 29155’s operativesin Europe. He ensures that
sabotage teams have secure exit strategies and cover during their missions.

Dmitry Vladimirovich Kuznetsov -- Kuznetsov is known for coordinating operations
targeting NATO military infrastructure in Southern Europe, specifically focusing on
disrupting logistics and transport hubs.

Valentin Sergeyevich Moroz -- Moroz has been implicated in hybrid warfare efforts,
working on integrating cyber sabotage and disinformation campaigns targeting
Western governments and military structures.

Arkady Ivanovich Semyonov -- Semyonov is suspected of being involved in the
technical support of Unit 29155 operations, focusing on providing encrypted
communications and secure networks for field operatives.

Sergey Anatolyevich Vasiliev -- Vasiliev has played a role in cyber sabotage missions
that disrupt financial and energy networks, focusing on economic destabilization in
NATO-aligned countries.

Mikhail Alexeyevich Ignatyev -- Ignatyev is linked to assassination attempts across
Europe, targeting former Russian intelligence operatives and political figures
opposed to the Kremlin.
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Vadim Dmitrievich Gromov -- Gromov has been involved in sabotage missions
against energy and water infrastructure in Eastern Europe, particularly in Ukraine,
with a focus on crippling essential services in contested regions.

Yevgeny Nikolaevich Shubin -- Shubin is suspected of involvement in intelligence
collection and sabotage planning focused on disrupting NATO military supply
chains through sabotage of transportation networks.

Roman Petrovich Levin -- Levin is associated with GRU's support operations,
providing logistical and technical assistance to Unit 29155 teams during sabotage
missions in Europe.

Igor Andreevich Yashin -- Yashin is linked to covert operations targeting European
politicians and influencers, focusing on creating instability through disinformation,
blackmail, and sabotage.

Alexei Gennadievich Zubarev -- Zubarev is involved in sabotage operations targeting
Western Europe's telecommunications infrastructure, disrupting communications
critical to civilian and military operations.

Sergey Borisovich Sidorov -- Sidorov specializes in coordinating the movement of
weapons and explosives used by Unit 29155 in sabotage missions, particularly in
regions where conventional access is restricted.

Vladimir Nikolayevich Drozdov -- Drozdov has been connected to reconnaissance
and infiltration missions targeting military installations in Central and Eastern
Europe to facilitate future sabotage efforts.

Alexander Yuryevich Grigoriev -- Grigoriev has been implicated in cyber-espionage
operations that gather intelligence for subsequent sabotage missions, focusing on
military and governmental targets in Western Europe.

Oleg Mikhailovich Zaitsev -- Zaitsev has been involved in sabotage planning against
critical maritime infrastructure in the Black Sea and Mediterranean regions,
focusing on disrupting naval logistics.

Ivan Sergeyevich Fokin -- Fokin is suspected of coordinating sabotage missions
targeting airbases and military air transportinfrastructure in Eastern Europe, aiming
to undermine NATO’s air mobility.

Operations and Tactics

Unit 29155 is tasked with executing some of Russia's most destabilizing covert missions.
These include --

¢ High-profile assassinations, such asthe 2018 poisoning of Sergei Skripal in Salisbury,
UK, showcased the unit's ability to operate in heavily monitored environments while
leaving minimal traces.
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o The sabotage of critical infrastructure is often synchronized with cyberattacks on
energy grids, transportation networks, and government systems.

¢ Hybrid warfare campaigns, such as its role in the 2016 Montenegro coup attempt,
aimed at preventing NATO expansion and aligning geopolitical forces in Russia's
favor.

In recent years, Unit 29155 has expanded its cyber warfare capabilities, deploying malware
such as Whispergate in Ukraine to disrupt government functions, energy infrastructure, and
military logistics. These cyber operations are meticulously coordinated with information
warfare, where disinformation campaigns sow confusion, spread false narratives, and
undermine public trust in Western institutions. The unit's multi-dimensional approach
ensures that each operation has psychological, political, and economic consequences,
creating long-term disruption across targeted regions.

Unit 29155's role in hybrid warfare presents a critical threat to international security. Its
ability to combine covert physical operations with cyber sabotage allows the unit to function
as a force multiplier, effectively conducting missions that destabilize democratic
institutions, foment political unrest, and undermine military readiness in targeted nations.
The blend of cyber attacks and physical sabotage is hazardous because it creates
uncertainty and disorientation among Russia's adversaries, complicating response efforts
and heightening the potential for geopolitical miscalculation.

The recent indictment of Kostiantyn Kalashnikov (2024) highlights another facet of the unit's
evolving tactics—its weaponization of financial systems to fund disinformation and
influence campaigns. By manipulating Western financial institutions, Unit 29155 directly
interferes with political processes, expands disinformation operations, and weakens the
economic resilience of Russia's adversaries. Integrating financial disruption into the unit's
repertoire underscores its adaptability in leveraging all physical, cyber, financial, and
informational domains to further Russia's strategic goals. The expansion into sophisticated
financial operations indicates Russia's long-term strategy to erode Western power
structures from within, making Unit 29155 a key player in Russia's asymmetric warfare
efforts.

The strategic rationale behind Unit 29155's actions lies in Russia's broader objective of
weakening Western alliances, undermining democratic governance, and reasserting
influence over former Soviet states. 29155's conduct of deniable operations allows the
Kremlin to pressure adversaries without provoking direct military confrontation, aligning with
Russia's approach to asymmetric warfare. The unit's operations in Ukraine, Montenegro, and

Copyright 2024 Treadstone 71

Page1 7



@

across Europe demonstrate a clear goal -- to shift the geopolitical balance in favor of Russia,
prevent the expansion of Western military alliances, and foster political instability in key
regions.

Unit 29155's covert operations also project Russian power far beyond its borders,
compensating for its military and economic weaknesses. Through assassinations, cyber
sabotage, and disinformation, the unit creates strategic disruptions that force adversaries to
divert resources, erode public confidence in government institutions, and sow division
among Western allies. The strategy is an essential part of Russia's efforts to counterbalance
the technological superiority of NATO and the economic clout of the West by relying on
clandestine operations that leverage ambiguity and plausible deniability.

Unit 29155's operations have had a profound and far-reaching impact on international
stability. The Skripal poisoning led to a wave of diplomatic expulsions and sanctions against
Russia, but it also sent a clear message that Russia is willing to target defectors and
dissidents abroad, deterring future defections and asserting control over expatriates.
Similarly, the 2016 Montenegro coup attempt demonstrated Russia's willingness to take
high-risk actions to prevent NATO expansion in the Balkans, exposing its deep-seated
concern over Western encroachment on its sphere of influence.

In Ukraine, Unit 29155 has played a vital role in Russia's ongoing efforts to destabilize the
country. The deployment of Whispergate malware has targeted critical infrastructure,
disrupting communications, energy systems, and government networks. These cyber-
sabotage operations have eroded trust in Ukraine's digital infrastructure, complicating the
country's efforts to defend against Russian aggression and paralyzing its ability to respond
to crises. The long-term impact of these operations is a weakened Ukraine, vulnerable to
further Russian incursions and influence, while also straining NATO's capacity to provide
consistent support to the region.

US v. Kalashnikov

In light of the U.S. v. Kalashnikov indictment and recent developments in Unit 29155's
operational scope, it is clear that the unit's tactics have expanded into economic and
financial warfare. Unit 29155 has added another layer to its hybrid warfare capabilities by
funding influence operations through illicit financial channels, signaling a new phase in
Russian hybrid warfare where financial destabilization becomes intertwined with cyber
operations, enhancing the strategic depth of their attacks on the West.

Moreover, the unit's continued activity in Ukraine and Europe indicates a shift toward more
integrated hybrid operations, where cyber and physical sabotage occur in tandem,
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amplifying their disruptive potential. Proxy warfare has also become more prominent in Unit
29155's strategy, allowing it to outsource physical operations to local actors while
maintaining deniability and avoiding confrontation with NATO forces. These proxies are
increasingly equipped with cyber capabilities, making them more dangerous and
challenging to counter.

The future trajectory of Unit 29155 is likely to include further integration of cyber capabilities,
especially as Russia continues to develop Al-driven malware and quantum computing tools
that bypass Western cyber defenses, enabling the unit to launch more sophisticated and
undetectable attacks on critical infrastructure, particularly in financial markets, energy
systems, and military communications. Proxy warfare will also remain central to the unit's
operations, particularly in regions where direct Russian involvement would be too costly or
risky.

Looking ahead, NATO and its allies must develop a comprehensive counter-strategy to
anticipate and mitigate the threats posed by Unit 29155, fortifying cyber defenses, disrupting
Russian proxy networks, and increasing intelligence sharing to track and neutralize covert
operatives. Failure to adapt to the evolving tactics of Unit 29155 will leave Western
institutions vulnerable to further destabilization, with significant **political, economic, and
military.
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Timeline of Actions

The following timeline provides a comprehensive view of Unit 29155's operations,

highlighting key milestones in both physical and cyber operations --

1.

2014 -- Initiation of Covert Operations Following Crimea's Annexation Unit 29155
launched covert missions in Eastern Ukraine in alignment with Russia's strategy to
destabilize Ukraine following the annexation of Crimea. Early operations focused on
sabotage and reconnaissance to support pro-Russian insurgents, marking the unit's
entry into hybrid warfare tactics, particularly in supporting separatist groups.

2016 -- Montenegro Coup Attempt In 2016, Unit 29155 was implicated in a failed
coup attempt in Montenegro. The objective was to assassinate political leaders and
prevent Montenegro from joining NATO. The operation integrated local proxies,
intelligence manipulation, and disinformation campaigns to fuel unrest and disrupt
the political process, but it failed.

2018 -- Salisbury Poisoning Unit 29155's most high-profile operation to date, the
poisoning of Sergei Skripal and his daughter in Salisbury, UK, demonstrated the
unit's capability for lethal covert operations. Utilizing the Novichok nerve agent, this
assassination attempt escalated diplomatic tensions between Russia and the West,
resulting in numerous sanctions and diplomatic expulsions.

2019 -- Cyber Escalation in Ukraine Unit 29155 expanded its cyber operations,
deploying Whispergate malware in Ukraine to target critical infrastructure.
Whispergate corrupted data, rendering systems inoperable, which was part of a
broader strategy to weaken Ukraine's defense and governmental structures,
particularly during heightened military conflict with Russia.

2020-2023 -- Havana Syndrome and Directed Energy Weapon Attacks Between 2020
and 2023, increasing evidence linked Unit 29155 to Havana Syndrome incidents,
where U.S. diplomats and intelligence officers were targeted with non-lethal
directed energy weapons. These attacks aimed to incapacitate high-ranking
officials, disrupt intelligence operations, and create long-term health impacts,
showcasing the unit's evolving capabilities in non-lethal weaponry.

2024 -- Financial Sabotage and Disinformation via U.S. v. Kalashnikov The U.S. v.
Kalashnikov indictment from 2024 exposed Unit 29155's role in financial warfare.
Nearly $10 million was funneled through a Tennessee-based content creation
company to fund disinformation campaigns targeting the U.S. 2024 election. This
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operation marked a strategic shift toward economic and political sabotage,
leveraging financial systems to destabilize democratic institutions in the U.S..

7. 2022-2024 -- Ongoing Cyber Sabotage in Ukraine Throughout 2022-2024, Unit 29155
continued its aggressive hybrid warfare strategy in Ukraine. Cyberattacks remained
a core element, with Whispergate and other malware variants deployed to target
government systems and critical infrastructure. The operations were aimed at
prolonging the conflict and disrupting NATO's ability to support Ukraine effectively.

8. 2023 -- Information Warfare in the Baltic States Unit 29155 expanded its information
warfare operations in Latvia, Lithuania, and Estonia, focusing on disinformation
targeted at Russian-speaking minorities. This effort sought to undermine NATO's
presence in the region, exacerbate ethnic tensions, and weaken societal trust in the
governments of the Baltic states, thus destabilizing this critical region along NATO's
eastern flank.

This updated timeline reflects Unit 29155's expanding role in hybrid warfare, combining
lethal covert actions, advanced cyber operations, financial sabotage, and strategic
disinformation campaigns to further Russia's geopolitical ambitions.

US v. Kalashnikov continued.

The U.S. v. Kalashnikov indictment from 2024 provides a window into Unit 29155's expanding
operational scope, particularly its pivot towards financial manipulation and disinformation
as core tactics in Russia's hybrid warfare strategy. The case demonstrates Unit 29155's
increasing sophistication, as the unit orchestrated an intricate network of financial conduits
to influence the 2024 U.S. election cycle. Through these covert channels, resources were
funneled into a seemingly legitimate U.S.-based content creation company, enabling Unit
29155 to manipulate public discourse. The strategic objective was to erode trust in U.S.
democratic institutions by amplifying divisive political narratives, stirring social unrest, and
sowing confusion within the electorate.

The financial operation underscores Unit 29155's evolution beyond its historical emphasis
on physical sabotage and cyberattacks, marking a deliberate shift towards financial warfare
andthe weaponization of disinformation. The unit's capacity to covertly influence U.S. media
and infiltrate financial systems without raising immediate alarms reveals its capacity for
long-term strategic disruption. The escalation in the U.S. heartland represents not only an
operational achievement but also an extension of Russia's global hybrid warfare campaign,
targeting Western democracies at their core through financial destabilization and
psychological manipulation.
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Broader Implications of the Kalashnikov Case

The Kalashnikov case highlights a pivotal evolution in Unit 29155's playbook—using financial
tools to fund covert influence operations and exploit Western vulnerabilities in capital
markets and media ecosystems. The shift demonstrates a calculated recognition of how
economic systems are subverted to achieve geopolitical intent without the immediate
blowback accompanying physical or cyber sabotage. The ability of Unit 29155 to operate
through proxies—including third-party firms and shell companies—demonstrates their
increasing agility in covert financial operations, blending money laundering, cyber intrusion,
and disinformation into a potent mixture of influence.

The operational shift also shows the unit's focus on long-term objectives, particularly
undermining electoral processes and exacerbating internal divisions within democratic
states. Through financial manipulation, Unit 29155 funds not only disinformation campaigns
but also proxy political movements that aligh with Russia's goals, enhancing their ability to
influence Western political landscapes from within.

Outlook (Estimates and Forecasts)

Unit 29155's operations will likely intensify in scope and sophistication, especially as
economic instability in Russia and ongoing international sanctions incentivize Moscow to
rely more on covert, deniable operations. The unit will continue to focus on financial and
economic warfare, mainly targeting global supply chains, financial institutions, and
disinformation campaigns aimed at disrupting Western elections and democratic
processes.

In the short term, Unit 29155 is expected to escalate its covert operations in Ukraine, using
both cyber sabotage and information warfare to undermine Ukraine's capacity to resist
Russian military and political pressure, further disrupt Ukraine's critical infrastructure,
including energy grids, transportation networks, and government systems, eroding public
trust and paralyzing its military coordination. As NATO continues to support Ukraine, the unit
shifts focus to discrediting Western involvement and weakening European unity, primarily
through cyber-physical sabotage operations targeting European energy pipelines and
communication networks.

Longer-term, financial, and economic warfare will likely become a cornerstone of Unit
29155's operations, with the Kremlin leveraging disinformation networks and cyber
capabilities to influence global markets, undermine Western economies, and manipulate
public sentiment ahead of key political moments in NATO countries.
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Recommendations and Opportunities

To effectively counter Unit 29155, Western intelligence agencies and governments must

develop multi-dimensional responses beyond conventional cybersecurity or physical

security measures. These include --

Targeting the financial infrastructure that enables Unit 29155's global operations,
developing tools to detect and freeze assets linked to Russian covert financial
networks and proxy organizations. The Kalashnikov case is a blueprint for identifying
how shell companies and financial conduits channel resources into influence
operations, and similar methods should be employed to expose and disrupt other
financial sabotage campaigns.

Enhancing offensive cyber capabilities. Western nations should invest in preemptive
cyber strategies to disrupt Unit 29155's communication channels, financial flows,
and logistical networks, using Al-driven cyber tools to detect and neutralize malware
deployments and

Creating a dedicated counter-hybrid task force. Integrating cyber defense,
intelligence gathering, and special operations into a unified force could allow
Western countries to disrupt Russian hybrid operations proactively. The task force
could focus on neutralizing proxies, disabling financial operations, and targeting the
logistical support systems that enable Unit 29155 to function across multiple
domains.

Intelligence cooperation and strategic preemption. Western governments, mainly
NATO members, must improve real-time intelligence sharing on Russian hybrid
warfare activities, including financial manipulation and disinformation campaigns,
enabling collective, preemptive actions to cut off Russian influence operations
before they gain momentum. Proactive sanctions on financial networks connected to
Unit 29155 should be expanded beyond direct actors to target proxy firms, shell
corporations, and diplomatic covers.

Western governments effectively degrade Unit 29155's operational capacity by adopting

these strategies, forcing the Kremlin to divert resources towards protecting covert operatives

and securing compromised financial channels. Degrading 29155’s capabilities weakens

Russia's ability to sustain long-term influence operations, particularly as financial and

economic warfare become increasingly central to their strategy. A counter-hybrid task force,

capable of preempting operations and disrupting logistical networks, would shift the

balance from reactive defense to proactive disruption, denying Russia the initiative in hybrid
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warfare scenarios. Offensive cyber measures, when deployed effectively, would cripple
communication channels, infiltrate operational nodes, and impose significant costs on
Russian covert infrastructure.

Gaps and Vulnerabilities

Despite its strengths, Unit 29155 is not impervious to detection and disruption. The U.S. v.
Kalashnikov case revealed vulnerabilities in the unit's financial operations, particularly its
reliance on global economic systems and complex but traceable networks of proxy actors.
Western financial surveillance, coupled with intelligence analysis, identifies these networks
and strengthens their ability to operate effectively.

Moreover, while formidable, Unit 29155's tradecraft has shown weaknesses in operational
security. Past operations, including the Skripal poisoning, exposed careless mistakes that
left behind digital footprints and forensic evidence, allowing Western intelligence agencies
to track and expose operatives. By enhancing forensic cyber capabilities and maintaining
surveillance on Russian diplomats, Western governments continue to exploit these
weaknesses, preemptively uncovering future covert operations before they reach critical
stages.

Unit 29155 remains a central actor in Russia's hybrid warfare strategy, adeptly blending
financial sabotage, disinformation, and cyber operations with traditional forms of physical
sabotage and covert action. The U.S. v. Kalashnikov case underscores the unit's evolving role
in economic warfare, showing that financial manipulation is now critical to its long-term
objectives. As Russia faces economic sanctions and international isolation, the importance
of Unit 29155 in carrying out asymmetrical warfare will only increase. Western nations must
adopt preemptive, multi-dimensional strategies that target financial networks, proxy actors,
and the operational infrastructure sustaining these activities.

Comparative Table

The table below comparing Unit 29155’s physical, cyber, and combined physical/cyber
capabilities offers critical insights into the unit’s strategic operations. Their physical
expertise, which includes assassinations, sabotage, and covert warfare, is evident from
high-profile cases such as the 2018 Skripal poisoning and the 2016 Montenegro coup
attempt. These operations reveal the depth of Unit 29155’s training in explosives, poisoning,
and reconnaissance, where former Spetsnaz operatives and military intelligence officers
conduct missions with precision. However, such physical operations often carry significant
risks, as demonstrated by the Skripal case, where the use of Novichok left an identifiable
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trail, leading to diplomatic fallout. The unit relies heavily on covert travel and diplomatic
immunity, increasing exposure in hostile environments.

In contrast, their cyber capabilities focus on malware deployment, cyber-espionage, and
disinformation campaigns, often conducted alongside GRU-affiliated units such as APT28.
Unit 29155's development of sophisticated tools, such as Whispergate malware, highlights
their ability to corrupt or destroy critical infrastructure while remaining undetected for
extended periods. Their involvement in Havana Syndrome-like incidents and cyber
reconnaissance in NATO countries reveals an expansion of their technological reach, often
using malware to infiltrate networks or disable military communications. The nature of cyber
operations makes attribution challenging, though forensic teams have increasingly
identified GRU-linked cyber activities, complicating the unit's ability to mask its operations
effectively.

The most potent aspect of Unit 29155 lies in its combined physical and cyber operations,
which create highly disruptive hybrid warfare strategies. By coordinating cyber disruptions
with physical sabotage, they overwhelm defenses and intensify the impact of their attacks.
For instance, cyber-attacks paralyze surveillance or security systems, allowing physical
operatives to infiltrate and sabotage critical infrastructure. Their operations in Ukraine
exemplify this combined approach, where malware disables power grids, enabling physical
sabotage teams to disrupt military and government responses further.

Analyzing the table highlights the unit’s significant technological capabilities, where they
integrate high-tech surveillance equipment, radio jamming, and electronic warfare tools to
disable enemy communications and defenses. They also exploit vulnerabilities in SCADA
systems, which control critical infrastructure like energy grids and transportation networks,
thus creating avenues for simultaneous cyber and physical disruption.

The targets of Unit 29155 reveal their focus on high-value individuals and infrastructure, from
dissidents and political leaders to energy plants and military installations. Their cyber
operations target government networks, military communications, and financial
institutions, often in NATO-aligned countries. This multifront targeting strategy allows the
unit to weaken adversaries by attacking their physical infrastructure and technological
systems. The strategic objectives driving these operations are destabilizing foreign
governments, undermining alliances such as NATO, and preventing pro-Western integration.

Strengths in cyber-physical coordination allow Unit 29155 to remain highly adaptable and
efficient in its operations. Their hybrid approach complicates adversary defenses, as
simultaneous attacks create confusion and delay effective responses. This deniability,
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particularly in cyber operations, masks physical involvement, allowing Russia to maintain
plausible deniability in sensitive operations.

Weaknesses, however, emerge in their operational complexity. Coordinating cyber and
physical attacks across units introduces risks, such as logistical errors or overt actions that
escalate conflicts diplomatically or militarily. Additionally, their reliance on diplomatic cover
and covert travel leaves operatives vulnerable in increasingly scrutinized environments
where hostile governments monitor foreign diplomats closely.

Integrating all these elements into a coherent analytical framework suggests that Unit
29155’s greatest strength lies in adapting its hybrid warfare strategy. By synchronizing cyber
and physical operations, the unit amplifies the disruption it causes while remaining difficult
to detect. However, rising cyber forensics capabilities and heightened surveillance of
Russian diplomats have exposed weaknesses in their operational security. Western nations
must continue developing offensive cyber capabilities and forensic tools to preempt and
neutralize hybrid attacks. Simultaneously, deploying counter-surveillance measures on
diplomatic movements and enhancing cross-border cooperation between intelligence
agencies will mitigate the risks posed by Unit 29155's coordinated cyber-physical warfare
strategies.
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Category Physical Capabilities Cyber Capabilities Combined Physical/Cyber Capabilities
o . . - Expertise in cyber-espionage,
- Specialized in covert operations, . o . . .
L malware deployment, and - Combines cyber infiltration with physical
assassinations, and sabotage. o . . . . o .
o . disinformation campaigns. sabotage, often preceding physical missions with
- Advanced skills in explosives, . . .
. . . - Advanced hacking techniques for cyber attacks that cripple systems.
poisoning (e.g., Novichok), and . N . . .
. government, military, and critical - Coordinates cyber-attacks to neutralize security
i reconnaissance. ) L . . L .
Expertise . infrastructure infiltration. systems or disrupt communications, creating
- Personnelincludes former Spetsnaz . . . . .
. . . . - Skilled in custom malware creation |jopportunities for physical teams to act.
operatives and military intelligence . . . .
i like Whispergate, designed to destroy ||- Executes physical sabotage remotely by
officers.
. . . or corrupt data. manipulating industrial systems (e.g., energy
- Highly proficient in close-quarters . . .
. . - Uses cyber reconnaissance to grids, transportation networks).
combat, demolitions, and surveillance. . )
support physical operations.
- Uses explosives, firearms, and - Employs malware (e.g., Whispergate) . . .
. . . - Executes coordinated cyber-physical operations,
poisons (e.g., Novichok) for targeted for sabotage and espionage. L . . .
o o . such as cyber-initiated infrastructure disruptions
assassinations. - Conducts spear-phishing, man-in- . . .
. . . . (e.g., power grid failures) followed by physical
- Engages in IED planting, sniper the-middle attacks, and zero-day . .
incursions.
attacks, and small-team covert exploits to compromise systems.
Tools and . g . . v - Synchronizes cyber sabotage with on-the-ground
operations. - Engages in cyber propaganda and .
Methods . . . . . . attacks on energy, military, or government
- Operatives often travel using false disinformation campaigns to disrupt taciliti
acilities.
identities, diplomatic cover, or local political processes. o ) . .
. . - Uses cyber infiltration to disorient security
proxies. - Uses Trojan horses, worms, and long- . .
. . . o . ] forces, enabling physical sabotage teams to
- Proficient in surveillance, counter- term network infiltration to disable .
. . . L penetrate high-value targets.
surveillance, and evasion techniques. ||critical infrastructure.
- 2018 Skripal poisoning in the UK using |- Deployment of Whispergate malware ||- Coordinated cyber-physical sabotage in Ukraine,
Notable Novichok nerve agent. (2022-2024) targeting Ukrainian where malware disrupted criticalinfrastructure
Operations - 2016 Montenegro coup attempt systems and NATO infrastructure. before ground operations.
targeting NATO integration. - Cyber reconnaissance across - Use of disinformation campaigns alongside
- Ongoing sabotage in Ukraine focusing ||Western Europe, infiltrating NATO physical attacks to sow confusion and fuel unrest,
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Category

Physical Capabilities

Cyber Capabilities

Combined Physical/Cyber Capabilities

on energy grids, railways, and political
figures.

defense systems.

- Suspected involvement in NotPetya-
like cyberattacks targeting global
corporate infrastructure.

- Havana Syndrome-like incidents
suspected of involving cyber-
electronic warfare.

as in Montenegro (2016).

- Dual strikes involving cyber disinformation to
weaken political systems and assassinations to
remove opposition figures.

Technological

- Uses high-tech surveillance
equipment, explosives, and chemical
agents.

- Infiltrates through physical bypassing
of security measures and jamming of

- Expert in zero-day exploits and
malware deployment that disables
military and civilian infrastructure.

- Proficient in manipulating industrial
control systems such as SCADA to

- Uses cyber disruptions to create vulnerabilities
in physical infrastructure, coordinating attacks to
paralyze defense mechanisms before physical
sabotage occurs.

- Synchronizes cyber reconnaissance with on-the-

installations.

- Concentrates on regions integrating
with the West, such as the Balkans and
Eastern Europe.

organizations.

- Coordinates with APT28 and other
units for global disinformation
campaigns.

Capabilities . cause widespread disruptions. ground intelligence to maximize operational
enemy communications. L . . . .
. . - Long-term infiltrations using Trojan efficiency.
- Advanced use of radio jamming and . . .
. . horses and advanced persistent - Deploys directed-energy or electronic warfare
electronic warfare tools to disable ] ) . . . . .
threats (APTs) to gather intelligence or |[tools to incapacitate personnelin conjunction
enemy defenses. .
sabotage. with cyber-attacks.
L " - Targets government networks, . L
- Focuses on dissidents, opposition . . . - Conducts hybrid attacks on critical infrastructure
military systems, and financial .
leaders, and defectors. A (e.g., power grids, water systems, transport
- Sabotages NATO infrastructure, networks).
o - Focuses on NATO defense systems, . .
energy plants, and military . o - Targets NATO military bases with cyber sabotage
Targets election processes, and political

followed by physical attacks.

- Executes election interference through
combined disinformation campaigns and
sabotage of political figures.
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Category Physical Capabilities Cyber Capabilities Combined Physical/Cyber Capabilities
. . - Paralyzes government systems, . . . .
- Destabilizes foreign governments, - . . - Amplifies disruption by combining cyber
] . - military operations, and public ] .
disrupts alliances like NATO, and L sabotage with physical attacks.
. . . institutions through cyberattacks. . . . .
L. prevents integration with Western . . - Cripples critical infrastructure to create openings
Objectives L - Conducts espionage and influence . . .
institutions. . . . for military or political exploitation.
. . . operations to manipulate political ] ) )
- Neutralizes opposition figures through - Sows confusion and fear by attacking multiple
o landscapes and weaken adversary .
assassinations and sabotage. domains at once.
morale.
- Highly trained in physical operations, L
o . - Sophisticated cyber tools capable of . .
often avoiding detection for extended . . - The combination of physical and cyber
. penetrating highly secure systems. .
periods. . ; operations confuses and overwhelms defenses.
. - Persistent and adaptable in cyber . .
- Proven success in covert . o . - Simultaneous cyber-physical attacks make
Strengths L . espionage, often infiltrating networks o o
assassinations and physical sabotage . defense coordination difficult.
i for prolonged periods. The ability t K bhysical acti behind cvb
operations. . .. ||- The ability to mas sical actions behind cyber
> S - Works with other GRU cyber units like|| , A : R
- Deep military discipline and . : disinformation allows for plausible deniability.
. APT28, enhancing operational reach.
resilience.
. . . - Cyber forensic capabilities make . . . .
- Physical operations often leave trails . . . - Combined operations require high-level
. . . . . attribution easier, with malware traces L . . -
(e.g., Novichok in Skripal poisoning). . coordination, increasing complexity and room for
] ) . often linked to GRU.
Weaknesses - Relies on diplomatic cover and covert . . errors.
. . . . - Cyber operations, while covert, leave . . . . .
travel, increasing exposure in hostile o . . - Escalation risks if operations provoke military or
. digital fingerprints that expose more . .
environments. . diplomatic responses.
extensive networks.
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Logical Conclusions from the Table

Unit 29155 stands out for its seamless integration of physical and cyber capabilities. The unit
achieves maximum strategic impact by coordinating physical sabotage with cyber
disruptions while disorienting its targets. The hybrid warfare approach capitalizes on
weaknesses in traditional defenses, which often struggle to handle multiple vectors of attack
simultaneously. The table highlights how Unit 29155 excels in covert physical operations,
such as targeted assassinations and infrastructure sabotage while conducting
sophisticated cyber-espionage and malware-based attacks. Both dimensions are crucial,
but the combined use of these methods makes them especially effective.

While physical attacks like the Skripal poisoning leave traces that expose operations, cyber-
attacks provide the necessary deniability. The unit’s strengths in this dual approach lie in its
adaptability and capacity for surprise, using cyber-attacks to disrupt defenses or disable
communications before launching physical strikes. However, this complexity introduces
risks. Hybrid operations require tight coordination, which increases the potential for error.
The critical takeaway for Western nations and NATO is the need for integrated defenses that
can respond to cyber and physical threats in tandem. By focusing on vulnerabilities in both
domains, adversaries can disrupt Unit 29155’s ability to execute these complex operations.
Enhanced surveillance, stronger intelligence sharing, and rapid-response cyber-physical
defenses will be essential to neutralizing the growing threat posed by Unit 29155.

Unit 29155 plays a central role in Russia’s hybrid warfare strategy by executing a precise
blend of physical sabotage, cyber operations, and hybrid tactics. Analyzing their behavior
patterns, methods, and operational tendencies reveals how the unit integrates multiple
aspects of warfare, from high-lethality attacks to long-term cyber infiltration. Their
operations consistently align with Russia’s broader objectives of destabilizing adversarial
states, particularly in Europe and NATO-aligned nations.

Patterns and Trends in Operations

Unit 29155 adheres to a methodical operational framework designed for maximum impact
with minimum exposure. High-profile, high-impact operations characterize their approach,
often generating far-reaching diplomatic and political fallout. These operations focus on
undermining governmental stability and dismantling critical infrastructure, frequently in
NATO member states or regions with strong ties to Western institutions. Over time, clear
trends emerge regarding their objectives, methods, and targets.
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The unit deploys its operatives with distinct coordination between physical and cyber

Operational Methods

capabilities. Their missions follow a multi-phase structure -- initial cyber reconnaissance to
gather intelligence, followed by targeted sabotage or assassination, and capped with
disinformation campaigns to confuse attribution and spread misinformation. This sequence
of actions, each reinforcing the other, amplifies the unit’s ability to destabilize targets.

Physical Operations focus on high-value targets such as political figures, dissidents, and
defectors. The Skripal poisoning and the Montenegro coup attempt illustrate the unit’s
commitment to precision and deniability. Each operation uses lethal methods like chemical
agents or explosives while minimizing collateral damage. Well-trained teams, often
operating under diplomatic cover, conduct these missions efficiently, exfiltrating quickly and
frequently disappearing into neutral countries. Even so, high-lethality attacks sometimes
leave physical evidence, such as chemical traces, in the Skripal case.

Cyber Operations follow a distinct long-term infiltration strategy, typically lasting for years.
Unit 29155's Whispergate malware campaign in Ukraine offers a prime example of their long -
term approach. They target critical infrastructure, military systems, and governmental
networks to gradually degrade operational capabilities. Cyber-espionage provides essential
intelligence for subsequent cyberattacks, which corrupt or destroy critical systems.
Coordinated disinformation campaigns work with cyber operations, as evidenced in Ukraine
and Western democracies.

Hybrid Operations represent the most effective use of their assets. The unit synchronizes
cyber and physical attacks for maximum effect. Cyber reconnaissance uncovers
vulnerabilities, cyberattacks disable security systems, and physical operatives strike to
finish the job. Symbolism plays a significant role here, with hybrid operations conveying
power and unpredictability. Cyber disinformation often creates public unrest, which Unit
29155 exploits through targeted physical attacks on infrastructure, such as energy grids.

Tactics, Techniques, and Procedures (TTPs)

A detailed study of Unit 29155’s TTPs demonstrates their reliance on precision, deniability,
and psychological warfare. The unit’s ability to operate covertly within foreign environments
allows it to execute operations with minimal risk of exposure. Infiltration through false
identities and diplomatic channels enhances their operational security. Their cyber
operations depend on stealth, with long-term infiltration creating the foundation for sudden,
crippling strikes.
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Tactical Analysis (Physical) reveals a reliance on precision assassination using weapons that
leave minimal trace, such as Novichok nerve agents or custom explosives. These attacks
target high-value individuals to eliminate opposition while sending a psychological message
to others. Operatives move through diplomatic channels or under forged documents,
entering and exiting target zones without attracting attention. They often rely on diplomatic
immunity, ensuring protection against immediate retaliation. Embassies usually provide
safe havens for operatives after an operation.

Tactical Analysis (Cyber) underscores the importance of deep infiltration. The unit deploys
advanced spear-phishing campaighs and social engineering to penetrate critical sectors.
Once inside, operatives remain dormant until the attack, building a foundation for
destructive operations. Zero-day exploits bypass security systems, maximizing the impact
of a cyber strike by maintaining operational surprise. Industrial control systems (ICS) such
as SCADA remain high-priority targets, with attacks on these systems designed to disrupt
essential services like power, water, or transportation.

Tactical Analysis (Hybrid Operations) showcases Unit 29155’s ability to synchronize cyber
and physical attacks meticulously. Timing remains key, with cyberattacks occurring just
before physical sabotage, ensuring defenses are weakened or distracted. The synergy
between physical and cyber teams amplifies damage; for instance, in Ukraine, cyber
disruptions of military communication systems were followed by physical sabotage of
supply routes. By maintaining plausible deniability, Russia avoids direct blame.
Cyberattacks are disguised through false flag operations, while physical attacks use
untraceable toxins or covert teams.

Level of Lethality and Psychological Impact

Unit 29155’s operations consistently demonstrate a high level of lethality, often designed to
intimidate. Novichok attacks send a clear message of fear while maintaining a degree of
ambiguity, leaving enemies uncertain of their security. The unit’s cyber tactics often impact
essential services, with power grid attacks potentially resulting in mass casualties. For
instance, a cyber assault on hospital energy systems risks patient deaths during extended
power outages.

Psychological warfare amplifies the effectiveness of these operations. By cultivating
uncertainty—whether through covert assassinations or infrastructure sabotage—the unit
undermines confidence in a state's ability to protect its citizens. Governments and
organizations react impulsively to such destabilization, often overreaching, contributing to
their internal instability.
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Semiotic Analysis -- Symbolism in Operations

Each major operation by Unit 29155 carries a symbolic weight, reinforcing Russia’s
geopolitical strategy. The Skripal poisoning demonstrated that even defectors on foreign soil
remain within Moscow's reach. By using a nerve agent known to be of Russian origin, the
attack became a statement to other dissidents that no one is beyond punishment.

On the cyber side, Whispergate’s deployment during Ukraine’s conflict with Russia signified
not just a military assault but a symbolic strike against Ukrainian sovereignty. Whispergate
embodied Russia’s dominance in cyber warfare, sending a message to Ukraine and its
Western allies that infrastructure remains vulnerable.

Link Analysis -- Connections Between Operations

Link analysis connects Unit 29155 to other GRU units, such as Unit 74455 and APT28. This
level of coordination reflects an overarching Russian strategy where cyber reconnaissance
leads to physical action. APT28’s cyber activities often precede Unit 29155's sabotage
efforts. The Whispergate campaign provides evidence of this integration; APT28’s cyber
reconnaissance enabled Unit 29155 to conduct more targeted and destructive physical
operations. This integration creates a synergistic effect, amplifying the damage and
extending the operational reach of Russian intelligence units.

Anticipatory Analysis -- Predicting Future Operations

Analyzing current trends suggests that Unit 29155’s future operations will target elections,
infrastructure, and high-value political figures in NATO and Eastern Europe. Tensions
between Russia and the West are escalating, and Unit 29155 will likely intensify hybrid
operations in regions such as the Balkans and Baltic States. As NATO continues to expand
its influence, Unit 29155 may resort to more aggressive operations desighed to destabilize
NATO’s presence.

The U.S. v. Kalashnikov case reveals the unit’s growing interest in economic and financial
sabotage. Unit 29155 may concentrate on economic warfare, targeting financial institutions,
cryptocurrencies, and global trade networks to destabilize adversarial economies. These
operations would provide Russia with new avenues to weaken Western powers without
directly engaging in open conflict.

Unit 29155 has refined a hybrid warfare strategy combining physical sabotage and cyber
operations. The unit’s ability to create symbolic messages through lethal operations adds a
psychological dimension to their warfare tactics. By intertwining cyber and physical tactics,
Unit 29155 amplifies the impact of each attack, leaving adversaries vulnerable across
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multiple domains. Moving forward, NATO and its allies must prepare for more complex and
synchronized operations from Unit 29155. Defensive strategies will require increased
coordination between cyber and physical security agencies to counter the unit’s evolving
hybrid warfare capabilities effectively. The report covers more about trends in the table

below.
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Category

Current Pattern

Anticipated Shift

Targeting

High-value political figures critical infrastructure such as
energy grids and government networks.

Expanded focus on financial systems, including cryptocurrency
platforms, and the disruption of global trade.

Physical-Cyber

Cyber sabotage is followed by physical disruptions to disable

Enhanced coordination between cyber disinformation and

Integration security or operational systems. physical operations, linking public unrest with targeted attacks.
Methods of Precision assassinations (e.g., Novichok poisoning) and Adopting emerging technologies, including drones, Al-assisted
Lethality covert physical operations with small teams. tools, and directed-energy weapons.

Psychological Symbolic, high-profile attacks designed to intimidate Increased focus on disinformation campaigns paired with
Impact political dissidents and undermine state stability. physical actions to intensify political instability globally.

Hybrid Warfare

Covert, deniable operations involving sabotage,
assassinations, and cyberattacks to create systemic

Greater integration into economic warfare, targeting financial

Strategy . . institutions and political systems to broaden instability.
disruption.

Economic Limited activity, with indirect links to economic disruption Direct engagement in financial warfare, using cyber tools to

Sabotage through cyber sabotage of critical infrastructure. destabilize economies and weaken financial markets.

Technological
Capabilities

Malware like Whispergate and zero-day exploits can be used
to compromise critical systems.

Integrating Al-based cyber tools, autonomous systems, and more
sophisticated industrial control system attacks.

Table 2 -- Trends and Anticipated Shifts in Unit 29155 Operations
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Analysis and Future Projections

Unit 29155 has established a reputation for executing high-lethality operations that combine
covert assassinations with cyber sabotage. As geopolitical tensions intensify, their
operations are expected to expand beyond traditional targets, moving into financial systems
and exploiting the vulnerabilities of cryptocurrency platforms. This shift represents a natural
evolution in the unit’s hybrid warfare strategy, aligning with Russia’s broader goal of
undermining Western economies and democratic institutions.

The unit’s increasing reliance on cyber disinformation alongside physical sabotage reflects
a growing understanding of the psychological impact on adversarial states and their
populations. By linking public unrest with targeted physical disruptions, Unit 29155 can
cause long-term political destabilization. Integrating Al-driven cyber tools and emerging
technologies, such as drones and directed-energy weapons, suggests that their operations
will grow more precise, lethal, and harder to detect.

As economic systems become more interconnected, Unit 29155 is poised to escalate
financial sabotage, directly targeting global financial markets, cryptocurrency exchanges,
and trade networks. This evolution aligns with their current tactics of systemic disruption but
broadens their operational scope to include economic warfare as a tool for global
destabilization. Anticipating these shifts requires a comprehensive approach, integrating
financial security with traditional cyber-physical defense measures to mitigate the future
risks posed by Unit 29155’s evolving capabilities. Their adaptability and continued
integration of advanced technologies signal a heightened threat, necessitating proactive
intelligence and defense strategies across multiple domains.

Wrap Up

The far-reaching implications of Unit 29155's operations become clear. This specialized unit,
operating within the broader framework of Russian hybrid warfare, exemplifies the
intersection of cyber sabotage, physical subversion, and covert influence campaigns. Its
actions are a testament to Russia’s evolving geopolitical strategy, where traditional
boundaries between war and peace blur, and state power is projected through
unconventional means.

The scope and scale of Unit 29155’s activities highlight the growing complexity of modern
conflict. The unit operates precisely from targeted assassinations and infrastructure
sabotage to advanced cyber operations, leveraging physical and virtual domains to
destabilize adversaries. These efforts are not isolated; they are part of a larger, coordinated
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strategy designed to weaken Western alliances, undermine democratic institutions, and
shift global power dynamics in Russia's favor.

Moving forward, the international community must recognize and anticipate the capabilities
and methods employed by such covert units. Understanding the interplay between cyber
and physical sabotage, disinformation, and geopolitical maneuvering is essential for
developing effective countermeasures. As global conflicts increasingly adopt hybrid
characteristics, defending against threats like those posed by Unit 29155 will require a
multifaceted approach encompassing intelligence, cybersecurity, and international
cooperation.

Unit 29155 is a potent example of the new face of warfare—one that blends subversion with
sophisticated technological tactics to achieve strategic objectives. Comprehending and
confronting these threats, the international order can better navigate modern security
challenges' complex and rapidly changing landscape.
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Appendix A

Structured Analytic Techniques

Cyber Superiority -- Russia Advances Al in Cyber Warfare + Weakened NATO

Key Drivers --

¢ Technological advancement in Al and cyber warfare- Russia is making significant
strides in developing Al-powered cyber tools that dramatically improve offensive
capabilities. These Al tools enhance cyberattacks' precision, speed, and stealth,
making them harder to detect and neutralize.

¢ Weakening of NATO unity -- NATO faces internal discord from populism, budgetary
constraints, and divergent national interests, weakening collective defense
mechanisms and reducing the overall readiness to counter hybrid threats.

Outcome --

In the future, Unit 29155 will become the cyber arm of Russian geopolitical ambitions,
leveraging cutting-edge Al technologies to conduct sophisticated cyber operations. These
operations are entirely digital, involving the crippling of NATO member states' critical
infrastructure—from power grids and water systems to transportation networks and
financial institutions. Al-driven cyber-attacks allow for --

e Swarme-like malware that adapts in real-time, moving laterally across networks and
evading traditional cybersecurity defenses.

¢ Automated disinformation campaigns that target social media platforms, political
groups, and financial markets amplify public confusion and mistrust.

Without needing to deploy physical teams, Unit 29155 can paralyze entire nations by
launching coordinated Al-powered cyber offensives that target essential services. These
campaigns are augmented by deepfake technology undermining democratic institutions,
generating political instability in NATO countries.

The level of NATO cooperation deteriorates, with member states unable to effectively
mount a coordinated defense against the rapid onslaught of these digital campaigns. Some
nations even question the utility of remaining in NATO, leading to fractured alliances.
Economically, this scenario forces NATO countries to spend more on defensive
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technologies, draining resources and limiting their ability to counter Russian influence in

Eastern Europe.

Strategic Implications --

Cyber warfare has become the dominant strategic tool, with Unit 29155 at the
forefront of Russia's Al-led military capabilities.

NATO's weakness allows Russia to exploit political fissures in Europe, expanding its
influence without resorting to physical military interventions.

Digital dominance effectively replaces traditional espionage, with Unit 29155 using
Al to monitor, influence, and disrupt adversaries' decision-making processes.

2. Hybrid Dominance -- Continued Geopolitical Tensions + Successful Hybrid Tactics

Key Drivers --

Persistent geopolitical tension between Russia and the West -- Diplomatic and
military standoffs intensify as Russia pursues aggressive policies in Ukraine, the
Arctic, and the Balkans. The West remains committed to countering Russia but fails
to develop a unified or effective strategy.

Advances in hybrid warfare techniques -- Russia refines its hybrid warfare playbook,
combining cyber sabotage, disinformation, political manipulation, and covert
physical operations into seamless operations.

QOutcome --

In this future, Unit 29155 perfects the art of hybrid warfare, integrating cyberattacks with
covert physical sabotage to achieve geopolitical goals. Their sighature tactic degrades
global supply chains, particularly in the energy and maritime sectors. By strategically
targeting key choke points—such as pipelines, shipping lanes, and ports—Unit 29155
disrupts the global economy.

This combined cyber-physical strategy works as follows --

Cyberattacks impact logistical management systems that oversee shipping
operations, causing delays and confusion.

Simultaneously, covert sabotage teams planted in important regions—often
disguised as workers or contractors—conduct targeted destruction of
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infrastructure, such as the bombing of pipelines or the sinking of strategically
valuable vessels.

Disinformation campaigns follow, casting blame on local insurgents or rival states,
further obfuscating Russian involvement and sowing political discord.

This scenario leads to global economic instability, with the price of energy skyrocketing and
supply chains halting. Western governments struggle to pinpoint Russia's involvement, as
the combination of cyberattacks and sabotage allows Moscow to maintain plausible
deniability. Even when suspicions arise, the lack of definitive proof paralyzes international
responses, enabling Russia to operate freely under the guise of non-attribution.

Strategic Implications --

Unit 29155 is pivotal in destabilizing the global economy, leveraging hybrid warfare
techniques to manipulate global markets, undermining confidence in international
trade, and weakening Western economies.

Hybrid warfare has become the dominant mode of conflict, where traditional
military interventions are rare, but the effects of conflict are felt through economic
disruption and political fragmentation.

The West is forced into a reactive posture, constantly defending against unseen
threats, while Russia extends its influence into regions weakened by economic
instability.

3. Retreat to Domestic Focus -- Rising Internal Dissent + Economic Instability

Key Drivers --

Rising domestic dissent -- Economic hardships and political discontent in Russia
led to widespread protests. Growing opposition movements threaten the Russian
government's grip on powetr.

Economic instability -- Sanctions and falling energy prices exacerbate Russia's
financial crisis, limiting the resources available for foreign interventions.

Outcome --

Russia faces internal collapse in the future, and Unit 29155 is forced to reorient its focus
inward. As the Kremlin grapples with protests, economic stagnation, and potential
uprisings, Unit 29155 is tasked with quelling domestic threats to the regime.
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o Targeted assassinations of opposition leaders, activists, and journalists who are
rallying public support against the government.

e Surveillance and suppression of protest movements, with operatives infiltrating
opposition groups and using covert cyber tools to disrupt their organization and
communication.

¢ Physical intimidation tactics, such as orchestrating bombings or staged incidents
designed to justify crackdowns on dissent.

The unit's cyber capabilities are repurposed for domestic surveillance and control. Unit
29155 monitors social media, political messaging apps, and opposition news outlets,
deploying Al-powered cyber tools to censor, manipulate, and discredit dissenting voices.

Internationally, Russia's ability to project power diminishes, and Unit 29155's involvement
in foreign operations is scaled back significantly. The Kremlin prioritizes internal stability
over global ambitions, as the regime's survival becomes the primary concern.

Strategic Implications --

¢ Unit 29155 becomes a tool of domestic repression, targeting dissidents and
controlling internal dissent through both physical intimidation and cyber
manipulation.

e The loss of global reach reduces Russia's influence abroad, weakening its ability to
challenge NATO or shape events in Eastern Europe.

e The shift to domestic operations signals a decline in Russia's broader geopolitical
power as internal crises divert resources and attention.

4. Global Chaos -- Rapid Technological Advancements + Multipolar Conflict Zones
Key Drivers --

e Rapid advancements in Al, quantum computing, and cyber capabilities -- Russia
and its adversaries experience rapid growth in Al technologies, enhancing defensive
and offensive cyber warfare capabilities.

e Rising multipolar conflict zones -- The world enters a period of heightened conflict,
with new powers (China, India, and regional players) asserting their influence. As a
result, alliances become fragmented and unpredictable, leading to chaotic global
confrontations.

Page4 1
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Outcome --

In the future, Unit 29155 will operate in a world where global alliances are fluid and
multipolar conflict zones, making strategic objectives challenging to define. Unit 29155
thrives in this environment, exploiting the chaos to pursue opportunistic operations, often
acting as a proxy for Russia's interests in these new conflict zones.

e Covert sabotage operations in third-party conflicts -- Unit 29155 trains and supports
proxy militias, deploying its expertise in assassination, sabotage, and cyber
disruption to further Russia's interests in Africa, Latin America, and Southeast Asia.

e Cyber warfare as a service -- Unit 29155 offers its cyber expertise to non-state
actors, mercenary groups, and even other nations. These operations are performed
in exchange for political or economic favors, allowing Russia to influence global
conflicts indirectly.

e Strategic extortion -- Using Al-powered cyber tools, Unit 29155 conducts high-
profile ransomware attacks on corporations and governments, demanding political
concessions or financial rewards in exchange for ceasing the attack. These tactics
allow Russia to exert influence without direct military involvement.

The scenario increases instability worldwide, as Russia uses Unit 29155 to maintain a
flexible presence in crucial conflict zones. The unpredictability of alliances and the
widespread use of cyberattacks make the global security environment far more volatile.

Strategic Implications --

e Unit 29155 evolves into an independent actor, capable of operating beyond
traditional state boundaries and alliances.

e Cyber and physical extortion become core components of Russia's hybrid warfare,
allowing it to extract economic and political gains without confrontation.

e The breakdown of global alliances creates new opportunities for Russia to exert
influence, with Unit 29155 acting as a force multiplier in these complex geopolitical
landscapes.

These alternative futures for Unit 29155 reflect the unit's adaptability and central role in
Russia's hybrid warfare strategy. Whether focused on cyber superiority, hybrid dominance,
or domestic control, Unit 29155 will remain a critical instrument of Russian power
projection. The scenarios illustrate the unit's potential to leverage technological
advancements and geopolitical instability to achieve Moscow's strategic goals. The future
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will be determined by the intersection of Russia's internal stability, its technological
capabilities, and the evolving global order. Each of these futures offers insights into the
next strategic moves of this highly secretive and formidable unit.
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Quadrant Crunching Analysis for Unit 29155

Quadrant crunching allows for a detailed examination of the potential operational focus of
Unit 29155 based on two critical dimensions -- the likelihood of escalation (whether Unit

29155 increases the scope and intensity of its operations) and the focus on cyber or

physical tactics (which operational domain Unit 29155 prioritizes). We break down the
factors into four distinct quadrants, gaining a clearer understanding of how Unit 29155 may

shift its tactics in response to changing geopolitical circumstances.

This expanded analysis provides deeper insights into the drivers behind each scenario, key
indicators to monitor, and the strategic consequences for global security. Each quadrant
will also examine trigger events that could cause a shift in Unit 29155's ap proach and the

implications for Western defense strategies.

Quadrant 1 -- Cyber Focus + Escalation Likely

Scenario -- Massive cyberattacks weaken Western financial markets and critical
infrastructure.

Key Drivers --

Geopolitical tension escalates -- Russia faces heightened economic sanctions,
NATO expansion, and increasing military presence near Russian borders.

Advancements in Al and cyber technologies -- Russia significantly improves its
offensive cyber capabilities, allowing for precision attacks on financial systems and
critical infrastructure (energy grids, telecommunications, etc.).

Strategic aim to undermine Western economies -- The Kremlin sees economic
warfare as a way to weaken the West without engaging in direct military
confrontation.

Operations in Focus --

Large-scale ransomware or malware attacks -- Unit 29155 could deploy highly
sophisticated Al-powered malware or ransomware to paralyze Western financial
institutions, corporations, or government agencies.

Financial market disruption -- The attacks would focus on stock exchanges, banking
systems, and payment processing networks, causing widespread economic
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disruption and panic. These operations could involve data destruction, theft,
ransom demands, or financial extortion.

e Cyber espionage -- The unit may also focus on cyber intrusions targeting critical
government data and military communications, further eroding Western defense
capabilities.

Trigger Events --

e Further NATO expansion -- Triggered by Finland's or Sweden's NATO membership,
further intensifying Moscow's perception of encirclement.

e Severe economic sanctions -- If the West tightens sanctions on Russian energy
exports or financial systems, Moscow may retaliate with cyberattacks designed to
disrupt Western economies.

Key Indicators --

e Increased cyber activity targeting Western financial sectors, mainly through banking
malware or advanced persistent threats (APTs) aimed at stock exchanges.

e Reports of data breaches and ransomware demands from Western multinational
corporations and critical infrastructure sectors.

Strategic Consequences --

This scenario would represent a new frontier in economic warfare. A successful large-scale
cyber offensive would weaken NATO countries' ability to respond to geopolitical crises by
negatively impacting their financial infrastructure. The psychological and political
consequences of such a widespread attack would be significant, as populations would
lose trust in their government's ability to protect economic stability. The West may face
domestic political unrest as well as long-term economic fallout.

Quadrant 2 -- Physical Focus + Escalation Likely

Scenario -- Increased physical sabotage, targeted assassinations, and infrastructure
attacks to disrupt global supply chains and NATO operations.

Key Drivers --

¢ Heightened military activity in Eastern Europe -- As tensions rise between Russia
and NATO in conflict zones such as Ukraine or the Baltics, Unit 29155 is tasked with
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sabotaging critical supply routes, undermining NATO's military logistics, and
targeting political or military figures.

Desire to maintain plausible deniability -- Physical operations allow Moscow to
operate without directly provoking NATO into a military confrontation, as
cyberattacks may leave clear evidence of Russian involvement.

Operations in Focus --

Sabotage of infrastructure -- Unit 29155 could sabotage pipelines, railways, and
shipping ports, particularly those that NATO relies on for military logistics. Such
sabotage would disrupt supply chains vital to NATO operations in Eastern Europe or
the Mediterranean.

Targeted assassinations -- Unit 29155 may continue its use of assassinations to
eliminate political leaders, military officials, or dissidents in Eastern Europe or
within NATO member states.

Hybrid physical operations -- The focus would shift toward bombings, train
derailments, and the disruption of energy infrastructure, creating chaos within
NATO's operational capacity.

Trigger Events --

Full-scale escalation of the Ukraine conflict -- Russian military losses could drive
the Kremlin to use Unit 29155 to sabotage NATO supply chains in neighboring
countries, including Poland, Romania, or the Baltic States.

Increased Western military aid to Ukraine -- If NATO continues supplying advanced
weaponry to Ukraine, Russia may retaliate by sabotaging supply routes or targeting
high-level military figures within Ukraine or neighboring NATO states.

Key Indicators --

Sabotage of critical infrastructure in NATO-aligned countries (such as unexplained
explosions along gas pipelines or train derailments).

Reports of mysterious deaths of political or military figures with known anti-Russian
stances in Eastern Europe or beyond.

Strategic Consequences --

Physical sabotage would lead to severe operational disruptions for NATO and its allies. The

destruction of infrastructure would delay military mobilization and supply chains, making it

Copyright 2024 Treadstone 71

Page46



@

difficult for NATO to mount a swift and coordinated response to Russian aggression. The

fear of assassinations would also create internal instability, as governments would become

more focused on internal security rather than external threats, giving Russia a strategic

advantage in prolonged conflicts.

Quadrant 3 -- Cyber Focus + Escalation Unlikely

Scenario -- Targeted assassinations are combined with disinformation and cyber

campaigns to manipulate public opinion in NATO countries, but the overall scale of cyber

operations remains limited.

Key Drivers --

A desire for limited confrontation -- Moscow opts for more restrained tactics,
focusing on covert influence operations rather than large-scale cyberattacks that
could provoke severe retaliation.

Favorable geopolitical environment -- Russia may benefit from geopolitical
distractions (e.g., U.S.-China tensions or domestic political crises in NATO
countries), allowing it to operate below the provocation threshold.

Operations in Focus --

Assassinations -- High-value targets, such as prominent opposition leaders,
investigative journalists, or military figures, are assassinated to destabilize NATO's
political cohesion or demoralize NATO's allies.

Disinformation and propaganda -- Unit 29155 coordinates with cyber units like
APT28 to launch disinformation campaigns to influence elections, spread false
narratives, or discredit NATO leaders.

Low-level cyber intrusions -- Cyberattacks remain small in scale, targeting local
governmental systems, election infrastructures, or media outlets to subtly shift
public perception without causing a major escalation.

Trigger Events --

Domestic political crises in the West -- Unit 29155 may capitalize on election cycles
in NATO countries or internal political unrest by launching assassinations or cyber
campaigns designed to deepen divisions.
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¢ Failed diplomatic negotiations -- If peace talks between NATO and Russia falter,
Moscow could order limited operations to exert covert pressure on Western
negotiators.

Key Indicators --

o Targeted assassinations of high-profile figures advocating for increased NATO
presence or anti-Russian policies.

¢ Disinformation surges around critical political events, especially elections in key
NATO countries (e.g., spreading false claims about NATO's involvement in the
Ukraine conflict).

Strategic Consequences --

This scenario creates political confusion and mistrust within NATO countries, leading to
fractured alliances. By avoiding full-scale cyber operations, Russia can maintain a lower
profile while still shaping political outcomes in its favor. The assassinations, though
restrained in number, would have a psychological impact, making key political figures feel
vulnerable and afraid of publicly opposing Russian policies. This approach allows Moscow
to pursue its objectives without risking a full-scale cyber retaliation from NATO.

Quadrant 4 -- Physical Focus + Escalation Unlikely

Scenario -- Combined cyber-physical operations continue in Ukraine and Eastern Europe,
focusing on disrupting military logistics and infrastructure while avoiding NATO
provocation.

Key Drivers --

e Focus on Ukraine and regional conflicts -- Russia seeks to achieve regional
objectives without triggering a broader confrontation with NATO. The focus remains
on undermining Ukrainian military efforts and delaying NATO reinforcements to
Ukraine.

¢ Economic constraints -- Moscow faces financial challenges, making large-scale
operations too costly. Instead, the Kremlin opts for targeted operations that are
cheaper but still disruptive.

Operations in Focus --
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¢ Cyber-physical hybrid attacks -- Unit 29155 engages in limited hybrid operations,
combining cyber intrusions that disrupt Ukrainian military logistics systems and
sabotage key supply routes, such as bridges, railways, and airports.

e Denial of logistics to NATO -- Russia prioritizes disrupting military reinforcements
flowing into Ukraine or neighboring states by targeting energy supplies or destroying
infrastructure in strategic border zones.

e Smaller-scale covert operations include bombings or small sabotage missions
targeting military equipment depots or fuel lines.

Trigger Events --

e Continued military stalemate in Ukraine -- If Russia fails to make significant military
gains in Ukraine, Unit 29155 may be tasked with degrading NATO's logistical
capacity to extend the conflict and exhaust Western resources.

¢ Limited NATO involvement -- Should NATO avoid direct military intervention,
Moscow will perceive an opportunity to escalate hybrid warfare without risking a
complete NATO response.

Key Indicators --

e Reports of cyber intrusions targeting military logistics systems in Ukraine or
neighboring countries.

e Unexplained transportation and energy infrastructure sabotage, particularly bridges
and railways used by NATO forces for supply chains.

Strategic Consequences --

Although escalation is avoided, this scenario results in a prolonged war of attrition, where
both Russia and NATO are locked in a low-level conflict over Ukraine. Unit 29155's ability to
disrupt military logistics would slow down NATO reinforcements and supply lines, putting
Ukraine's defense forces at a significant disadvantage. NATO, in turn, would have to
allocate more resources toward defensive operations, draining its overall military readiness
and leading to a stalemate that favors Moscow's long-term strategy.

A Framework for Monitoring Unit 29155's Operational Shifts

This quadrant analysis highlights the operational flexibility of Unit 29155, with the ability to
shift between cyber and physical tactics depending on the level of geopolitical escalation
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and Moscow's strategic objectives. By monitoring the key drivers and trigger events in each
quadrant, Western intelligence agencies can anticipate potential shifts in Unit 29155's
tactics and devise more proactive defense strategies. Whether the unit escalates its cyber
capabilities to target Western financial systems or focuses on low-level sabotage in
Ukraine, the consequences for global security will be profound, demanding a coordinated
international response.

Foresight Quadrant Crunching for Unit 29155

The advanced foresight quadrant crunching analysis explores multiple key drivers
influencing Unit 29155's decision-making and operational methods. The approach
introduces strategic nuances beyond the traditional cyber-physical spectrum, such as the
unit's risk tolerance, regional dynamics, technological advancements, and global
economic conditions. The analysis highlights low-probability, high-impact scenarios that
expose vulnerabilities in global systems and could allow Russia to manipulate international
outcomes without overt conflict.

Drivers for Analysis --

1. Cyber Attribution Risk -- The ability of adversaries to attribute cyberattacks directly
to Russia and Unit 29155, affecting their operational security.

2. Regional Instability -- Regional tensions, particularly in Eastern Europe, the Baltics,
and Ukraine, could compel escalated operations.

3. Technological Innovation -- Advancements in Al, quantum computing, and cyber
tools impact the scope and sophistication of Unit 29155's hybrid warfare
capabilities.

4. Economic Pressures -- Russia's internal economic challenges, such as sanctions,
resource scarcity, or oil market volatility, may drive operational shifts toward
economic warfare.

5. Strategic Importance -- Varying levels of strategic importance tied to different
regional theaters (Ukraine, NATO, or even domestic operations), driving changes in
target prioritization.

Quadrant 1 -- High Attribution Risk + Increased Geopolitical Instability
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Scenario -- Physical sabotage and asymmetric tactics become Unit 29155's priority as

cyber operations face a heightened risk of attribution.

Key Dynamics --

Increased cyber attribution risk -- As the international community enhances its
forensic and cyber attribution capabilities, Russia becomes wary of high-profile
cyberattacks, fearing economic retaliation and escalation. NATO's improvement in
identifying state-sponsored cyber threats adds a layer of deterrence to Russian
cyber aggression.

Regional instability continues to escalate -- Ongoing conflict in Ukraine and rising
tensions in the Baltic States compel Moscow to seek alternatives that can
destabilize adversaries without triggering direct military confrontation.

Operational Focus --

Physical sabotage and low-intensity covert operations -- Unit 29155 will favor covert
physical operations, such as targeted infrastructure destruction or supply chain
sabotage across Eastern Europe and the Baltics, using local proxies and covert
operatives to destroy or disrupt NATO logistics, energy pipelines, or transport routes.

Political assassinations and destabilization -- High-profile political assassinations,
possibly targeting key NATO officials, pro-Western politicians, or Ukrainian military
leaders, will create strategic vacuums and confusion. Operations would rely on
deniable methods such as poisoning (reminiscent of the Skripal incident) or
discreet bombings.

Orchestrating civil unrest -- Exploiting ethnic and political divisions in Eastern
European countries, Unit 29155 may engage in psychological warfare by stoking
local protests or armed uprisings. These could be orchestrated through cyber-
enabled disinformation campaigns combined with covert actions that destabilize
governments from within.

Low-Probability, High-Impact Scenario --

Simultaneous energy infrastructure sabotage -- Multiple energy pipelines, including
those critical to Europe's gas supply, are sabotaged during a frigid winter, crippling
energy distribution across Europe. Using operatives embedded along the pipeline
routes, Unit 29155 ensures the disruptions appear as isolated technical failures,
avoiding immediate attribution to Russia.
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Strategic Consequences --

Energy shortages force Europe into an economic crisis, exacerbating internal
political divisions and stoking public dissatisfaction with NATO's involvement in
Eastern Europe. The lack of clear attribution gives Moscow plausible deniability
while weakening Europe's political resolve.

NATO forces are stretched thin, dealing with internal infrastructure protection and
logistical crises, slowing their ability to support Ukraine and other threatened
regions.

Quadrant 2 -- Low Attribution Risk + Increased Geopolitical Instability

Scenario -- Unit 29155 capitalizes on low attribution risk by escalating hybrid warfare,
integrating cyber and physical operations to destabilize NATO and disrupt global markets.

Key Dynamics --

Low attribution risk -- Russia retains advanced Al-driven cyber tools, deepfake
technologies, and zero-day exploits that allow it to conduct large-scale cyberattacks
with little risk of attribution. Sophisticated false flag tactics further obscure Russian
involvement, increasing the unit's operational freedom.

Growing instability in Eastern Europe -- With tensions in Ukraine escalating and
NATO providing military support, Moscow directs Unit 29155 to target both military
infrastructure and global financial systems, blending cyber and physical tactics.

Operational Focus --

Synchronized cyber-physical attacks -- Unit 29155 coordinates cyberattacks on
military communications systems by physically sabotaging key logistics nodes,
such as railways, airports, and energy terminals. This hybrid approach creates
maximum disruption, crippling NATO's ability to deploy forces efficiently.

Financial warfare and market manipulation -- Al-powered cyberattacks target global
stock exchanges and financial institutions, aiming to cause panic and market
instability. Coordinated physical attacks on energy infrastructure—such as
refineries or gas pipelines—trigger spikes in energy prices, creating cascading
effects on the global economy.
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Undermining NATQO's cohesion -- Using cyber-enabled disinformation campaigns,
Unit 29155 targets public opinion in NATO countries, fostering political division and
anti-war sentiment, including cyber-operations that leak sensitive NATO intelligence
or fabricate internal disagreements between NATO leaders.

Low-Probability, High-Impact Scenario --

Global financial collapse triggered by coordinated cyber-physical warfare -- A
massive cyberattack on the London Stock Exchange or New York Stock Exchange
coincides with physical sabotage of energy pipelines across Europe. These attacks
trigger a global market collapse, exacerbating economic strains due to post-
pandemic recovery efforts.

Strategic Consequences --

Global economic disruption places NATO countries on the defensive, with
governments focusing on internal stabilization rather than collective security,
allowing Russia to advance its regional interests in Ukraine and Eastern Europe
while keeping NATO politically divided.

Public trust in NATO erodes as disinformation campaigns magnify internal
disagreements over how to manage the economic crisis and Russian aggression,
leading to potential fractures within the alliance.

Quadrant 3 -- High Attribution Risk + Decreasing Geopolitical Instability

Scenario -- Unit 29155 is constrained by the growing risk of attribution and reduced global
instability, focusing on low-level cyber operations and covert political influence.

Key Dynamics --

High cyber attribution risk -- The international community, led by NATO and the US,
successfully improves cyber defense and attribution technologies, making it
increasingly risky for Russia to execute significant cyber operations without facing
immediate backlash.

Geopolitical tensions decrease -- Diplomatic breakthroughs between NATO and
Russia, perhaps driven by peace talks over Ukraine or economic deals, lead to a
temporary de-escalation of military conflict in the region.

Operational Focus --
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Low-level cyber espionage -- Unit 29155 pivots to cyber espionage rather than overt
attacks, focusing on covert data exfiltration from NATO and EU institutions. Cyber
tools will steal sensitive data on NATO's strategic planning, military capabilities, or
economic agreements without triggering apparent alarms.

Political subversion and infiltration -- Unit 29155 engages in political influence
operations, infiltrating key political parties or media outlets in NATO countries to
sow discord and manipulate public opinion. These operations exploit domestic
issues, such as populist movements or anti-EU sentiment.

Proxy operations through third parties -- Unit 29155 increasingly relies on non-state
actors, such as private military contractors or local insurgent groups, to physically
sabotage Eastern Europe, creating further distance between Moscow and the
operational footprint.

Low-Probability, High-Impact Scenario --

Covert political coup -- In a low-attribution risk environment, Unit 29155 supports a
covert coup attempt in a NATO-aligned country, possibly Bulgaria or Hungary, where
political divisions are already profound. The coup is framed as a populist uprising,
obscuring Russian influence through proxy actors and local insurgents.

Strategic Consequences --

Low-level political manipulation allows Moscow to weaken NATO's cohesion
without risking confrontation. By avoiding high-profile cyberattacks or
assassinations, Russia can keep tensions low while undermining internal stability in
NATO member states.

Covert operations through third-party proxies ensure deniability while advancing
Russian strategic interests in Eastern Europe. Infiltration of political parties and
media further tilts public opinion in Russia's favor, leading to a growing pro-Russian
bloc within the EU and NATO.

Quadrant 4 -- Low Attribution Risk + Decreasing Geopolitical Instability

Scenario -- Unit 29155 uses advanced cyber capabilities to weaken NATO's technological
infrastructure, while physical operations focus on strategic intelligence gatheringin a

relatively stable geopolitical environment.
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Key Dynamics --

Low attribution risk -- Despite improving international cyber attribution methods,
Russia successfully masks its cyberattack involvement through false flags, proxy
hacker groups, and Al-generated attribution obfuscation tools.

Geopolitical tensions de-escalate -- Reduced military conflict in Ukraine, perhaps
due to a ceasefire or diplomatic solution, decreases the immediate need for large-
scale military or hybrid operations. However, Russia seeks to maintain a strategic
advantage by focusing on long-term cyber disruption.

Operational Focus --

Cyber-enabled intelligence collection -- Unit 29155 uses sophisticated cyber
espionage to collect intelligence on NATO military R&D, communications
infrastructure, and space-based assets (such as GPS and satellite systems). The
unit intends to undermine NATO's technological edge without triggering overt
conflict while focusing on long-term espionage.

Covert intelligence gathering -- Physical operations would be restricted to human
intelligence (HUMINT) activities, such as embedding covert operatives in NATO
command structures or defense contractors. These operatives will collect
intelligence on military capabilities, research breakthroughs, and critical
vulnerabilities.

Cyber infrastructure disruption -- Unit 29155 may launch low-level cyberattacks
against NATO's logistics management systems, military communications, or
intelligence-sharing networks to degrade technological reliability while remaining
below the retaliation threshold.

Low-Probability, High-Impact Scenario --

Global space infrastructure attack -- Using a combination of cyberattacks and
covert physical sabotage, Unit 29155 targets Western satellite infrastructure,
disrupting GPS and communications systems globally, degrading NATO's command
and control networks, and disrupting global navigation for military and civilian uses,
causing widespread economic disruption and operational paralysis.

Strategic Consequences --

Technological erosion of NATO's capabilities places Russia in a stronger position to
negotiate favorable terms in diplomatic or military standoffs. The long-term
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degradation of NATO's communications and intelligence networks will slow its
response time in future crises.

¢ Global space infrastructure vulnerability could spark a new era of space-based
conflicts, with Russia potentially holding a first-strike advantage to dominate space
warfare capabilities.

A Strategic Map for Anticipating Unit 29155's Future Tactics

By expanding the foresight quadrant approach with additional drivers of operational choice,
this analysis uncovers a wide range of potential scenarios for Unit 29155, highlighting both
low probability, high-impact events, and likely operational shifts based on geopolitical and
technological factors. This more advanced model reveals that Unit 29155 is adept at
flexibly adjusting its operations to suit evolving conditions, with a capacity to blend covert
physical operations and cyber warfare to achieve maximum strategic advantage.
Recognizing the trigger points and indicators within each quadrant allows for anticipatory
responses that could mitigate the unit's most destabilizing actions.

Cone of Plausibility for Unit 29155

The cone of plausibility is a forecasting method that outlines a spectrum of plausible
futures, reflecting the uncertainties and drivers that will shape Unit 29155's future
operations. Examining various influencing factors, such as economic sanctions, military
tensions, and technological advancements, helps explore mainline scenarios within the
cone's core and more extreme outlier scenarios at the fringes. Each scenario in the cone is
anchored in the core trends of Unit 29155's operations—physical sabotage, cyber warfare,
and hybrid tactics—but expanded by geopolitical, technological, and economic variations.

In this enhanced analysis, we move beyond a simple binary of aggressive escalation and
retrenchment to encompass a wider array of complex dynamics. The forecast reveals the
interaction between external pressures (like global alliances, internal Russian stability, and
technological evolution) and Unit 29155's operational adaptability, creating a more
comprehensive map of plausible futures.

Key Drivers Shaping the Cone of Plausibility --

1. Economic Sanctions -- The scale and severity of Western-imposed sanctions on
Russia and the resulting impacts on Russia's internal stability and military funding.
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Military Tensions -- Escalating or de-escalating tensions between Russia and NATO,
particularly in Eastern Europe, the Baltics, and Ukraine.

Technological Advancements -- Breakthroughs in Al, quantum computing, cyber
defense technologies, and Russia's integration of these tools into offensive and
defensive operations.

Internal Russian Stability -- The balance between internal dissent, economic
challenges, and the Kremlin's control over domestic opposition can dictate whether
Unit 29155 is focused externally or domestically.

Mainline Scenario -- Balanced Cyber and Physical Sabotage

At the core of the cone of plausibility is the mainline scenario, where Unit 29155 continues

to engage in a balanced mix of cyberattacks and physical sabotage, reflecting the current

status quo. External pressures remain consistent with today's dynamics—military tensions
with NATO, moderate economic sanctions, and technological advancements that enhance

cyber and physical capabilities.

Operational Focus --

Hybrid Warfare Tactics -- Unit 29155 employs synchronized cyber-physical
operations to destabilize NATO-aligned states in Eastern Europe and Ukraine.
Cyberattacks target infrastructure and military logistics, while covert physical
operations involve sabotage of essential supply routes, fuel depots, and energy
infrastructure.

Localized Cyber Disruptions -- Small-scale cyberattacks, such as ransomware and
data breaches, occur periodically, disrupting Western financial systems without
triggering a full-scale response. These operations remain below the threshold of
overt retaliation, maintaining plausible deniability.

Political Influence and Disinformation -- The unit coordinates with Russian
intelligence to manipulate public opinion through cyber-enabled disinformation
campaigns, primarily focusing on electoral interference and destabilizing
democratic processes in targeted nations.

Strategic Consequences --
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Sustained Tensions in Eastern Europe -- While not triggering direct conflict, Unit
29155's operations continue to erode NATO's cohesion, forcing the alliance to divert
resources to defensive operations and infrastructure protection.

Economic and Political Disruption -- Western economies remain resilient but face
periodic disruptions that increase the cost of cyber defense, affecting public
confidence in government stability.

Early Warning Indicators --

Increased cyberattacks targeting critical NATO infrastructure but with limited
attribution.

Localized physical sabotage in the Baltics and Ukraine, mainly targeting energy
supplies and military logistics.

Aggressive Escalation -- Major Cyberattacks on Global Financial Systems

Extreme Scenario 1 represents an aggressive escalation, where Unit 29155 leverages its
capabilities to carry out large-scale cyberattacks on global financial systems. In this
scenario, Russia seeks to cripple the West economically, utilizing advanced cyber tools to
wreak havoc on international markets.

Key Dynamics --

Heightened geopolitical tensions -- With renewed economic sanctions, NATO's
increased military presence in Eastern Europe pushes Russia to adopt more
aggressive hybrid tactics. The Kremlin perceives itself as cornered, leading to a
decision to escalate operations in a high-risk, high-reward strategy.

Technological breakthroughs -- Russia develops quantum computing capabilities to
bypass advanced Western cyber defenses, allowing Unit 29155 to launch
undetectable cyberattacks against major financial institutions.

Operational Focus --

Massive financial sector cyberattacks -- Unit 29155 deploys Al-driven cyber
weapons targeting the New York Stock Exchange, London Stock Exchange, and
global banking systems. These attacks result in frozen transactions, wiped records,
and trillions in financial losses, causing global economic chaos.
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¢ Coordinated physical sabotage -- Unit 29155 conducts physical sabotage
operations targeting energy pipelines and critical ports in Europe and the Middle
East, driving up oil and gas prices and exacerbating the economic crisis triggered by
the cyberattacks.

e Cyber-enabled extortion -- Using ransomware and data theft, Unit 29155 extorts
Western governments and multinational corporations, demanding political
concessions or financial payoffs.

Strategic Consequences --

¢ Global financial collapse -- The destruction of financial markets causes a worldwide
recession, with Western economies collapsing under the pressure of frozen assets,
lost capital, and destroyed infrastructure, diminishing NATO's ability to mobilize and
project power.

e Diplomatic paralysis -- With global markets in disarray, Western governments are
focused on domestic recovery, reducing their ability to respond to Russian
aggression in Eastern Europe and other theaters.

Early Warning Indicators --

¢ Reports of increased cyber intrusions into major financial institutions, followed by
small-scale test attacks on secondary markets.

e Intelligence reports show Russian investment in quantum computing and Al -
enabled malware development.

Retrenchment -- Focus on Domestic Security and Control

Extreme Scenario 2 sees Unit 29155 forced into retrenchment, where external operations
are scaled back significantly due to severe economic sanctions and internal instability
within Russia. This scenario envisions a more isolated Russia where the government turns
inward, deploying Unit 29155 to control domestic dissent and secure the regime.

Key Dynamics --

e Economic sanctions help diminish Russia's external power -- Stringent sanctions on
Russian energy exports and financial sectors severely limit the Kremlin's ability to
fund external military or intelligence operations, forcing Moscow to focus resources
on internal stability.
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¢ Rising domestic unrest -- Increasing dissatisfaction among the Russian population,
driven by economic hardship, leads to widespread anti-government protests and
potential uprisings.

Operational Focus --

¢ Internal repression and surveillance -- Unit 29155 is tasked with suppressing
internal dissent, focusing on targeted assassinations of opposition leaders,
journalists, and anti-Kremlin activists. They also orchestrate the disappearances of
protest organizers and prominent critics of the regime.

e Cyber-enabled domestic control -- Unit 29155 deploys its cyber capabilities to
monitor and suppress internal communications, utilizing Al-powered surveillance
tools to track political opposition. These cyber tools also censor social media
platforms and manipulate public discourse to maintain Kremlin propaganda.

e Limited external operations -- While the unit primarily focuses on domestic stability,
small-scale operations continue in border regions like Ukraine, though these are
limited to disinformation campaigns and low-intensity sabotage designed to
maintain regional influence.

Strategic Consequences --

e Decline of Russia's external power projection -- With Unit 29155 primarily focused
on domestic control, Russia's influence in Eastern Europe and global geopolitical
affairs diminishes significantly, allowing NATO to consolidate its position in Ukraine
and the Baltics.

e Increased internal repression -- As Unit 29155 targets domestic threats, the
Kremlin's grip on power tightens, but at the cost of rising domestic instability,
leading to a protracted civil conflict if repression tactics fail to suppress dissent
entirely.

Early Warning Indicators --

e Intelligence reports show increased internal deployments of Unit 29155 personnel
and a significant decrease in external operations.

¢ Rising levels of domestic protests in major Russian cities and reports of targeted
assassinations of opposition leaders or activists.
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Intermediate Scenario 1 -- Gradual Cyber Dominance

In this scenario, Unit 29155 takes advantage of moderate geopolitical instability to
gradually expand its cyber operations without resorting to large-scale physical sabotage.
While avoiding escalation, the unit incrementally degrades Western capabilities by
focusing on cyber-enabled intelligence gathering, espionage, and targeted sabotage.

Key Dynamics --

Moderate technological advancements -- Russia develops advanced cyber
capabilities (e.g., Al-driven espionage tools) but lacks the resources for total

quantum dominance.

Ongoing but moderate tensions with NATO -- Tensions in Eastern Europe simmer but
do not escalate into open conflict, allowing Russia to continue hybrid warfare
without provoking full-scale NATO retaliation.

Operational Focus --

Intelligence-driven cyber intrusions -- Unit 29155 focuses on covert cyber
espionage, targeting Western defense contractors, military R&D, and
communications infrastructure to gather intelligence and identify vulnerabilities.

Strategic cyber sabotage -- Small-scale cyberattacks target NATO logistics systems,
satellites, and energy grids, causing intermittent disruptions without triggering a
complete response.

Covert influence operations -- Unit 29155 combines cyber-enabled disinformation
with political manipulation to shape public opinion in NATO countries, fostering
anti-government sentiment and disrupting elections.

Strategic Consequences --

Technological erosion -- Over time, Russia's cyber dominance degrades NATO's
technological edge, forcing the alliance to spend more on cyber defense and
limiting its ability to project power globally.

Slow destabilization of NATO -- Russia weakens NATO from within by avoiding overt
confrontation through cyber espionage and disinformation campaigns, creating
political fractures that undermine the alliance's unity.

Early Warning Indicators --
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Rising reports of cyber intrusions targeting Western military R&D and defense

contractors, particularly in Al and quantum computing sectors.

Intermediate Scenario 2 -- Tactical Physical Escalation with Cyber Backup

This scenario envisions Unit 29155 combining targeted physical sabotage with low-level
cyber disruptions, focusing on military and civilian infrastructure in NATO-aligned regions.
Physical operations play a more significant role here, though they are backed by
cyberattacks that enable or enhance sabotage efforts.

Key Dynamics --

Localized military tensions -- Russia sees an opportunity to expand its influence in
Eastern Europe without triggering a NATO response. NATO remains focused on other
global priorities, allowing regional escalation.

Technological advancements focused on hybrid warfare -- Russia improves its
ability to synchronize cyberattacks with physical operations, using cyber intrusions
to disable defenses or surveillance systems ahead of covert physical attacks.

Operational Focus --

Tactical, physical sabotage -- Unit 29155 targets bridges, railways, and energy
pipelines essential to NATO's logistics and military operations in Ukraine and the
Baltic States.

Cyber prelude to physical operations -- Cyberattacks disable security systems or
disrupt communications before physical sabotage, ensuring successful operations
with minimal detection.

Covert political influence -- Disinformation campaigns sow political chaos in
Eastern European countries, reducing their ability to coordinate with NATO during
crises.

Strategic Consequences --

Disrupted NATO operations -- Physical attacks and cyber disruptions delay NATO's
ability to reinforce its presence in Eastern Europe, giving Russia a strategic
advantage.

Increased political instability in targeted countries, as disinformation campaigns
fuel public distrust of NATO's ability to protect member states.
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e Coordinated cyber-physical attacks in NATO-aligned regions, with reports of

Early Warning Indicators --

infrastructure sabotage following cyber disruptions of local security systems.

Expanded Cone of Plausibility

The expanded cone of plausibility for Unit 29155 reveals a diverse range of futures shaped
by economic pressures, military tensions, and technological advancements. The possible
trajectories highlight the unit's adaptability and strategic flexibility, from aggressive cyber
escalation targeting global financial markets to domestic retrenchment focused on internal
control. Monitoring early warning indicators for each scenario will be critical for
anticipating Unit 29155's next moves and preparing appropriate countermeasures across
the spectrum of hybrid warfare.

Multiple Scenarios Generation for Unit 29155 -- Deep Analytical Forecasting

Multiple Scenarios Generation provides a deeper, more complex set of potential futures for
Unit 29155 based on a broader range of drivers. Economic instability, NATO expansion,
cyber escalation, and internal dissent create distinct strategic contexts in which Unit 29155
can adapt its tactics and operations. Examining how these interact, we uncover critical
decision points, emerging trends, and key vulnerabilities in Unit 29155's operational
landscape.

In this enhanced analysis, we explore scenarios beyond previously discussed, each
reflecting a different permutation of geopolitical, economic, and technological forces.
Each scenario emphasizes Unit 29155's agility in hybrid warfare and its ability to adjust
tactics while exploiting regional and global opportunities.

Drivers for Scenario Generation --

1. Economic Instability -- Russia's financial situation is shaped by global sanctions, oil
market fluctuations, and internal mismanagement, directly impacting its military
and covert operational budgets.

2. NATO Expansion -- The ongoing enlargement of NATO, particularly in Eastern
Europe, increases direct military tension between Russia and Western allies.
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3. Cyber Escalation -- The rapid evolution of cyber warfare capabilities, including Al -
driven malware, quantum technologies, and the increasing likelihood of cyber
retaliation from Western nations.

4. Internal Dissent -- Rising dissatisfaction within Russia due to economic hardship,
political repression, or corruption may influence the Kremlin's decision-making and
Unit 29155's operational priorities.

Scenario 1 -- NATO Cyber Blitzkrieg
Key Dynamics --

e NATO cyber capabilities surge -- NATO, led by the US and UK, significantly improves
its offensive cyber capabilities, bolstered by advances in Al and quantum
cryptography. These advances allow for rapid detection and attribution of Russian
cyberattacks, reducing Unit 29155's ability to conduct undetected operations.

o Escalation of Russian cyberattacks on NATO infrastructure -- Unit 29155 escalates
its cyberattacks on European energy grids, telecommunications, and military
logistics, such as data corruption, ransomware on critical supply chain operators,
and infrastructure sabotage through cyber means.

Scenario Description --

Following a sustained Russian cyber campaign that disables power grids and
communication systems in Eastern Europe, NATO responds with a coordinated cyber
blitzkrieg. NATO's offensive targets key Russian critical infrastructure, including
telecommunications, government networks, and military command systems. Quantum
computing advancements and Al tools allow for real-time hacking of Russian systems,
paralyzing the GRU's cyber capabilities.

Unit 29155, initially overwhelmed by the cyber retaliation, is forced to shift tactics --

¢ Transition to physical sabotage -- With Russian cyber capabilities degraded, Unit
29155 reverts to traditional sabotage tactics, targeting key NATO supply chains,
including oil pipelines, railroads, and military depots. The goal is to cause logistical
chaos while diverting attention from Russia's weakened cyber infrastructure.

e Increasedreliance on disinformation -- Unit 29155 increases its disinformation
efforts, using social media to mislead NATO countries about the nature of the
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conflict, framing cyberattacks as the work of third-party actors or local insurgents,
thereby reducing blame on Moscow.

Strategic Consequences --

¢ NATO's cyber dominance shifts the conflict landscape, giving Western allies a
strategic advantage in both military and covert domains. Russia is forced into a
defensive posture, degrading its hybrid warfare capabilities.

¢ Unit 29155's shift to physical sabotage prolongs the conflict but at a much higher
economic and political cost to Russia, as the need to engage in kinetic sabotage
drains financial resources.

Key Indicators --

e Sudden decline in Russian cyberattacks, coupled with an increase in physical
sabotage incidents targeting NATO countries' infrastructure.

¢ Increased propaganda aimed at creating public confusion around the attribution of
cyberattacks, with Russia trying to avoid direct blame.

Scenario 2 -- Proxy Hybrid Warfare
Key Dynamics --

e Economic pressures force a shift to proxies -- Severe sanctions and a prolonged
economic downturn in Russia force the Kremlin to reduce direct engagement by
state actors. As a result, Unit 29155 increasingly relies on proxy actors to execute
covert operations.

¢ NATO expands into former Soviet territories -- With Finland, Sweden, and potentially
Ukraine joining NATO, Russia looks to avoid confrontation while still undermining
NATO influence through indirect means.

Scenario Description --

In response to NATO's continued expansion and Russia's economic constraints, Unit 29155
shifts from direct operations to proxy warfare. The unit cultivates non-state actors,
including mercenaries, paramilitary groups, and local insurgents, to conduct sabotage,
assassinations, and cyber disruption on NATO soil. These groups are funded covertly by the
Russian state but operate under the guise of independent militias or criminal organizations.
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Cyber-capable proxies -- Unit 29155 supplies cyber tools and malware to proxy
actors, allowing them to conduct low-level cyberattacks on critical infrastructure in
Eastern Europe. These cyberattacks are smaller in scale but more frequent,
designed to create sustained disruption without drawing direct attribution to
Moscow.

Proxy physical operations -- Proxies engage in industrial sabotage, including
targeted bombings of NATO supply depots and assassinations of political figures in
Balkan states and former Soviet republics seeking NATO membership.

Strategic Consequences --

Layered deniability allows Russia to maintain influence in NATO-adjacent countries
while avoiding direct involvement's political and economic consequences. Unit
29155 can distance itself from proxy operations while still maintaining operational
control.

Protracted instability in Eastern Europe -- These proxy operations create long-term
instability in regions bordering Russia, undermining NATO's expansion and creating
friction within the alliance.

Key Indicators --

Spike in local insurgent activity in Eastern Europe and the Balkans, with non-state
actors using sophisticated cyber tools previously associated with Russian groups.

Increased sabotage incidents but with ambiguous attribution, as local militias or
criminal elements take responsibility for attacks traditionally associated with state
actors.

Scenario 3 -- Domestic Crisis and Retrenchment

Key Dynamics --

Internal dissent grows due to economic hardship -- Widespread protests erupt in
Russia, driven by financial mismanagement, sanctions, and falling energy prices.
The Kremlin faces a growing domestic opposition movement, leading to fears of
internal collapse.
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e Unit 29155 is redirected -- As internal stability becomes the Kremlin's primary
concern, Unit 29155 is re-tasked with managing domestic threats, significantly
reducing its international operations.

Scenario Description --

Facing a severe domestic crisis, the Kremlin scales back Unit 29155's external operations
to focus on internal control and regime preservation. The unit's personnel are redeployed
from Eastern Europe and Ukraine to key Russian cities, where they engage in domestic
surveillance, targeted repression, and cyber-enabled social control.

¢ Cyber surveillance of opposition -- Unit 29155 uses its expertise to track and
suppress dissident movements. Al-driven monitoring systems flag opposition
leaders, coordinating physical arrests or disappearances.

¢ Political assassinations -- Opposition figures, activists, and independent journalists
are targeted for elimination through discreet assassinations or covert sabotage
operations designed to appear as accidents.

e Decreased foreign operations -- With the focus on internal stability, Unit 29155's
external missions become limited to low-intensity disinformation and small-scale
sabotage efforts to keep Russia's neighbors off-balance without drawing too much

attention.
Strategic Consequences --

e Russia's global influence wanes as it withdraws its covert operatives from key
conflict zones to manage internal unrest, creating an opening for NATO and the EU
to expand influence in Eastern Europe and post-Soviet states.

e Increased domestic repression leads to a short-term stabilization of the Russian
regime, but the reliance on force and fear accelerates long-term social unrest.

Key Indicators --

e Reports of increased internal deployment of Russian special forces or GRU
operatives, particularly in Moscow and St. Petersburg.

¢ Sudden drop-off in Russian cyber activity targeting NATO countries, alongside a
spike in domestic political violence.

Scenario 4 -- Technological Supremacy and Targeted Cyber Disruption
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Key Dynamics --

Russian technological advancements -- Russia makes breakthroughs in quantum
computing and Al, allowing undetectable cyberattacks that bypass Western cyber
defenses. Unit 29155 leverages these capabilities to target specific NATO
vulnerabilities.

Controlled cyber escalation -- Russia seeks to avoid full-scale war, instead favoring
highly-targeted cyber disruptions that achieve strategic objectives without provoking
immediate retaliation.

Scenario Description --

Unit 29155 uses its new quantum computing and Al-powered cyber tools to conduct

surgical cyber operations that exploit vulnerabilities in NATO's military and economic

infrastructure. These operations are designed to deliver maximum strategic impact with

minimal footprint, avoiding detection and attribution.

Targeted energy infrastructure attacks -- Unit 29155 targets the smart grid and
energy distribution networks of NATO countries, disrupting power supplies in critical
areas, particularly during moments of military mobilization. These precise attacks
target NATO's readiness without triggering a cyberwar escalation.

Cyber-enabled economic warfare -- Using quantum encryption breaking, Unit 29155
conducts financial market disruptions, targeting key corporations and banking
institutions in the West. These attacks are designed to look like market volatility or
financial malfeasance, maintaining Russia's plausible deniability.

Strategic Consequences --

Severe but controlled economic damage -- Western economies face periodic
disruptions that impact the financial sector, energy markets, and supply chains,
though the attacks are too subtle to trigger outright military retaliation.

NATO's military readiness is compromised due to frequent disruptions in logistics
and communications networks, giving Russia the upper hand in regional conflicts.

Key Indicators --

Unexplained fluctuations in energy prices and financial markets, possibly linked to
small-scale quantum-powered cyberattacks.

Copyright 2024 Treadstone 71

Page68



@

e There are reports of sophisticated cyber intrusions targeting military logistics
systems and energy grids, though there is no clear attribution to Russia.

Scenario 5 -- NATO Containment and Guerrilla Hybrid Warfare
Key Dynamics --

¢ NATO expansion isolates Russia -- As NATO expands to include Ukraine and
Georgia, Russia becomes increasingly isolated, prompting the Kremlin to adopt
guerrilla-style hybrid warfare tactics.

e Economic isolation drives unconventional warfare -- Severe sanctions push Russia
to adopt asymmetric strategies, focusing on non-state actors, cyber guerrilla
tactics, and covert physical sabotage to disrupt NATO's influence in Eastern Europe.

Scenario Description --

Unable to confront NATO directly, Russia tasks Unit 29155 with leading a guerrilla hybrid
warfare campaign. The strategy includes using small teams to conduct discreet sabotage
against NATO-aligned countries while leveraging cyber guerrilla tactics to slow NATO's
regional operations.

e Discreet physical sabotage -- Cell-based teams target military infrastructure in
NATO countries, including airports, railroads, and supply depots. These teams are
trained to operate autonomously, conducting operations with minimal support.

e Cyber guerrilla attacks -- Unit 29155 embraces low-cost, high-impact cyberattacks,
targeting logistical and supply systems, leaving NATO forces overstretched. These
attacks focus on disruption rather than destruction, creating long-term logistical
bottlenecks.

Strategic Consequences --

e Ascyberdisruptions and physical sabotage persist, NATO's logistical operations in
Eastern Europe become costly and inefficient. The guerrilla hybrid tactics ensure
Russia remains a persistent but low-profile threat, extending the conflict without
risking large-scale retaliation.

¢ Western economies face growing costs as NATO is forced to ramp up defense
spending and infrastructure protection while Russia maintains long-term deniability
of its involvement.
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¢ Reports of sabotage incidents in NATO-aligned states, with no clear attribution.

Key Indicators --

¢ Increased small-scale cyberattacks targeting logistics networks, creating delays
and disruptions in supply chains without causing significant destruction.

Conclusion -- Multiple Futures and Strategic Flexibility

The expanded Multiple Scenarios Generation for Unit 29155 highlights the unit's
adaptability and agility in hybrid warfare across various plausible futures. These scenarios
showcase how technological advancements, economic pressures, NATO expansion, and
internal Russian dissent can shape Unit 29155's tactics, from proxy warfare and cyber
escalation to domestic retrenchment and technological supremacy. Monitoring the notable
signposts across these scenarios will be crucial for understanding how Russia may adjust
its strategy to counter external pressures while leveraging the covert strengths of Unit
29155.

Strategic Foresight Decision Tool -- A Deep Analytical Framework for
Countering Unit 29155

The Strategic Foresight Decision Tool is an advanced method of synthesizing scenarios, key
indicators, and action plans to create proactive strategies for countering the threat posed
by Unit 29155. The enhanced version tracks traditional drivers like cyber vulnerabilities in
NATO countries and economic instability in Russia and expands the analytical lens to
include technological advancements, military posturing, and proxy warfare dynamics. This
multifaceted tool allows decision-makers to anticipate early-warning signals and
implement preemptive actions that undermine Unit 29155's operations, using offensive
and defensive measures.

The tool will be structured in more detail, outlining how several factors impact Unit 29155's
operational behavior, identifying critical change indicators, and offering tailored
countermeasures to mitigate the unit's disruptive capabilities.

Key Drivers for the Strategic Foresight Decision Tool
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Cyber Vulnerabilities in NATO -- The extent to which NATO's critical infrastructure,
military systems, and civilian networks are vulnerable to sophisticated cyberattacks
by Russian actors like Unit 29155.

Economic Instability in Russia -- The growing internal economic pressures in Russia,
exacerbated by sanctions, falling energy prices, and mismanagement, may force the
Kremlin to scale back international operations or escalate covert warfare to distract

from internal challenges.

Technological Advancements -- The development of advanced cyber tools, Al,
quantum computing, and offensive cyber capabilities that shape the tactical
battlefield for both Russia and NATO.

Geopolitical Shifts -- Changing alliances, proxy conflicts, and expanding NATO
influence in Russia's sphere of interest (e.g., Eastern Europe, Ukraine, and the
Balkans) that affect how Unit 29155 operates.

Proxy Warfare and Covert Operations -- Unit 29155's increased reliance on proxy
forces and non-state actors to conduct sabotage and disinformation campaigns
while maintaining plausible deniability.

Expanded Indicators of Escalation and De-Escalation

To effectively track Unit 29155's activity and preempt their moves, a comprehensive set of

escalation and de-escalation indicators must be monitored. These indicators can provide

early warnings of strategic shifts, helping analysts craft timely responses.

Indicators of Escalation --

1.

A surge in cyber activity -- Increased probing or successful cyberattacks on NATO
infrastructure, particularly military logistics, energy grids, or financial markets, are
signs of impending escalation.

o Red Flag -- Reports of advanced APT (Advanced Persistent Threat) activity in
NATO-aligned states, particularly tied to Russian cyber groups like APT28 or
APT29 (Fancy Bear, Cozy Bear), with links to Unit 29155.

Shift in Russian military posture -- Movements of Russian special forces near NATO
borders or in conflict zones like Ukraine or the Baltics suggest preparation for hybrid
operations combining cyber and physical sabotage.
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o Red Flag -- Intelligence indicating deployments of GRU operatives (possibly
linked to Unit 29155) in Eastern Europe or other hotspots, signifying an

impending kinetic or cyber offensive.
3. Increase in disinformation campaigns -- A sharp uptick in campaigns targeting
Western media and social platforms, designed to create confusion, inflame
divisions, or deflect attention from covert operations.
o Red Flag -- Coordinated false narratives that appear to undermine NATO's
cohesion, with a sudden spike in anti-NATO sentiments spread by bot

networks and troll farms linked to Russian state actors.

4. Cyberreconnaissance on financial systems -- Unit 29155 or affiliated actors
conducting deep reconnaissance on Western financial institutions and payment
processing networks is a precursor to more aggressive economic sabotage.

o Red Flag -- Sophisticated malware or persistent access tools being placed
into financial institutions, resembling pre-attack behavior seen in previous

Russian cyber campaigns.

Indicators of De-Escalation --
Reduced APT activity -- A noticeable decline in high-profile cyber intrusions or

1.
probing, especially within NATO military and governmental systems.

o Green Flag -- Intelligence reports show that Russian cyber operations focus
more on espionage and information-gathering than disruptive or destructive

attacks.
Internal focus of Russian security services -- Reports that Russian special forces

2.
and GRU units, including Unit 29155, are being redeployed domestically, signaling
that the Kremlin prioritizes internal stability over external operations.

o Green Flag -- A shift in Russian intelligence assets to domestic targets, such
as political opposition and anti-government protestors, suggesting less

emphasis on foreign hybrid warfare.
Increased diplomatic engagements -- The Russian government engages in high-level

3.
diplomatic talks with NATO countries or signs economic cooperation agreements,
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o Green Flag -- Initiatives like security summits or economic sanctions relief
talks that coincide with reduced Russian military movements and covert
activities.

Strategic Action Plans Based on Scenarios and Indicators

This section outlines tailored action plans for each potential scenario based on the
escalation or de-escalation indicators. These plans combine offensive capabilities,
diplomatic tools, and defensive measures to ensure NATO can preempt and mitigate the
threat posed by Unit 29155.

Scenario 1 -- Full-Scale Cyber Escalation by Unit 29155

Context -- Unit 29155 launches coordinated cyberattacks on NATO's financial, energy, and
military infrastructure, targeting critical services and undermining public confidence in
Western governments.

Action Plan --

¢ Offensive Cyber Retaliation -- Use NATO's offensive cyber capabilities to target
Russia's command and control networks, focusing on GRU logistics systems,
military communication hubs, and cyber assets supporting Unit 29155. The goal is
to disrupt Russian military coordination and degrade their cyber warfighting
capacity.

o Tactic -- Launch counter-cyber offensives targeting Russian logistics Al
systems, disrupting energy management infrastructure that supports their
military operations.

¢ Financial Sector Fortification -- In anticipation of financial cyberattacks, NATO
should assist member states in hardening financial institutions against ransomware
and DDoS (Distributed Denial of Service) attacks, cyber exercises simulating
Russian tactics, and deploying Al-driven defense mechanisms that neutralize
malware at machine speed.

¢ Cross-Atlantic Diplomatic Mobilization -- Rapidly convene NATO's North Atlantic
Council and engage G7 allies in a unified diplomatic response, including new
sanctions targeting key Russian industries and intelligence officers responsible for
the attacks.
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o Tactic -- Ensure that proxy states and third-party cyber operators associated
with Unit 29155 face sanctions and international isolation.

Scenario 2 -- Increased Proxy Warfare and Deniability

Context -- Unit 29155 increasingly leverages proxy actors—militias, paramilitary groups,
and cybercriminal organizations—to conduct covert operations in Eastern Europe while
maintaining plausible deniability.

Action Plan --

e Targeted Disruption of Proxy Networks -- Increase intelligence collection on proxy
networks used by Unit 29155. Conduct cyber operations undermining these proxies
logistics, funding, and communication channels, neutralizing their ability to

conduct sabotage or cyber-attacks.

o Tactic -- Develop Al-driven tools that map financial flows and
communications networks tied to these proxies. Blockchain analysis is used
to track cryptocurrency transactions used to fund operations.

¢ Preemptive Intelligence Operations -- Deploy covert NATO intelligence teams to
infiltrate or subvert key proxy organizations, particularly those in Eastern Europe.
Utilize human intelligence (HUMINT) to disrupt operations before they occur and
target proxy leaders with legal action or covert sabotage.

e Sanctions and Diplomatic Pressure on Proxy-Hosting States -- Countries that
tolerate or host proxy actors connected to Unit 29155 should face diplomatic
isolation and economic sanctions, as well as third-party states like Belarus or Syria,
where proxies operate with impunity.

o Tactic -- Convene UN Security Council meetings and leverage international
law to apply pressure on countries harboring proxy forces involved in covert
operations.

Scenario 3 -- Economic Retrenchment and Domestic Focus in Russia

Context -- Economic instability in Russia forces the Kremlin to divert resources internally,
scaling back international covert operations. Unit 29155 shifts its focus to domestic
repression and internal control.

Action Plan --
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Support Internal Opposition -- Exploit Russia's internal weaknesses by amplifying
dissent through covert influence operations. Support Russian opposition groups
and dissidents, providing them with secure communication channels and exposing
human rights violations through global media campaigns.

Economic Pressure -- Accelerate sanctions on Russia, targeting sectors critical to
military funding and covert operations. Monitor Russia's energy exports and
currency markets to identify opportunities for economic destabilization.

o Tactic -- Leverage Al-driven financial surveillance to detect vulnerabilities in
Russia's economy, enabling targeted sanctions that disrupt military supply
chains.

Cyber Defenses Against Russian Domestic Retaliation -- With Unit 29155 focused
on internal control, NATO must brace for low-level cyberattacks aimed at deflecting
attention. Strengthen cyber defenses around key diplomatic sites, NGOs, and
international organizations that support Russian dissidents.

Scenario 4 -- NATO Expansion and Escalated Hybrid Warfare

Context -- As NATO expands into territories like Ukraine and Georgia, Russia escalates its
hybrid warfare efforts, with Unit 29155 conducting cyber-physical operations that blend
sabotage, disinformation, and direct attacks on NATO's eastern flank.

Action Plan --

Preemptive Cyber-Physical Defense -- Deploy NATO's cyber defense forces to
safeguard critical infrastructure in newly alighed member states like Ukraine.
Establish joint cyber-physical defense exercises to enhance logistical resilience and
communications security.

o Tactic -- Build automated, Al-driven cyber defenses that react in real-time to
hybrid attacks, neutralizing cyber disruptions before physical sabotage can
follow up.

Target Russian Assets in Gray Zones -- In response to Unit 29155's escalation,
Russian intelligence operations should be targeted in gray zones—regions like the
Caucasus and Central Asia, where Russia exerts influence. Use cyber espionage to
disrupt Moscow's covert efforts in these regions and expose Kremlin-sponsored
operations.
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e Proxy Warfare Countermeasures -- Engage with local militias in Eastern Europe to
counter Russian proxy forces. Provide these groups with intelligence and logistical
support, flipping the proxy warfare dynamic by ensuring that pro-NATO militias
undermine Russia's influence in contested regions.

The enhanced Strategic Foresight Decision Tool provides a robust framework for anticipating
and countering Unit 29155's hybrid operations. By continuously tracking escalation and de-
escalation indicators, decision-makers can stay ahead of emerging threats and employ
tailored action plans that leverage offensive cyber tools and covert diplomatic measures.
When applied in a coordinated and timely fashion, this comprehensive approach will
significantly blunt Unit 29155's ability to destabilize NATO and its allies.
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