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On April 15, the website of the international intelligence community

InformNapalm published the first part of a series of materials

planned for publication based on the results of a multi-level CYBINT UPDATED OSINT DATABASE OF
) ) ) ) RUSSIAN MILITARY AGGRESSIO M
operation, during which hackers of the Cyber Resistance team
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obtained more than 100 GB of information and closed data of a
Russian limited liability company (LLC ) "ALBATROS" (We named
this leak AlabugalLeaks). In the first part, it was about the "motor
boats project”, behind which the production of Russian analogues
of Shahed-136 drones ("Geran-2" in the Russian version) is hidden
in the territory of the Alabuga SEZ in Tatarstan. The first part of the
study was translated into more than 10 languages of the world and
is available for viewing at the following link:

= CYBINT. Hacking of the Russian manufacturer of UAVs.
Part 1. Who collects "Geranium-2"

This is the second part of a series of materials based on the
specified email hack, which will discuss the close cooperation
between Albatross and Kaspersky Lab. From the second part you

will learn:

= Which heads of the development of neural networks of
Kaspersky Lab created an intelligent system, the carriers of
which became the Russian drones "Albatross”;

= That close ties and cooperation between Albatross and
Kaspersky Lab continue after the start of the full-scale

invasion of Ukraine by the Russian Federation;

= "Albatross"” directly used solutions created in cooperation

with Kaspersky Lab specialists in the war against Ukraine;

Kaspersky Lab is a Russian company that specializes in the
development of software and antivirus applications. In 2017, the
US government banned the use of Kaspersky Lab software by
federal agencies due to concerns about data leaks in the
interests of Russian intelligence services. However, as of April
2024, Kaspersky Lab still manages to avoid significant
international and, in particular, American sanctions, although some
countries and organizations have taken measures against the use
of this company's products. These measures were motivated by
national security concerns, but were not formalized as official
sanctions at the international level. Interestingly, on April 9, 2024,

CNN, citing "5 US officials", reported on the possible blocking of

BA3A JAHMX|
ATPECIT POCI

PLEl] POCIMCHKMX
KAPOBMX BINCbKOBUX, .

-
EEl»OPMYBAHb 3C Pd ;ﬂ
-

B8] TUMIB CYYACHOI
POCIACBLKOI TEXHIKW

RECORD ARCHIVES

Select a month AV 4

SEARCH

InformNapalm:...



https://twitter.com/InformNapalm/status/1780515412792295857
https://informnapalm.org/ua/cybint-zlam-rosiiskoho-vyrobnyka-bpla-part-1/
https://informnapalm.org/ua/cybint-zlam-rosiiskoho-vyrobnyka-bpla-part-1/
https://informnapalm.org/ua/kazus-kasperskogo-i-kibershpygunstvo/
https://edition.cnn.com/2024/04/09/politics/biden-administration-americans-russian-software/index.html
https://informnapalm.org/ua/volontery-opublikuvaly-masshtabnu-interaktyvnuyu-bazu-danyh-rosijskoyi-agresiyi/
https://informnapalm.org/ua/volontery-opublikuvaly-masshtabnu-interaktyvnuyu-bazu-danyh-rosijskoyi-agresiyi/
https://www.youtube.com/watch?v=QkDdi0RO-O0

Kaspersky Lab products in the US. Decisions are supposed to be
made by the end of this month. Reason for alleged ban: National

security concerns.

But it is worth noting that after the full-scale invasion of the
Russian Federation into Ukraine, the Western media report on the
alleged restrictions of Kaspersky Lab every year, and for some
reason precisely in April. However, these announcements have not
yet caused real sanctions against Kaspersky Lab, and this company
continues to freely use opportunities to promote its technologies.
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In most countries of the free world, neither the freezing of assets,
nor the ban on the sale of certain types of goods, nor the ban on
trading in its securities have been officially introduced against
Kaspersky Lab. Only Ukraine and Poland imposed restrictions of
this level regarding Kaspersky Lab and its founder Yevgeny
Kaspersky. In the USA, for example, only the ban on the use of
Russian developer products for state services and officials is still in
effect.

But we believe that sanctions against Kaspersky Lab should be
imposed immediately, because it threatens the national security of
the United States.
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From the materials found in the dumps of ‘"Albatross"
(Alabugaleaks), it becomes obvious that the software products of
this company are implemented for Russian military technologies in
the development of drones.

But here it is worth going back a little in history, in 2018, when 6
enthusiasts decided to take part in the large-scale competition
"Odyssey" for the development of search and rescue technologies
of the new generation. At that time, 75 million rubles were
announced in the form of grants for the winners of the competition
from the "Sistema" charity fund (a division of JSC "Sistema" - one

of the largest Russian investment funds).

Among the 130 teams that applied for that competition, one called
"ALB-search" is now important . Here is the list of its members:
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Two persons from the specified list were discussed in the first part
of the cycle of Alabugal.eaks materials. We will remind that Alexei

Florov and Konstantin Spiridonov are one of the key figures in
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the organization of the production of combat drones in the
SEZ "Alabuga" . Both are heads of "Albatross" LLC.
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The captain of the team, Nikita Kalmykov, is one of the founders of
"Albatross” and the former general director of the company. llya
Voronkov is the head of the Geomyr company, where he works side
by side with Florov (another company whose affairs he takes care
of).

Two of them, Vladimir Kleshnin and Vladimir Turov , did not
officially work at Albatross. At the same time, as evidenced by
documents obtained by Cyber Resistance hackers and the
InformNapalm community, both have never severed ties with either
their Odyssey teammates or Albatross as an enterprise and played

(and play) a significant role in its development.

Although "ALB-search" failed to win the "Odyssey" competition,
participation brought serious success to all participants. The
team's idea was that a drone with a camera and ultra-sensitive
microphones should also be equipped with an on-board
computer with a trained neural network . Photos or sounds that
the board captures during the flight are immediately analyzed
by a neural network. If it determines the signs of a person,
then a picture of the area and coordinates are sent to the base
station for further evaluation.
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At the time of the competition, "Albatross" had two types of UAVs
of its own development: a copter and a wing. But it didn't have a
trained neural network running on board. The invited specialists,
Turov and Kleshnin, had to solve several tasks: set up the
hardware part and stable data transmission, and organize the
training of the neural network. Payment for work was conducted

officially according to acts.
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According to the results of "Odyssey", five of the 6 members of the
team registered a patent, which is called: " Airplane-type unmanned
aerial vehicle for detecting a person who has disappeared ". Now
this patent is one of the elements of Albatross presentations
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It should be noted that the image above is an exaggeration. It refers
to the phrase " own technology ". The following slide from the same
Albatross presentation looks much more true:

KASPERSKY NEURAL NETWORKS atearros

«JlabopaTopua Kacnepckoro» NCnonb3yeT 6eCnuI0oTHNKIA KOMNaHun
Anb6aTpoc Kak HOCUTENb AN1S CBOUX UHTENNEeKTYaNbHbIX CUCTEM

HelipoceTn «/la6opaTopuin Kacnepekoro» peLlatoT TP OCHOBHLIE 3ajaun:
+ MoucKa NponaBLIWX NoAel, XUBOTHBIX N 06BEKTOR (HanpUMep, CMBITLIX

HaBoAHEHWEM AOMOB) B TPYAHOAOCTYMHLIX paiioHax

+  OUEeHKU yu.l,epﬁa npuv Hpeaahmaﬁuux NponCLIEeCTBMAX C UCNONb30BaHWEM CHUMKOB C
BO3AyXa

+  aHanusa AaHHbIX, HeoBXOAUMBIX ANA BEAEHWUA reoAe3nMUeckoii, kapTorpaduueckoii n
KaAacTpoBOW AEATENLHOCTH, a TAKXe OpraHu3aLn AJOPOXHOTo ABUXEHU

"B pamkax napTHépCTBa ¢ pOCCUIACKMM Npon3BognTenem 6ecnmunoTHbIX NeTaTeNbHbIX
annapatoe «AncbaTtpoc» peleHue Kaspersky Neural Networks yxe ycTaHOBAEHO Ha

6ecnunoTHLIN caMonéT «Ans6aTpoc M5» 1 NpoMbILLINEHHbIN KBagpokonTep «Ans6atpoc A1»."
ﬂaSopamopu.ﬂ Kacnepn(oeo auAomupyem UHMeAAeKmyancHyo cucmemy 048 aHAAUMUKU Qpesebwaﬁh‘srx cumyay udi,
kaspersky.ru

kaspersky

" Kaspersky Laboratory uses drones of the Albatros company as a
carrier for its intelligent systems... Within the framework of the
partnership with the Russian aircraft manufacturer Albatros,
Kaspersky Neural Networks solutions have already been installed
on the Albatros M5 drone and Albatros D1 industrial quadcopters '
the slide says. closed presentation. You can download the full
presentation for review, which became available thanks to
Alabugal eaks, at the link (*.pptx, 139 Mb).
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So from the slides we learn that the Albatross drones are carriers
of Kaspersky Lab's intelligent systems. Now let's tell how it

happened.

Shared technology

The Alabugaleaks array of data on Albatross activities allows you
to track the development history of certain products of the
company. So, to participate in the "Odyssey" competition and
create an intelligent system based on their drones, Kleshnin and
Turov were involved. From Turov's resume, it was indicated that
since 2018, he has been working at Kaspersky Lab as the head of
the Antidrone project (creation of a system of protection against

UAVs). Cooperation with "Albatross" is not his main activity.

TypoB Bnagumup EBreHbeBUY

M, 23, 17121990

Ten. B-926-303-04-06
Emait; irov-dadimin@mail. ru
ropoa; Mookea

Ponb B KOMaHLE

Pone & komaHge: KOHCTRYKTOp annapatHo YacTi cHCcTeM oTo W BHOSOMDHHTOPNHTE

Cihepa AEATENBHOCTH W NpofecCcHOHANLHEIE QOCTHREHWA

Paspabotka BINMA, v npoynx poBoTOTEXHWYECKMX CHCTEM .
OnepaTtop BIUTA MynsTHPOTOPHOMD THNA

Kniouesoil onbiT, umerowmil oTHOWEHWE Kk 0BNACTH KOHKYPCA

Pa3paboTia poBOTH3KWPOBAHHBIX CHCTEM, B TOM YWCTE cucTem 3x ocesoll cTabunnialmw kaMep Ha
GecKDNNENTOPHLIX MOTODAX NEAMOND NDUBOOA.

MporpaMMHLIE KOMMAEKChL
Dassault Systémes SolidWorks , Autodesk AutoCAD, BaseCam Electronics, PixdD

Mpw HANWYKW, cBegeHuA 00 oG bERTAX MHTENNEKTYANLHON cOBCTEEHHOCTH, HOTOPLIE MOTYT
GbiTe MCNONB30BAHEI NMPH PEWEHMM 3JA0AYM KOHKYDPCA, ABTOPOM (COABTOPOM) HOTOPEIX
ABNAETCA YUACTHHUH KOMAHOE!

MecTa paboThi, AONKHOCTH 38 NOCNEgHWE 5 NeT:

L2 5018 — . . D00 «NafopaTopuR Kacnepoeoros

H-B. OoMMHOCTE: PYROBOGMTENL NpoekTa Antidrone

— Bepgesne NPOEKTA N0 COIFEHMI0 CHCTEME 3AWATEN OT Gnna.
— KOOp@MHMUPOSaHHE paboTel IOYTNL W3 5 YEN0EeL.

— Pa3pafioTia MPOEKTHPOBAHWE CHOTEME! AETOMATHYECKOND
BETERTHPOSAHKA U HEATRAMMIAL AN ETUTA IDEMEEHCKOD THIA
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It is still not clear whether it was Turov who attracted Kleshnin to
work at Kaspersky Lab, having met on the Albatross project, or
whether it happened differently. But the fact is that already in
January 2020, Kleshnin began to conduct correspondence from
Kaspersky Lab's corporate mail. "Albatross" itself also does not
stand aside and becomes a partner of this company. For example,
Kaspersky Lab purchases Western equipment through Albatros
LLC, which at that time was little known.

. Kowcraimum Crpmaonos ¢
spiridonov@alb.aero

To ) 240120, 1104
Ce [ALB] Anexceit Dnopos <florovaleksey@mail.ru> @
000 "Ans6atpoc” (Usbopmauns no Panoramic OPAL P-1000)

@ Reply | & Reply All| v || ® Forward || (@ Archive | @ Junk | i Delete | More v/ |

texTa: OPAL-P1000-P45(5/-48) FU-DC + MOUNT-OPAL-GEN3
3Te ADCTABKY, W TaMONSHHEM OPOKepOM

UAC 33HAMAEMCA COCTABTIEHMEM KOHTPAKTa W MOMyueHyle MACTIOPTa MEXAYHAPORHOM CAENIKN. 3TO HEGGXORMO, TaK KaK CYMMA KOHTPAKTa SHauMTenbHan

Kaspersky Lab is creating a separate area called Kaspersky Neural
Network. And "Albatross” is its significant component. The parties
jointly advertise the product in the press. Also, the flagship drone
"Albatross M5" can be seen in the presentation materials of
Kaspersky Lab itself. Full presentation at the link (*PDF)
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stimul.online/articles/innovatsifspasti-bez-pilota/

WHHOBALUWKW 10 aerycTta 2021

CnacTtu 6e3 nunora

AneKcei AHppees

HauuoHanbHbIi YeMnuoH «JlabopaTtopus Kacnepckoro» npefcrasuna HoByH
paspaboTKy — UHTENNEKTYaNbHYIO CUCTEMY NS aHANUTUKU YPe3BbIYaiHbIX
cuTyaLuit. PeweHue Kaspersky Neural Networks ycTaHoBneHo Ha 6ecnnoTHble
camoreThl, BbinyckaemMble hpUpMoii «AnbbaTpocs

Pelenne Kaspersky Neural Networks ycTaHoBneHo Ha GecnvnoTHble caMmoneTbl, Bhinyckaemble GUpMoi
«AnbGarpocs

Kaspersky

ural Network

iHub ...

OueHKa KauecTsa Nocesos

*  QueHKa COCTOAHWA NOCEBOB B
peansHOM BpeMeHwu

*  BoifiBNeHwWe NpoGneMHbIX 30H B
aBTOMaTU4ECKOM pexume

Mopcuer Bexonos

[eTekTMpoBaHWe COPHAKOB NpH
MOMOLLW HEMPOHHBLIX CETeH Ha
u306paxeHun C kamepsl Ha BopTy
BMAA

PacyéT 1 (hMKCaLMn KoopauHaT
BCeX MALHTUDHUNPOBAHHBLIX
obbexTor

9 Kaspersky Crémri nonen u bl N [elele]
Antidrone Ann: " BNA)

After all, the cooperation and the fact that it is about Kaspersky's
neural network are directly stated on the company's website.
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«JlabopaTtopua Kacnepckoro» nunoTupyer
WHTENNEKTYalNlbHYIO CUCTEMY ANf aHANUTUKHK

Yype3BblYalHbIX CUTYaLUMA

«JlabopaTtopus Kacnepckoro» npeicTas/isieT CBOIO HOBYIO pa3paboTky —
cucTeMy 015 aHanMTUKK YpesBbldarHbIx cuTyaumin Kaspersky Neural
Networks.

PelleHne NpUroanTcs B YCNOBWMAX CTUXWIAHBIX 6EACTEWIN, Ha MACCOBLIX MEPOMNPUATHAX C BOMbLIMM CKOMEHWUEM
NogeR, B MEranonMcax npu CNoXHOM TpaduKe Ha Aoporax. AHanm3 AaHHbLIX NPOWCXOAUT B PEXMME PeantHoro
BpemeHu ¢ BopTa BECMMNOTHMKE MPKY NOMOLLM HEAPOHHLIX CETER.

Cuctema Kaspersky Neural Networks npegHa3sHadeHa 4ns pelleHws TPEX OCHOBHbIX 330a4:

o TIOWCKA NPONaBLLMX NOAEA, UBOTHbBIX M O6LEKTOB (HaNpKUMep, CMbITHIX HABOAHEHWEM SOMOB) B
TPYOHOAOCTYNHbIX paoHax;

o OLEHKM yluep6a npw Ype3sbiialiHbiX MPOMCILECTBUAX C MCMOML30BAHMEM CHMMKOS C BO3AYXA;

o aHanM3a JaHHbIX, HEOBXOOWMBIX AN\ Be0eHWa Te0de3nIEeCKOM, KapTOrpadMYEeCKoN N Ka4acTPOBOWN
JEATENBHOCTH, a TaloKe OpraHu3aliMy NOpOXHOro ABMHEHWA

B pamiax NapTHEPCTEa C POCCUMMCKMM NMPOM3BOANTENEM BECTMACTHLIX NeTaTeNnbHbIX annapaTos «AnbbaTpocy
peleHune Kaspersky Neural Networks yxe ycTaHoBNEHO Ha BeCTMNOTHLIN camoneT «Ans6aTpoc M5» K1

NpoMbiLUNEHHbIA KBaapokonTep «AnsbaTpoc [i».

Mpw pa3paboTke CUCTEMBI 3KCNEPTH YAENWNW 0COB0e BHMMaHWE TEXHONOrMAM OBHapYHEHWNS Malbix OObLEKTOB B
YCNOBMAX OTPaHUYEHHON BUOMMOCTW. HanpuMep, BO BpeMsA CTUXMAHBIX 68CTBMIA YACTO CTOMT 33/la4a He TONbKO

HaWATK yUENEBLIWE CMbITHIE CTPOEHKWA, HO M OTIMYKMThL XO3ANCTBEHHLIE MOCTROMKN OT KMNbIX, 8 TAKXE ONpenenunTh

A drone with a neural network is not the only project in which
Kaspersky cooperates with Albatross. There is a second brainchild
of Turov and Kleshnin, where "Albatross" also plays an important
role. It is called Kaspersky Antidrone. These are anti-drone security
systems aimed at industrial consumers. This is a complex of
radars and video equipment that records the flights of drones in a
certain area. The basis of everything is again a neural network. If
the drone flies to a certain place, the system is able to intercept its
control and return it to the departure point. The Russian edition of

Forbes wrote about the great financial success of the project in
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March 2023.

23mapTa 2023 + TexHonorun @ i &N [

Brnwke K 3emie: Kak Kaspersky Antidrone
cTal 3apabaThIBaTh COTHU MUIIMOHOB

pyomei

Poman Poxkos
Pepanuns Forbes

(@ KonMpoBaTk CCuiNKy

Kaspersky Lab hides most of the customers of the Antidrone
system. This is explained by the fact that " history is quite delicate
now " (after the full-scale invasion of the Russian Federation into
Ukraine - ed.). However, Cyber Resistance and InformNapalm have a
partial list of such objects. Among them are ChTPZ (a plant in
Chelyabinsk that produced pipes for the Nord Stream gas
pipeline), Nornickel (one of the largest metallurgical plants in
the Russian Federation), Mozyrsky Refinery (an oil refinery in
Belarus).

All this data is obtained from the leak of ‘Albatross"
(AlabugalLeaks), because the company performs the role of
"integrator" during system sales. This means purchasing the
necessary equipment (as in the case of the OPAL lidar already
shown), help with documentation, training staff to work with the
system, etc. How it works is demonstrated below on the
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example of the contract with the Mozyr Refinery.

Alexander Gorbunov
Alexander.Gorbunov@kaspersky,.com

To Andrei Charnushevich <Andrel.Charnushevich@bitdc.by> &, Me @, 14.03.23, 11:42
kazakova_ea999@mail.ru <kazakova_ea999@mail.ru> @

Cc Dmitry Kudrevich <Dmitry.Kudrevich@kaspersky.com> @,
Vitally Shkura GMBIT Distribution <Vitaliy.shkura@bitdc.by> @, Denis Bykov <Denis.Bykov@kaspersky.com> @,
viadimir Kleshnin <vladimir.kleshnin@kaspersky.com= @, Ksenia Stetsun <Ksenia.Stetsun@kaspersky.com=> @

Re: BY - obopygoeaHue gna MHIM3
AHapeit, Konneru, npuseTl

B KONWK KONAETM OT KomMnaHu 000 AneBaTpoc, OHIN NOMOryT OGOPMITE PaMOYHBIA 4OroBOp.
Huke Tabnuua co cnnckom Heobxogumeix paboT nocne noctaekw obopygosaHua.

PaboThl WHTerpavop | Kacnepckuia
OTrpyska ofopyoBaHuA U3 oguca + +
MoHTax onopsl Ha MadTe

MoTax 0bopyaoBaHna Ha MaqTax
MoHTax cepBepHOi CToRKK

MoHTax cepeepa/TK

Mpoknaaka kabenei

BKMioYeHWe CUCTEMBI (MUTaHWE W CeTh)

MposepKa AOCTYMHOCTW B CETU Moaynei

+

MpoBepKa KOPPEKTHOCTH BKAKYEHWA MOgyNeR
HacTpoiika Mogynei / Kanwbposka

TecToBble NoneTsl

Caava npoekTa

ObyueHve nepcoHana

3anpoc cyujecTsylowmx npobnem
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Alexander Gorbunov | Senior Business Development Manager | Antidrone | Kaspersky Lab

Office: 7 495 797 87 00 x2157 | Mobile: +7 985 131 B9 70 | alexander.gorbunov@kaspersky.com
39A/3 Leningradskoe Shosse, Moscow, 125212, Russia |www.kaspersky.com |

If you pay attention to the date of the letter - March 14, 2023 - then
the events take place a year after the full-scale invasion of the
Russian Federation into Ukraine and 2 months after the transfer of
Albatros production to Yelabuga. At that time, there were already
reports in the mass media about the Kremlin's plans for the
production of "Shakhed" analogues in Tatarstan. Now the role of
"Albatross” in this is clearly known. However, at least there is no
statement from Kaspersky Lab about the break in cooperation with

its long-term partner.

There is also a noticeable detail that should be emphasized. After
the beginning of the full-scale invasion of the Russian Federation in
Ukraine, Kaspersky Lab stopped advertising its participation in
the development of the Albatros M5 drone . Instead, the
promotion of the Antidrone system, where the participation of

"Albatross" is not so visible, has increased.

Artillery adjuster
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In 2019, the "Albatross" team took care not only of participation in
the "Odyssey" competition and new technologies for finding lost
people. In October of that year, the chief engineer of the company,
Spiridonov, created a document entitled "On the correction of

artillery” .
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It follows from the document that in order to transform a UAV
into an artillery adjuster, it is first necessary to master the
technology of neural networks.
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Ana YcnewHoro pelleH s saga4n HEOﬁXOﬂ,HMD:

-PEanu3oBaTh CNexeHUe 3a UeNbH MaTeMaTUYECKM METOAOM U NP MOMOLLK

HEMPOCETY.

-06y4nTb HEAPOCETH Pacno3HaBaTh paspbisbl CHAPRA0B

-HacTpoWTb ABTOMAaTUHECKYH TPAHCIALMI TOYEK paspbiBOE Ha KapTe B cnelWanbHom
MO, cBA3aHHOM C Ha3eMHOI CTaHLMK ynpasnexus. YTobbl 370 caenaTs AonxHbl ObiTe
W3BECTHbI: PACMONOXEHWE NONA 3PEHNA KamMepbl NOJBECa + YroN TOHUKA LEeHTpa kagpa oT
CamMonETa W OT HYKHOA Ha3eMHOR TOUKM + paccToAHWE TOUKW LiEHTPa Kajpa oT camonéta
1 OT HYOKHOW HA3eMHOR TOYKIA.

As already described, in the same year, Kaspersky Lab developers
helped the "albatross" with the development of both hardware and
software solutions related to neural networks. "Albatross M5"


https://informnapalm.org/ua/wp-content/uploads/sites/9/2024/04/18.jpg
https://informnapalm.org/ua/wp-content/uploads/sites/9/2024/04/18.jpg
https://informnapalm.org/ua/wp-content/uploads/sites/9/2024/04/19.jpg
https://informnapalm.org/ua/wp-content/uploads/sites/9/2024/04/19.jpg

became the carrier of the technology. The matter was small: to
teach the neural network.

And they succeeded. The presentation of the combat version of
the Albatross M5 UAV received by Cyber Resistance hackers
indicates its active use on the battlefield in Ukraine. And also

about the active use of the neural network in the process .
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The InformNapalm website has so far published part of the
information on the combat use of the "Albatross M5". This will be
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covered in full in the next parts of this series of Alabugaleaks
materials.

A bridge for the flow of technologies

" We have a simple and clear mission - we build a safe world ", -
with these lofty words of Yevgeny Kaspersky, the story about the
company on the Kaspersky Lab website begins.

Most know it exclusively as the developer of the antivirus of the
same name, but currently the company has gone beyond antivirus
products. Formally, all Kaspersky products are created " exclusively

for civilian use ". The company's employees repeat this with or
without reason (probably in order to continue to avoid sanctions).
The Kaspersky Lab logo is not on the military version of the
Albatross M5, unlike its "agricultural rescue” version. But in essence
it is about the same drone and the capabilities provided by the
transfer of Kaspersky Lab technologies from the civilian to the

military sphere.

Toxk KomnaHia “Anb6aTpoc” WoHannisHiwe 3 BepecHa 2022 poky
3acTOCOBYE 6€3MiNMOTHUKM BIAaCHOrMO BUMPOOGHWUUTBA y BilHI P®
npotn  YkpaiHu. Cepep  KIKOYOBUX  eNeMeHTIB  6OMOBOro
3actocyBaHHsA BIJIA “Anbb6atpoc M5" — Heipomepexa, fika Ha
60pTy 6e3MNiNOTHUKA aHanidye 06'eKTn Ta uini. [lBoe po3po6HMKIB
HelpomMepexi “AnbbaTtpoca” € BogHoYac i npauiBHMKaMM KOMMaHil
Kaspersky Lab, ge onikytotbca npoektom Antidrone. OdiuinHum
napTHepomM Kacnepckoro Ha HampsiMax po3po6Ku HepoMepex Ta

CUCTEM 3aXUCTy Big APOHIB € Ton cammi “Anbbartpoc”. | xova
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noBHOMacLUTabHa BiliHa TpMBae NoHag ABa poku; cam “Anbb6aTpoc”
HelLo04,aBHO MepeBi3 BUPOOGHMLTBO B €nabyry, oe 6epe yyacTb y
36upaHHi poCIiNCbKMX aHanoriB ApoHis-kamikagse Shahed-136, —
xogHol iHpopmauil npo po3puB cnisnpaui M Kaspersky Lab Ta
“AnbbaTtpocoM” Hemae. A npoTM caMOro  POCIACBbKOro
TexHonoriyHoro ¢narmaHa Kaspersky Lab poci He 3actocoBaHi
edeKkTuBHI 3axigHi caHkuii. Tomy Kaspersky Lab moxe kynyBaTu
ob6nagHaHHs, HaB4aTy daxiBLiB, CTBOPHOBATM HOBI MPOAYKTH, a Aani
Li NPOAYKTU 6YAYTb BUKOPUCTOBYBATUCH palLMCTaMU Yy arpecuBHIn
BiiHi npoTu YkpaiHu. ToMy OOMexeHHs,, HaknageHi Ha PO B
TEXHOJIOTYHIA ranysi, He MOBWHHI MaTW BUKJIKOYEHb i POCiNCbKa
KoMnaHist Kaspersky Lab noBvHHa Takoxk noTpanuty nig eekTUBHI

CaHKLUil.

“YnTanTe iHWI nyonikauil InformNapalm Ha OCHOBI
NaHnx Big xakTueicTie ‘Kibep CrnpoTtns’

€BponencbKi caHKLUil 3pMBaloTb AepXKOHTpakT MO PO Ha

nocTtayaHHa komnnekcy BrJIA “I'paHat-4"

= 3nam [lenaptaMeHTy iHpokomyHikauin MO PO. CekpeTu
reHepana KoHalueHkoBa i “KaTtowi”

= 371aM  POCINCbKOIO BOEHHOIO  3JI0UMHLUSA, 3acTynHWKa

koMaHaupa OMOH KpacHosipcbkoro kpato PO

= 35aM POCINCbKOr0 BOEHHOIO 3/04YMHLSA, KOMaHaupa B/d

75387, 960-ro WTYypMOBOIO aBiauiiHOro nosky

= 31aM pocincbkoro Z-posioHTepa Mixaina JlyumHa, AKkui
3aMiCTb APOHIB A1 POCINCbKOT apMil 3aMOBUB CEKC-irpaLLKu
Ha $25000.

= BagdasarovLeaks: 3nam ekc-genytata [LOepxaymu PO

CemeHa bargacapoBa. IpaHCbKUit raMoiT

= 3nam odiyepa PY PO, KypaTopa XxakepCbKOro yrpynoBaHHs
APT 28, akoro poswykye ®BP
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3nam “[keimca boHAaa", HavanbHMKA Me[WYHOI Cry>X6u
960-ro LLUATI P®. Cnincok B/4 75387

3nam AHgpia Jlyrosoro, aenytata Oepxaymvm PO i neplioro
3aCTyMNHWKa rosioBU KOMITETY 3 6€3MeKu

YKpaiHCbKi xakepy 34,06ynu yHikanbHe GoTo KOMaHawupa B/Y
26165, akoro poswykye ®BP 3a BTpyyaHHs y Bu6opu CLLA

HoBi ¢dakTu cniBnpaui ekcMiHicTpa tocTuuii CnoBavyyumHu
LTedaHa XapabiHa 3 PO

31aM poCINCbKOro BOEHHOIO 3/104MHLSA, EKC-KOMaHaupa B/4
41520 nonkoBHuKa JleoHiga PyciHa

YKpalHCbKi XaKepu BWKNIanIM CrUCKUM Ta LOKYMEHTU 72-T
OMCBp 3C Pocii (TOM-10 daiinis)

YKpalHCbKi xakepu oTpuManuM A[OoCTynM Ao 6as  [aHux
eKOHOoMi4yHOTOo camiTy “Pocia-Adpuka 2023"

3naM  pOCICbKOrO  BOEHHOIO  3/I0YMHLS, HavanbHMKa
BiA A iNneHHs 60M0BOro 3acTtocyBaHHs nitakie A-50 B/4 41520

nianonkoBHUKa KacaTkiHa

BabakovLeaks: 3nam nowrtn OnekcaHgpa ba6akoBa,
3acTynHuKa ronoeu Jepxaymm PO

Ky6uHCbKI HalMaHUi NpoaoBXykoTb nonoBHoBaTn 3C PO.

HoBi foka3u BepbyBaHHA rpoMagsH Kyéu

3nam pocincbkoro ninota IJ1-76 po3kpuB CxemMn MOCTaBOK
36poi 3 IpaHy, NMAP Ta Mani go Pocii

CYBINT study: how the Orlan-10 UAV manufacturer imports

equipment to circumvent sanctions

Hacking the mail of the assistant vice-speaker of the State
Duma of the Russian Federation: agents of influence in Serbia
and media influence campaigns in the EU
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= Hackers revealed new closed documentation of STC, the
Russian manufacturer of UAV "Orlan-10"

= CYBINT. Hacking of the Russian manufacturer of UAVs. Part
1. Who collects "Geranium-2"
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