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AlabugaLeaks. Part 2: Kaspersky Lab
and Neural Networks for Russian
Military Drones
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On April 15, the website of the international intelligence community

InformNapalm published the first part of a series of materials

planned for publication based on the results of a multi- level CYBINT

operation, during which hackers of the Cyber ​​Resistance team
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obtained more than 100 GB of information and closed data of a

Russian limited liability company (LLC ) "ALBATROS" (We named

this leak AlabugaLeaks). In the first part, it was about the "motor

boats project", behind which the production of Russian analogues

of Shahed-136 drones ("Geran-2" in the Russian version) is hidden

in the territory of the Alabuga SEZ in Tatarstan. The first part of the

study was translated into more than 10 languages ​​of the world and

is available for viewing at the following link:

CYBINT. Hacking of the Russian manufacturer of UAVs.

Part 1. Who collects "Geranium-2"

This is the second part of a series of materials based on the

specified email hack, which will discuss the close cooperation

between Albatross and Kaspersky Lab. From the second part you

will learn:

Which heads of the development of neural networks of

Kaspersky Lab created an intelligent system, the carriers of

which became the Russian drones "Albatross";

That close ties and cooperation between Albatross and

Kaspersky Lab continue after the start of the full-scale

invasion of Ukraine by the Russian Federation;

"Albatross" directly used solutions created in cooperation

with Kaspersky Lab specialists in the war against Ukraine;

Kaspersky Lab is a Russian company that specializes in the

development of software and antivirus applications. In 2017, the

US government banned the use of Kaspersky Lab software by

federal agencies due to concerns about data leaks in the

interests of Russian intelligence services. However, as of April

2024, Kaspersky Lab still manages to avoid significant

international and, in particular, American sanctions, although some

countries and organizations have taken measures against the use

of this company's products. These measures were motivated by

national security concerns, but were not formalized as official

sanctions at the international level. Interestingly, on April 9, 2024,

CNN, citing "5 US officials", reported on the possible blocking of
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Kaspersky Lab products in the US. Decisions are supposed to be

made by the end of this month. Reason for alleged ban: National

security concerns.

But it is worth noting that after the full- scale invasion of the

Russian Federation into Ukraine, the Western media report on the

alleged restrictions of Kaspersky Lab every year, and for some

reason precisely in April. However, these announcements have not

yet caused real sanctions against Kaspersky Lab, and this company

continues to freely use opportunities to promote its technologies.

In most countries of the free world, neither the freezing of assets,

nor the ban on the sale of certain types of goods, nor the ban on

trading in its securities have been officially introduced against

Kaspersky Lab. Only Ukraine and Poland imposed restrictions of

this level regarding Kaspersky Lab and its founder Yevgeny

Kaspersky. In the USA, for example, only the ban on the use of

Russian developer products for state services and officials is still in

effect.

But we believe that sanctions against Kaspersky Lab should be

imposed immediately, because it threatens the national security of

the United States.
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From the materials found in the dumps of "Albatross"

(AlabugaLeaks), it becomes obvious that the software products of

this company are implemented for Russian military technologies in

the development of drones.

But here it is worth going back a little in history, in 2018, when 6

enthusiasts decided to take part in the large-scale competition

"Odyssey" for the development of search and rescue technologies

of the new generation. At that time, 75 million rubles were

announced in the form of grants for the winners of the competition

from the "Sistema" charity fund (a division of JSC "Sistema" -  one

of the largest Russian investment funds).

Among the 130 teams that applied for that competition, one called

"ALB-search" is now important . Here is the list of its members:

Two persons from the specified list were discussed in the first part

of the cycle of AlabugaLeaks materials. We will remind that Alexei

Florov and Konstantin Spiridonov are one of the key figures in 
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the organization of the production of combat drones in the

SEZ "Alabuga" . Both are heads of "Albatross" LLC.

The captain of the team, Nikita Kalmykov, is one of the founders of

"Albatross" and the former general director of the company. Ilya

Voronkov is the head of the Geomyr company, where he works side

by side with Florov (another company whose affairs he takes care

of).

Two of them, Vladimir Kleshnin and Vladimir Turov , did not

officially work at Albatross. At the same time, as evidenced by

documents obtained by Cyber ​​Resistance hackers and the

InformNapalm community, both have never severed ties with either

their Odyssey teammates or Albatross as an enterprise and played

(and play) a significant role in its development.

Although "ALB-search" failed to win the "Odyssey" competition,

participation brought serious success to all participants. The

team's idea was that a drone with a camera and ultra-sensitive

microphones should also be equipped with an on-board

computer with a trained neural network . Photos or sounds that

the board captures during the flight are immediately analyzed

by a neural network. If it determines the signs of a person,

then a picture of the area and coordinates are sent to the base

station for further evaluation. 
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At the time of the competition, "Albatross" had two types of UAVs

of its own development: a copter and a wing. But it didn't have a

trained neural network running on board. The invited specialists,

Turov and Kleshnin, had to solve several tasks: set up the

hardware part and stable data transmission, and organize the

training of the neural network. Payment for work was conducted

officially according to acts.

According to the results of "Odyssey", five of the 6 members of the

team registered a patent, which is called: " Airplane-type unmanned

aerial vehicle for detecting a person who has disappeared ". Now

this patent is one of the elements of Albatross presentations


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to potential customers.

It should be noted that the image above is an exaggeration. It refers

to the phrase " own technology ". The following slide from the same

Albatross presentation looks much more true:

" Kaspersky Laboratory uses drones of the Albatros company as a

carrier for its intelligent systems... Within the framework of the

partnership with the Russian aircraft manufacturer Albatros,

Kaspersky Neural Networks solutions have already been installed

on the Albatros M5 drone and Albatros D1 industrial quadcopters ,"

the slide says. closed presentation. You can download the full

presentation for review, which became available thanks to

AlabugaLeaks, at the link (*.pptx, 139 Mb). 
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So from the slides we learn that the Albatross drones are carriers

of Kaspersky Lab's intelligent systems. Now let's tell how it

happened.

Shared technology

The AlabugaLeaks array of data on Albatross activities allows you

to track the development history of certain products of the

company. So, to participate in the "Odyssey" competition and

create an intelligent system based on their drones, Kleshnin and

Turov were involved. From Turov's resume, it was indicated that

since 2018, he has been working at Kaspersky Lab as the head of

the Antidrone project (creation of a system of protection against

UAVs). Cooperation with "Albatross" is not his main activity.


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It is still not clear whether it was Turov who attracted Kleshnin to

work at Kaspersky Lab, having met on the Albatross project, or

whether it happened differently. But the fact is that already in

January 2020, Kleshnin began to conduct correspondence from

Kaspersky Lab's corporate mail. "Albatross" itself also does not

stand aside and becomes a partner of this company. For example,

Kaspersky Lab purchases Western equipment through Albatros

LLC, which at that time was little known.

Kaspersky Lab is creating a separate area called Kaspersky Neural

Network. And "Albatross" is its significant component. The parties

jointly advertise the product in the press. Also, the flagship drone

"Albatross M5" can be seen in the presentation materials of

Kaspersky Lab itself. Full presentation at the link (*PDF)


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After all, the cooperation and the fact that it is about Kaspersky's

neural network are directly stated on the company's website.


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A drone with a neural network is not the only project in which

Kaspersky cooperates with Albatross. There is a second brainchild

of Turov and Kleshnin, where "Albatross" also plays an important

role. It is called Kaspersky Antidrone. These are anti-drone security

systems aimed at industrial consumers. This is a complex of

radars and video equipment that records the flights of drones in a

certain area. The basis of everything is again a neural network. If

the drone flies to a certain place, the system is able to intercept its

control and return it to the departure point. The Russian edition of

Forbes wrote about the great financial success of the project in


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March 2023.

Kaspersky Lab hides most of the customers of the Antidrone

system. This is explained by the fact that " history is quite delicate

now " (after the full- scale invasion of the Russian Federation into

Ukraine -  ed.). However, Cyber ​​Resistance and InformNapalm have a

partial list of such objects. Among them are ChTPZ (a plant in

Chelyabinsk that produced pipes for the Nord Stream gas

pipeline), Nornickel (one of the largest metallurgical plants in

the Russian Federation), Mozyrsky Refinery (an oil refinery in

Belarus).

All this data is obtained from the leak of "Albatross"

(AlabugaLeaks), because the company performs the role of

"integrator" during system sales. This means purchasing the

necessary equipment (as in the case of the OPAL lidar already

shown), help with documentation, training staff to work with the

system, etc. How it works is demonstrated below on the


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example of the contract with the Mozyr Refinery.

If you pay attention to the date of the letter -  March 14, 2023 -  then

the events take place a year after the full- scale invasion of the

Russian Federation into Ukraine and 2 months after the transfer of

Albatros production to Yelabuga. At that time, there were already

reports in the mass media about the Kremlin's plans for the

production of "Shakhed" analogues in Tatarstan. Now the role of

"Albatross" in this is clearly known. However, at least there is no

statement from Kaspersky Lab about the break in cooperation with

its long-term partner.

There is also a noticeable detail that should be emphasized. After

the beginning of the full- scale invasion of the Russian Federation in

Ukraine, Kaspersky Lab stopped advertising its participation in

the development of the Albatros M5 drone . Instead, the

promotion of the Antidrone system, where the participation of

"Albatross" is not so visible, has increased.

Artillery adjuster

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In 2019, the "Albatross" team took care not only of participation in

the "Odyssey" competition and new technologies for finding lost

people. In October of that year, the chief engineer of the company,

Spiridonov, created a document entitled "On the correction of

artillery" .

It follows from the document that in order to transform a UAV

into an artillery adjuster, it is first necessary to master the

technology of neural networks.

As already described, in the same year, Kaspersky Lab developers

helped the "albatross" with the development of both hardware and

software solutions related to neural networks. "Albatross M5"

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became the carrier of the technology. The matter was small: to

teach the neural network.

And they succeeded. The presentation of the combat version of

the Albatross M5 UAV received by Cyber ​​Resistance hackers

indicates its active use on the battlefield in Ukraine. And also

about the active use of the neural network in the process .


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The InformNapalm website has so far published part of the

information on the combat use of the "Albatross M5". This will be 
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covered in full in the next parts of this series of AlabugaLeaks

materials.

A bridge for the flow of technologies

" We have a simple and clear mission - we build a safe world ", -

with these lofty words of Yevgeny Kaspersky, the story about the

company on the Kaspersky Lab website begins.

Most know it exclusively as the developer of the antivirus of the

same name, but currently the company has gone beyond antivirus

products. Formally, all Kaspersky products are created " exclusively

for civilian use ". The company's employees repeat this with or

without reason (probably in order to continue to avoid sanctions).

The Kaspersky Lab logo is not on the military version of the

Albatross M5, unlike its "agricultural rescue" version. But in essence

it is about the same drone and the capabilities provided by the

transfer of Kaspersky Lab technologies from the civilian to the

military sphere.

Тож компанія “Альбатрос” щонайпізніше з вересня 2022 року

застосовує безпілотники власного виробництва у війні РФ

проти України. Серед ключових елементів бойового

застосування БПЛА “Альбатрос М5” – нейромережа, яка на

борту безпілотника аналізує об’єкти та цілі. Двоє розробників

нейромережі “Альбатроса” є водночас і працівниками компанії

Kaspersky Lab, де опікуються проектом Antidrone. Офіційним

партнером Каспєрского на напрямах розробки нейромереж та

систем захисту від дронів є той самий “Альбатрос”. І хоча 
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повномасштабна війна триває понад два роки; сам “Альбатрос”

нещодавно перевіз виробництво в Єлабугу, де бере участь у

збиранні російських аналогів дронів-камікадзе Shahed-136, –

жодної інформації про розрив співпраці між Kaspersky Lab та

“Альбатросом” немає. А проти самого російського

технологічного флагмана Kaspersky Lab досі не застосовані

ефективні західні санкції. Тому Kaspersky Lab може купувати

обладнання, навчати фахівців, створювати нові продукти, а далі

ці продукти будуть використовуватись рашистами у агресивній

війні проти України. Тому обмеження, накладені на РФ  в

технологічній галузі, не повинні мати виключень і російська

компанія Kaspersky Lab повинна також потрапити під ефективні

санкції.

Читайте інші публікації InformNapalm на основі
даних від хактивістів “Кібер Спротив”

Європейські санкції зривають держконтракт МО РФ  на

постачання комплексу БПЛА “Гранат-4”

Злам Департаменту інфокомунікацій МО РФ . Секрети

генерала Конашенкова і “Катюші”

Злам російського воєнного злочинця, заступника

командира ОМОН Красноярського краю РФ

Злам російського воєнного злочинця, командира в/ч

75387, 960-го штурмового авіаційного полку

Злам російського Z-волонтера Міхаіла Лучина, який

замість дронів для російської армії замовив секс- іграшки

на $25000.

BagdasarovLeaks: Злам екс-депутата Держдуми РФ

Семена Багдасарова. Іранський гамбіт

Злам офіцера ГРУ РФ , куратора хакерського угруповання

APT 28, якого розшукує ФБР


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Злам “Джеймса Бонда”, начальника медичної служби

960-го ШАП РФ . Список в/ч 75387

Злам Андрія Лугового, депутата Держдуми РФ  і першого

заступника голови комітету з безпеки

Українські хакери здобули унікальне фото командира в/ч

26165, якого розшукує ФБР за втручання у вибори США

Нові факти співпраці ексміністра юстиції Словаччини

Штефана Харабіна з РФ

Злам російського воєнного злочинця, екс-командира в/ч

41520 полковника Леоніда Русіна

Українські хакери виклали списки та документи 72- ї

ОМСБр ЗС Росії (ТОП-10 файлів)

Українські хакери отримали доступи до баз даних

економічного саміту “Росія-Африка 2023”

Злам російського воєнного злочинця, начальника

відділення бойового застосування літаків А-50 в/ч 41520

підполковника Касаткіна

BabakovLeaks: Злам пошти Олександра Бабакова,

заступника голови Держдуми РФ

Кубинські найманці продовжують поповнювати ЗС РФ .

Нові докази вербування громадян Куби

Злам російського пілота ІЛ-76 розкрив схеми поставок

зброї з Ірану, ПАР та Малі до Росії

CYBINT study: how the Orlan-10 UAV manufacturer imports

equipment to circumvent sanctions

Hacking the mail of the assistant vice-speaker of the State

Duma of the Russian Federation: agents of influence in Serbia

and media influence campaigns in the EU
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Hackers revealed new closed documentation of STC, the

Russian manufacturer of UAV "Orlan-10"

CYBINT. Hacking of the Russian manufacturer of UAVs. Part

1. Who collects "Geranium-2"
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