
E V I L  E X T R AC T O R

UPDATE NOTES

Remastered v1.2 • February 18, 2024

Minor bug f ixes related to agent  builders.

Minor GUI improvement s (links have been changed, etc.).

Ant i-VM feat ure has been st rengt hened; agent s wit h t his feat ure enabled are now configured to stop funct ioning if  t hey

detect  an already act ive reverse-engineering tool.

Signif icant  background changes have been made regarding sof t ware securit y & performance (including: If  any reverse-

engineering tool used in conjunct ion wit h Evil Ext ractor is detected, t he sof t ware will automat ically shut  down).

Version informat ion has been added to t he login page.

KleenScan Result s:

Single Bullet  Agent

(ht t ps://kleenscan.com/scan_result /6fbda353b33099a4419975975106c7b88d93158fb066b55fbf7fec07b0817716)

RAT  Agent

(ht t ps://kleenscan.com/scan_result /608dab9100dae675e6ad464bcd6f5ed908a18136d61a7faa7380ae1555db02a0)

Remastered v1.1 • January 9, 2024

Intermediate bug f ixes (Fixed: In some cases, agent  doesn’t  work on some machines).

We st rongly recommend to rebuild your agent s wit h t his update.

Minor GUI improvement s (Fixed: Scale issue related wit h “Listening” and “Ping” labels, etc. Old logo replaced wit h t he new

one).

Added resizer to RAT  Webcam Monitoring.

KleenScan Result s:

Single Bullet  Agent

(ht t ps://kleenscan.com/scan_result /1f93dc9ac8956003caa5204d573bba9da286152554664f60f0e3fb45ae567993)
Privacy  - Terms
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RAT  Agent

(ht t ps://kleenscan.com/scan_result /a4bfe9e53dd7b8803aa30c5c9a680572cb15c1b6a63330db493640556481b36f)

Remastered v1.0 • December 5, 2023

Evil Ext ractor completely rewrit ten using .NET  Framework. All t he issues (UI freezing, etc.) related wit h Evil Ext ractor, has

been resolved wit h t he Remastered version.

PowerShell support  has been removed for agent s (all agent s are now writ ten in .NET  Framework), t hereby expanding t he

number of  plat forms agent s can operate on: Windows 7/8/8.1/10/11, Windows Server 2008/2012/2016. Along wit h t his

change, t he ‘can’t  be dest royed’ feat ure has been removed.

License system has been ent irely revamped, speeding up license verif icat ion, and t he servers have been renewed

(completely eliminat ing connect ion issues).

Wit h Evil Ext ractor Remastered, HWID reset  has been automated (eliminat ing t he need for customers to cont act  t he

support  team for HWID reset ; t hey can automat ically t ransfer t heir license to anot her machine).

Auto Updater feat ure has been added to Evil Ext ractor Remastered. Customers will no longer need to deal wit h t hird-

part y sites; updates will be automat ically downloaded and inst alled wit h a single click.

Ext reme sizes of  Evil Ext ractor Remastered and Decrypt ion Tool (40 MB) have been reduced to (<10 MB).

Evil Ext ractor has been completely automated: Once you enter your license key/FT P informat ion (for connect ion and

agent  creat ion)/KleenScan API key, it  will be automat ically saved on your computer. T his eliminates t he need to manually

input  t he informat ion again.

Added a resize feat ure to t he User Interface.

New addit ional feat ures have been added, and exist ing feat ures have been enhanced (feat ures will be opt ional, allowing

users to add or remove t hese feat ures to any desired agent s):

Persistence

Self-Dest ruct ion

Ant i-VM

Private Encrypter (algorit hm completely changed, using AES now)

Binder

Icon select ion

Error message

Sleep before execut ion

x86/x64/ANY CPU select ion

Assembly informat ion (File Descript ion, Company Name, Copyright , etc.)

Silent

No-Traces

Private encrypter model has been completely overhauled and enhanced. Moving forward, FT P and RAT  IP/Port  informat ion

will be encrypted using AES.

Error Message feat ure has been int roduced for agent s (you can opt ionally prompt  an error message when t he agent  is

executed on t he t arget  system).

Flexibilit y has been int roduced for creat ing agent s wit h or wit hout  icons, and wit h or wit hout  binding.

All t he t roublesome ‘pat h cannot  cont ain special characters or spaces’ rules have been removed when creat ing agent s.

Included new extensions for Binder: .exe, .pdf, .png, .jpg.

Persistence module has been enhanced and all issues resolved. Addit ionally, t he requirement  for t he created agent  to

ret ain t he same name has been eliminated. Af ter t he build, even if  t he agent ’s name is changed, t he persistence feat ure

will st ill funct ion.

Binder and persistence feat ures have been integrated wit h each ot her. While t he Bind feat ure is act ive, t he agent  added

to st art up will not  execute t he bound f ile upon system rest art .

Removed default  admin requirement s for agent s.

UAC Bypass, as agent s no longer require default  administ rator privileges, has been removed.

WD Exclusion met hod has been removed. T his feat ure, intended to add it self  to exclusions, was inadvertent ly t riggering an

aggressive mode in Defender, cont rary to it s purpose.

Default  agent  sizes have been reduced/st abilized.
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All Single Bullet  agent s have been rewrit ten from scratch and f ixed all exist ing issues.

File upload speed to FT P has been doubled for all Single Bullet  agent s.

Screen & Webcam Ext ractor has been rewrit ten from scratch, resolving all issues (screen lag, camera issues,

connect ion problems). It  has been opt imized for resolut ions such as 100%, 125%, 150%, etc.

 Added custom t ime range feat ure for Screen & Webcam Ext ractor (customers will be able to completely set

t he t ime range t hey want  for ret rieving logs).

Credent ials Ext ractor has been rewrit ten from scratch and enhanced (locat ion informat ion, etc.).

Locat ion informat ion (US, T R, GER, etc.) has been completely improved. Instead of  ret rieving t his informat ion from

t he t arget  system’s current  keyboard layout , it  will now show t he act ual locat ion.

File Ext ractor has been rewrit ten from scratch, f ixed all issues and int roducing t wo modes to prevent  f ile clut ter:

Ret rieve sensit ive Files only / Ret rieve All f iles.

Password & Cookie Ext ractor has been rewrit ten from scratch, f ixed all issues (f ixed date errors in t he History sect ion

– 01-02-1601), resolving and enhancing all feat ures related to passwords and cookies. Unnecessary browsers have

been removed, and t he ent ire system has been improved. Passwords & cookies agent s will now funct ion in chromium

v80+ browsers (integrated into modern browsers).

 Supported browsers: Chrome, Microsof t  Edge, Opera St able (Default  Opera browser), Opera GX, Brave, Vivaldi.

Passwords & Cookies Ext ractor will now ext ract  informat ion from all prof iles of  t he supported browsers (In t he

original version of  Evil Ext ractor, only informat ion from t he default  prof ile was ext racted).

Kodex Ransomware v3 (f inal form) has been released.

Decrypt ion tool (ht t ps://kodexsof t wares.is/wp-

content /uploads/2023/12/KodexRansomwareV3_Decrypt ionTool_Interface.png) rewrit ten from scratch, all issues

related decrypt ion has been resolved.

Encrypt ion/decrypt ion algorit hm for Kodex Ransomware was writ ten from scratch, enhanced, and all issues were

resolved (completely eliminat ing t he problem of  being unable to encrypt  cert ain f iles). T he exist ing encrypt ion t ime

was accelerated. Following numerous test s, t he Encrypt ion success rate was determined to be 95.X%+.

Execut able (.exe) f iles will not  be included in t he encrypt ion process for Kodex Ransomware.

Encrypt ion of  ‘Import ant  document s’ no longer includes t he ‘Document s’ and ‘Pict ures’ folders; instead, it  now

encompasses ‘Desktop’ and ‘Downloads’.

Full Encrypt ion folders remain unchanged: ‘Import ant  Document s’ (Desktop + Downloads) + Ot her Disks (D:\, E:\, F:\,

etc.).

In cases where t he size of  t he f ile to be encrypted is excessively large, t he f ile is open, or it s st ruct ure is

compromised, encrypt ion may fail for t he specif ied f ile. T his scenario is included in t he count  of  ‘Encrypt ion failed

f iles tot al of  number’. To facilit ate ident if icat ion, ‘Encrypted.t xt ’ sent  to your FT P server will now cont ain

informat ion on ‘Encrypted f iles tot al of  number, Encrypt ion failed f iles tot al of  number, T ime Elapsed’. 

Post-ransomware screenshot  feat ure was deemed unnecessary and has been removed.

KleenScan (ht t ps://kodexsof t wares.is/wp-content /uploads/2023/12/EE_Remastered_KleenScan_Interface.png) agent

scanning system has been completely revamped and improved. All ant ivirus programs have been added (customers can

choose t heir preferred ant ivirus for scanning).

Result s sect ion has been configured to be det ailed (Ant ivirus Name/Detect ion/Last  Updated), and a but ton for

automat ic redirect ion to view result s online has been added.

View latest  KleenScan result s

(ht t ps://kleenscan.com/scan_result /a1b6db0b21954aced8a4733ab24737fb5df51e04800d6830e6d02ede38020132)

(Ransomware agent )

FT P Server (ht t ps://kodexsof t wares.is/wp-content /uploads/2023/12/EE_Remastered_FT PServer_Interface.png)

sect ion now includes funct ionalit ies for delet ing directories/f iles and logging out . Addit ionally, all connect ions have been

configured to be made securely via SSL/T LS (1.2).

FT Ps support  has been int roduced as default . FT P connect ions made t hrough Evil Ext ractor Remastered or your

agent  will now be encrypted wit h SSL/T LS (1.2) for complete securit y.

File download system from t he FT P server has been enhanced; all f iles will be downloaded along wit h t heir respect ive

directory names for bet ter organizat ion.

‘Test  FT P’ feat ure has been added for t he FT P server, allowing a one-click test  to validate entered FT P informat ion.

All connect ion dropout  issues for t he FT P server sect ion have been resolved, and t he t able has been det ailed as

follows: NAME/T YPE (File or Directory)/PAT H
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All RAT  Server (ht t ps://kodexsof t wares.is/wp-content /uploads/2023/12/EE_Remastered_RAT Server_Interface.png)

feat ures have been rewrit ten, wit h new funct ionalit ies added and all issues resolved.

RAT  port  listening feat ure has been enhanced to ensure t here is no conflict  bet ween t he applicat ion’s listened port s

and t he selected port .

You won’t  need to manually enter your local IP for RAT  listening; t he applicat ion will determine it  automat ically.

Added domain support  for RAT  mode (now, it  can be used wit h duckdns or similar services).

Added feat ures to RAT :

Monitoring (Screen & Webcam)

Informat ion

Wif i

File Manager

Shell (Cmd)

Upload & Execute (URL/File)

Chat  (Live Chat /Error Message)

Power (Rest art /Shutdown)

Kill session

New feat ures of  RAT  Server have been tested on a public net work (up to 370 ms).

T he conflict  issue wit hin t he applicat ion bet ween RAT  and FT P server has been completely resolved, allowing bot h

interfaces to be used simult aneously.

Wit h t his update, all PDFs have been refreshed, and a public PDF (Feat ures) has been published. You can view t he PDF by

clicking here (ht t ps://kodexsof t wares.is/wp-content /uploads/2023/12/1-Feat ures.pdf).

v4.3 (Major Update) • September 2, 2023

Kodex Ransomware v2.0 has been released, wit h a completely renewed encrypt ion met hod, and t he source code has been

rewrit ten from scratch (a unique encrypt ion met hod will now be used instead of  t he archiving met hod to encrypt  f iles). All

minor and major issues stemming from Kodex Ransomware v1.0 have been f ixed and improved (including t he full encrypt ion

issue, screenshot  resolut ion, t iming issue, etc.).

Compared to Kodex Ransomware v1.0, t he encrypt ion speed of  v2.0 has been increased by 83.33%, and new folders for

encrypt ion have been added (Import ant  document s Encrypt ion: Desktop, downloads, document s, videos, pict ures folders.

Full Encrypt ion: Import ant  document s + Ot her disks).

A “Kodex Ransomware Decrypt ion Tool” has been developed to decrypt  f iles encrypted using Kodex Ransomware v2.0 (t his

decrypt ion tool will be sent  to customers).

For Kodex Ransomware v2.0, t he normal agent  select ion and can’t  be dest royed feat ures have been removed (a private

encrypter will be used in every case when creat ing t he Kodex Ransomware v2.0 agent , wit h t he binder as an opt ion).

Support  for Kodex Ransomware v1.0 has been discont inued, and agent s created using Kodex Ransomware v1.0 will no longer

funct ion wit h t his update. We st rongly recommend updat ing your sof t ware.

Kodex Ransomware video has been updated.

For RAT, when ‘Kill’ is right-clicked during t he connect ion to t he t arget  system, t he connect ion will be completely

terminated (and t he persistence feat ure will be removed). T his way, you can completely eliminate any unwanted

connect ions. (Customer suggest ion)

All errors in t he Persistence modules have been f ixed, and t heir infrast ruct ures have been revamped (UAC silent ly

bypassed for t he next  reboot , f ixed major issues).

For older cameras, a 2-second cooldown has been added to t he webcam sect ion of  t he Screenshot  & Webcam Ext ractor,

resolving t he issue wit h capt uring camshot s.

In t he Rat  Shell, a border has been added, and a menu has been added to t he top right  corner in t he RAT  sect ion. Also, all

t he font s completely redesigned.

To address potent ial connect ion issues, FT P and RAT  listening are now configured not  to run at  t he same t ime (major bug

fixes).

T he infrast ruct ure for bot h normal agent  creat ion and Private Encrypter & Binder agent  creat ion has been completely

overhauled, result ing in faster agent  generat ion and bug f ixes. (Wit h t his update, please be aware t hat  t he inst allat ion of

(https://kodexsoftwares.is)
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t he Private Encrypter may t ake some t ime. Kindly wait  pat ient ly and refrain from clicking on t he GUI during t he download.

Note t hat  t his wait ing period is a one-t ime occurrence af ter t he Private Encrypter update.)

Private Encrypter met hod updated, detect ion values decreased to 1/40. [View KleenScan result s

(ht t ps://kleenscan.com/scan_result /d206c95608dd9f4c04f25bd77de9ddc738cfc91551a9bf64838831203ddad27f)]

v4.2 • June 14, 2023

Added new AVs to KleenScan system, and t he “somet hing went  wrong” error has been completely resolved

Kodex ransomware agent  will now be able to perform self-debugging and automat ically stop funct ioning when an

unexpected event  occurs (to prevent  t he delet ion of  f iles on t he t arget  system before t hey are encrypted)

Minor bug f ixes (new sof t ware securit y system)

v4.1 • June 9, 2023

Added a note system for RAT  Mode (Customer suggest ion, you can now t ake notes about  t he t arget  system)

Resolved t he issue of  RAT  Mode freezing unexpectedly

RAT  Mode’s execute URL sect ion has been updated to use HT T PS and f ixed errors

T he issue of  having a new t ray icon appear for each not if icat ion in RAT  Mode has been resolved, and a menu has been

added to t he t ray icon

Errors in persistence agent s have been f ixed

WD Bypass feat ure has been improved

Fixed minor issues in RAT  Mode’s Upload & Execute funct ionalit y

In t he FT P Server System, t he issue of  connect ion dropping when it  remained open for an extended period has been

resolved by enhancing t he ‘Refresh’ opt ion. Users can now click t he Refresh opt ion to automat ically reconnect  in case of

connect ion loss

Fixed t he issue of  screen shif t ing for Screen & Webcam Ext ractor (screenshot  is now centered)

T he problem of  not  being able to upload images and webcam foot age for t he Screen & Webcam ext ractor to FT P has been

completely resolved (t his issue was only present  for Screen & Webcam Ext ractor in normal agent  creat ion)

GUI automat ic resizing has been reconfigured

Minor GUI improvement s (Checkbox, pop-up issue, etc.)

GUI icon resolut ion issue has been f ixed

Implemented new securit y measures for t he sof t ware’s safet y

Fixed small bugs in File Ext ractor and Kodex Ransomware

Made minor bug f ixes in normal agent  creat ion and private encrypter & binder

v4.0 (RAT) • May 1, 2023

Single Bullet  & RAT  Mode has been added:

Evil Ext ractor now of fers t wo modes of  operat ion: Single Bullet  and RAT. Users can combine t hese modes for more

advanced at t acks. Wit h RAT  mode, you can est ablish a live connect ion wit h t he t arget  system, giving you t he abilit y to

upload, delete, download f iles, t ake screenshot s, send fake error messages and perform many ot her act ions. On t he ot her

hand, Single Bullet  mode provides six primary at t ack t ypes, each wit h unique feat ures t hat  work t hrough FT P service.

A not if icat ion system has been added to not if y t he user when a t arget  machine connect s to t he RAT.

Wit h v4.0, t he GUI resizing will be done automat ically according to t he screen size.

GUI scrollbar appearance has been changed.

VM set up requirement  has been removed since no one was using it  (alt hough it  is st ill recommended and t hose who wish can

st ill inst all/use it  on a VM).

(https://kodexsoftwares.is)
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Private Encrypter & Binder bug has been f ixed.

Screen and webcam image count ing issue has been resolved.

Private Encrypter and Normal Agent  Creat ion met hods updated. Detect ion values decreased to 1/40 -> Click here to view

(ht t ps://kleenscan.com/scan_result /5f f74e1a8f08e6fd3e1c7f83a507c9862ee21223a51be7bfee646aef30269b73)

Keylogger feat ure has been removed from Evil Ext ractor to focus on furt her development  and a new sof t ware will be

released in t he fut ure. All Evil Ext ractor customers will benefit  from t his new sof t ware.

Persistence modules have been improved (UAC not if icat ion bypassed).

PDFs have been updated to explain RAT  mode.

v3.6 • March 22, 2023

Minor Bug Fixes (Ransomware, Screen & Webcam Ext ractor, Password & Cookie Ext ractor, Keylogger). T hose feat ures will

not  work properly in t he old version (v3.5.5), we st rongly recommend updat ing your sof t ware.

Password & Cookie Ext ractor improved (Added cooldown for: computers wit h saved a lot  of  informat ion in browsers).

Keylogger improved (some t ypos f ixed).

Screen & Webcam resolut ion f ixed for webcam feat ure.

v3.5.5 • March 17, 2023

Minor Bug Fixes (Persistence Modules).

Password & Cookie feat ure has been improved. Password & Cookie Ext ractor may not  work properly in t he old version

(v3.5), we st rongly recommend updat ing your sof t ware.

Ant i-VM feat ure has been ext remely st rengt hened and most  well-known virt ual machines have been added to t he blacklist

(Your agent  will no longer run inside machines such as JOHN-PC, ANNA-PC etc. and you will no longer see t hese names on

your FT P server).

v3.5 • March 8, 2023

Minor Bug Fixes (GUI, Private Encrypter & Binder).

T he Keylogger feat ure has been rewrit ten from scratch and is now much more det ailed like -> “[ENT ER]hello world![F5].”

All feat ures have been renewed/updated. Old feat ures may not  work properly in t he old version (v3.4), we st rongly

recommend updat ing your sof t ware.

Ant i VM feat ure has been st rengt hened (No more sandboxies).

No Tracking feat ure has been improved.

Private Encrypter met hod updated (Detect ion values decreased to -> 0/34)

Ant ivirus Scan Result s for All In One Ext ractor (Wit h Ext ra Feat ures) -> Click here to view

(ht t ps://www.kleenscan.com/scan_result /85d62aa918b6de571dfbfe8ef f5aa0818cc027923783cf802ed793c5e7a4d37f)

Note: Detect ion values may change person to person (for more informat ion, please t ake a look at  v2.2 update notes).

v3.4 • February 25, 2023

Password & Cookie, Screen & Webcam Ext ractor, Keylogger and Kodex Ransomware infrast ruct ure has been completely

changed (T hese feat ures have been accelerated and st rengt hened). T hose feat ures will not  work properly in t he old

version (v3.4 below), we st rongly recommend updat ing your sof t ware.

Screen & Webcam infrast ruct ure has been changed, also improved image qualit y for webcam (1920×1080).

(https://kodexsoftwares.is)
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Browser History removed from Credent ials, added to Password & Cookie Ext ractor (Now, browser history det ailed like:

URL, Visit  T ime, T it le).

Credent ials Ext ractor completely renewed (Incoming logs will be organized in one t xt  f ile). Also, added Real-T ime locat ion,

GPU, CPU, RAM and many ot her t hings to Credent ials Ext ractor.

Password & Cookie Ext ract ion infrast ruct ure has been completely changed/renewed. Now all cookie informat ion will be

delivered in JSON format  (Customer suggest ion), some less popular browsers have been removed and removed Out look &

T hunderbird password ext ract ing feat ure (result ing in 99% faster performance).

Private Video “Bypass Yout ube & G-Mail 2FA” renewed (JSON Format ).

v3.3 • February 18, 2023

Minor Bug Fixes (GUI font s + GUI pop-up issue + License system will be work more st able from now + persistence modules)

Added KleenScan agent  scan system (Now, you can scan your agent s’ detect ion value t hrough Evil Ext ractor)

Added “Select  Area for Encrypt ion” for Kodex Ransomware (Now, you have 2 opt ion: Full Encrypt ion, Import ant  Document s

Encrypt ion). (Customer suggest ion)

Added screenshot  feat ure for Kodex Ransomware (You’ll get  a single screenshot  af ter encrypt ion). (Customer suggest ion)

UAC Bypass feat ure has been st rengt hened.

Ant i-VM feat ure has been st rengt hened.

Added Extension Spoofing video to private videos. (Customer suggest ion)

Private Encrypter met hod completely renewed (Detect ion values decreased to -> 0/34)

Ant ivirus Scan Result s for All In One Ext ractor (Wit h Ext ra Feat ures) -> Click here to view

(ht t ps://www.kleenscan.com/scan_result /3cf5f9bdf1c68881d56214f fbacb6f f9ab3897438c4fdd0d974f04cedecb2d7d)

Note: Detect ion values may change person to person (for more informat ion, please t ake a look at  v2.2 update notes).

v3.1 • February 7, 2023

Minor bug f ixes (GUI + Message Box + Keylogger).

T he Keylogger infrast ruct ure has been changed (now it ’s bet ter). T his feat ure (Keylogger) may not  work properly in t he old

version (v3.0), we st rongly recommend updat ing your sof t ware.

Added Private Video (Bypass Yout ube 2FA). (Customer suggest ion)

v3.0 (GUI) • January 24, 2023

Evil Ext ractor GUI released (Evil Ext ractor completely renewed). Now you can follow your t arget s via Evil Ext ractor server

system.

Added Keylogger (Persistence). Also integrated wit h All-in-one Ext ractor (Customer suggest ion)

Minor bug f ixes (Password & Cookie Ext ractor)

Private Encrypter Met hod Updated. Detect ion values decreased to -> 1/26 (All in one Ext ractor wit h ext ra feat ures)

Added 6 hours t ime range opt ion to Keylogger + Screen & Webcam Ext ractor

Kodex Ransomware inst rafact ure has been ext remely st rengt hened.

Now, Kodex Ransomware feat ure will be also encrypt  Downloads folder on t arget  system too (Now: Desktop + Downloads)

Also, license system has been completely changed; Now, you don’t  have to download Evil Ext ractor License Generator to

use Evil Ext ractor. All t he system is fully automated wit h license keys.

(https://kodexsoftwares.is)
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v2.3 • January 4, 2023

Minor bug f ixes

Added cont act  informat ion for Kodex Ransomware (Customer suggest ion)

Added Opera St able, Microsof t  Edge cookie grabber for Password & Cookie Ext ractor

Added File Ext ractor instead of  Desktop Ext ractor (Now, File Ext ractor will ext ract  f iles from Downloads and Desktop

folders). Now, you will only be able to receive f iles wit h cert ain extensions (to avoid uploading unnecessary f iles in FT P

area).

Files wit h t hese extensions will be ext racted: jpg, png, jpeg, mp4, mpeg, mp3, avi, t xt , rt f, xlsx, docx, ppt x, pdf, rar, zip, 7z,

csv, xml, ht ml

v2.2 • December 25, 2022

Added ant i VM

Added agent  icon select ion for every agent  (Now, can be used wit hout  ext ra feat ures)

Added Private Encrypter. Now, each customer will have t heir own encrypter. No one will be ef fected by t he behavior of

ot hers (like uploading agent  to virustot al or automat ic sample submission etc.). Detect ion values may change person to

person.

v2.1 • December 13, 2022

Added live countdown (Read_me.ht ml) to Kodex Ransomware feat ure.

v2.0 • December 10, 2022

Transfer queue completely changed (File loss is minimized in case of  a possible internet  loss on t he t arget  system).

Can’t  be dest royed feat ure added.

Kodex Ransomware added.

v1.9 • December 6, 2022

Target  locat ion and host name added (Now, incoming f iles will be more organized like: [United St ates]DESKTOP-XXXX).

(Customer suggest ion)

Wit h v1.9, a single Evil Ext ractor agent  can run at  (at  t he same t ime) many dif ferent  computers.

v1.8 • December 4, 2022

Windows Defender Bypass Met hod added (Evil Ext ractor agent  will add it self  to exclusions once it  executes.)

UAC Bypass added (Evil Ext ractor agent  will always run as administ rator.)

(https://kodexsoftwares.is)
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v1.7 • December 1, 2022

Added Password & Cookie Ext ractor

(Now, Evil Ext ractor can grab passwords from 27 dif ferent  browsers. Including mail sof t wares like: T hunderbird and

Out look)

Firefox t able bug f ixed on Password & Cookie Ext ractor

v1.6 • November 27, 2022

Minor bug f ixes on Ext ra Feat ures

Added “cookies.ht ml” (t able) for Cookie Ext ractor (Cookies now more organized: Expirat ion date, cookie value etc.)

Added Free FT P plans to all packages

v1.5 • November 16, 2022

Ext ra Feat ures (Encrypter and Binder)

Icon change select ion for agent

Firefox cookie grabber for Cookie Ext ractor

T ime range select ion for Screen & Webcam Ext ractor

Public IP informat ion for Credent ials Ext ractor

Edge browser history for Credent ials Ext ractor

v1.4 • October 7, 2022

Added Screen & Webcam Ext ractor (Persistence)

v1.3 • October 1, 2022

Screenshot  Ext ractor (Persistence)

x64 & x86 select ion added

v1.2 • September 14, 2022

All in one

No-console (t arget-side console out put  is no longer shown)

No t races (leaves no t races on t he t arget  system)

v1.1 • September 12, 2022

Interface updated

(https://kodexsoftwares.is)
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v1.0 • September 10, 2022

Added Credent ials Ext ractor

Added Desktop Ext ractor

Added Cookie Ext ractor

Software

Evil Ext ractor(ht t ps://kodexsof t wares.is/evilext ractor/)

Kodex Keylogger(ht t ps://kodexsof t wares.is/kodexkeylogger/)

Legal

License & Terms(ht t ps://kodexsof t wares.is/license-and-terms/)

Privacy Policy(ht t ps://kodexsof t wares.is/wp-content /uploads/2023/05/Kodex-Sof t wares-Privacy-Policy.pdf)

Cont act (ht t ps://kodexsof t wares.is/support /)

Report  Abuse(mailto:abuse@kodexsof t wares.is)

Telegram(ht t ps://t .me/KodexSof t wares)
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