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$ WHOAMI

Enn3aBeTta PbixeHKoBa

neHTtectep B BL.ZONE

@fkshell

@fuckwebsec




OSINT 210 TO C Yero Ha4ymHaeTcs NeHTecT U Mbl 00 3TOM 3abbiBaem ...

OWASP

Open Web Application
Security Project

https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security Testing/01-Information_Gathering/



LLUAD 1. Tporyrnntb

O6was uenb: cobpaTb MakCMMyM UHGbLI O TapreTe



L1OpKUHT

site:iterm?2
filetype:txt
< C @ iterm2.com/license.txt

GNU GENERAL PUBLIC LICENSE ‘-~‘"“‘--.
T intext:PUBLIC

Version 2, June 1991

inurl

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.
Preamble

onepaTopbl
site:
inurl:
intext:
inbody:

filetype:

n MHOrmne apyrme


https://gist.github.com/sundowndev/283efaddbcf896ab405488330d1bbc06

https://www.exploit-db.com/google-hacking-database

Date Added  Dork Category Author
2023-06-02 intext:"ArcGIS REST Services Directory” intitle:"Folder: /° Files Containing Juicy Info SoEs Eg::::;:aba"em
2023-06-02 inurl:"/login.aspx” intitle:"user” Pages Containing Login Portals Sachin Gupta
2023-06-02 RE: inurl:/wp-content/uploads/wpo_wcpdf Files Containing Juicy Info Stuart Steenberg
2023-06-02 inurl:*/login.aspx” intitle:"adminlogin” Pages Containing Login Portals Sachin Gupta
2023-06-02 intitle:"PaperCut login” Pages Containing Login Portals SatishKumar Pyata
2023-05-31 Re: inurl:"/admin” intitle:"adminlogin” Pages Containing Login Portals Ishak Hasan Sabbir
2023-05-31 allintitle:"A8810-0" Various Online Devices Thomas Heverin
2023-05-31 allintitle:"macOS Server” site:.edu Files Containing Juicy Info Thomas Heverin
2023-05-31 inurl:wp-content/uploads/sites Files Containing Juicy Info Stuart Steenberg
2023-05-31 intitle:"index of" "private.properties” Files Containing Juicy Info Praharsh Kumar Singh
2023-05-31 Re: inurl:"/user” intitle:"userlogin” Pages Containing Login Portals Ishak Hasan Sabbir
2023-05-31 intitle:"SCM Manager” intext:1.60 Files Containing Juicy Info Alexandros Pappas
2023-05-31 intitle:"index of" "profiler" Files Containing Juicy Info Praharsh Kumar Singh
2023-05-26 Re: intitle:index.of conf.php Files Containing Juicy Info Ramjan Ali Sabber
2023-05-26 Files Containing Juicy Info Files Containing Juicy Info muhammetadibas

Showing 1 to 15 of 7,709 entries

FIRST PREVIOUS o 2 3 4 5

514 NEXT LAST



[Tonck dbannoB ¢ onacHbIMW pacLUNPeEHNSIMHA

filetype:sql intext:password X

Université Lyon 1
https://forge.univ-lyon1.frs ... > old_SAPHIR 3

backend/users.sql - master - ALVES MICKAEL / old_SAPHIR

Dec 18, 2021 — INSERT INTO "users™ (‘id", ‘'username’, ‘password’, ‘role’, "createdAt’,
‘updatedAt’) VALUES. 47. (1, 'admin’, '$2b$10$NVxbXPdOqTINg2HYqgcCS.

- log pavnel
- apxuBbl
- Bokanbl
- T doannbl



[lonck knanHT-cang 6aros

{=
0

Google inurl:<script>alert(1)</script> X
Images Videos Shopping Maps News Books Flights
About 248,000 resuits (0.30 seconds)

jokesland.net.ru
https://jokesland.net.ru > sng » script> &

Bes 3aronoska
C HoBbim 2023 ronom Tebs, </title><script>alert(document.cookie)</script>!!! XXenato Tebe
3/10pOBbS, CHACTbs U Beero xopoluero B Byayuiem roay!!! (Bonoas Mytux).

@ jokesland.net.ru

net.rufs/sng.

3akpeiTh




Google cam nogckaxer

Google

intitle "index of" | X  E )

noBe3sno

intitle index of fadmin

intitle index of wp-admin

intitle index of /phpmyadmin/index.php
intitle index of /secrets/

intitle index of /

intitle index of mkv bollywood movie
intitle index of mp4 tapana

intitle index of mp4 virupaksha

intitle index of mp4 avatar 2 telugu

intitle index of mp4 dasara

Mownck B Google MHe nosesét!

MNoxcanoeambca Ha HenpuemnemMble NodcKkasku



Index of /wp-content/uploads

Name Last modified Size Description

Index of /admin

Parent Directory

2014/ 2015-04-27 11:54
Name Last modified Size Description 2015/ 2015-11-30 23:00 -
; 2016/ 2016-11-3023:00 -
Parent Directory - 2017/ 2017-11-3023:00 -

admin css 2010-06-24 12:32 5.7K 2018/ 2016-11-30 25:02

adminphp  2010-06-24 12:32 46K 2019/ 2019-11-30 23:00

2020/ 2020-11-30 23:00

auth.php 2010:-06-24 12:32 13K 2021/ 2021-11-30 23:00

auth oldphp  2010-06-24 12:32 761 2022/ 2022-11-30 23:00
backup/ 2010-06-22 08:26 - 2023/ 2023-05-31 23:01 -
configsetphp  2010-06-24 12:32 23K GeolPdat 2018-05-03 01:59 1.2M
db_backup php 2010-06-24 12:32 3.8K GeoIPvé.dat‘ 2018-05-03 01:59 2.2M
i 20100624 123263% e
ext.txt 2010-06-24 12:32 198 T 0150497 1108 -
installphp ~ 2010-06-24 12:32 3.6K hitp! 0150427 1111 -
log/ 2010-06-2208:26 - playgroundparkbench_,.> 2015-04-27 11:10 24M
messagesphp  2010-06-24 12:32 6.6K redux/ 2015-04-27 11:11 -
spider.php 2010-06-24 12:32 18K sb-instagram-feed-im.> 2019-01-04 09:26 -
spiderfuncs.php 2010-06-24 12:32 23K wp-file-manager-pro/  2021-08-1603:42 -
- 2010-062208:26 - wpcode/ 2023-02-1208:12 -

wysija/ 2015-04-27 11:11 -




He 3abbiBaTh O APYINX MONCKOBbIX OBUXKaX

00
L, L BingYandex Bai W EE C%SHODAN

DuckDuckGo



NHCTPYMEHTbI

A

Pagodo * 2.2k
Go-dork = 800

GooFuzz *« 850

/Zeus-Scanner « 850

Sitedorks * 650

[ advisories_and_vulnerabilities.dorks
[ all_google_dorks.json

[ all_google_dorks.txt

[ error_messages.dorks

[ files_containing_juicy_info.dorks

[ files_containing_passwords.dorks

[ files_containing_usernames.dorks
[ footholds.dorks

3 ghdb.json

D network_or_vulnerability_data.dorks
[Y pages_containing_login_portals.dorks
D sensitive_directories.dorks

D sensitive_online_shopping_info.dorks
[ various_online_devices.dorks

[ wulnerable_files.dorks

[ vulnerable_servers.dorks

D web_server_detection.dorks

\
OTO OOpPKK C
exploit-db


https://github.com/opsdisk/pagodo
https://github.com/opsdisk/pagodo
https://github.com/dwisiswant0/go-dork
https://github.com/dwisiswant0/go-dork
https://github.com/m3n0sd0n4ld/GooFuzz
https://github.com/Ekultek/Zeus-Scanner
https://github.com/Zarcolio/sitedorks

ATbl IYMAN, BICKA3KY

o

EcTb npobrnemeil ...

python3 pagodo.py -d hackerone.com -g testdorks

2023-06-23 23:04:44,717 [MainThread ] [INFO] Increasing HTTP 429 cool off time by a factor of 1.1, from 60 minutes to 66.0 minutes

2023-06-23 23:04:44,720 [MainThread ] [INFO] Requesting URL: https://www.google.com/search?hl=en&g=site%3Ahackerone.com+intext%3A%22index+0f%22+%22phonepe%22+%22w

p-content%22&num=100&btnG=Google+Search&tbs=11:1&safe=of f&cr=&filter=0

2023-06-23 23:04:49,222 [MainThread ] [WARNING] Google is blocking your IP for making too many requests in a specific time period.

2023-06-23 23:04:49,223 [MainThread ] [INFO] Sleeping for 66.0 minutes...




MOXHO peLlunTb Hanpumep Tak:

import requests

import time

from stem import Signal

from stem.control import Controller

def get_current_ip
session = requests.session()

# TO Request URL with SOCKS over TOR
session.proxies = {}
session.proxies|['htty
session.proxies|['htty

try:
= session.get("’
t Exception as e:
print str(e)
else:
return r.text

f renew_tor_ip
with Controller.from_port(port = ) as controller:
controller.authenticate(password > )
controller.signal(Signal.NEWNYM)

for i in range(5):
print get_current_ip()
renew_tor_ip()
time.sleep(5)

https://techmonger.github.io/68/tor-new-ip-python/



A B 4yeMm BOOOLLE Npobriema n ecTb NN CMbICIN UCKaTb?

File Edit Format View Help
User-agent: *

Disallow: /wp-admin/

Disallow: /fwp-includes/
Disallow: /fwp-content/plugins/
Disallow: /wp-content/themes/

Sitemap: http://wwi.example.com/sitemap.xml

https://github.com/Josue87/roboxtractor “ lI EB "n “ “ ch




N3y4eHne Beb cTpaHuubl

https://visualping.io

We monitor website changes
...80 you don’t have to!

https://hackerone.com/users/sign_in

Signin to HackerOne

Send change alerts fo:

fuckyoushitbitch@fuckyoushitbitch.com Every Day v



YTeuku

Kpeabl
KITOuU
TOKEHbI

cepTudukaThbl

HE YTEUKa AAHHbIX

a HEOXKVAAHHDIN
AelLeHTDNanu30BaHHbINA GeKan

[




[Mpsamo B knneHTckom JavaScript ...

423 return Object(n.a)(c, [{
424 key: "componentDidMount”,
425 value: function() {
426 X.a.postRequest
427 email: ’
428 password:
429 }, "UserAuthentication").then((function(e) {
430 return e.json().then((function(t) {
431 200 != e.status && 201 != e.status || localStorage.setItem("access", JSON.stringify(t.token))
432
433
434
435
e Nt e iy ey a v
React_Deprecated (110 : Found) (?)
Unsafe_Use_Of Target_blank (63 : Found) (?)
?
Use_of_Broken_or_Risky_Cryptographic_Algorithm (2 : Found) (?)
Use_of_Deprecated_or_Obsolete_Functions (39 : Found) (?)
» Info




Kak HanTtun?

£~ chrome web store

Home > Extensions > Save All Resources

30eCb MOXeT ObITb Ntobdon

Save All Resources E— —_— WHCTPYMEHT KOTOPbIN ULLEeT
@ Featured — cekpeTbl (B MOEM cryyae
code.zip 370 6bIn *SAST checkmarx)

ok k269 (D Developer Tools | 200,000+ users

*SAST - cTaTn4yeckun aHanunsaTop Koga

web scrapping Ha MakcumMarkax ¢ nocreayLmMm aHann3om



MOXXHO CMOTpPETb HE TOJIbKO KOA KITMEHTCKON HO
n TpadPuK

PortSwigger/logger-plus-
plus

Burp Suite Logger++: Log activities of all the tools in I I
— - —

Burp Suite

a0 ®o w122 ¥ 19
Il Is S orks O

{trufflehog}






A Kak no-HopmanbHoOMy aenartb ?

Home > Extensions > Trufflehog

O Trufflehog

* ** * * 3 () Developer Tools | 4,000+ users

*HO €CTb CBOM NPUKOIbl, TAK 4YTO rnpeabiayLine Cnoco0bl TOXe UMEKT MECTO ObITb



+

AHanns Tpaduka

BURPSUITE

nnarnH Secret Finder

Issues

= WILETESUNY Meauer(s) [£]
> Content Security Policy does not Require Subresource Integrity [2]
> Broken Link Hijacking [2]
» (1 Content Sniffing not disabled [2]
» (1 Browser cross-site scripting filter misconfiguration [2]
» () JavaScript Element Missing Subresource Integrity Atribute [69]
» | Session tracking include [2]
» i Cross-domain script include [2]
» i Email addresses disclosed [2]
» | Frameable response (potential Clickjacking) [2]
» | Missing Subresource Integrity Attribute [10]
Asset Discovered:

SecretFinder: google api

<<

»  Asset Discovered: Domain [15]

J Advisory ] Request T Response ]

SecretFinder: google api

Issue: SecretFinder: google api
Severity: Information
Confidence: Tentative

Host: htwps:/ /s

Path: /wheretobuy/new/

Note: This issue was generated by the Burp extension: SecretFinder.

Issue detail
Potential Secret Find: AlzaSyBDdvB-0l1kopxQkiXytE1_hpBlqPtY6rM

Note: Please check manually before making any action.



https://github.com/nirsarkar/BurpSuite-Secret_Finder

[MTonck Ha GitHub

< C & github.com/search?q=VK_ACCESS_TOKEN+%3D+%27&type=code&p=2
34 if access_token:
Filter by 35 print ' ...found saved access_token'
36 if datetime.now() > KV.get('vk_access_token_expire'):
I <> Code 350 .
-+ Show 107 more matches
[ Repositories 0
) Issues 7 ) y o
v apanasenkoftabmaker - apps/tournament/static/profilefjs/vk_api_.js
17 Pull requests 2
3  const DEFAULT_COUNTRY_ID = 1;
LY Discussions o 4 const DEFAULT_LANG = 'ru';
AL Users 0 5 const VK_API_VERSION = 5.93;
6 const VK_ACCESS_TOKEN = '@932ef530932ef5309e7d4df8b0974d6de009320932ef5351¢c01737d8ea58da939¢c9124" ;
-o- Commits 1k 7
8 wvar Item = function(selector_id, selector_name, selector_list) {
@ Packages g 9 return {
0 wikis 2
: Show 82 more matches
o Topics 0
& Marketplace 0

Languages

Shell

v |~ salesplatform/salesplatform-vtigercrm - languages/ru_ru/Settings/SPSocialConnector.php

17 'LBL_DOCS' => ‘'cM. pnokymenTaumw (nepeitu)',
18 'vk_app_id"' => 'Vkontakte: ID npunoxenua',



HopkuHr Ha GitHub

/search/code?g={query}

/[search/commits?g={query}

&per_page
/search/issues?q={query} + &sort
/search/repositories?g={query} &order

/search/repositories?qg={query}

/search/topics?g={query}



NHCTPYMEHTbI

gitleaks = 12.k
git-secrets * 11k

detect-secrets * 3k

stegcloak » 2.9k
github-dorks » 2.3k

trufflehog * 10.8k

talisman * 1.7k


https://github.com/gitleaks/gitleaks
https://github.com/awslabs/git-secrets
https://github.com/Yelp/detect-secrets
https://github.com/KuroLabs/stegcloak
https://github.com/techgaun/github-dorks
https://github.com/trufflesecurity/trufflehog
https://github.com/thoughtworks/talisman

ABTOMAaTM3NPOBaHHLIN Nouck rno scemy GitHub

C noMoLWbk PyGithub



https://github.com/PyGithub/PyGithub

ECTb roTOBbLIN MIHCTPYMEHT

G I T + noname CKpunTbl Ha

— GitHub/GithHub Gists n gpyrunx
D D R K < R nnowagkax



Uto ecTtb Kpome GitHub

eCTb grep.a

—_—

// grep.app


https://grep.app

He Be3ge ecTb NOUCK NO BCEM KOAOBbIM Ba3am

UTELL: OH CTAHEeT KPYTbil

nPoOrpaMMmMcToM
1 from bs4 import BeautifulSoup
2
3 import requests
4  import re
5
6 if __name__ == '__main__': o
7 aTb: OH Co34acT CBOM
8 host = 'https://git.s|iEGGGG
9 response = requests.get(host + 'repos?visibility=public') CTapTan
10
11 soup = BeautifulSoup(response.content, 'html.parser')
12
13 text_str = soup.find_all('script')[-1].text
14
15 listf = text_str.split(',')
16
17 for T dn 1istf:
18
19 result = re.search("(?P<url>https?://[*\sl+.git)", f)
20 if result:
21 print(result.group(@))

CTeHepupYyeT CMNCOK CCbIMOK

— § git clone ans kaxaoro —




Banupauua Toro, YTo Hawnm

requests

json

pornhub_account_checker(usernames_n_passwords, token): check_github_token(tokens):

auth_url =
token tokens:

session = requests.Session()
username usernames_n_passwords:

password = usernames_n_passwords.get(username) .
response = requests.head( =headers)

response = session.post(auth_url . username
respo headers = respc headers
password : token})

response.statu

json_response = json.loads(response.content)

(response_headers[

json_response[

( username password)




KopoTtkne URL

General access

Anyone with the link ~
Anyone on the internet with the link can view

[ @ Copylink

Viewer

\4
https://docs.google.com/presentation/d/I94MdilmcFpvzhrtONGhgfg7gDSIVPKURQIWBYOPRRE!/edit?usp=sharing

https://bit.ly/3JGDCbR



[l1a KTO TaKou 3TOT
Ball uuid4 HaRYI




urlhunter ————  https://archive.org/

$ urlhunter -keywords keywords.txt -date 2020-11-20 -o out.txt

https://docs.google.com/a/tripetch-it.co.th/spreadsheets/d/1TINd1ji05BZnHtZyZMsRk47-Luel1KcUi_-RiTFX56A/edit
?usp=drivesdk
https://docs.google.com/a/bannatyne.co.uk/spreadsheets/d/1e3pRj0-uHbyUéFAahgSeGT2epEq2f19IRFXryoNOCNg/edit
https://docs.google.com/a/imjp.co.jp/spreadsheets/d/1QPATecQdeZUHeoYZA_OYEINPdNqJgeoypollEAPful@/edit#gid=43
6371946
https://docs.google.com/a/expoente.com.br/spreadsheets/d/15k8v2LRgui2y5PKTdpZ2vDTHHoZ10_vCOUvLDwSpMfk/edit?u
sp=sharing
https://docs.google.com/a/internetmarketinginc.com/spreadsheets/d/1TUf_ZvuA6KIWWL7FyWk_Aévu-s1n5xTé6fiE4AAheS
78/ edit#gid=49456947
https://docs.google.com/a/gnavi.co.jp/spreadsheets/d/1wtPMIv2Q4wFw]j09bceXxe4bC71nXER6TDDI10k549dc/edit#gid=0
https://docs.google.com/a/costco.com/spreadsheets/d/1M9011iI_DYMZYWCc1Géb4QbcéNxCIWpS517Purs3niFtI/edit?usp=sh
aring
https://docs.google.com/a/bannatyne.co.uk/spreadsheets/d/1aMaGfé60h0yLS2fCY89wTimOkwA3IES8fluCMumeymzé4/edit
https://docs.google.com/a/jumbotours.co.jp/spreadsheets/d/1Hd5LjsDBn4Bibt42pDjiHEVc2geezElagV-10wk_L-k/edit#
gid=1274250226
https://docs.google.com/a/bannatyne.co.uk/spreadsheets/d/1R0pqFusuf8hZ3m8wDWe018PQAstuprO7VMkx7winNCw/edit



https://github.com/utkusen/urlhunter

Uto genatb ecnn ectb WAF (Web Application Firewall

- Security Trails roe moxHo nocmoTpeTb DNS history

I historical A data

A
- Cloudfiare, Inc. 2023-05-27 (28 days) 2023-06-23 (today) 27 days
I Total Security Group, Inc. 2022-08-11 (11 months) 2023-05-27 (28 days) 10 months
_ Webzilla B.V. 2022-05-20 (1 year) 2022-08-11 (11 months) 3 months
_ Amazon.com, Inc 2022-03-03 (1 year) 2022-05-20 (1 year) 3 months
T— Amazon.com, Inc 2022-01-10 (1 year) 2022-03-03 (1 year) 2 months
| ] Amazon.com, Inc 2021-12-15 (2 years) 2022-01-10 (1 year) 26 days
| ] Webzilla B.V, 2021-12-13 (2 years) 2021-12-15 (2 years) 2days
| ] “Domain names registrar 2021-11-20 (2 years) 2021-11-23 (2 years) 3days

REG.RU", Ltd



[lonck noggomMmeHoB
amass
oneforall

-0OPKN
-3anpochbl K arperaTtopsbl (security trials)

-CepThl

https://crt.sh - ecnn HY>XHO ObICTPO

CepTbl TOXE NHOEKCUNPYETCAH

$ crtsh() { curl -s "https://crt.sh/?9=%.${1}&output=json” | jq -r .[].name_value' | sed 's/\*\.//g' | sort -u }


https://github.com/owasp-amass/amass
https://crt.sh

Subdomain TakeOver

g

lol.somebank.com

somebank.com /] KOpHEBOM AOMEH

// 31O noggomMeHbl U X MOXeET ObITb MHOIO U Pa3HbIX ypOBHeVI
kek.somebank.com

// aTo CNAME 1 no ¢pakTy OHO TaK He Ha3blBaeTCs

[ ]
lol.kek.somebank.com -'nl /| nonaemeH 3abpoLLeH

T —— adbsd.githubio



Takeover 4ToGbl MOHATL KAKOW U3 HUX yA3BUM

$ python3 -I targets.txt -v

/~\
C oo
()
~\
#> by M'hamed (@m4110k) Outaadi
#> http://github.com/m4110k

Starting..
Read wordlist.. "targets.txt"
Set 1 threads..
25.00% Domain: gitl.hackwellindustries.com
Github service found! Potential domain takeover found! - code.hackwellindustries.com
|= [REGEX]: There isn\\\'t a Github Pages site here\.
[ 1 ] 75.00% Domain: git.hackwellindustries.comroot@localhost:~# _



https://github.com/m4ll0k/takeover/tree/master

OTa npe3eHTauusi HeceT B cebe
MHdoopmMaLnto A5 CornacoBaHHOro
npoBedeHnNs1 TECTUPOBAHUA HaA
NPOHUKHOBEHME NN Ana oby4YeHus
UnNn onga AeNcTBUN B pamMKax
bugbounty nporpamm, HO He angd
pearnbHoro noxeka !



?
BHumaHue!!l

Crnacubo 3a BHUMaHUe




CeBepHasn Manbmupa
CoobwecTBo cneumanmucTos \
B cthepe aHanUTUKKU n OSINT |

A0
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@intelligence_guild

T =

HanuMwu uml ->



https://t.me/business_cons
https://t.me/business_cons
https://t.me/Schwarz_Osint
https://t.me/Schwarz_Osint
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