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/ WHOAMI

Senior Penetration Tester at BI.ZONE

@fkshell

https://t.me/fuckwebsec
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/ SECRET TYPES



Python script here :



Lorem ipsum >>

>>

/ Dangerous permissions 
detected



/ Token Verification 



>>

/ Code



>>

/ Files



KKK KKK

KKK KKK

/ Account Verification 
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/ Certificates
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and many other auth types … 
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/ RATE LIMIT ABUSE
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/ HOW TO FIND

> DORKING

/search/code?q={query}

/search/commits?q={query}

/search/issues?q={query}

/search/repositories?q={query}

/search/issues?q={query}

/search/repositories?q={query}

/search/topics?q={query}

+
&per_page

&sort

&order
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/ TOOLS

gitleaks⭐ 12.k

git-secrets⭐ 11k

detect-secrets⭐ 3k

stegcloak⭐ 2.9k

github-dorks⭐ 2.3k

talisman⭐ 1.7k

https://github.com/gitleaks/gitleaks
https://github.com/awslabs/git-secrets
https://github.com/Yelp/detect-secrets
https://github.com/KuroLabs/stegcloak
https://github.com/techgaun/github-dorks
https://github.com/thoughtworks/talisman
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trufflehog⭐  10.8k

https://github.com/trufflesecurity/trufflehog
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/ EXISTING COMPLEX 
SOLUTIONS:

+ commercial solutions
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> SolarWinds, February 2021

> Microsoft, March 2021

> Okta, January 2022

etc… 

/ INCIDENTS
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/ SOLUTIONS TO PREVENT
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/ Pre-commits hooks

gitleaks example:
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/ SAST
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/ CI integration

GitHub CI example:
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/ General
> Use .ignore { … } files 

> Use environment variables

> Store secrets ENCRYPTED

> Use secret management systems

> Use scanning tools

> Use of temp creds

> Manual review 
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/ IF ALREADY LEAKED

> INVALIDATE

> RENEW
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