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Protected information disclosure vulnerability in the WebKitGTK and WPE WebKit
web page rendering modules, which could allow an attacker to disclose protected
information

A vulnerability in the Application Quality of Experience (AppQoE) and Unified
Threat Defense (UTD) components of the Cisco 10S XE operating system that
allows an attacker to cause a denial of service

A vulnerability in the web interface of the Cisco I0S XE operating system allows an
attacker to execute arbitrary commands

A vulnerability in the Extensions component of the Google Chrome browser that
allows an attacker to execute arbitrary code

A vulnerability in the Passwords component of the Google Chrome browser that
allows an attacker to execute arbitrary code

A vulnerability in the program/lib/Roundcube/rcube_string_replacer.php
component of the RoundCube Webmail email client, which allows an attacker to
conduct a cross-site scripting attack

A vulnerability in the centralized endpoint security management tool WithSecure
Policy Manager due to insufficient input validation that could allow an attacker to
execute arbitrary code
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A stack-based buffer overflow vulnerability in the Gstreamer multimedia
framework could allow an attacker to execute arbitrary code.

An integer overflow vulnerability in the Gstreamer multimedia framework could
allow an attacker to execute arbitrary code.

A vulnerability in the OPTEE component of the firmware of MediaTek chips, which
allows an attacker to escalate their privileges
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Download vulnerability information in XLSX format (/files/documents/vullist.xlsx)

Download vulnerability information in XML format (test version) (/files/documents/vulxml.zip)

Contextual search by vulnerability name
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LAST CHANGES

10/04/2023
Protected information disclosure vulnerability in the WebKitGTK and WPE WebKit web page rendering
modules, which could allow an attacker to disclose protected information (/vul/2023-06302)

10/04/2023

A vulnerability in the Application Quality of Experience (AppQoE) and Unified Threat Defense (UTD)
components of the Cisco |0S XE operating system that allows an attacker to cause a denial of service
(/vul/2023-06301)

10/04/2023
A vulnerability in the web interface of the Cisco I0S XE operating system allows an attacker to execute
arbitrary commands (/vul/2023-06300)

10/04/2023
A vulnerability in the Extensions component of the Google Chrome browser that allows an attacker to
execute arbitrary code (/vul/2023-06299)

10/04/2023
A vulnerability in the Passwords component of the Google Chrome browser that allows an attacker to
execute arbitrary code (/vul/2023-06298)

10/04/2023
A vulnerability in the program/lib/Roundcube/rcube_string_replacer.php component of the RoundCube
Webmail email client, which allows an attacker to conduct a cross-site scripting attack (/vul/2023-06297)

10/04/2023
A vulnerability in the centralized endpoint security management tool WithSecure Policy Manager due to
insufficient input validation that could allow an attacker to execute arbitrary code (/vul/2023-06296)

10/04/2023
A stack-based buffer overflow vulnerability in the Gstreamer multimedia framework could allow an attacker

to execute arbitrary code. (/vul/2023-06295)

10/04/2023
An integer overflow vulnerability in the Gstreamer multimedia framework could allow an attacker to execute

arbitrary code. (/vul/2023-06294)

10/04/2023
A vulnerability in the OPTEE component of the firmware of MediaTek chips, which allows an attacker to

escalate their privileges (/vul/2023-06293)
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