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UBI. 001 (/threat/ubi.001) The threat of automatic spread of malicious code in the grid system

UBI. 002 (/threat/ubi.002) The threat of aggregation of data transmitted in the grid system

UBI. 003 (/threat/ubi.003)
The threat of exploitation of weaknesses of cryptographic algorithms and
vulnerabilities in the software for their implementation

UBI. 004 (/threat/ubi.004) Threat of Hardware BIOS Password Reset

UBI. 005 (/threat/ubi.005) Threat of introducing malicious code into the BIOS

UBI. 006 (/threat/ubi.006) Threat of code or data injection

UBI. 007 (/threat/ubi.007) Threat of impact on programs with high privileges

UBI. 008 (/threat/ubi.008) Threat of recovery and/or reuse of authentication information

UBI. 009 (/threat/ubi.009) Threat of restoring a previous vulnerable BIOS version

UBI. 010 (/threat/ubi.010) Threat of a process leaving the virtual machine
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Source of threat

Consequences of the threat:
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Доступен множественный выбор

Breach of confidentiality 

Integrity violation 

Availability violation 

LAST CHANGES

12/16/2020
UBI. 222 Threat of machine learning model spoofing (/threat/ubi.222)

12/16/2020
UBI. 221 Threat of modifying a machine learning model by distorting (“poisoning”) training data
(/threat/ubi.221)

12/16/2020
UBI. 220 Threat of disruption of the functioning (“bypass”) of tools implementing artificial intelligence
technologies (/threat/ubi.220)

12/16/2020
UBI. 219 Threat of training data theft (/threat/ubi.219)

12/16/2020
UBI. 218 Threat of Machine Learning Model Information Disclosure (/threat/ubi.218)

02/11/2020
UBI. 217 Threat of using a compromised trusted source of software updates (/threat/ubi.217)

11/15/2019
UBI. 216 Threat of gaining unauthorized access to applications installed on Smart cards (/threat/ubi.216)

11/15/2019
UBI. 215 Threat of unauthorized access to the system using third-party services (/threat/ubi.215)

11/15/2019
UBI. 214 Threat of untimely identification and response by components of the information (automated)
system (including information security tools) to information security events (/threat/ubi.214)

02/08/2019
UBI. 213 Multi-factor authentication bypass threat (/threat/ubi.213)
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