Criteria Values Points ;eCU I'ity Th re atS

Y (http:/ Indicator characterizing the object Embedded software (firmware), 10 pCTBeHH?M Hay4HO-UccnenoBaTe/IbCkun .
of research (T) telecommunications  equipment  software, ITe/IbHbIN UHCTUTYT "p°6neM TéXHUYEeCcKon 3aluTbl
information security software AaLuun

MU NT3N GCTIK Poccun»
System-wide software (including virtualization 7
software), software for automated process
control systems
home (/) / Researcherr

Application software (including database 5

management systems ) L
about software vulnerabilities

Indicator characterizing the PoC developed or action algorithm presented 3

We thank the researchers fc Vulnerability verification algorithm
and supporting materials (P)

A researcher's rating is dete Video confirmation provided 2 srabilities. Rating points are calculated in accordance with the Procedure for determining_the rating established in
accordance with the Regula
Other methods 1
Position in th
ra(:lsklirl:;n inthe Rese: Quality @ Criticality © Rating
Indicator characterizing the level of Defined according to CVSS v.3.0 evaluation:
vulnerability danger (R) .
1. Roste critical (10) 1.15 7.74 2221.00
. 10
high (7-9.9);
2. Bey D 7 2.95 6.66 587.00
average (4-6.9);
3. Luka ! low (0-3.9) 3 1.24 6.52 281.00
1
4. Positi 1.57 7.90 281.00
Indicator of the number of software The vulnerability affects several types of 1.5
S llyaK' affected by the vulnerability (C) software (multiple vulnerability) 1.00 6.63 250.00
6. Yaros The vulnerability is relevant only for one type of 1.0 1.32 5.11 171.00
software
7. Vladisiav savuiennu 7 714 3.00 5.71 104.00
If the researcher additionally provides a description of the vulnerability in the OVAL language, then an additional 2 points are added to the total number of rating points calculated using the above
8. Dmitr¥ MirOﬁhnikov 10 3.80 1.00 5.00 86.00
ormula.
9. Andre ReJRAXiMURBHOssible number of rating points for one vulnerabiligy is 36.5 . 4.43 1.00 7.00 82.00
The minimum possible number of rating points for one vulnerability is 7 .
10. LLC "NeoBIT" 4 7.00 3.00 6.00 60.00
eleven. RedSearch 5 5.00 3.00 6.00 55.00

Close

12. Andrey Lovyannikov 3 10.00 1.00 4.67 44.00


https://bdu.fstec.ru/
https://bdu.fstec.ru/
http://fstec.ru/
http://fstec.ru/
https://bdu.fstec.ru/site/regulations
https://bdu.fstec.ru/site/regulations

Position in the

. Resez Criteria Values Points Quality @ Criticality @ Rating
ranking
13, Evger Indicator characterizing the object Embedded software (firmware), 10 1.00 7,50 35.00
of research (T) telecommunications  equipment  software,
14 Geor information security software 3.00 4.00 33.00
15. Ivan F System-wide software (including virtualization 7 3.00 4.50 30.00
software), software for automated process
16. LLCL control systems 1.00 7.00 26.00
17. Rusla Application software (including database 5 3.00 10.00 23.00
management systems )
18. Jet In 1.00 5.50 23.00
Indicator characterizing the PoC developed or action algorithm presented 3
19. Alexa yyInerability verification algorithm 1.00 2.67 21.00
. and supporting materials (P) Video confirmation provided 2
20. Victor 3.00 7.00 20.00
21. cJsc Other methods 1 1.00 7.00 18.00
22. Barinc Indicator characterizing the level of Defined according to CVSS v.3.0 evaluation: 1.00 8.00 18.00
vulnerability danger (R .
y danger (R) critical (10)
23. Rusla 10 1.00 9.00 18.00
high (7-9.9);
24, LLC "t 7 1. 4, 16.
£ average (4-6.9); 00 >0 6.00
3
25. Igor P low (0-3.9) 1.00 10.00 16.00
1
26. Origin 1.00 9.00 13.00
Indicator of the number of software The vulnerability affects several types of 1.5
27. Alexa affected by the vulnerability (C) software (multiple vulnerability) 1.00 7.00 13.00
28. Dmitr The vulnerability is relevant only for one type of 1.0 1.00 5.00 11.00

software

If the researcher additionally provides a description of the vulnerability in the OVAL language, then an additional 2 points are added to the total number of rating points calculated using the above
ATTENTION! The researcher ré@RgNpdae is operating in test mode!

The maximum possible number of rating points for one vulnerability is 36.5 .

The minimum possible number of rating points for one vulnerabilityfgrats: 222 Vulnerabilities: 50586 Last update: 10/04/2023
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