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Identifying Open Ports with Nmap
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Step 1: Nmap sends a SYN/ACK to the zombie workstation to
induce a RST in return. This RST frame contains the initial IPID

that nmap will remember for later.
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A closed port will result with the FTP server informing the source station that the FTP server can’t build the connection.
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Step 2: Nmap sends a SYN frame to the destination address,
but nmap spoofs the IP address to make it seem as if the SYN
frame was sent from the zombie workstation.
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Step 3: Nmap repeats the original SYN/ACK probe of the zom-
bie station. If the IPID has incremented, then the port that was
spoofed in the original SYN frame is open on the destination
device.
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An open port completes the transfer over the specified connection.
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