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BBeneHue

B aTOM JOKYyMEHTe npuBeeHbl NoLaroBble MHCTPYKUUK, Kak paspenTb knmeHTam VPN goctyn B
MHTEepHET B TO BpeMmsi, Kak nx Tpaduk TyHHenupyetcsa B mapwpyTtmnsatop Cisco IOS®. Ota
KOH(purypaumsa Heobxoguma, 4tobbl paspewntb knmeHtam VPN 6e3onacHbii 4oCTyn K
KopriopaTUBHbIM pecypcam Yepe3 IPsec 1 B TO e BpeMsi paspeLumTb Hebe3onacHbIn OCTyn B
NHTepHeT. OTa KoHUrypauusa HasblBaeTcs pasgefbHbIM TYHHENMPOBaHUEM.

MpumeyaHue. Pa3genbHoe TyHHENUMPOBaHWE MOXET NpeacTaBnsaTb yrpo3y 6e30nacHoOCTH.
MockonbKy knueHTbl VPN nonyyatoT Hebe3onacHbIn OCTyn B VIHTEPHET, OHM MOTyT NoABEPraTbCs
aTakam. U B cnyyae ycnewHom ataku 3f0yMbILUNEHHUK CMOXET NONyYnTb AOCTYN K
KoprnopaTuBHOM ceTu Yepes TyHHenb IPsec. B kadecTBe KoMmnpommcca Mexay MosiHbIM U
pasgesibHbIM TYHHENTMPOBaAHMEM MOXHO paspeLumnTb kKnneHTtam VPN Tonbko AOCTYN K NoKanbHOU
cetn. [lononHuTenbHble cBeaeHus cM. B pasgene PIX/ASA 7.x: Mpumep koHduUrypaumu,
paspeltatouen knueHtam VPN O0CTyn K fIoKanbHOW ceTu.

[MpenBaputenbHbie YCNoBUs

TpeboBaHusa

[nga aToro 4OKyMeHTa OTCYTCTBYIOT 0coOble TpeboBaHus.

Hcnonb3yembie KOMNOHEHTbI

CBefeHus, cogepxalumecs B JaHHOM AOKYMEHTe, KacaloTCs CneayroLmx Bepcuin nporpaMmMHoOro
obecreyeHnsa n obopynoBaHuS:
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MapwpyTusatop Cisco Router 3640 c O Cisco 10S Bepcumn 12.4

Cisco VPN Client 4.8

CBepneHus, npeacTaBneHHble B 3TOM AOKYMEHTe, Obinn nofy4yeHbl OT YCTPOUCTB, paboTatowmx B
cneymanbHon nabopatopHor cpeae. Bece ycTponcTtea, onMcaHHble B JaHHOM JOKYMEHTE, Obinu
3anyLeHbl ¢ KoHdurypaumen no ymondanuio. Npu paboTe B AeNCTBYHOLEN CETU HEOHBXOANMO
NOHMMaTb NOCNEACTBUS BbINOMHEHMWS NOOOK KOMaHAbI.

YcnoBHble 0603Ha4YeHUs

Bonee nogpobHyo MHpopmaLmo 0 NPUMEHSEMbIX B JOKYMEHTe 0003Ha4YeHUsIX CM. B oNncaHum
YCINOBHbIX 0003HAYEHUIN, UCNOMb3YEMbIX B TEXHUYECKON aokyMmeHTaumm Cisco.

O6uwue ceBegeHus

VPN agpeca yaanéHHoro goctyna TpebytoTcs ana MobunbHbIX COTPYAHMKOB Ans 6e3onacHoro
coeIHEHMUS C ceTblo opraHudauun. MobunbHble Nonb3oBaTeNU MOryT HAaCTPOUTbL BesonacHoe
coeauHeHmne ¢ nomoubio nporpammHoro obecnevexHmst VPN Client, ycraHoBneHHoro Ha umx MK.
VPN Client nHMUMMpyeT NnogkntoYeHME K YCTPOMUCTBY LlEHTPANbHOro y3na, HacCTPOEHHOMY Ans
npuema Takux 3anpocoB. B AaHHOM npumMmepe yCTPONCTBOM LieHTpanbHOro y3na aBnseTcs
mapwpyTtnsatop Cisco |I0S, B KOTOPOM MCNONb3YTCA AMHAMUYECKME KPUNTOKAPTHI.

Mpwn BKNOYEHUN pa3genbHoro TyHHenmpoBanus ansa VPN-coeanHeHun TpebyeTtcsa HacTpouTb
cnucok KoHTpons goctyna (ACL) Ha mapLpyTtusatope. B atom npumepe komaHaa access-list 101
CBsi3aHa C rpynrnov ansa pasgensHoro TyHHennpoaHus, a B cetn 10.10.10.x/24 dopmupyetcs
TYHHenNb. He3awwndposaHHbIi Tpaduk (Hanpumep VIHTEpHET), NOCTyNatoLWnin Ha YCTPONCTBA,
NCKnoYaeTcsa u3 ceten, HactpoeHHblix B ACL 101.

access-list 101 permit ip 10.10.10.0 0.0.0.255 192.168.1.0 0.0.0.255

MpuMeHeHne cnuncka ynpaBrneHns 4OCTYNOM K CBOMCTBaM rpynnbl.

crypto isakmp client configuration group vpngroup
key ciscol23

dns 10.10.10.10

wins 10.10.10.20

domain cisco.com

pool ippool

acl 101

B aTom npumepe koHurypaumm TyHHenNb IPsec HacTpoeH co creaywmnmMmmn sfieMeHTamu:

KpuntokapTbl, NpUMMeHsieMble K BHELLHUM UHTepdencam PIX.

PacwupeHHas ayteHTudukaymsa (Xauth) knnentos VPN BMeCTO nokanbHOW ayTeHTUdMKaL MK

[nHamunyeckoe HasHadeHue vYacTHoro IP-agpeca 13 nyna gna knneHtos VPN
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dyHKymoHanbHoCTb komaHAbl hat 0 access-list no3BonseT yanam nokanbHom ceTn
ncnonb3oBaTb YacTHble IP-agpeca ons yaaneHHbIx Nonb3oBaTenemn 1 npu 3ToM NonyynTb
NAT-agpec ot PIX gns goctyna K HeHageXHbIM CEeTSAM.

HacTtpouka

B aTom pasgene cogepxxatcs cBejeHUs 0 HacTponke PYHKLUW, ONMMUCAHHbBIX B 3TOM JOKYMEHTE.

MpumeyaHue. [Inst novcka AONONHUTENBbHOK MHGOPMAaLUN O KOMaHaax, MpUBeAEHHbIX B JAHHOM
AOKYMEHTE, UCMOoNb3yinTe MHCTPYMeHT CpeCTBO Noucka KomMmaHa (ToNbKo Ans
3apermcTpMpoBaHHbIX NOMb30BaTENEN).

Cxema ceTtu

B HacTosiLLeM fOKYMEHTE UCMONb3yeTcs crneayoLlas cxema CeTu:

IPSEC TU”“E' Maobile usar - VPN
Client
j H—_ A e i
10.10.10.0r24, 172.16.1.0 | ! 1000024
_ : 2 : b1 9
I Central Site X g 4 (
Router Internet traffic

MpumeyaHue. Cxembl IP-agpecaummn, ncnonb3dyemble B 3TON KOHUrypauum, Henb3s
ncnonb3oBaTh Ans MapwpyTtmsaumm B MIHTepHeTe. 310 agpeca REC 1918 , koTopble
ncnonb3oBanucb B nabopaTopHon cpeae.

BapuaHTbl KoHdUrypauum

B aTOM JOKYMeEHTe MCnonb3yloTest crieaytowme KoHurypawmu:

MapLipyTursaTop

Cisco VPN Client

MapLupyTtusartop

VPN#show run
Building configuration...

Current configuration : 2170 bytes

!

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

1

hostname VPN
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1

boot-start-marker

boot-end-marker

1

!

!--- Enable authentication, authorization and accounting
(AAA) !--- for user authentication and group
authorization. aaa new-model

!

!--- In order to enable Xauth for user authentication,
!--- enable the aaa authentication commands.

aaa authentication login userauthen local

!--- In order to enable group authorization, enable !---
the aaa authorization commands.

aaa authorization network groupauthor local
!
aaa session-id common
!
resource policy
!
!
!--- For local authentication of the IPsec user, !---
create the user with a password. username user password
0 cisco
1
1
!
!--- Create an Internet Security Association and !---
Key Management Protocol (ISAKMP) policy for Phase 1
negotiations. crypto isakmp policy 3
encr 3des
authentication pre-share
group 2

!--- Create a group that is used to specify the !---
WINS and DNS server addresses to the VPN Client, !---
along with the pre-shared key for authentication. Use
ACL 101 used for !--- the Split tunneling in the VPN
Clinet end. crypto isakmp client configuration group
vpnclient

key ciscol23

dns 10.10.10.10

wins 10.10.10.20

domain cisco.com

pool ippool

acl 101

!

!--- Create the Phase 2 Policy for actual data
encryption. crypto ipsec transform-set myset esp-3des
esp-md5-hmac

!--- Create a dynamic map and apply !--- the transform
set that was created earlier. crypto dynamic-map dynmap
10

set transform-set myset

reverse-route
1

!--- Create the actual crypto map, !--- and apply the




AAA lists that were created earlier. crypto map
clientmap client authentication list userauthen
crypto map clientmap isakmp authorization list
groupauthor

crypto map clientmap client configuration address
respond

crypto map clientmap 10 ipsec-isakmp dynamic dynmap
1

1

1

!

interface Ethernet0/0

ip address 10.10.10.1 255.255.255.0

half-duplex

ip nat inside

!--- Apply the crypto map on the outbound interface.
interface FastEthernetl/0
ip address 172.16.1.1 255.255.255.0
ip nat outside

ip virtual-reassembly
duplex auto

speed auto

crypto map clientmap

1
interface Serial2/0

no ip address

!
interface Serial2/1

no ip address

shutdown

!
interface Serial2/2

no ip address

shutdown

!
interface Serial2/3

no ip address

shutdown

!--- Create a pool of addresses to be !--- assigned to
the VPN Clients. ! ip local pool ippool 192.168.1.1
192.168.1.2

ip http server

no ip http secure-server

1

ip route 0.0.0.0 0.0.0.0 172.16.1.2

!--- Enables Network Address Translation (NAT) !--- of
the inside source address that matches access list 111
!--- and gets PATed with the FastEthernet IP address. ip
nat inside source list 111 interface FastEthernetl/0
overload

!

!--—- The access 1list is used to specify which traffic !-
-- 1s to be translated for the outside Internet.
access-list 111 deny ip 10.10.10.0 0.0.0.255 192.168.1.0
0.0.0.255

access-list 111 permit ip any any

!--- Configure the interesting traffic to be encrypted
from the VPN Client !--- to the central site router
(access 1list 101). !--- Apply this ACL in the ISAKMP
configuration. access-1list 101 permit ip 10.10.10.0
0.0.0.255 192.168.1.0 0.0.0.255




control-plane
!

line con 0
line aux 0

line vty 0 4
1

end

Hacrtpovika VPN Client 4.8

YTto6b1 HacTpouTb VPN Client 4.8, BbinonHuTe cnegytowme 4enNCTBUS.
Beibepute lNyck > Mporpammel > Cisco Systems VPN Client > VPN Client.

HaxmuTte New, 4tobbl oTKpbITh OKHO "Create New VPN Connection Entry" (CosgaHue HoBoW
3anucu VPN-coegmHeHus).

# status: Disconnected | ¥PN Client - Version 4.8.01.0300 il =10] x|
Connection Entries  Status  Certificates Log Options Help
e

el £ = _ b4 Cisco Svsvems

o = g | o

Connect Impot bl cuckify Dielete
Connection Entries | Cedificates I Log I

Connection Entry © Host Transport

4| | ]

| Nt connected.

B

Beeante nmsa 3anmcu nogknovYeHns u ero onucaHue, a Takke BHelwHun IP-agpec
MapLipyTusatopa B none "Host" n uma n napons rpynnel VPN. Haxxmute Save.



# ¥PN Client | Properties for "vpn"
Connection Entry: I

Dregcription: |wphclent

Host: |172.16.1.1

Authentication ITran&pn:nrt Backup Servers | Dial-Up I

f* Group Authentication 7 Mutual Group Authentication
M arne: wphiclient
Pazsword: R

Corfirrn Pazsword: | ==

" Certificate Authentication

M amme: I ;I

[T Send C& Certificate Chair

Eraze llszer F'asswnru:ll Save

Cancel

BbibepuTte noakntoveHne, KOTopoe HeobxoaMmo Ucnonb3oBaThb, U HaxmuTe Connect B
rnaBHom okHe VPN Client.

# status: Disconnected | YPN Client - Version 4.8.01.0300 "l = 0] x|
Connection Entries  Status  Certificates Log Options Help

Eﬁ + E_\E ﬁ Cisco SysTews

Connect MNew | gt M adlify Delete
Cannection Entries II:mIifh:.ate.s I Log |

Connection Entry %

Trareport
IPSec/UDP

172.16.1.1




[Mpn nossBNeHnn cOOTBETCTBYIOLLEro 3anpoca BBegUTE UMSA NoNb3oBaTena u naposib Ans
ayTeHTudukaumm Xauth n Haxmmte OK gns nogxknioyeHns K yaaneHHo! CeTu.

# ¥PN Client | User Authentication for “¥pn™ x|

The zerver haz requested the following information to complete the user
authentication.

Cisco SvsTems

sername: |user

o Pazzword: [

1] Cancel

MO VPN Client coegmMHuUTCa ¢ MapLUpyTM3aTOPOM Ha LieHTpasribHOM Yy3re.

# status: Connected | ¥PN Client - Yersion 4.8.01.0300 -,||:||£|
Connection Entries  Status Certificates Log Options Help

& ﬁ £ = = g Cisco Svstins
5 | : Fa

Dizconnect Mew [ mport b ooy Delete

Connectian Entries IEerlﬁcates | Log I
Connection Entry 7

m\rpn

Transport
 IPSec/UDP

172.16.1.1

4| | ]
E:;Eﬂed to v;:? Connected Time: 0 day(s), 00:01.36 |w

Boibepute Status > Statistics, 4to6bl npoBepuTb cTatncTUKy TyHHEnsa ana VPN Client.



# ¥PN Client | Statistics x|

?TunnelDetaiIa} IFh:uute Dietails I Firewall |

Address Information Connection Information

Client; 192.168.1.2 E ribpy: nlyl

Serverr 1721611 Tirne: 0 day[=). 00:01.43
Bytes Crypto

Received: 2016 E hrypticr: 168-bit 3-DES

Sent; a1a7 Authentication: HMAC-MD 5
Packets Trangport

Encrypted: 71 Tranzparent Tunneling:Inactie

Decrypted: 36 Local LAM: Dizabled

Dizcarded: 21 Compression: Mone

Bypagzzed: 37

Reset |
Cloze I

Mepengute Ha Bknaaky "Route Details" (CBeaeHus o mapLupyTe), 4Tobbl yBUAETH MapLLPYThI
MapLupyTmsaTopy, 3almileHHble knneHtom VPN.

B atom npumepe knueHT VPN 3awmwaet goctyn k cetn 10.10.10.0/24, a Becb ocTtansHom
TpaduK He WNdpyeTcs U He OTNPaBnseTcs No TyHHeN. 3aluLeHHas ceTb 3arpyxaeTca ns3
ACL 101, KOTOpbIn HACTPOEH Ha MapLUpyTU3aTope LEHTPanbHOro yana.



# ¥PNClient | Statistics 3 |

Tunnel Detailz | Route Dietails: I Firewall

Local LAM Houtes ecured Houtes

M etwork, Subnet M azk [ M etwork, Subnet M azk, ]

\ 10.10.10.0 205,255,255,

Cloze

MpoBepka

B naHHOM pasgene cogepxartcs CBeeHUsi 0 NpoBepke paboTbl KOHUrypaLuu.

NHTepnpeTaTop BbIXxoAHbIX AaHHbIX — OIT (TONbKO ANs 3aperncTpupoBaHHbIX NOfb30BaTeNen)
nogaepxusaet psag komaHa show. MNocpeacteom OIT MOXHO aHaNM3NMpPoBaTh BbIXOAHbIE AaHHbIE
komaHa show.

show crypto isakmp sa—oTob6paxaeT Bce Tekywme conoctasneHns 6esonacHoctu IKE (SA)
Ha OQHOPaHroBOM Yy3re.

VPN#show crypto ipsec sa

interface: FastEthernetl/0

Crypto map tag: clientmap, local addr 172.16.1.1

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0)
current_peer 10.0.0.2 port 500
PERMIT, flags={}
#ipkts encaps: 270, #pkts encrypt: 270, #pkts digest: 270
#ipkts decaps: 270, #pkts decrypt: 270, #pkts verify: 270
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0
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local crypto endpt.: 172.16.1.1, remote crypto endpt.: 10.0.0.2
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernetl/0
current outbound spi: OXEF7C20EA(4017889514)

inbound esp sas:
spi: 0x17EOCBEC(400608236)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
conn id: 2001, flow_id: SW:1, crypto map: clientmap
sa timing: remaining key lifetime (k/sec): (4530341/3288)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: OxXEF7C20EA(4017889514)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
conn id: 2002, flow_id: SW:2, crypto map: clientmap
sa timing: remaining key lifetime (k/sec): (4530354/3287)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

show crypto ipsec sa—oToOpaxxaeT napameTpbl, UICNONb3yeMble TEKYLLMMN SA.
VPN#show crypto isakmp sa

dst src state conn-id slot status
172.16.1.1 10.0.0.2 QOM_TIDLE 15 0 ACTIVE

YcTpaHeHvne Henonagok

KomaHabl onsa yctpaHeHus Henonaaok

NHTepnpeTaTop BbIXxoAHbIX AaHHbIX — OIT (TONbKO ANa 3aperncTpupoBaHHbIX NOMb30BaTeENen)
nogaepxusaet psag komaHa show. MNocpeacteom OIT MOXHO aHanNM3nMpPoBaTh BbIXOAHbIE AaHHbIE
komana show.

MpumeyaHue. MNepen ncnons3osaHnem komaH debug obpaTuTech K AOKYMEHTY BaxHble
cBeeHVs 0 KOMaHAax OTNnagKu.

debug crypto ipsec—oTobpaxkaeT cornacoBaHus npoTokona IPsec Ha 2-m aTane.
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debug crypto isakmp—oTtobpaxaeT cornacosaHusa ISAKMP Ha 1-m 3Tane.

[NononHuTenbHble cBeaAeHus

- CornacoBanue |IPsec/[1poTokonbi IKE

- KnueHTt Cisco VPN — lNoanepxka npoaykra

. MapuwpyTtusatop Cisco — lNoanepxka npoaykra

- Cisco Systems — TexHu4yeckas noanepxka n JOKyMeHTauus
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