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WhClt iS the course GbOUt The course "Profession - WHITE HACKER" was developed by members of the
professional community - ethical hackers cooperating with Russian companies. They
have collected the best of their practical experience and talk about who white hat
hackers are, what tasks they face and how to master this profession.

48 ac. hours
12 attack levels

Recorded online course

Cm \Vulnerabilities

Finding vulnerabilities and building chains of attacks. Using tools and
White hat hacking professionals frameworks to exploit individual vulnerabilities to simulate attacks on
software.


https://cyber-ed.ru/
https://t.me/CyberRusBot

Can hacking really be a profession? What are the goals of white hat
hackers in their work? How you can develop in this area: technical
tools, professional platforms and platforms, development of thinking
approaches and solving practical problems.

N

Hacker attacks

Who benefits from imitating attacks on IT infrastructure? From
primary access attacks to taking control of the entire organization's
network in order to make the system more secure!

What will you learn on the course

Imitation of an attack and search for
vulnerabilities

Traffic analysis

Privilege Elevation

Who will benefit from the course

Any interested listener who IT infrastructure and
is not afraid to understand network administrators
information technology

Web Application Students and graduates of
Developers technical areas of
universities

Practice how to simulate attacks on IT infrastructure and
learn about vulnerability exploitation tools to investigate the
security of systems

Learn tools for analyzing network traffic and protocols,
debugging client-server interaction. Learn to understand
how interaction works in a network and in technically
complex systems.

Get acquainted with methods of privilege escalation in
information systems, websites, operating systems, network
infrastructures, which are available only to white hat hacking
experts.

Specialists in complex and
organizational information
security

Security engineers and
administrators



Companies where our graduates work
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Course program

Introduction: what and for whom is the course “Profession — WHITE HACKER”?

Level 1. Intelligence in the external network

Level 2. First Access Attacks

Level 2.1 Hacking Web Applications
Level 2.2 Exploiting Day 1 vulnerabilities of other services

Level 2.3 Social engineering

Level 3: Pinning Access

Level 4. Privilege escalation on server systems (in Linux OS)

Level 5. Going beyond the DMZ

Level 6. Traffic forwarding

Level 7. Network reconnaissance and compromise of Windows machines

Level 8. Elevation of privileges on local network nodes (in Windows OS)

Level 9: Taking control of the network infrastructure

Level 10. Counteracting detection and response

Development of the WHITE HACKER

Get the full course program 2



Requirements

You can easily master this course if:
« Ability to read specialized documentation and technical literature in English
+ Know the basics of network interaction between network nodes

« You know how to work with Linux or Windows OS at the level of an advanced user (Installing
packages, working with a terminal shell, managing access rights)

* You know how to work with virtualization systems (VirtualBox, VMWare) and Docker
containerization

You will complete this course if you already:

« Know how to use a computer and the Internet
* Know how to install software
+ Understand how the Internet works

Technical requirements for solving laboratory work:

« He meHee 8 'E DDR3 onepaTuBHOM NAMAT

« [Mpoueccop He MeHee BOCbMM AIAEP C YACTOTON He MeHee 2.3 Ty,

* XecTkuin puck HDD/SSD co cBo60aHBIM MeCTOM He MeHee 256 b

« Moanep>kka annapaTHoi BupTyannsaumm (Intel UT-x, AMD-V)

« CoBpeMeHHas onepaumoHHas cuctema (MuHumansHo: Windows 10 x64, Linux, MacOS)

* Pan nabopaTopHbiX pa6OT MOXKHO BbIMONHUT b TONBKO HA MPOLIECCOPAX C APXUT eKTypaMn x86 n
X64. Henbasa BbINONHUT b Ha apxuTekType ARM (Hanpumep, Ha npoueccopax Apple ml, m2 nt.a.)
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Mpecenn-apxmtekTop B MR KOMMNAHUM

10+ neT paboTaeT B SOPMALVMOHHOM 6€e30MACHOCT U

OnbiT paA6oOThI B KOM
Positive
CTI, Pyk <~ 7$PMALMOHHOI 6€30MaCHOCT I

YuTaTb pane
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ﬂpece&»r‘pxmewop | V1B
npeHOAOBU’TFGHWB < \yBOTeI\beIX nporpamMmMmax

ATaKM HO ceTeBVIoO UHOPACTPYKTYPY A
Yrposbl KOPNOPATMBHOM NHPPACT PYKTYPLI A

CucTeMbl MHGOPMAUMOHHOM 6e30nacHoOCTN A

CrtaTb npenopaBaTeneMm A

Mol 06yumnm 3000 coTpyAHUKOB
KPYMHENLIMNX KOMMAHWUA HA PbIHKE

-
HAcemnH Haanp
KapbipoBa MycTtaduH

9 npuwna B wkony CyberEd
6yAYYM CTYAEHT KON, Xenas
MONYYUT b NPAKT U4ECKME 3HAHMUS B
coepe neHTecTa.

naBHbBIM KPUT eprem Bbibopa
KypCa AN MeHs 6bIno
COOTHOLUEHME NOTPAYEHHOTO
BPEMEHM Ha ObyyeHne n
pesynsTaTa. Cnyeta 4 mecsaua g
CMOTNA YCMeLWHO NPOWT

VIHT €pBbIO...

UYntatb panee

BceM pekoMeHAVo AQHHYIO
wkony. Moe norpykenne 8 b u B
WT Hauyanocb MMEHHO TVT.

DO pQHHBIX KYPCOB A MOT TONbKO
BKN/BbIKN KOMM, yCTaHOBUTb MO.
Celivyac paboTaio cneumanmct om
NB B oaHOM 13 KpynHbix T -
KoMnaHuii PO B obnactu VB.

XO'-I\/ OTMEeTUTb TAKNX
npenopdBdTe...

Untatb panee

MapTyH
MwuHacaH

O6yueHne B CyberEd 6bino opHUM
M3 NYYLLIMX B MOEW YXMU3HW. A 6bIn
COBCeM HOBUYOK B o6nacTtu VB,
6e3 63ka B IT. Ho kak rosopuTcq,
ycepaue 1 Tpya BCe nepeTpyT)

MpULINOCh MHOTO YYUT CSi, MHOTO
NUCATb KOHCMEKT OB U
nepecMaTpMBATb 3AHATUS, TAK
KAK MHPOopMaALMs 6bIna O...

UYntatb panee

EneHa
Ckanosy6oe

Kypc «Blue Team»

OTo obyuyeHne BbITSHYNO Mek
HOBBbI YPOBEHb.

Byayuv B AekpeTe, pewmna
npoutu kypc BlueTeam. Yuet
HA4YaNnAChk B UoHe. Yepes
HECKONbKO MecAaLEeB, B OKTA6
peLWwnna COCTABUTb pPe3toMe |
hh.ru n noxoaunTb Ha
cobecepOBAHUS, YT OBbI NOHSA
KOKUX MOMEHT ax Mp...

YutaTtb panee
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