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PETER JUSTESEN

Invoice 4690494

Igor Sorokopud Delivery address Page 173

Third Secretary lgor Sorokopud Invoice date 20200117

Embassy of Russian Fed Embassy of Russian Fed Cue date 2020-01-24

Meauphle-le-Chateau Street 39 Meauphle-le-Chateau Street Your tax exempt number

Tehran 39 Mode of delivery Alrfreight

Iran Tehran Sales responsible

Iran Customer reference Confirmed 10/

Account 3000487 Contact

Sales order 4677701
Item no. Qty Description Freight Unit price Digcount Discount % Amount
032526 3  Johnnie Walker Black Label, 100 cl. - Alc. 40% Vol. In gift box 890 31.08 893.27
032523 3 Ballantine's 100 cl. - Alc. 40% Vol. 917 14.75 4425
032525 3 Johnnie Walker Red Label, 100 cl. - Ale. 40% Vol. In gift box. 890 14.13 4238
085512 1  Budweiser Budvar 24x33 cl. cans. - Alc. 5.00% Val. 16.61 20.06 20.06
032521 2  Beefeater London Dry Gin 100 cl. - Ale. 47% Vol. 6.55 12.48 2498
032277 1 Schweppes Tonic 24x33 cl. cans. 16.65 1588 1588
032354 5 Torres 10 YO Brandy 100 cl. - Alc. 38% Vol. 14.83 11.87 59.35
084675 4 HKilbeggan Blended Irish Whiskey, 100 cl. - Alc. 40% Vol 12.33 19.78 79.12
032719 1 ERDINGER Weissbier with fine yeast 24x50 cl. cans. - Alc. 2512 32.78 3278

5.3% Vol

032544 4 Tullamore D.LEW. 100 cl. - Ale. 40% Vaol. Irish. 11.87 19.78 79.12
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https://www.iranintl.com/202207168711
Disclosure of the identity of the cyber employees of Naji Technology Company and the thoughts of
the system affiliated to the Cyber Corps
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From: The Proud Boys IT w’,,a ]

Subject: Urgent Election S¢

Given the recent assertions m™
surrounding mail-in ballots, v

just how secure the 2020 elect
volunteers who have backgrous
the President. Our goal was 10 |
and ballot manipulation

What we discovered were serious
registration websites. These secur
request additional mail-in ballots ¢
examples of what can be done 1o n
and we believe the Democratic Pan

This is a serious problem that the D¢
and as Patriots we want to bring this
order 1o protect the imegrity of the 20

(Attached you will find examples of th
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Sending the exclusive documents of Lab Dokhtegan to Iran International: Exposing the attempt of
the terrorists of the Iliant Gostar unit headed by Shirinkar affiliated with the Cyber Corps under the

.command of Amir Lashgarian to interfere in the American elections
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https://youtu.be/JKsL4fJfdwI

https://irusembassy.gov/fa/statement-by-secretary-4/
Following the revelation of the sewn lips: the sanctioning of terrorists active in the Iliant Gostar unit
affiliated with the Cyber Corps for allegedly trying to interfere in the American elections
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This website uses cookies. By continuing your browsing on this site, you ogree to the use of tookies. Leamn More Accept
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A Second Iranian State-Sponsored
Ransomware Operation “Project Signal”
Emerges

in Leaked Documents Confirm Second Iranian State-Sponsored Ransomware
Operation
v
f
= .
Lab Dookhtegan
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Breaking News: Iran ‘on th

Home + Press Releases Black List Gray List « Banking Provocation  Dark Network + Research  News Join Us + Q

Lab Dookhtegan Exposed IRGC Terrorist Who Is Responsible For The
Shootdown Of The Ukralnlan Plane

B January 25,2022 % Iran Regime Threats i News / Threats

ECEETmOE

One of the central perpetrators of this terrorist activity (the
destruction of a Ukrainian plane) is a person who is responsible
for the bereavement of 176 families and whose hands are stained
with the blood of 176 innocent passengers:

INVOLVED IN THIS ARTICLE:

Brigadier General Fereydoun Mohammadi Saghaei, Deputy
Coordinator of the IRGC Aerospace Command FEREYDOUN IRGC - AEROSPACE

, MOHAMMADI FORCE
Father’s name: Lutfullah SAGHAEI

National Code: 1861060386

https://www.ifmat.org/01/25/lab-dookhtegan-exposed-irgc-terrorist-who-is-responsible-for-the-s...
JJLQ ‘u')'-’*‘-’b 0 Leass LgLo.Q lo2 ouuS Salas ¢ 9‘.9..4 u.JLa..u RERSEL) ;ifmat BN uli.o-g.s d bwgs QJLQ‘IJ RERSEC) &LuB'
SalsSol claglsa caac alagl Lol

&« > C & marcoramilli.com/2021/05/01/muddywater-binder-project-part-1/

p q Home About Books Contact Press and Media

MuddyWater: Binder Project
(Part 1)

ADWIND, APT, CYBER CRIME, CYBERSECURITY  MAY 1, 2021

According to Lab''Dookhtegan, which you migth remeber him/their from HERE, HERE and
HERE, Binder is a project related to IRGC cyber espionage group build for trojenize google
apps (APK). The application “trojenization” is a well-known process which takes as input a
good APK and a code to inject (a RAT, for example). The system is able to unbuild the
original APK and to inject the RAT into the “good application”. The result is a Trojan which
could compromize an unaware target. Indeed unaware users by opening up the trojenized
APK will run the desired application as wel as the RAT in a background process by starting
up the infection chain. MuddyWater is notoriusly alledged linked to IRGC (HERE) as main
contractors so what this blog post. According with ClearSky (Report HERE) Iranian cyber
espionage forces are increasing their mobile abilities by meaning they are investing in Mobile
(RAT andTrojan) development on either iOS and Android operative systems. All these
information are rolling on the same direction and they are building up a concrete base to start
to analyze what Lab Dookhtegan released over the past weeks.
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The Hacker News

Home Data Breaches Cyber Attacks Vulnerabilities Malware Offers Contact Q =

*
The open-source & free cybersecurity solution:
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Researchers Uncover Iranian State-Sponsored Ransomware Operation

# May 03,2021 & Ravie Lakshmanan

@
E

Security for a suddenly
remote workforce

Learn more

Netstrion

It's Time to Consolidate Security
Technology

Iran has been linked to yet another state-sponsored ransomware operation through a contracting W

company based in the country, accerding to new analysis th
maturity.

- . Downioad Now
Iran’s Islamic Revolutionary Guard Corps (IRGC) was operating a state-sponsored ransomware

campaign through an Iranian contracting company called 'Emen Net Pasargard' (ENP)," cybersecurity

firm Flashpoint said in its findings summarizing three documents leaked by an anonymous entity Popular This Week
= named Read My Lips or Lab Dookhtegan between March 19 and April 1 via its Telegram channel. —_—
https://go.thn.li/crowdsec-728 B Ny 0-Dav Attack Tarceting

https://thehackernews.com/2021/05/researchers-uncover-iranian-state.html
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Covering topics in risk management, compliance,

Ira nls Military Reportedly Backs fraud, and information security.
Ransomware Campaign

Could Cyberespionage Be Campaign's Real Purpose? By submitting this form you agree to our Pr
GDPR Statement
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Read Whitepaper —

Human Factor Report 2021

ran's Islamic Revolutionary Guard Corps was behind a ransomware campaign that used a

any called "Emen Ne rgard,” or ENP, to target over a dozen -
according to three leaked intelligence documents assessed by the security .

o
=) ¥

Threat Briefing: Ransomware

See Also: 2021 Unit 4.
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Lab Dookhtegan: The Regime and M({@Ve Ain’t Mates - HUGE DATA REVEAL

https://cybershafarat.com/2021/11/26/lab-dookhtegan-the-regime-and-me-we-aint- mates -huge-...
Exposing the terrorist activities of the Cyber Corps by Lab Dokhtegan on the Cyber Shafarat
website
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BREAKING NEWS Russian Armed Forces’ Iskander Ballistic Missiles on the move, north of Bryansk.
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T ahNnnkhtaoan? Rricadior Canaral Tah Nanlkthtaoan — the TTkrainian Plana

https://cybershafarat.com/category/lab-dookhtegan/
The exposure of Fereydoun Sagqgaei by Lab Dokhtegan in Cyber Shafarat: Fereydon Soghaei, the
deputy air space coordinator of the IRGC, the main killer of the deliberate destruction of the
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