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In this issue we talk about: Ventoy, iOS 
kernel, anonymity on the Net, PinePhone, 
Azure bugs, SQL injection, data carving, 
Ublock Origin, multiboot boot, ethical 
worms and much more.

The topic of the cover article concerns the right 

to surf anonymously on the Net, a right that 

every hacker demands no ifs and buts. The 

matter is complicated: from a strictly legal point 

of view, the Italian legal system does not recognize a 

general right to anonymity, except for special rules in some 

cases. However, if we consider the fact that the Internet is 

transnational and if we look at the Declaration of Internet 

Rights, approved in July 2015 (https://bit.ly/
hj265_declaration), we find a clear protection of anonymity 

(article 10). We are not talking here about the legal value of 

this declaration: however, we would like to underline the 

fact that in a historical moment in which the data related to 

our person or our browsing habits are used in the most 

disparate ways by large companies, we must be able to 

have a tool to defend our identity. This is even more true 

when things like this happen: a Californian court of justice 

has ordered Glassdoor (site where employees and former 

employees anonymously review their company) to reveal 

the names of former workers of the toy manufacturer Zuru 

who they have expressed heavy criticism only because 

these employees do not reside in the USA but in New 

Zealand ...
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HACKING QUEST

For several months we have been 
collaborating with the author of the 
Hacking Quest website (
thehackingquest.net), but we never 
talked about this project.
In the four main sections (Blog,
H4ckernov3l,Tools AndCTF), we 
find a large number of articles 
and resources that can help us 
grow on our path to become 
security experts. In addition to re-
proposing all the articles 
published on HJ taken from the 
various chapters of the book The 
Fallen Dreams (in the 
H4ckernov3l section), the pages 
of the site host the detailed 
solutions of a couple of CTFs that 
we recommend everyone to read 
carefully. Indeed, since it is 
possible to download the virtual 
machines used to carry out the 
challenges, you can try to 
overcome them yourself! The 
Blog section, which contains 
other in-depth articles, is also 
very useful. Finally, Tools, with a 
brief description of various 
software used by security 
experts.

# VULNERABILITYIf you have a Honda car, a criminal could open 
the doors and start the vehicle remotely without a key

S.according to the research teamKevin2600and an expert from the 
cybersecurity companyStar-V Lab, there is a vulnerability that allows 

attackers to steal the code sent over the air by the remote keyless system 
(RKE) used in some models of Honda cars (but not limited to) to remotely 
unlock or start a vehicle. The Kevin2600 team dubbed the attackRolling-
PWNand posted videos demonstrating the attack, as well as a detailed 
technical report on the newly discovered vulnerability (https://
rollingpwn.github.io/rolling-pwn/). TheNational Vulnerability Database
called it a “Counter Resynchronization Attack” and assigned it the
CVE-2021-46145. Considering it a serious vulnerability, Kevin 2600 revealed 
that he identified the bug in a "vulnerable version of the mobile code 
mechanism", which is used in most Honda cars.

The vulnerability allows a hacker to open the car door permanently and 
start the engine from a considerable distance.
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NEWS
The long-handed 
social bot

HOUSING
ANTI CRACKER!
# PROTECTION Created by a startup, 
it protects our mobile phones# ATTACK A Messenger chatbot used to steal Facebook 

login data has been identified

L to startupCirotta(https: // cirotta. 
com), based in Tel Aviv, has 

introduced a revolutionary method of 
preventing cell phone hacking and 
data privacy breaches. The company 
has successfully converted enclosures 
for
smartphone in full-fledged safety 
devices. Homes can also prevent 
criminals
computer scientists to abuse 
microphones remotely and block 
location tracking by overwriting GPS 
data. It's not all; anti-hacking houses 
can cancel monitoring of Wi-Fi and 
Bluetooth connections and 
compensate for NFC communication. 
The price of the case starts at $ 200, a 
high figure, but worth the investment 
for the protection of your data. The 
target audience of homes currently 
includes
security, government and military 
institutions / officials, high-profile 
executives and VIPs. The housings are 
available in two models: Athena and 
Universal. Athena is compatible with a 
wide range of high-end smartphone 
models, including iPhone 12 Pro, 
iPhone 13 Pro,
Samsung Galaxy S22.

U A new phishing campaign was discovered by security researchers at
Trustwave(www.trustwave.com/en-us/). This campaign involves the 

use of Facebook Messenger chatbots and aims to steal the user's 
credentials. According to Trustwave's analysis of this new phishing 
campaign, chatbots impersonate the social network's customer support 
staff. These robots, therefore, hijack the pages

forcing the
users to enter 
credentials for that
Facebook page.
The chatbots and 
malicious websites were
quickly removed
after intercourse
by Trustwave.

# MALWARE Creator YouTube in danger! or further compromise to distribute malware to other 
users. The malware first performs anti-sandbox checks 
using the Open Source tool Chacal(https://github.com/
p3tr0v/chacal) before running on the host. If the 
infected device is deemed appropriate, YTStealer 
inspects the browser database files for YouTube 
channel authentication tokens. To validate them, the 
malware launches the web browser in headless mode 
to keep the entire operation hidden from the victim.

THEl teamIntezer(www.intezer.com) spotted new malware 
dubbedYTStealer, which targets YouTube channels. 

Regardless of the size of the channel, the malware steals 
authentication cookies. After collecting the credentials, 
the attacker can basically do whatever he wants.

As a result, high-value accounts are usually put up 
for sale on the Dark Web
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it's your right!

The practical guide to 
surfing the Internet

without revealing
the element that there

uniquely identifies:
the network address

In collaboration withthehackingquest.net
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depending on the episode of the seriesThe Fallen 

Dreams, taken from the novel of the same name, 

published in the number 246 of Hacker Journal, 

reported this sentence: "In some tribes

the renunciation of identity is a defense against 
annihilation ”. For a hacker to hide and change identity 
becomes a necessity in order not to be identified. The 
system as it is conceived engulfs our identity, 
introducing it into increasingly advanced profiling 
algorithms and control systems. Our own information 
is regurgitated before our own eyes every day, 
favoring a one-sidedness of thought

and control ... and if you think about it, whenever a 
system lacks “diversity”, the system does not evolve: 
in biology as in everyday life. Here it becomes vital 
then, not only for us but for everyone, to preserve 
what differentiates us from one another
and defend it, safeguarding one's individuality. In this 
article we will therefore see some ways to gain 
anonymity on the Net.
At the URLhttps://pastebin.com/pa9VaK8W 
find some acronyms that may be useful for 
reading.

Provider (ISP) provides us with a unique “plate” with 
which to circulate and that we carry with us whatever 
we do within the network.
Usually the ISP does not just give us the license 
plate, but keeps the assignment and therefore the 
logs for a certain time (years). The IP address is 
therefore the most obvious way to track and locate 
someone. Below, we find several useful links to 
obtain multiple information on one or more IPs.

• We identify our IP:
- https://resolve.rs/
- https://www.dnsleaktest.com/(in addition, we can 
get more information about DNS)
• We identify our IP or any other one:

- https://resolve.rs/ip/geolocation.html
• We check if a given IP has been reported or 
marked as suspicious:
- https://mxtoolbox.com/blacklists.aspx
- https://www.virustotal.com/gui/home/search
- https://iknowwhatyoudownload.com
- https://www.abuseipdb.com/
• We obtain information with which a given 
IP was registered:
- https://whois.domaintools.com/
- https://centralops.net/co/
• We perform a scan on the IP in order to obtain 
services, ports or devices belonging to the given IP:
- https://www.shodan.io/host/ BalconeIPAddress]
• Tool to check, such as block-list checker:
- https://browserleaks.com/ip
- https://www.whatismyip.com
• Do we want to check / make sure we are 
connected via the Tor network?
- https://check.torproject.org

IP ADDRESS
The acronym, now famous, stands forInternet 
Protocol Addressand constitutes the unique address 
that identifies a given device within a computer 
network. It is represented by a string, formed by a 
numeric code of four fields separated by a period. Each 
of the four numeric fields can assume a value from 0 to 
255: we will therefore have a total addressing from 
0.0.0.0 up to 255.255.255.255. Whenever we connect to 
the Internet, our Internet Service

Three factors for being anonymous on the Net

It is easy to guess, first of all, we will need to obfuscate and hide our source IP. To do this, it is necessary to 
use a combination of various factors that we will see in detail later in this article: use of a public Wi-Fi 

network; use of the Tor network; use of an anonymous VPN service, perhaps paying for it in cash or with an 
anonymous cryptocurrency such asMonero.
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also called physical address and is a uniquely 
assigned 48-bit code
to a device card (a circuit board), known as

Network Interface Card(NIC) or more simply a 
network card, which has the task of transforming 
the information we transmit on the network into 
electrical signals. The physical address of the NIC is 
theMAC Address and whenever an IP address is 
associated using the TCP / IP protocol, the MAC 
Address is connected to the network card 
hardware. The MAC address consists of six octets 
separated by a hyphen, for example: be-a0-
f0-7a-48-71. The first six digits (the first three 
octets) of the MAC, usually in hexadecimal notation,

they are saidOrganizationally Unique Identifier 
(OUI) and identify the manufacturer of the network 
interface. The following digits represent the serial 
number of the network card. If we know the MAC 
address we can look up the manufacturer's details. 
Usually within a Linux distro the OUI database is 
already present and to locate it we can use the 
command

http://standards-oui.ieee.org/oui/oui.txtwithwget:

$ wget http://standards-oui.ieee.org/oui/ oui.txt

The database is a text file that we could query using 
a Python3 module or using the tool directly
ouilookup. To install it we use the command

$ pip3 install ouilookup

We start the Python3 interpreter by typing its 
name in the terminal ($ python3) and import our 
Ouilookup module.

>>> from OuiLookup import OuiLookup

We perform the lookup test on the MAC address of 
our router by drawing from the oui.txt file:

>>> OuiLookup (). Query ('08: 00: 27: D3: 34: 59 ')

HIDE THE MAC
The following guidelines are useful when connecting 
from a public Wi-Fi network. On Linux systems, for 
example, we could use the toolmacchanger.

1We temporarily disable ours

$ locate oui.txt

As you will notice, the file will be present inside 
the directory/var / lib / ieee-data / oui.txt. If not, 
just download it from the address
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network interface to be able to make changes. 4Let's verify that the MAC is
actually changed[Figure 1].

ifconfig eth0 down
ifconfig eth0

2Let's change the MAC address:
On Windows systems we could:
• press the Win key and click onSettings;
• to selectNetwork and Internetand click on Wi-Fi;
• select the network to which we are connected and 
under "Random hardware address" to select "On / 
Off" or "Change daily".

macchanger -m 00: d0: 70: 00: 20: 20 eth0

3Let's re-enable the eth0 interface:

ifconfig eth0 up

Qwhen we browse to a certain website, for 
examplehttps: // thehackingquest.net/, the 
DNS takes care of translating the name into 

the corresponding IP address. The recurring example 
that is done is that of the telephone guide: if we want 
to contact Mr. Mario Rossi, we look in the telephone 
directory for the number associated with the name. 
Similarly, web browsers interact via IP addresses and 
will query the DNS service to obtain the site's IP 
addressthehackingquest.net. By default, similar to the 
IP, the DNS service is provided by the ISP and 
automatically configured by the network to which we 
are connected. Logs are also constantly recorded for 
requests involving DNS. That is, the ISP is aware of 
any data

navigation carried out by the user online. Usually the 
manipulation of the DNS also allows, simply, to censor 
the navigation or to implement blocks. If the IP 
provided by the DNS is not the one corresponding to 
the site we want to browse, we will be redirected to 
another page, arbitrarily chosen by the ISP. Since the 
requests are not encrypted, a potential attacker or the 
ISP itself could intercept (with an attack called Man-In-
The-Middle) the requests made and become aware of 
what the corresponding IP address is browsing. 
Furthermore, multiple devices, such as video game 
consoles and Smart TVs, have encrypted a given DNS 
server by default, making bypassing through settings 
practically useless. We now introduce some concepts, 
which we will need later.
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certificate of authenticity and genuineness.

3The client will in turn generate aSession Key which will 
be used in the future to encrypt the entire 
communication between client and server[figure # 4].
4At this point thePublic Keyof the certificate will be 
used to encrypt the Session Key.
5The new key thus generated will be used to encrypt 
the client-server session, giving rise to a 
communication of the HTTPS type[figure # 5]. Note 
that any communication encrypted with the public 
key can be decrypted with the private key. Any 
communication encrypted with the private key can be 
decrypted with the public key.

HYPER TEXT TRANSFER PROTOCOL (HTTP) It is the 
protocol used on the Web for the transmission of 
client-server information[figure # 2]:
• uses port 80 for communication;
• requests travel through port 80, using a sequence 
of characters that uniquely identify the address of a 
resource, known as the Uniform Resource Locator (
URL);
• the data travels in clear text.

ANONYMOUS BY ENCRYING DNS

A potential solution to guarantee anonymity 
could be to encrypt DNS requests through 
HTTPS.
This technique is called preciselyDNS over HTTPS 
(DoH). A more effective solution would be to use an 
encrypted channel using the TLS link:DNS over TLS 
(DoT), replacing the remote DNS server with a 
"personal" one hosted (perhaps) in a pi-hole. There 
are two reasons, however, why this solution does not 
guarantee complete anonymity anyway. The first 
depends on theServer Name Indication (SNI). 
Suppose we are sending a package to a given 
address: it could be that the address identifies a 
"condominium" and not a "single house". When the 
information is to be delivered to a condominium it 
will be necessary to enter, in addition to the address, 
also the number

of the apartment where the recipient is staying.

SSL AND TLS

They are protocols used to establish encrypted 
sessions on a computer network. The protocolSSL it 
was later renamedTLSin its most recent version. An 
electronic file or password is used that proves the 
authenticity of the device and is called a digital 
certificate. The digital certificate is in turn issued by 
the Certificate Authority, a third public or private 
subject, defined as “trusted”, through a standard 
procedure.

HTTP WITH SSL / TSL: HTTPS
Let's try now to take an extra step and see how an 
HTTPS session is established.
1The Web server we wish to contact will have 
previously obtained a valid digital certificate from 
the Certificate Authority. The digital certificate will 
contain[figure # 3]:
- the identity of the website, for example: 
thehackingquest.net;
- the Certificate Authority Signature (The Stamp of 
Approval) which proves that the site is genuine, 
authenticated and its identity has been verified and 
certified;
- the Public Key used, which will represent half of 
the decryption key.
2The Web server contacted will send his own to the client
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Otherwise, the package may not be delivered at all or 
be delivered to the wrong person. Many web servers 
are more like condos than apartments. Even if the 
SNI is not encrypted, our anonymity efforts may be 
thwarted. Browsers that supportEncrypted Client 
Hello(ECH), also known as eSNI, are those based on 
Open Source Firefox. But we will need to enable this 
option (not set by default). Let's see how it's done.

1We launch Firefox.
2In the address bar, we typeabout: config 3"We 
Accept the Risk ”and continue.
4We click onShow Allto view the complete 
configuration list[figure # 6]. 5We seek value
network.dns.echconfig. enabled(set tofalse, by 
default).
6Let's set it totrueby clicking on the arrows on the right, on 
the item corresponding to the value.
7Let's look for the next value: 
network.dns.use_https_rr_as_altsvc 8We 
also set this value totrue by clicking on the 
arrows on the right, on the item 
corresponding to the value.
9We restart the browser. A 
couple of notes:
- it is very interesting to note that for the 
platforms Amazon, Microsoft, Google, Apple, 
Reddit, YouTube, Facebook, Instagram, 
Twitter and GitHub, ECH and eSNI are not 
supported;

- in some countries such as Russia and China the 
privacy options related to ECH / eSNI are not allowed. 
That is, if they are enabled, HTTPS connections 
cannot be established.

part of the HTTPS TLS process
is known asOCSP, a protocol that allows you 
to check the validity of a certificate. Several 

Firefox-based browsers transmit a serial number of 
the certificate of the website we are browsing, 
resulting in a loss of metadata. It is therefore 
possible to go back to the navigation site

comparing the certificate numbers.

Also in this case, we will be able to guarantee 
anonymity using Firefox / Tor-based browsers by 
enabling the optionOCSP stapling. 1We launch 
Firefox and typeabout: config in the address bar.

2We click onShow Allto view the complete 
configuration list.
3We seek valuesecurity.ssl.enable_ocsp_ stapling(
set totrueby default).
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4Let's change the value from true tofalse 
[picture # 7].
At the URLhttps://bit.ly/hj265_certfind a list that 
explains how the various browsers interact with the 
OCSP. But, again, using this

further countermeasure does not guarantee us 
complete anonymity. The only viable alternative is to 
use DNS over the Tor network: Oblivious DNS over 
HTTPS (ODoH). We find the instructions in the box of 
the same name on these pages.

The Tor project was born in 1997 with the aim of 
protecting US intelligence communications. It was 
carried out by theDARPA and finally cleared for the 
general public through the non-profit associationThe 
Tor Project. Currently, the main sponsor of the 
project is the international organization for the 
protection of digital rights and freedom of speech. 
The actual purpose of Tor is to safeguard the 
anonymity of users, preserving Internet traffic data 
from possible analysis. The randomness of the 
distribution of packages through a path

unknown, switching from router to router, 
establishes encrypted communication from time to 
time and erases traces at each pass, making attacks 
like Man-in-the-Middle almost impossible[picture # 8]. 
The figure shows a simplified diagram of the 
operation of the Tor network: the information starts 
from our computer, enters what is calledEntry Guard 
and successively crosses a number ofMiddle Relay 
(s)in a pseudo-random way. Finally it comes to aExit 
Relayfrom which the traffic exits in an unencrypted 
way towards the destination server. As it travels 
through the Tor network, traffic is fully encrypted. 
The Entry Guard (or Entry Relay) knows the source IP 
of the information to be transmitted, but it does not 
know what you are transmitting. The Exit Relay can 
only read the traffic in clear text (if it is not properly 
encrypted), but it does not know who transmitted it.

SET TOR
To download the Tor browser we can refer to the 
official website:www.torproject.org/ download /. 
The first thing we will need
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to set are the levels ofsecurity-setting, there 
are three:
• Standard-all functions are enabled (including 

JavaScript);
• Safer-JavaScript is disabled on non-HTTPS pages; 
some fonts and symbols are disabled; by default 
any "media" is set as "click to play";

• Safest-JavaScript is disabled on all

the pages; some fonts and symbols are 
disabled; by default any “media” is set as “click 
to play”.
In most cases the "Safer" option will do. To select it, 
just click on the menu at the top right and select
Settings; in the new window, on the right, click on 
the item Security and Settings; scroll to the item 
Securityand select the optionSafer.

The VPN ensures anonymity by routing Internet traffic 
through an encrypted connection on private servers. 
One of the problems, however,
it is just that: who guarantees that the "private 
servers" used as a bridge to rotate traffic are safe or 
that the data is not sold or passed on to third parties? 
Most people have a misconception of "privacy-
oriented" services
and tends to believe that the services that 
guarantee "no-logging" or "encyption" policies are

safe. In reality they forget that such services are 
business oriented and therefore subject to the rules 
of money and, in addition, are subject to the laws of 
the country in which they operate. At any time, law 
enforcement could obtain a legal warrant to break 
into the datacenter and get the data they need. The 
best way to go is to buy a VPN using a cryptocurrency 
(Monero), adopting a VPN over Tor over VPN 
solution.

Firefox Hardening
We will examine below the advanced settings to be 
activated to harden (securely configure) our Firefox 
browser in favor of anonymity.

• On the Firefox homepage we click onCustomizeand we 
deselect / deactivate everything.
• We open theSettings, let's move to the item Research
and let's change the search engine.
• Under Privacy and security:
- we selectAlways send "Do not Track";
- we setAdvanced Tracking ProtectiononPersonalized;

- Cookies: select all third-party cookies
- Limited / Content Tracking: in all windows

- Check Cryptominer
- Check fingerprints
• Let's go upstairsCredentials and passwordsand 
deselectAsk to save login credentials

access to websites.
• Let's go to Permissions, a little further down, and set the 
various items as follows:
- Position,Camera,Microphone,Notifications,Virtual 
reality: we tickBlock new requests ...
- Automatic playback: we selectTurn off Audio and 

Video
- We check that the voices are activeBlock pop-up 
windowsAndWarn if a website tries to install an add-
on;
• To the itemFirefox data collection and usewe 
deactivate everything.
• To the itemHTTPS only modewe choose the option
Activate in all windows.
Once this is done, there is a whole series of settings to 
change from the configuration page that appears by 
typingabout: configin the URL bar. You can read all the 
changes to be made to the URL https://pastebin.com/
BB5TKUVv.
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VPN OVER TOR OVER VPN
One of the most important options when using a VPN 
is that ofKill Switch, which prevents the device where 
the VPN is in use from making connections in case 
the VPN is accidentally interrupted.

Using different layers allows us to increase the 
entropy between us and our target, so we don't

be located even if the VPN servers were to pass our 
data to third parties. Here are some examples of VPN 
layers:
• Mullvad-https://mullvad.net/it/
• iVPN-https://www.ivpn.net/
• Safing-https://docs.safing.io/portmaster/install/ 

linux
• ProtonVPN-https://protonvpn.com/it/

We use Oblivious DNS
over HTTPS over Tor

We could develop our system using a Raspberry Piwith 
Raspbian Lite or on a Debian or Ubuntu distro. We will 
use a Debian distro for our tests.

First we assign a static IP to the machine that will act as 
DNS server by editing the "interfaces" file located in the 
folder/etc / network. We use a text editor, in our case
vim:

supports encrypted DNS protocols. First, let's download 
viawgetthe latest version ofDNSCrypt:

wget https://github.com/DNSCrypt/ dnscrypt-proxy / 
releases / download / 2.0.44 / dnscrypt-proxy- linux_ 
x86_64-2.1.1.tar.gz

Downloaded the file, let's extract it with

vim / etc / network / interfaces

sudo tar zxvf dnscrypt-proxy-linux_x86_64-2.1.1.tar.gz
- C / opt /Let's edit the file assuming to assign to the interface 

eth0the IP address 192.168.0.100 and its gateway:
To avoid having to configure everything by hand, let's copy 
the example configuration file:auto eth0

iface eth0 inet static
address 192.168.0.100/24
gateway 192.168.0.1

sudo cp / opt / linux-x86_64 / example-dnscrypt-proxy. 

toml / opt / linux-x86_64 / dnscrypt-proxy.toml

Then we installTorwith Done? Now let's install DNSCrypt, enable by default at 
boot and start it:

sudo apt install tor
sudo / opt / linux-x86_64 / dnscrypt-proxy -service install

sudo systemctl enable dnscrypt-proxy
sudo systemctl start dnscrypt-proxy

Now we need to configure the socks-proxy on Tor. To do this we 
edit the file/etc / tor / torrc. We remove the comment on the 
following line (i.e. we delete the symbol#at the beginning of the 
line), so that the option is active: We just have to point our client to the newly created 

DNS server. For example, assuming our client is using 
an Ubuntu distro, we can edit the file/ etc / resolv.conf
by setting the following parameter:

SocksPort 9050 # Default: Bind to localhost: 9050 for 
local connections

We installdnscrypt-proxy, a proxy for DNS that nameserver [DNS Server IP]
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hackerjournal.it

The reference point for those who makehacking
afilife philosophy

The Hacker Journal crew awaits you every day on its new website, the haunt of its rich hacker community. 
You will find previews of articles, news from the world of (in) security, contests, special offers and

h t anyone who wants to become a security expert.

n nationals enjoy spying on everything and everyone, on 
how to defend yourself and counterattack. #HJisBACKt

Check out the Hacker Journal site and community
Forum:sign up now and start talking to the editorial team and the HJ community

• News:the latest news on cyber-intrusions, 
credential theft, bugs, malware and more

• Contest:test your knowledge with 
editorial games and challenges

• HJ Collection:the old issues of the magazine, in PDF 
format, for download

• Submit an article:do you like to write and have an original idea 
for an article? Send it to us and we will evaluate it!



we always seek
a way to have Linux on 
your smartphone
so you always have

in your pocket a device that 
respects our privacy.
Over the years, similar products 
have had little luck. The first one we 
had tried, for example,Openmoko, 
did not last long and was really too 
complex for the "normal" user. For 
some time, a new device has 
appeared on the market which, we 
hope, will have better fate:
PinePhone(https: // 
www.pine64.org/pinephone/). It is 
based on an Allwinner A64 Quad-
Core ARM processor at 1,152

GHz and 3 GB of RAM and we 
ordered it by spending about $ 247 
between the price of the phone and 
the docking station, shipping costs 
and customs duties.
We turned it like a sock to 
understand its strengths and 
weaknesses: this is how it went!

send / receive phone calls / SMS, 
Wi-Fi and 4G operation, a browser 
to surf the Net. If there is also a 
"store"
to install applications, all the 
better. With these parameters 
in mind, from the sitehttps: // 
xnux. eu / p-boot-demo /we 
recovered an image
for microSD containing 16 distros 
that we tested. At the URLhttps://
pastebin.com/ iEMvPqCsyou can 
see our judgment on them. In 
general, the majority of distros 
tested were not very responsive,

but the problem is certainly to be 
found in the fact that they run on a 
microSD: by installing

THE DISTRO AVAILABLE
The smartphone operating system, 
at first, must be installed on a 
microSD card, and then moved to 
the eMMC. To discover the Linux 
distros available, start from here:
https://bit.ly/ hj265_pp_distro. What 
do we want? From our point of 
view,
the minimum wage: ie
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device. Here's how it went



PINEPHONE

THE DISTRO CHOICE: MOBIAN
C.constantly updated,Mobianis a Debian 11 

for AMD64 with Phosh interface that we 
installed on eMMC to benefit from its better 
performance than slow microSD. You can 
receive / send both SMS and phone calls and 
we immediately installedTelegram-desktop 
which certainly does not make us regret 
WhatsApp. Manjaro is objectively a step 
forward, but like old Debianists who love

We chose to “fiddle around” more with the heart 
than with the head. The applicationtweaks allows 
adjustments on font size and type plus other 
configurations to improve the appearance of the 
Phosh interface. In addition, also playing on the 
configuration
of the display, you can reduce the zoom from 
the standard 200% to 150% or 100%: by 
balancing zoom and font size, you can reach 
the best possible compromise.

the system on eMMC the results are 
certainly different. Some distros, on the 
other hand, were really slow,
in our judgment due to unfortunate 
choices such as the use of graphical 
user interfaces (KDE) that
on hardware of this kind just 
shouldn't be used.

chosen Phosh as the user interface. 
But now let's move on to other 
aspects of this smartphone.

claims of every average user: the 
choice obviously arises for reasons of 
cost containment and / or more 
probably for reasons of control 
drivers. Unfortunately it should be 
noted that the images are of low 
quality: the colors are bluish, metallic, 
unreal. The app for taking pictures, 
slow at first over
usability has improved over time 
and has matured, even if it has to 
take other steps forward.

BATTERY
97% charged and left on the table 
without doing any kind of 
operation, after two and a half days 
the battery showed 27% remaining 
charge, which can be considered a 
success. In fact, due to problems 
with the management software

power and optimization in 
consumption management, only a 
couple of months before the 
battery looked like a broken 
demijohn, so quickly it "emptied", 
while now you can see that the 
software has been fixed. The fact 
remains that a 3,000 mAh battery 
on such hardware penalizes the 
autonomy a little too much

in the case of intense use.

THE INTERFACE FOR THE POOR 
Developed starting from 2018, 
Phosh(fusion between Phone and 
Shell) is a user interface designed 
specifically for mobile phones: it is 
a rehash of the GNOME desktop 
environment to work on touch-
sensitive displays.

No frills and essential, it has 
been adopted by many mobile 
distros. In a nutshell: to work it 
works,
but the icons are ugly and the general 
air is a bit neglected. Perhaps a 
colored background would be enough 
instead of "dark black" to lighten the 
tones, as done by the Majaro distro, 
which should be inspired by all the 
other maintainers of distros for 
PinePhone who have

MODEM, THE ENEMY IN THE HOUSE 
TheQuectel EG25-Git is the chipset 
that takes care of the actual 
communication: Wi-Fi, Bluetooth, 
voice, data… it does it all! It is actually 
an autonomous system with its own 
CPU and dedicated firmware which is 
a real proprietary operating system, 
independent of the hardware on 
which it is mounted. If there are few 
models for Wi-Fi chipsets that can be 
managed by Open Source software, 
for the modem we are in a very bad 
situation: at the date of writing this 
article, we are not aware of any 
Open software that can

THE CAMERAS
Both cameras, 2MP front and 5MP 
rear, are clearly inferior to the
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handle it worthily. As the designers 
of the PinePhone know that using 
proprietary firmware is not a good 
thing, the only solution was to "cut 
the evil in half" by using proprietary 
software chipsets but safely 
engineering them into the phone. 
In other words, these peripherals 
are not physically connected to RAM 
and / or eMMC but only to the CPU 
via serial connection: in this way 
they are used as "slave" units, 
acting only upon order

of the CPU. In this way they can 
perform the activities that are 
imposed on them being unable to 
perform any "malicious" actions. 
For GPS, access the coordinates

geographic is still cumbersome 
and feasible only via line
command.

Strengths of the PinePhone: six 
microswitches that allow you to 
“unplug”, that is to electrically 
isolate the two cameras, the 
microphone, the speaker. Gem 
that will entice the most "geeks"
among our players, the audio jack 
is convertible to a serial port, for 
quick debug access and command 
line control. In addition, the 
designers have worked to make the 
hardware easily accessible: no 
joints, glue, plastic teeth that jump, 
but only small fixing screws and 
strips

SAFETY AND
"REMAINABILITY"
With the cover removed, in addition to the 

two overlapping bays for SIM and microSD 

cards, let's look at one of the

The bare motherboard: to the right of the huge E-25, notice the microswitches and six expansion 
bus pads.
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PINEPHONE

easily manoeuvrable connections. 
The list of components and wiring 
diagrams are available on the site 
pine64.org, thus allowing those who 
are able to use a welder to 
intervene for updates, modifications 
or repairs. But the highlight of the 
system are six pins that expose an I 
line2C plus power: this real 
"expansion bus" opens the way to 
expandability, that is, the possibility 
of developing additional hardware 
by anyone to create extensions, 
thus expanding the possibilities of 
using the phone. The docking 
station is a “power strip” that can be 
connected to the PinePhone via 
USB-C that allows you to connect an 
Ethernet cable, two USB 2.0 and an 
HDMI cable. In short, the PinePhone 
is to all intents and purposes a 
"telephone handheld computer" 
quickly

convertible into a desktop on 
one side and on the other 
into a "hackable" platform
by hardware designers (if you search for 

"pinephone" on GitHub, you will find more 

than three hundred pages with the most 

varied projects).

In general, it is
must have
"light" versions
of applications,
compiled for
the platform
and not those
think for
the power
processing of a
Opt for Core for PC. In 

more than six months 

of use

we noticed
a constant
improvement
in the software:

autonomy of
battery, stability
interface,
speeding up
of programs.
But it's still there

a lot to do.
The performance

are those
of a hardware
cheap, but the
cost to the user
final is high
why the project
He can not

benefit from
economies of scale
dates from
production
of hundreds
of thousands

of specimens.
The sore point is the software 
side, still immature on average. Is 
this smartphone worth buying?

Yes, but only if
you are a hacker,
if you want to be
truly hosts
of your

PERFORMANCE
If for most activities (phone calls, 
SMS, Telegram, etc.) we can define 
it as acceptable, for Internet 
browsing it is not permissible to 
have to wait 25-30 seconds 
between
the "tap" on the Firefox icon and the 
availability of the browser. Much 
better than the default navigation 
program on Mobian, the rapidWeb, 
which takes only three seconds to 
activate.
However, we are far from the 
immediacy of Android.

The Phosh interface still looks like it
from “Android for the poor”, but you can 
customize it.

hardware, if you like to 
program, modify, improve.

PinePhone was born from
same creators of the SBC 
Pine A64 and the Pinebook
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THE PIRATE CONFESSES

"How do I hide my websites"
Every day new pirate sites are born offering, free of charge, tera and tera of copyrighted 

material! How is this possible? Here is what emerged from our research

Only in Italy there are 
dozens of pirated (and 
illegal) sites that offer free 

streaming content of all kinds: 
series, films, cartoons, television 
programs and live shows, such as 
football matches and television 
channels. Behind every portal of 
this type there is a great deal of 
work on the part of those who 
manage and, if done scrupulously, 
allow the site itself to never "die" 
and be reborn after the darkening 
by the ISP (Internet service 
provider) and the police.
Offering illegal streaming 
material for free leads the 
majors to ask for measures from 
AGCOM, the Authority for 
Guarantees in Communications, 
which not long ago - to name 
one - ordered the blackout of 
the domaincb01.cobut which 
was subsequently reopened 
with the new domain names:
cb01. movieAndcb01.tel.
At this point, the question we 
asked ourselves was: how do 
the pirates who run these 
sites stay anonymous? What 
services do they use to 
guarantee their privacy? And 
how do they get streaming 
sites back on their feet so 
quickly? We in the editorial 
team have tried to 
understand how and why 
this illegal Web, despite 
having obstacles, can 
continually keep itself on its 
feet.

look for a suitable name for the 
latter, using those ideal for its 
purpose, such asf 
ilmeserietv.modaor 
gratispertutti.co, formed by the 
set of keywords (keywords) 
that Web users trivially enter in 
a search engine to reach them 
in a simpler and faster way. 
Sites of this type are the first to 
appear among the results: and 
here is the first trick used by 
pirates!

Here is the data shared by a streaming pirate site (left) and a legal 
site (right). We used a Lookup service that displays information 
related to the registration of an Internet domain.

sGuard(http://bit.ly/
sitowhoisguard).
Anyone can check by comparing 
two sites, one legal and another 
not: let's go to one of the many
Lookup(Such as:http://bit.ly/
sitolookup) by typing, for example, 
a site "that has nothing to hide", 
all the information concerning it is 
displayed: domain, server, owner, 
registration expiration date, etc. If, 
on the other hand, we are looking 
for information about an illegal 
portal (which, for obvious reasons, 
we will obscure), under the 
heading Contact Informationwe 
find the following:Organization: 
WhoisGuard,Inc. And
MailingAddress: Panama, PA. A 
sign that those who set up the site 
want to keep their information 
private. However, it should be 
clarified that the service
WhoisGuardit is not an illegal 
service: anyone, for whatever 
reason, may need to obscure their 
personal information.

to users, anonymity to the site 
manager and filtering cyber 
attacks from other "competing" 
pirates helps Cloudflare(http://
bit.ly/sitocloudflare), a service 
that essentially stores the pages 
of a website (cache) by keeping 
them on its servers in order to 
be able to serve them more 
quickly to the navigator of the 
site and improve their 
experience. The service is mainly 
chosen for tremendous reasons: 
to speed up the loading of Web 
pages, to maintain a high level 
of security (filtering unwanted 
users and DDOS-type cyber 
attacks) and because it offers a 
free basic plan.
Also in this case it is important 
to underline that the Cloudflare 
service is absolutely legal and, in 
many situations it is really 
useful. Obviously the pirates use 
it to their advantage to 
prosecute their wrongdoing.

Where it records
the website?
Through registration services 
(absolutely legal !,ed) how
Namecheap(http: // bit. ly / 
sitonamecheap) orGoDaddy (
http://bit.ly/sitogodaddy) the 
pirates acquire the domain. It is 
common to buy multiple domain 
names, such asfilmeserietv.live,
filmeserietv.red, etc., to be used 
as a backup in case the main 
domain is obscured by the forces 
of the order. The registration of 
the domain provides for the 
insertion, by the email address, 
of more or less truthful personal 
information. In the editorial 
office we proceeded to register a 
site viaName Cheap: obviously 
we have entered all real data, but 
the site has never asked us to 
upload any identity card or 
driving license to identify us in a 
unique way.

For top privacy Where does he hide the videos?
As a further practice of "good 
anonymization" of the site and owner 
of the same there is then that of 
activating particular third-party 
services such as, for example,Whoi-

The pirate intent on opening a 
website that offers streaming 
content, has the possibility to 
choose the type of hosting 
service to use: a proprietary one

How does the pirate 
choose the domain name? How it blocks

competitionThe pirate who wants to open a 
website to offer video content To ensure fluidity of navigation

"On http://bit.ly/sitonamecheap we were not asked for any 
identification documents to register a new domain name" The editorial staff
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SPECIAL
Some illegal sites

streaming have
even a channel
Telegram to facilitate the 
search for films and 
inform the user
in the event of a domain 

change.

vain in countries where the laws 
on copyright are different from 
ours, as sometimes happens in 
Romania, Panama, Lithuania ...

How much does it earn
the pirate?
Let's start from the fact that there 
are three sources of income for 
this type of site: the first involves 
the insertion of banners and 
advertising popups that "flood" 
the user after clicking a link. Also 
very common is the insertion of 
false keys that instead of starting 
the streaming open further 
advertisements.

(Housing), the other of third parties 
through services ofWeb Hosting 
Provider. What's the difference 
between the two? The first allows 
you to upload the contents on your 
site to make them visible to 
everyone, therefore on one or more 
servers owned by the pirate himself; 
in this way he has full control over 
the files but assumes all risks in the 
event of illegal activity, since the 
material is disclosed by the 
administrator himself.
While choosing a third-party 
hosting service, the reproduction 
of visual content is carried out on 
external platforms, commonly 
calledcyberlockersor services of
videohosting. The latter choice is 
the preferred option for pirates, 
for obvious legal reasons.

Unportalestreamings such 
offers for each title, the 
poster, the plot and other 
information with a lot of links 
to third party sites that 
physically host the content.

that if the content is removed 
from site "B", for example due 
to copyright infringement 
problems, even "A" will no 
longer offer that content. This 
implies that site "A" will notice 
a decrease in monetary 
revenue and user traffic.
In these cases the administrator 
of the site "A" must intervene 
promptly after each report of a 
broken link (link not working) by 
users. In general, for legal 
reasons, the pirates prefer to 
choose the hosting service so as 
not to have physically stored on 
their servers the films and TV 
series for which they do not hold 
the rights of use.

This article
is taken from Win
Special Magazine
n.2: 116 pages that 
collect a great

number of ideas to hack Windows 
and hardware, move around the 
Dark Web and surf in total 
anonymity. www.sprea.it/hacking

The second source of income 
is represented by having the 
user of the service subscribe 
to a subscription who will 
have to pay a small amount 
of money monthly. The latter 
is generally used by sites 
that illegally share satellite 
TV video streams.
The third type allows you to view 
content in a totally free way 
without banners and various 
popups but in this case the site 
contains a script that uses the

(CPM), which is the revenue 
generated for every 1,000 views. 
The CPM varies from site to site 
and from the quality of the traffic 
received: if the users are of US 
origin, for example - therefore in 
the medium-high range - the 
revenues will be greater from 
those coming from India. Each 
visitor who uses the web portal 
with streaming content displays at 
least one or more advertising 
banners, this means having at 
least one impression per visitor.
If we consider monthly visits, the 
formula estimates the earnings of 
a website is as follows:

There are those who do 
not delete films even 
under threat ...
In the event that the film major 
that holds the rights to the 
pirated content decides to have 
AGCOM intervene, the latter will 
demand the removal of the 
offending content by contacting 
the hosting provider that hosts 
the site directly.
However, it is not unusual for the 
hosting provider to refuse to fulfill 
its obligations, which is why 
AGCOM is forced to obscure the 
pirate portal by making a direct 
request to local ISPs (Internet 
Service Providers).
This often happens when the 
hosting providers contacted are

Better hosting
or housing?
What is the worst risk in choosing 
the video hosting option? For 
example, let's say that there is a 
site called "A" and which offers 
viewing of content, and site "B" is 
the one that physically hosts the 
videos. The risk of "relying" on 
third party sites by "A" is 
represented by the fact

Site_name = monthly visits / 1000 
impressions * CPM

Want to find out about how much a 
site earns? Point your browser tohttp://
bit.ly/ calcaguadagnositoand type the 
name of the website to be analyzed ... you 
will see some good ones! CNET.com, for 
example, makes over $ 6,000 a day!

In any case, to get the earnings 
estimates of an online site with 
the same domain for years, we 
can consultSiteWorthTraffic(
http://bit.ly/calcolaguadagnosito
). Obviously the incoming costs 
are also used to keep the portal 
online, which if famous and 
widely used, can reach millions 
of dollars a year. Remember 
Megaupload? It had rented 25 
petabytes of server space and 
during its business period, it 
paid more than $ 65 million to 
hosting providers in various 
countries around the world!

Resource of the CPU of the PC of 
the user in order to kill the crypto 
coins. This last practice is no 
longer in use, due to poor results: 
earnings were very low and 
visitors complained of excessive 
exploitation of the hardware 
resources of their PC. To get an 
idea of   the gain, you go to study 
theClick for a Thousand

The sitevk.comis the 
largest social network
of Russia and promises to 
connect people through 
simple technological tools. 
Too bad it is also exploited 
by streaming pirates who 
use it as a giant hard drive

network where you can 
upload thousands of 
copyrighted films.
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Edited by
Luca Tringali

CHRON
A "cron" is what it is called 
on Windows
"Operations planner". It is a 
tool that allows you to run 
scripts on a system on a 
scheduled basis
or predefined events.
Just as it is useful on a 
single machine,
it can be in the cloud.

M.icrosoft doesn't have 
a great reputation
with regard to
the server world, try

it is thatWindows ServerAndIISthey 
are used on a minority of applications 
on the Internet. Its cloud platform, 
however, is among the largest. This 
platform, like its competitors, offers a 
large number of different services: not 
only virtual machines, but also 
storage, containers, managed 
databases.
and automations. Microsoft calls 
the latter serviceAzure 
Automationand offers the 
possibility of essentially creating 
cronjobs. They can be performed
portions of code in onesandbox, 
which we don't know exactly how it 
works (but it appears to be some 
kind of container).
The secrecy typical of closed source 
solutions prevents us from knowing 
exactly how this solution is designed 
but, as often happens, it has not really 
protected the service from cracking 
attempts.

SANDBOX IN A SHARED AVM All 
services can be vulnerable, but some 
are easier to crack and others less so. 
Of course, the security expert who 
identified the flaw in question claims 
it took just two hours to figure out 
how to use it to access other users' 
data. But, at least, Microsoft was also 
quick enough to fix the bug. The 
vulnerability arises precisely from how 
the service was implemented. The 
upload of a Python or PowerShell 
script was allowed, which was then 
executed inside a sandbox, which in 
turn was located in a virtual machine. 
The fact is that this service could then 
be, albeit in a minimal way,

controlled from the Azure web 
interface. So there had to be some 
connection between the sandbox and 
the outside, albeit perhaps hidden. 
The curious thing is that it wasn't all 
that hidden. Browsing through the 
sandbox, the security expert found 
one

JWT
JSON Web Tokens are a 
standard that has become very 
popular for authentication 
between two software. The 
convenience is given by the fact 
that the information is 
transmitted in JSON format, 
very easy to manage with any 
web language, server or client 
side.

SANDBOX
It is a test environment, to 
test new features without 
acting on the applications in 
production. But it can also 
indicate
an isolated environment
from all other apps.
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VULNERABILITY

Orchestrator.Sandbox.Diagnostics
Critical: 0: [2021-12-06T12: 08: 04.5527647Z] Creating asset retrieval web service.
[assetRetrievalEndpoint = http: //127.0.0.1: 40008]

strange log file calledtrace. log, the 
content of which is shown in[listing 
# 1]. Observing the lines of the 
listing, one detail immediately 
catches the eye: the number of the 
exposed door. What we are 
referring to is obviously an HTTP 
service that provides files, 
presumably confidential, that 
listens on localhost (but we know 
that container or sandbox ports are 
often binded to the outside). But it 
could have been listening on a 
more "normal" port, instead of 
having such a high and, at least 
apparently, so arbitrary number. 
There is usually a simple 
explanation for such situations: that 
number has been chosen

because, evidently, others were 
already busy. For example, 
engage in other applications

users. The question, then, is: 
what service is displayed on 
these doors?

to generate tokens to access your 
resources, so you can prepare 
scripts to automate some

maintenance operations. These 
tokens can be used for your virtual 
machines from the web console 
(just replace this token with the one 
obtained when logging into the 
dashboard). The problem is that 
normally to obtain such a token you 
would have to proceed from the

web administration, then switching 
from authentication. With this 
HTTP service, however, a call to the 
right port is enough to get the JWT.

JWT FOR EVERYONE

Since the executable (to be 
precise, it is a .NET library)
is present in the machine 
accessible by the user, you can try 
to reconstruct the code and 
understand what it does: it is a 
simple service that returns aJWT, 
asking some arguments. The only 
really necessary argument is
resource, the name of the 
resource for which you want to 
have an authentication token, and 
it is arbitrary: just indicate it in the 
HTTP call and you get the token. 
Basically, this is just a kind of 
"shortcut" to the Azure Managed 
Identity Token Generation Service. 
Azure, in fact, like all large cloud 
providers, offers the possibility

WHERE ARE THE RISKS? The 
question to ask at this point is: 
what happens if the call is made 
on the

The vulnerable function of the service:
does not require a requestor verification, 
it automatically replies with the 
authentication token.
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Now a parameter has been introduced to verify that whoever requests authentication is really 
authorized to receive it.

wrong port, i.e. on a port dedicated 
to another user?
Here lies the real vulnerability: the 
call would be processed normally, 
giving us the JWT. The problem is 
that that token would be related to 
the other user's resources, allowing 
access to their virtual machines and 
other objects on their cloud. It 
therefore becomes clear that on 
the same virtual machine dedicated 
to automated operations there are 
different sandboxes, belonging to 
different customers. Each of these 
sandboxes hosts an HTTP service 
that allows scripts run in it to 
obtain

automatically the tokens needed to 
access user resources. The problem 
is that the port of this service is 
accessible from any of the 
sandboxes present on that 
machine. So a user can get tokens 
for accessing other users' cloud 
resources by simply trying all ports 
one at a time and trying to get the 
JWTs.

Automation. Being closed 
source, and Microsoft being 
unwilling to release details on 
its products, we don't know 
how much
it was deeply necessary to 
modify the Azure logic. We do 
know, however, that it took them 
four days to introduce a fix, 
which is not as bad anyway

timing. Now all Azure accounts 
are protected because to get the 
token of
authorization from the HTTP service 
you must specify your own

secret (set from the dashboard) 
via the parameter X-IDENTITY-
HEADER.
So even if the ports are still 
accessible, you can't get the JWT 
without being identified. What 
we don't know is how long this 
vulnerability has been active, so 
anyone who has machines on 
Azure and has used the services 
in question should do a check 
and make sure they don't get 
unauthorized access right away.

ENTITY OF
VULNERABILITY

Qhis vulnerability is quite serious: you just need an Azure 
account, which anyone can get, and create an “automation” 

to be able to “scrap” hundreds and hundreds of other users' 
JWTs. And then just create another task in Azure Automation, 
which presumably will have the sandbox on another virtual 
machine, to access the tokens of additional users. Clearly not all 
users are vulnerable: in order for your JWT to be accessible in 
this way, you must have used at least one Azure Automation 
and have created an Azure Automation Identity with access 
permissions to your cloud resources (to which the JWT is 
associated). The problem is that most Azure users who use the 
platform for something critical are likely to have these 
requirements,

THE SOLUTION ADOPTED
The bug is not due to a simple 
programming error, but to a defect 
in the design of the operating 
mechanism of the

permissions for Azure
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and the Microsoft system 
is completely closed
source, the Apple one
it is at least partially

Open Source. Partly because some 
components are derived from the 
GNU / Linux project and other FOSS 
projects, partly because Apple and 
NeXT have decided to publicly release 
portions of their code. The kernelXNU
it is actually a hybrid, embraces the 
Mach microkernel philosophy and is 
largely based on its code, but some 
components are "copied" from the 
BSD code. Other components, written 
entirely by Apple, have remained 
secret (such as the graphical 
environmentAqua). This partial 
opening, however, allows us to 
understand

better how the system works, as far 
as possible. The fact that the code 
is available does not mean that it is 
also easy to read and the bug 
exploited by some malicious people 
lurks right in one of the darkest 
points.

"Dictionary", a set of key and 
value pairs. They are "reference 
counted", an efficient way to refer 
to the same object several times 
without having to copy it: just add 
a reference to it in the table

(the mechanism of 
deduplication). And when the 
object is no longer needed by a 
user, just delete its reference. 
The object itself can only be 
deleted when all of its 
references no longer exist. At 
the URLhttps: // pastebin. com / 
5cimdzXsyou can see the 
definition of the voucher "table".

When a new voucher is created, 
a number of functions are 
called, including

THE FUNCTION OF KERNEL One of the 
main tasks of a kernel is to allocate 
resources to the various processes of 
the operating system.
One mechanism used by XNU is 
that ofvoucher. XNU vouchers are 
quite obscure, poorly 
documented, but we know that 
they are objects that the kernel 
uses to store references to 
immutable resources.
Programmatically, vouchers 
are handled as a
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user_data_get_value (), 
which returns an object 
user_data_value_element:

the whole voucher is allocated, then 
its "attributes" (the keys of the 
voucher) are created in a cycle. Then, 
if there have been no errors up to 
this point, the deduplication 
procedure is triggered.
There is only one problem: there is 
no locking mechanism in place to 
suspend referral requests while 
one is being processed, so we can't 
be sure if requests actually arrive 
one after the other. A race 
condition is therefore possible, in 
which two calls are made to host_ 
create_mach_voucher (the function 
for creating a voucher)

and only then the 
MACH_VOUCHER_ATTR_REDEEM 
command. In this way it is in fact 
possible to skip an increment of 
e_made. The question is: can this 
create some problems for the rest of 
the code? The first thing from
checking is the opposite function, 
the one that deals with freeing a 
voucher. The highest level function 
isivace_release, and calls a 
subsequent function
ivam_release_value:

BASIC GLOSSARY

RACE CONDITION
struct user_data_value_element {

A race condition is a situation in 
which two "entities" can access 
the same resource and if one is 
faster than the other it can 
"break" the sequence of events 
that the developers predicted.

mach_voucher_attr_value_ 
reference_t e_made;
mach_voucher_attr_content_ 
size_t e_size;
iv_index_t

e_sum;
iv_index_t

e_hash;
queue_chain_t

e_hash_link;
uint8_t

it's given[];
};
typedef struct user_data_ 
value_element * user_data_ 
element_t

DEDUPLICATION

A deduplication mechanism is a 
compression system that helps 
reduce the size of the data and speed 
up some operations. When you want 
to duplicate an object, instead of 
copying the data you simply create a 
reference to the original.

USE AFTER FREE

Memory areas on a computer are 
reserved (segmented) for certain 
uses. When you access a portion of 
memory that you are not authorized 
to do, it causes a segmentation error. 
If you overwrite a particular portion of 
memory, you can also trick the 
system into executing machine 
language code.This object is the reference to a 

specific voucher: if the voucher 
does not exist it is created 
(commandMACH_VOUCHER_
ATTR_USER_DATA_STORE). If 
instead it exists, the deduplication 
procedure is limited to finding its 
user_data_value_element and 
incrementing the reference 
e_made (commandMACH_
VOUCHER_ATTR_REDEEM). So far 
everything would seem normal, it is 
a fairly typical procedure: the 
e_made counter increases as 
references are made to the 
voucher, one after the other. The 
host_create_mach_voucher 
function is what is called when you 
need to provide a voucher (both for 
the first time and later) and it is 
quite long. But we can bring back 
to the URL https://pastebin.com/
UqfBMKh1 a crucial step. Before

The potentially dangerous aspect is 
that the ivam_release_value 
function is called by passing it 
directly the
counter vulnerable to the race 
condition. The ivace_ made 
reference is in fact passed to the

static void ivace_release (
iv_index_t key_index,
iv_index_t value_index)

{
[...]

ipc_voucher_attr_control_t ivac;

mach_voucher_attr_value_ 
reference_t made;

ivac_entry_t ivace;
[...]
made = ivace-> ivace_made;

ivac_unlock (ivac);
kr = (ivam-> ivam_release_ 

value) (ivam, key, value, made);

To addresshttps: //
support.apple.com/en-gb/

HT201222find a
document showing

updates
security issued for

Apple products.
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made skips an increment the 
result is that when you want to 
free a voucher all its references 
will be deleted except one (the one 
that is “skipped” in the counter). As 
a reference still exists, but 
obviously the voucher has been 
deleted, we have a reference to an 
object that no longer exists.

And the risk is therefore that of a 
use after free, that is, of accessing 
a portion of memory which, 
however, has already been freed. 
This can at the "best" cause a 
kernel panic, at worst the execution 
of malicious code at the kernel 
level.

Apple fixed the bug by avoiding the possibility of a race 
condition attack. If you haven't already, we 
recommend that you update iOS.
function (is the sync argument) and 
compared with e_made:

queue_remove (& user_
data_bucket [hash], elem, 
user_data_element_t, e_hash_ link);

static kern_return_t user_ 
data_release_value (

ipc_voucher_attr_manager_t 
__assert_only manager,

mach_voucher_attr_key_t 
__assert_only key,

mach_voucher_attr_value_ 
handle_t value,
mach_voucher_attr_value_ 
reference_t sync)

{
[...]

user_data_lock ();
if (sync == elem-> e_made)

user_data_unlock ();
kfree (elem,

sizeof (* elem) + elem-> e_size);
return KERN_SUCCESS;

}
assert (sync <elem-> e_

made);
user_data_unlock ();
return KERN_FAILURE;

RELEASE THE ATTACK FROM ... 
A bug in these depths of the 
kernel may not be particularly 
dangerous: if you manage 
permissions correctly it is 
unlikely
that a simple (non-root) user can 
trigger functions
of the delicate kernel. In fact, 
especially in the iOS mobile system 
(which is based on the macOS kernel 
anyway) it is possible that
someone managed to trigger the 
vulnerability to conduct attacks 
against unsuspecting users. 
Obviously, the owners of Apple 
devices are right to update their 
system to version 14.4 which 
brings some bug fixes that can 
eliminate the possibility of using 
the use after free, so as to avoid 
remote code execution or a 
possible kernel panic. .

The basic mechanism is always the 
same, but a lock mechanism has 
been inserted that prevents the 
exploitation of the race condition.

}

This mechanism works only if the 
counters are synchronized: if, due 
to the race condition, e_{

The source code of the Mach voucher definition 
published on opensource.apple.com
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a security check we are 
conducting on our “gym 
for
pentester ”, the virtual 

network we use to refine
our penetration tester skills, is 
allowing us to become familiar with 
different types of techniques and 
techniques
problems.
By the way, if

you want to try to reproduce what we 
do in this series of articles, you can 
create the network from scratch thanks 
to the PDF present at the linkbit.ly/ 
hj_palestra. Armed with full ownership 
of the infrastructure we are testing, 
therefore free from legal disputes of 
any kind,

in recent issues we have dealt with 
the attack on the application 
component of the "gym",
with particular reference to 
the Web component.
Although the activities of reconnaissance 

and attack on the remaining services of the 

network turned out to be

The homepage of the web server 
installed on our test machine.
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PENETRATION TEST

The home page of
Mutillidae, the Web

app you will go to
attack.

interesting and stimulating, 
we cannot be exempt
from also deepening 
the Web component,
which to date constitutes a 
significant percentage of the IT 
equipment of an organization: that 
is precisely those assets that, as 
budding penetration tester, we 
should
help defend against external 
attacks.

DVWA AND MUTILLIDAE
In fact, corporate Web servers 
often host multiple Web 
applications, perhaps designed to 
provide - alternatively - specific 
services to the company's 
employees (internal management, 
personnel portals, decision support 
systems, etc.) or to customers 
(website Web
institutional, ecommerce, etc.). 
With this in mind, our “gym

for pentester ”is no exception, 
including two rather“ important 
”web applications on your web 
server. We're talking aboutDVWA(
Damn Vulnerable Web 
Application) andMutillidae: two 
applications born with a training 
purpose, albeit with different 
sensitivities (and purposes). While 
with DVWA we got to learn the 
basics - and the

Net
TargetInternet 211.100.1.2

Backbone
211.100.1.1 Server

FTP212.100.1.3

Router
212.100.1.1

210.100.1.2
212.100.1.2

Pentester
210.100.1.1

Server
Web

At the URL https://bit.ly/hj_palestra
find the instructions to create

the virtual gym. 33
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more than a few examples are 
available in this regard, in which 
JavaScript code is employed in a 
vain attempt to ensure a
effective protection against different 

types of vulnerabilities.

SECURITY LEVEL
It is a kind of protection that, 
although unreliable, Mutillidae 
does not implement
to the security level used up to now 
(level 0, characterized by an almost 
total absence of countermeasures): 
for our experiments to be successful, 
therefore, we must first of all raise 
the security level of the Web app. We 
launch the browser on the 
“Pentester” VM and type in the URL 
of the website of the target network, 
that ishttp: //www.labpentest.hj. We 
therefore select from

homepage [figure # 1] the link related 
to Mutillidae, in order to
view the main page of the Web 
application. How
we can see in [figure # 2], the 
banner of the page indicates that 
we are consulting the Web app at 
security level 0: to raise this level 
just click on the link Toggle 
securitypresent in the horizontal 
menu placed just below the 
banner.

The login page of Mutillidae, object of our 
attention ...

The attack pattern ...

attacks - of the main vulnerabilities 
present in the Web environment (SQL 
injection, CSFR, RCE, XSS, RFI, etc.) 
focusing our attention on one 
vulnerability at a time (thanks to the 
presence of pages dedicated to a 
single, specific, vulnerability), with 
Mutillidae
we faced a less sectoralized 
approach and closer to a real 
scenario: and it is precisely this 
peculiarity that we intend to 
exploit once again.

by the user, which must always be 
considered unreliable and 
potentially malicious. There are 
multiple ways to implement these 
filters: one of the worst is to 
relegate this task to client-side 
mechanisms. Let's be clear: we are 
not saying that it is not advisable 
to implement a client-side user 
input validation mechanism; 
rather, it is not at all wise that such 
mechanisms are entrusted 
exclusively to systems / languages   
of this type, for example to some 
JavaScript code.

We will understand why along 
the way: in its versatility, in 
fact, Mutillidae puts us

LOGIN SCREEN
Once this task is completed 
we can
concentrate on the login screen 
[figure # 3], which at this point in 
our pentest should seem rather 
familiar, since it has been the 
target of dictionary attacks 
launched in the last few episodes. 
This time around, however, we're 
not interested in forcing 
authentication, but rather in 
verifying whether the page

FILTERING & JAVASCRIPT In previous 
episodes we have repeatedly 
reiterated the importance of filtering 
the information entered
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is subject to SQL Injection attacks. 
In general, in fact, authentication 
to a Web application takes place by 
comparing the credentials entered 
by the user with those contained in 
a
special backend database, in 
which the Web app stores all 
the data necessary for its 
operation.

DATABASE & SQL
In the case of relational databases, 
characterized by an organization 
of data in tables, the data is 
queried through the language 
known asSQL(Structured Query 
Language), which precisely offers 
all the functions necessary to 
create and manage a db, such as 
the primitives for inserting, 
organizing, modifying and 
deleting data, as well as - and here 
we fall back into the aspect that 
we most want to deepen here - the 
possibility of carrying out specific 
queries for

find those of our interest.

. . . involves the activation of the filter!

SELECT COMMAND
As already seen for DVWA, 
the database is queried using 
the SQL command named
SELECT, which predicts the 
syntax

• fieldsis the list of fields to 
be displayed in the table;

• conditionis the test that must be 
performed on each row of the table 
of interest, for
determine which ones meet the 

research requirements.

Net of any mechanisms 
designed to protect the
passwords stored in the db (and to 
ensure the security of the 
authentication process), what 
Mutillidae does when we press

SELECT fields FROM table 
WHERE condition

where is it:

• tableindicates the name of 
the database table being 
searched;

The context menu for viewing the HTML code of the page.
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SQL should be included in the 
query and, more importantly, 
how? A “classic” attack pattern 
involves the use of '-' characters, 
which in some DBMSs are used to 
delimit comments to the code. In 
this way it is possible to "block" a 
portion of the query originally 
intended by the developers, which 
comes
considered as a comment and 
therefore ignored during the 
execution. Of course, things are not 
so straightforward: for this strategy 
to be successful, the injected code 
needs to be meticulously chosen. 
Let's suppose, for example, to 
insert the characters '-' in the 
username field.

What query would be executed? 
According to what we have
assumed earlier, the query built by 
the web app would become

A portion of the HTML code of the page where
the use of JavaScript to validate what the user has 
entered is evident.

the buttonLoginis nothing more 
than to execute a query like:

the user must necessarily be 
inserted into the query in order to 
execute it (and understand whether 
or not to authorize the request for

authentication), what would 
happen if SQL code was inserted 
instead of credentials? Very 
trivially: if the user input is not 
properly validated, any SQL code 
therein
content would be executed in 

conjunction with the "legitimate" code! 

It follows that by choosing

suitably the portion of SQL code 
to be forced to execute, it is 
possible to obtain multiple 
effects, ranging from gaining 
access to the private area 
(without having
of valid credentials) to the 
cancellation of one or more 
tables, until the complete 
exfiltration of all the information 
contained in the database.

SELECT * FROM Users WHERE 
username = 'hj' AND
password = 'HackerJournal'

assuming you have entered "hj" as 
username and "HackerJournal" as 
password. At the base of the decision 
whether or not to allow access there is 
then a trivial test which, although 
ranging from more or less elaborate 
solutions depending on the sensitivity of 
the developers, in its basic version is 
limited to
check if the output of the SELECT 
does not return any tuple: in this 
case, an error will be reported 
during login (precisely because, if 
no tuple meets the required 
condition, then there is no user in 
possession of the credentials 
provided); vice versa, access will 
be allowed.

SELECT * FROM Users WHERE 
username = '-' AND password = ''

which clearly does not produce the 
desired effect, as it rather seeks an 
ntuple within the table Usersthat 
has a username equal to '-' and an 
empty password.

WE INSERT THE PATTERN
Having designed our attack, we just 
have to put it into practice, 
inserting the strings into the 
authentication form
[figure # 4]:
• “'OR 1 = 1 -” in the name field;
• "password" (or any other string of 
your choice) in the field of the same 
name.
If we hit the Login button, 
however, things don't go 
exactly as we have

SQL INJECTION
This is precisely the mechanism 
in which the SQL Injection attack 
fits. Since what is typed

A CLASSIC EXAMPLE
Having clarified the general framework, 

we can deal with aspects of a more 

concrete nature: which code
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just planned: rather than gaining 
access to Mutillidae's private 
area, the Web application gives 
us a
peremptory message [figure # 5], 
informing us that it has detected 
and blocked “dangerous 
characters detected”.

confirmation of our feeling by 
analyzing the HTML code, an 
operation that requires a simple 
click with the right mouse button 
anywhere on the page, followed by 
the selection of the itemView Page 
Sourcefrom the context menu 
[figure # 6]. Scrolling quickly 
through the code, it is not difficult 
to notice the presence of the 
parameter onSubmit[figure # 7] 
inside the tag that implements the 
authentication form ...

malicious code;
• within the aforementioned fields 
there are no “dangerous” 
characters, that is, usable in a 
potential attack pattern.
If one of the two cases occurs, the 
function displays a special alert, just 
like the one we have been able to

observe in our tests.ANSWER (TOO) FAST Although at 
first glance it may seem a desirable 
and satisfying behavior, based on a 
dutiful and correct validation of 
user input, this is not exactly the 
case. If we pause for a moment on 
the ways in which the interaction 
with the Web app took place, in 
fact, we can see how some small 
detail clashes: first of all, the speed 
with which Mutillidae responded to 
our malicious input. Although it is a 
virtual environment, in which what 
should be geographic routing is 
simulated through virtual networks 
defined within the same PC, the 
output of the Web application was 
practically instant: something that 
can only be obtained by resorting 
to a client-side technology. We can 
have one

TURN THE FILTER
At first glance, the validation code 
actually seems well written and 
cannot be overcome, with the only 
flaw of limiting
notably the special characters that 
can be used in a password: if a user 
chooses one for his credentials, in 
fact, he would subsequently be 
unable to log in precisely because 
of the filter itself. If we overlook 
this aspect, we have a completely 
correct implementation at first 
sight ... but logical errors are only 
one of the possible vectors of 
attack to a Web application: to 
circumvent the filter we have many 
other options available, as you will 
have to see in the next episode!

JAVASCRIPT VALIDATION
The onSubmit event, in fact, is 
raised when the form is 
submitted and in our specific case 
involves the invocation of the 
JavaScript function
OnSubmitFormLogin (), of 
which at this point we cannot 
fail to inspect the code. As we 
can see [figure # 8], the 
function cares
to verify that:
• the length of the information 
entered in the username and 
password fields is not greater than 
15 characters, in order to
minimize the chances - for a 
malicious user - of entering you

The code of the validation JavaScript function.
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To build
the gym

at the URLhttp://www.damnsmallinux.org/ 

download.html);

Net:two network cards, the first 

connected to the internal network called 

"intnet", the second to the internal 

network called "intnet1";

Network configuration:run the 

following commands from a shell 

with root privileges:

• the address 211.100.1.1 as gateway to 

access the 210.100.1.0/24 network

# 4 Web server

The test environment 

consists of virtual machines 

running in Live mode (from 

ISO in our case). The creation 

and configuration settings 

for each virtual machine are 

summarized below:

Operating system:Linux 

(Linux 2.4 32-bit);
RAM:256 MB;
HDD:select the option "Use existing 

virtual hard disk", then choose the 

file with the "vmdk" extension 

located inside the compressed file 

downloaded at https://

sourceforge.net/projects/ 

metasploitable /;
Net:a network card, connected to the 

internal network named “intnet2”; 

Network configuration:run the 

following commands from a shell 

with root privileges:

# ifconfig eth0 up

# ifconfig eth0 210.100.1.2 

netmask 255.255.255.0

# ifconfig eth1 up

# ifconfig eth1 211.100.1.1 

netmask 255.255.255.0

# sysctl -w net.ipv4.ip_forward = 1

# route add -net 212.100.1.0/24 gw 

211.100.1.2# 1Pentester
Operating system:Linux 

(Ubuntu 64-bit);
RAM:1024 MB;
HDD:nobody;
Archiving:add, after creation, a new 

IDE Controller to the virtual machine, 

inserting the Kali Linux ISO (to be 

downloaded at the URL https://

www.kali.org/downloads/); Net:a 

network card, connected to the internal 

network called "intnet"; Network 

configuration:run the following 

commands from a shell with root 

privileges:

# 3Router # sudo ifconfig eth0 212.100.1.2

255.255.255.0
# sudo route add default gw

212.100.1.1

Operating system:Linux 

(Other Linux - 32 bit); RAM:

256 MB;
HDD:nobody;
Archiving:as for the Pentester machine, 

but selecting the Zeroshell ISO (to be 

downloaded at the URL http://

www.zeroshell.net/download/); Net:three 

network cards, the first connected to the 

"host only" vboxnet0 network for setting 

the configuration parameters of the 

remaining
interfaces, the second to the internal network 

named “intnet1”, the third to the internal 

network named “intnet2”;

Network configuration:from the Zeroshell 

web interface (accessible from the browser 

of the physical machine, at the address 

http://192.168.0.75, after authentication with 

username admin and password zeroshell), 

set:
• the address 211.100.1.2 and netmask

255.255.255.0 for the ETH01 interface;

• the address 212.100.1.1 and netmask

255.255.255.0 for the ETH02 interface;

# 5FTP server
Operating system:Linux 

(Linux 2.4 32-bit);
RAM:64 MB;
HDD:nobody;
Archiving:as for the Backbone 

machine;
Net:a network card, connected to the 

internal network named “intnet2”; 

Network configuration:run the 

following commands from a shell 

remembering to always prefix root 

privileges:

# ifconfig eth0 210.100.1.1/24

# route add default gw

210.100.1.2

# 2Backbone
Operating system:Linux 

(Linux 2.4 32-bit);
RAM:64 MB;
HDD:nobody;
Archiving:as for the Pentester 

machine, but selecting the Damn 

Small Linux ISO (download

# ifconfig eth0 up

# ifconfig eth0 212.100.1.3 

netmask 255.255.255.0

# route add default gw

212.100.1.1

SQL injection is a technique used to attack applications that 

manage data through relational databases using the SQL 

language and that do not check the input correctly
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very useful features in forensic 

analysis. In addition to the 

functions found indd

provides, for example, the calculation 

of the hash before or after the 

conversion by choosing different 

algorithms among those supported (eg 

MD5, SHA-1, SHA-256 and SHA-512) 

allowing to comply at 2 of the 5 stages 

of the forensic investigation process; 

specifically in phases 2 e3they see The 

collection of information, with the 

bitwise copy, and alia subsequent 

storage including hash value.
. .

BACKUPESTREMO

Let's assume you want to get a bit by bit 

copy of a USB pen drive connected to 

your PC, identified as

sdd.Run the following command as an 

administrator user:

image of the contents of the USB key 

by adding the hash file with the 

sha256 algorithm and its log file.

As seen in

sector is 512 bytes in size (typical 

value for filesystem

FAT32), 506,846 sectors have been 

copied for a capacity of: 512 bytesx

506,846 sectors = 259,505,152 bytes 

THE1,048,576 = 247.48MiB

(Mebibyte). The file hash and log file 

are also visible. Observe

dc3dd if = / dev / sddl

copy_forense.img

log = usb_copia_forense.log

of = usb_

hash = sha256

every

As is done with the commanddd,

to the optionifit is necessary to pass the 

input device, specifically the partition of 

the USB key /dev / sdd1,while toofthe 

name of the image file must be 

associated. With the optionhash,

not present indd,you are asked to 

perform the hash calculation based on 

the chosen algorithm. Finally with the 

optionloga path with relative name 

must be indicated of the file where you 

want it to be saved

figure # 2

_ . ... _ -�
- · ..- -

- - .. _

.. .. .. �� · - · -�
- - -

- - · - .. ..

- t ....-- .. lllaJ-- • .. - -

.. .. .. ..,. .. .. _... .. .......•.: N "'..... _ .., .. .. _

..., _ _..._.._...

.,. ..
- - .. - - ·.,. ._. .

-

... - .. . ..

- - , _., .. ... . . . .. ...

.. .. ... ... ..-. ... .. ... - -
- -

- - �- ..-
-

the log file; as per optionof,

writing only the name 

implicitly implies

saving the file in the folder where the 

command is being launched which will 

create a bit stream

.. .. .. .. .. .. ... . ... .. __ ._ ...

·
- - -

� ._...... .... u- "'•• ,, --



a favorite in Open Source solutions for 

forensic copying.

For example, you can make 

copies of the

Microsoft Windows and macOS X 

storage because the software 

operates at the block level, level to 

which the adopted filesystem on the 

devices it does not matter. Wanting to 

create an image analogous to the one 

seen fordc3dd,the command for a 

bitwise copy will be:

,. .. ... __ _

.. .. ... .. .. ... � ..._ -

· - w- � .... .. .. ..

... THE .. --ftM-w....,. ._ ,. � .... It, ....• .._...,.,. ._ .. ...

.. ... .. � .. ... · � .

ddrescue -v / dev / sddl

usb_copy_forense.img logfile

The commandinfo ddrescue,

starting from the sectionOptical

media :: Copying CO-ROMs and

how the output of the shell, after 

launching the command, is reported 

in the log file, so there will be no 

danger of losing information if you 

close the shell as they can be

retrieved in the log file, value 

including hash. Eloquent the 

message0bad sectors

the corresponding hash values   in 

order to verify or preserve them from 

any future changes:

DVDsand subsequent, will provide a 

large number of examples such as to 

cover a wide range of cases. Given 

the number of software available, 

which one to use? For backup copies 

and forensics there is little to do: the 

choice must (imperative!) Fall on

WILDEBEEST

find / path / to / mounting /

- type f -exec sha256sum{} \;

THEtee sha256sum.txt

The output will be redirected to the 

shell and through the commandtee 

(man tee)also on txt files # 3.

ddrescue.Aboutdd_rescue

replaced by zerosto indicate all (read boxDistro forensics)it has the 

ability to pipe! 'output which in some 

cases (eg copies via SSH) could be 

irreplaceable in some ways.

For all "home" use the programs 

mentioned are fine, even the historical

ddas long as you don't have to 

recover / back up problematic disks.

the intact sectors. Once the image has 

been created, it can be mounted for 

analysis using, for example in GNU / 

Linux, the loopback interface that will 

allow you to access it by working on the 

copy and not on the original:

OPEN SOLUTION

If you are afraid that the activity on 

the disk can damage it permanently, 

then the most suitable tool to create 

copies, not only of disks but of any 

block device identified in GNU / Linux 

as

/ dev / * (eg CDs, DVDs, USB sticks, 

Compact Flash, SD cards etc.)

mount -o ro, loop -t vfat

usb_copy_forense.img

/ path / to / mounting

ILREC UPEROPER EXCELLENCE

where the mount path can be any 

folder in your home. At this pointAnd

It is possible to work on the copy by 

generating, for example, the list of 

files present with

Having a certified copy of the original 

available on it AndIt is possible to carry 

out the data carving operation without 

fear to cause chain breaks. In these 

pages we will show you

and GNUddrescue(https: !! 

orglsoftware! ddrescue!},the

ww. wwildebeest.

industry premium tool. There are 

several functions of this program that 

make it so



while in

summary of the result visible in 

the last step of the tutorial.

# 5there isthe

1) .. .. .. .. .. .. .. .. . "...... • .. .. .. ..

FOLDER01RECOVERY

Two words need to be spent to 

understand what PhotoRec has copied 

to the folder indicated as destination. 

The content, visible in

# 6}Andcharacterized by a

certain number of files whose name 

begins with a letter followed by at least 

7 digits and, where present, by the 

extension. The letterfindicates a regular 

file, Iaba file not fully recovered, Iat

miniaturejpeg. For example, the 

first image in # 6]has

first namef013837S.jpg:this is a 

regular file starting from the sector

138375.Along with the recovered files 

you should know that PhotoRec also 

creates a filereport.xmlwhich adds 

additional information, such as the size 

of the file; each file found has its place 

in the report between the <tags

fileobject>

· -
. . .. ... ..

· - -

.

- - - - -

• t, � -......

.. .. .. .. .. .. .. .. �� ._._......

PhotoRec using the graphical interface.

�OI., Illl'lollll

</fileobject>and the number in the

file name can be derived from the 

information contained in the report. As a 

further test, try to delete all the contents 

of a USB key (of course after having 

made a backup of the contents!) And 

without adding files repeat the search 

procedure on the entire partition; you'll 

find some nice, "deleted" files even 

weeks or months before![[Qology is! 1Used to files reCUP.erati to PtlotoRec.

how to usePhotoRec(https: / 1

ww.wcgsecurity.orgl)tool used in some 

contexts also by the police forces of the 

RIS Carabinieri. In forensic distributions

PhotoRecAndpresent by default, in 

the limit it only needs to be updated 

with the manager of

packages (if the distribution does not

And a Live). In the following tutorial we 

will show the use through The 

command line with its text interface. In

# 4]

find the settings to obtain what is 

reported in the tutorial from the 

graphical interface

HOW DOES IT WORK

PhotoRec analyzes the support 

completely ignoring the filesystem 

thus allowing its recovery even when

Andcorrupt. The principle of 

operation of PhotoRecAndsoon said. 

Before



'# 8
, _...,.,...,., _. .. .. ... .. ...

FORENSIC DISTRO
"'

All the software tools listed in the article are 

supplied with the repositories of all 

distributions such as Kali Linux and Parrot OS 

Linux and all the more so they will be with 

those distributions specifically dedicated to 

forensic analysis. some of which are listed 

below. One of the most famousAnd the 

ItalianCaine(Computer Aided INvestigative 

Environment,https: / 1 www.caine-live.net/).

Always Italian, but inspired by terminology

Japanese,TsurugiLthenux(https: / 1 tsurugi-

linux.orgl)which consists of three elements:

TsurugiLabfor the desktop station,Tsurugi Ac

qutherAnd for forensic acquisition

AndthepackageBentofeaturing hundreds 

of utilities for use on target computers.

.. _ ..

- ., ..., ..

- -

""

- -

"'-

�
... , ... · - · ,. ., . ,. - �, ..

- - -

File from PhotoRec in the test.

try to define the size of the cluster 

whose value is readable directly in the 

superblock in ext2 / 3/4 filesystems or 

in the VBR (Volume Boot Record) in the 

FAT and NTFS file systems. If I don't 

readAndpossible due to corruption, 

then a sector-by-sector read is 

performed for the first 10 files from 

which it then calculates the size of the 

cluster from which it will analyze the 

device block (cluster) after block. Each 

block Andcompared with the database 

of files containing the magic numbers 

and from which it distinguishes the type 

(eg image, audio, video, documents in 

various formats, etc.). As a 

demonstration of how much stated, if 

we try to open the recovered file, the 

usual

08 FFthat is the header of a jpeg. This is 

followed, where present, by the EXIF   

(Exchangeable Image File Format) 

metadata, additional static information 

(brand and model of the camera used)

and dynamic (exposure times, date, 

etc.). Following are the bits that make 

up the actual image up to the footer 

that for a jpege imageFF 09 (not 

visible in the figure but present).�

figure

t ••--- ·· ·

f0138375.jpg,with an editor

hexadecimal likewxHexEditor

(https: !!ww.w

we would notice

the file header starts withFF

xhexeditor.orgl)

# YOUhow

.. J.:Image recu1 = 1 night on the left.
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IN SHORT Here is an extension for

browser capable of

make browsing

on the Internet really

best: deprive

of advertising, sure

and winks

to privacy

Find out how

use the add-onfor uBiock 

browserOrigin

to blockthe

advertisinginvasive

fromInternet.

.D LEEICQli�

���
GLOSSARY BlockOriginNotAndonly powerful 

software capable of stop 

advertising on sites visited, but a 

real one

filtering system, capable of blocking even 

JavaScript, spyware and malware. Simple to 

use,Anddistributed under Open Source 

license,Andmultiplatform and turns out to be 

very light in terms of memory usage. Initially 

developed (and still supported) by Raymond 

Hill, it installs in seconds and allows for 

complete filtering of advertisements, 

blocking heavy multimedia elements

and set up custom filters. There are two 

main reasons that push us to use it: 

potentiality and simplicity of use and then 

because it is part of the now well-known 

"Toolbox

anti-censorship "of which we have already 

written in past issues talking about the 

Anonymous cyberwar against Putin. A 

series of useful tools to protect privacy and 

circumvent limitations taxesby the Soviet 

government.�

BASIC



Install the Colle add-on 

mozilla.or

by going to the addressHTTPs: lladdons.

Click or i on

ate withtheMozilla browser.to selfships

- - - -

- -

Click on add-on a

smallmockedwith allthecornandi

the sirnbolo de

To the right. The card that a adblock. 

Personalized to yours and Ia rivac from0tions.

ena installed. Youyesto turn his

wings.rinci

the:Anddownthem in frog

ariraAndThe dashboard

enjoy the as hectogram

•

In the lower part of the screen, according to yours esi enze. check one or 

more items.There isthe one that blocks

them elernenti rnultirnediali rna iori eli50KB,the new fonts

the Thiswill be the cornportarnento

thatyou will find again time you reopen

. . .

the browser.

From the two tabs on the side you can customize the irn ostations 

recalling filters and rules:

they may not host third-party filters and / or write about them from 

scratch.0The filter must be applied to one stream only. If not you want to be 

careful in drawing up the filters. online ne

rovate so many ia ronti. A good search is enough.

you have trusted websites that you want to exclude from the 

block. create your own whitelist To do this, just click 

on the icon nirnento of the add-on and reload 

the page

In case of second thoughts, you can

selecting

blue of spe
- - - - - - · -

- - - -

reactivate theblock
thernedesirno

.. ... .. ...

uBiock Ori in also allows you to re factory irn 

ostations. Sern select the tab0

alia

refresh

re from the dashboard,

tions,scroll to the bottom

-

at ina oi click the ulsanteIt restores the

im hostations redefined . . . Now you can reconfirm

the add-on like me I believe.
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The perfect solution to start, from a single pendrive, all GNU / Linux 

distros dedicated to hacking

all worthy hackers of this 

name they share the desire 

to discover new things,

getting their hands dirty.

This leads them to a painstaking 

testing work made of formatting / 

installing new operating systems and / 

or tools to try and retry in order to 

tighten The rose of fire and identify 

those tools that are really 

indispensable for them. Depending on 

the

inftotti, �it may be possible to use a 

GNU / Linux distro instead of another, 

because it is optimized with tools 

suitable to reach scoei very specific: 

pentesting, cracking� Wi-Fi, computer 

forensics, etc. Being able to boot an 

operating system from USB disks or 

virtual machines makes it easy certainly 

these experiments or the use of special 

software in certain contexts,

but who needs to bring following 

more GNU / Linux distro what should 

he do?

The hypothesis of walking around 

with dozens and dozens of pendrives 

in the jeans pocket

Andobviously to be excluded!

IL TOOLDELLEMERAVIGLIE

If you find yourself in the 

scenario just described,Ventoy

(https: /lwww.ventoy.net) Andthe Open 

Source software (available for Windows 

and Linux) that is right for you, as it 

allows you to create a single bootable 

USB drive to simultaneously manage 

multiple image formats from which to 

boot: ISO, WIM, IMG, VHD and EFI.

Ventoy can be installed not only on 

USB pendrive, but also on mechanical 

disks (HOD) or solid state (SSD) and 

even on OS memory cards. Supports 

Legacy BIOS and UEFI, different types 

of partitions such as GPT and MBR, 

filesystems of various kinds including 

FAT32, exFAT, NTFS

etc., as well as ISO images larger than 

4GB. There are over 900 operating 

systems tested and working (https:! 

lwww. ventoy.netlenliso / ist.htm�
ranging from Windows to Linux, 

passing through ChromeOS.

So all that remains is to put it to work to 

transform a normal USB pendrive (in 

our case we used one 128 GB) in a very 

useful multiboot device containing

IN SHORT

Let's create a stick

containing several

imagesISOto boot 

from.

DIEE.IC.OLTa

���
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OIBASE



DISTRO DESCRIPTION DOWNLOAD

KALILINUX Made by the creators of BackTrack, over 

the years it has gained acclaim coming to

establish itself as the distribution most 

advanced and versatile ever created for 

penetration testing. A must for any hacker.

https: llbit.lyl

hj265_kali

https: llwww.kali.org

TAILS Debian based, Tailsand if operating 

system that uses the networkTORto 

allow to browse without censorship

or third party monitoring.

https: llbit.lyl

hj265_tails

Tails

https: lltails.boum.org

CAINE Computer Aided INvestigative 

EnvironmentAnda distro Italian, based 

on Ubuntu, used by computer forensic 

consultants and law enforcement 

agencies in the activities of digital 

forensics

and digital investigations.

https: llbit.lyl

hj265_caine

ww.wcaine-live.net

BLACKARCH Distro based on Arch Linux for 

penetration testers and security 

researchers.

IIits repository contains over2,000

instruments

thatAndcan be installed individually 

or in groups.

https: llbit.lyl

hj265_blackarch

https: llblackarch.org

PARROT SECURITY OSBased onDebianAndwas

expressly designed for pentesting, 

vulnerability assessment & mitigation, 

computer forensics and other 

cybersecurity related activities.

https: llbit.lyl

hj265_parrot

https: llparrotlinux.org

. - .. .. .. .. .. .. . '

at n -

PENTOO LINUX Derived from Gentoo Linux,And equipped 

with patched Wi-Fi drivers for packet 

injection, GPGPU cracking software and 

many more

https:llw.wwpentoo.ch other tools for penetration

testing and security 

assessment.

https: l bit.lyl

hj265_pentoo

. ___

I distract themGNU / Linuxfromwhichyou 

can notdo without. Will bealso possibleto

dayorrnarAndtheeverythingwith

extreme facilitates and configure 

the persistence on the USB drive 

by launching a specific script:

in thisway, to the awii subsequentthe 

changes made they will bestill present.

�



1 PASS02
·

.. ... .. ..., , ., .. ...,
·

_...

Release download Indivlduating the USB pendrlve

From the official Ventoy GitHub page Connect the USB key to be used with Ventoy to the PC and give the 

commandsudo partedforview the list of internal and external 

disks. Scroll through the list and identify the abbreviation 

associated with your external unit (in the example/dev / sde).

(https: llgithub.comlventoyNentoy / releases)

download the latest version-linux.tar.gzavailable and take it 

out. Open theTerminal (Ctri + Ait +n. typeCD,drag the 

extracted directory into it and presslnvlo.

PASS03 PASS04

- -

•

Cancellation and installation Copy the ISOs

Always fromTerminalgive the commandsudo sh At the end of the procedure Ventoy will be installed in the

MBR(Master Boot Record) of the key. With themanagerFile

open the Ventoy partition of the stickUSBand drag all the 

ISOs you wish to use into it.

Ventoy2Disk.sh · 1 / dev / sdxwhere is itXAndIaletter

associated with your unit (in the examplesde).

Be careful: this command will delete all files initpresent. 

Confirm withy.

PASSOS PASS06

Boot by chlavetta Upgrade and persistence

Restart your computer, enter theBoot Menu Andchoose the 

Ventoy key as the device. Wait a few seconds to display the GRUB 

menu: in the Ventoy screen select what to start and presslnvlo.

To update Ventoy to a new release, simply download the relative 

files, extract them and type the command

sudo sh Ventoy2Disk.sh · U / dev / sdx.

To configure the persistent USB drive:

sudo ./CreatePerslstentlmg.sh.
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Have you ever heard of Alternate Data Streams?

we follow ours

in-depth study onNTFS

(New Technology File System), the 

typical filesystem of systems

Windows of which, episode after episode, we 

have learned the basics and "mysteries". At 

this point, we should know the areas 

perfectly in whichAndsplit an NTFS partition, 

owerto

# 1]:

• theboot sector (which coincides with the 

initial region), in which not only the basic 

information on filesystems are stored 

(including the size of the clusters, concept 

illustrated in the boxSectors and clusters)

but also those necessary for loading the 

operating system (the so-called bootstrap) 

and to access the data structures used for 

managing the filesystem itself;

The size, the flags - including what keeps 

track of the state of

deletion- and their content, or at least the 

address of the clusters had such content

Andstored);

• the data area, the region of the disc which 

hosts the contents of the files residing on the 

partition.

IN SHORT

We study deeply

features

of one of the most popular 

filesystems.

.D IEBCOLTS

���
I TOOL

As we quickly discovered in the course of our 

review, despite the fact that NTFS and 

Windows share

a common source, the functionalities made 

available by the operating system are not 

sufficient to thoroughly analyze the 

filesystem. These, in fact, only allow a basic 

interaction, offering the user the possibility

to operate at a high level on filesystems 

without pater interacting directly on the 

data structures used for

Management of related contents. And

' for this reason that, episode after episode, 

we have relied on various specialized tools 

that have allowed us to first examine "more 

closely" the data structures of the filesystem, 

then to launch ourselves in an operation of

recovering a deleted file. Tools like

NTFStool, Kape

AndMFTExplorerthey allowed us to become 

familiar with the filesystem, but were later 

replaced byThe Sleuthkit (TSK), Ia suite Iibera 

(Andreleased under the licenses "IBM Public 

License" and "Common Public License '') used 

on a permanent basis in the last episodes.

• IaMaster File Table (MFT), Ia

main structure of NTFS, which poss1amo 

1mmagmare as a huge table (described in 

detail by the box of the same name) in which 

to each fileAndassociated with an element 

(called MFT entry or file record) that keeps 

track of all related information (such as the 

directory to which it belongs,

. . .

The structure ofNTFS.

In this article, we study a feature of NTFS 

that is often exploited by malware to hide 

itself



. .

to
open Source Olgttal rorenslcs

. .. wv-.to

Linux inside

Windows

CygwinAnda suite of tools able to 

provide - in a Windows environment - 

functionality

comparable to those

of any distribution

� ·· -c tt '........

to. ....t: opry"1" _......,
GNU / Linux. Andfreely

._ '""' '""'.... "" '

downloadable from the website 

of the project(https: lww.w

__...., ..

L

cygwin.comlindex.htm�
�..110riUJ: .f

"-c...(THE .. .. I. -

and the installation does not 

require special precautions:

Andjust accept the choicesfrom defaults 

proposed by the installation interface, 

except than those for the selection of the 

type of connection (in the vast majority of 

cases

Andjust opt   for "direct connection'1 

and the mirror to use for the 

download. Once the installation is 

complete. just start Cygwin by clicking 

on the relevant icon. on desktops to 

log in to a real terminal

GNU / Linuximplemented

in the Windows environment!

The home ae of Sleuthkit.

free of charge from the web address

ww.wsleuthkit.org Ifjgu.Lajt_2J, Sleuthkit 

can be used in a Windows environment 

without the need for installation: And

just unzip the latest version to find all 

the tools in the subdirectorybin,

immediately operational.

As we have seen in the past episodes

(and as illustrated in the boxMaster 

File Table),for NTFS a file is not And

other than a set of attributes: but we 

have not said anything about the 

uniqueness of these attributes. For 

$ DATA,in particular, there is no 

requirement of uniqueness within the 

same file record: it follows thatAnd

possible to have entryMFT (and 

therefore files) with multiple $ DATA 

(and therefore contained) attributes. The 

only requisiteAndrepresented by the 

fact that each additional attribute $ 

DATA is associated with a label that, 

used

together with the file name, allows 

you to find its contents.

ADS

It is a suite of tools able to show - 

without any filter - the main structures

of the filesystem, allowing to an aware 

user to deepen the typical peculiarities 

of NTFS, such asAlternate Data 

Streams (ADS) object of this episode. 

What are we talking about? Alternate 

Data Streams are one of the lesser 

known features of NTFS and at the same 

time one of those that most characterize 

it, as they allow you to define "a file 

within a file". In more formal terms, 

ADSs are alternative data streams, 

which we can associate with a file in 

addition to its own

"ordinary" content.

of the tool of the same name. Let's 

add a second file that

we will simply call

empty-file.txt:just click with the right 

mouse button on the list of files present 

in the drive e

select from the context menu

the voicesNew1Text Document.

CREATE AN ADS We leave the file strictly empty and, 

before proceeding, we verify that it 

really is, using the command prompt 

that we can call up by clicking on the 

Windows button and entering the string 

in the command bar

cmd.Once started, let's move on 

to the contents of the

The first step in analyzing an ADS is, of 

course, in its creation. Let's pick up the 

key used in the previous episode: as we 

recall, at the memento viAndonly one 

file stored

# 3],yes

dd.txt,containing the manual .,. .



removable media

with the command

..
,,. . > d:

taking care to vary the letter 

according to the drive assigned by 

your operating system to the key. 

Typing from the prompt:

\\ - '11'� "

., \ MOt ..,.! Oil

]THEM-

,.,.

• v ......
> dir

The contents of our USB stickfromtest. we will be able to obtain confirmation 

of the size, equal to zero, of empty-

file.txt [figure # 4]. And

' the memento to create! 'Alternate

Data Stream for empty-file.txt: the 

command to execute,

in this case,And

> echo "the file is no longer

empty now "> empty-file.

txt: ads.txt

which puts the string "the file is no 

longer empty now" insidethe key also contains an empty file.

of the ADSempty-file.txt: ads.txt.

Et voila: we have a file (empty file.txt) 

in whichAnddefine an ADS (ads.txt) 

which we can access through the 

empty-file syntax. txt: ads.txt.

WHATAndCHANGED?

Despite adding more bytes to the file-

32for precision, one for each 

character of the string inserted in the 

ADS-

the operating system (both through Ia

GUI,either from the command prompt

- [figure # 5]) continues to indicate that 

the size of empty-file.txt

Andequal to zero. This 

behavior shouldn't

surprise us because, as we have 

already underlined, the one definedAnd

an additional data stream than

Despite the

from the system and sem

iunta of an ADS, the size shown

re Ia itself.

Here are the artitions mounted on the system 

and the corresponding device files.
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Sectors and classes

To manage information storage,thebytes of whichAndcomposed of a disk are divided into sectors, logical areas of homogeneous size. The 

sectors, in turn, are grouped into clusters, in a variable-within proportiontheparameters provided by the filesystem specifications-established 

at the time of formatting.IIcluster constitutes the minimum unit of allocation: regardless of its real size (even a single byte!) each file occupies 

at least one cluster on disk (and here is the disparity, which can sometimes be noticed by fiddling with the properties of disks, and directory, 

between the actual size of the file and the size occupied on disk!).

to the main one: the system tools 

(unless you use rather specific options) 

are limited instead to consult the main 

stream of each file (the one, not 

surprisingly, that we implicitly assume 

as the "content") to indicate the total 

size.

The introduction of the ADS in the 

file does notAndwas, however, 

devoid of consequences. Contrary 

what we might believe, if we look 

carefully The command outputdir

Before

# 4 and afterIf.igura# 5]

the operation, we cannot fail to 

notice how the modification date of 

the file has undergone a

change, increasing by 5 minutes (i.e. 

the time elapsed between the creation 

of the actual file and the addition

of the ADS). While on the one hand we 

"did not touch" the main stream of the 

file, which in fact continues to appear 

as an empty file, on the other hand the 

introduction of an ADS led to a 

modification to the file itself (or rather 

to the relative file record, with the 

addition of an additional $ DATA! 

header) which is correctly traced in the 

relative access times.

resorting to Sleuthkit, with the 

consequent need to proceed with the 

extraction of the bit by bit image of our 

key to be fed to the suite tools. To this 

end:

• we startCygwin (the tool installed in the 

previous episodes, as reported in the box 

of the same name) and use the command

CDto move to the directory it hosts 

Sleuthkit binaries - in our case, the 

Sleuthkit directory being saved directly on 

the desktops,And the command is enough

$ cat / proc / partitions

to locate the name of the 

device associated with the key 

(in our case Andsdb1,owero 

the device corresponding to 

the mount point of the device, 

which for usAndD: \,

# 6]);

• we invoke the command

ddfor extraction

of the image, to which

we assign the name of

keyADS.dd .,. . # 7 "" ']:

cd sleuthkit / bin $ddif = / dev / sdbl

of = AOS key.dd

• we execute the command

The creation of the image of the USB stick.

THE IMAGE

Faced with this consideration, we just 

have to "take a closer look" at the file 

record For convenience, we save

bin by Sleuthkit.
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Much of the design of NTFS can be summarized with two concepts: the Master File Table and the assumption that "every object is a file". Whether 

it is the boot sector, the root directory or the metadata responsible for managing the filesystem (including the Master File Table itself), everything 

is represented by NTFS in the form of a file. We can think alia MFT as a gigantic table, which associates an element calledMFTentry or file record. 

Each file recordAnduniquely identified by a specific index, which specifies its position in the table:

• thefirst file record has index equal to0,and contains the attributes relating to the $ MFT file, which identifies the MFT itself;

• the second (index1)it refers to the file $ MFTMirr, that is the copy of the MFT;

• thesixth (index5)represents the root directory of the filesystem (.), the eighththeboot record ($ Boot), while items from the index27

onwards they are generally associated with ordinary files; and has a structure consisting of two large areas:

• an initial header containing general information, such as the actual and allocated size on disk orthesequence number (indicatingthenumber of 

reuses of the record file, increasing each time the associated file is deleted and recreated);

• a list of attributes, the content of which varies from attribute to attribute.

It is precisely the attributes that definethefile: in NTFS, in fact, a file is none other than a set of attributes. Among these, it is worth 

mentioning:

• $DATE.the attribute - generally non-resident, or indeed external to the file record, which is limited to storing the address of the clusters 

where the attribute is actually stored - which is entrusted with the task of keeping the contents of the file;

• $STANDARD_INFORMATION, the attribute (resident, or rather internal to the record file) that it storesthetemporal information (such as 

creation, modification and access times) and flags (those relating, for example, to system files, read only, hidden or compressed) of each file and 

directory on the volume;

• $FILE_NAME (also resident), which is used for storing the name and size of the files (the latter divided into real size and allocated size) 

and for references to the directory to which it belongs.

SLEUTHKIT

At this tipAndall ready for our 

investigation: first we start the 

command

flson the stick, using the classic 

syntax

$ ./fls keyADS.dd

The relative output, visible in, presents a 

peculiarity that can not fail to attract our 

attention: there are in fact well two lines 

for empty-file.txt, one dedicated to the 

main stream and one to the ADS that we 

defined previously.

But it doesn't stop there: the two lines also 

have slightly different indices, of course

39-128-1for empty file.txt e39-128-7for the 

related ADS. How can we interpret this 

behavior of the tool?

# 8],

The out

access toTHEfile...

ut of istat, from which a The modification to the terns is evident the
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associated with no content 

(overall size equal to 0);

• The ADS, called ads.txt, of the 

dimension

from37byte.

Like what we saw in the previous 

episodes with files without this 

peculiarity, we can view the contents 

of the file (including ADS) with the 

command

icat.If we use the syntax we are used 

to, that is

and two $ DATA attributes.

#. /icat.exe AOS key.dd 39

we can access the contents of the 

main stream of the file; vice versa to 

print on the screen the contents of 

the ADS we have to pass the 

complete index to the tool, that is

39-128-7 [figure #11]:

With icat

you attribute them $ DATA.

we can get the contents of both

FLS & ADS

As we have been able to reiterate in 

previous episodes, the indexes of the 

file records are simple numerical values   

that establish their position within the

MFT,measuring it in terms of offset 

from the first element (index 0 for the 

first entry,

1for the second,2for the third and so 

on): in order to access any additional 

data streams, however, the Sleuthkit 

tools adopt indexes of the formatxyz,in 

which:

• xrepresents the actual numerical 

index of the record file;

• yzand the portion of the index 

coinciding with the numeric code 

associated with the $ DATA attribute of 

interest.

In other words, in the case 

of empty-file.txt:

• the index of the related MFT entry e

39,which in fact constitutes a common 

prefix for both lines highlighted infi

guca_.tt_8];

• the $ DATA attribute of the 

main stream128-1;

• the $ DATA attribute of the 

ADS just defined128-7.

#. /icat.exe AOS.dd key

39-128-7

EVIL USES

From this brief rundown not and 

difficult to deduce why Alternate Data 

Streams represent one of the lesser 

known yet more demonized features: 

over the years,

the number of "ordinary" users who 

knows its existence (and, above all, it 

exploits its potential!) and gradually 

thinned out, while on the other hand the 

cases remained constant (if not even 

increased) malicious use. An Alternate 

Data Streame, in other words, has 

become one of malware's favorite 

"hiding places" to hide in a filesystem 

before starting to do damage: one more 

reason to know (and understand) this 

feature of NTFS ...�

ISTAT

We can get definitive confirmation of 

these assumptions by using the 

commandistat

to view the contents of the empty-file 

MFT entry.txt, with the syntax [figure 

#9]:

# . /istat.exe AOS.dd key

39

What interests us, in this case, is the 

final portion

of the command output, which shows 

the $ DATA attributes associated with 

the file. And just as we expected, 

there are two attributes in this case

# 10:

• the main one, characterized by the 

absence of a specific name, of resident 

type and to which none



autonomously and a no otoanother of 

the network)Anda classic Command & 

Control worm with the most dangerous 

capabilities typical of a virus that 

replicates itself, for exampleAndcapable 

of climbing the privileges.IIits goal, 

however, Andcommunicate to the 

parent company how far awayAnd

managed to get there, which defenses 

he overcame
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U
n worm eamtolwarand automatic thatyesreplica quickly forspread 

to other computers. In a networklocal, to expandmore quickly, 

suite leaks are basedin the safety of the prthemor target computer. 

Oncegot into thisfirst computer, which becomes The hoststart scanning

and infect other machines on the LAN.Whenit wormhasacquired control 

of these new computer, keep runningNetwork scanning linked to search

to infect other computers and use them againas a host.This behavior 

continues in a mannerautomatic,spreading the threat in an exposed way

enzthetoLAnd.Inreality,computer worms use recursive methodsto copy if

themselves even without host: in this waythey manage tothestreturn on 

a high basis of mathematical law

of thecrescthetaexponential,always checking and infectingptheu

computer inshorttime. For those who deal with computersforensic, a

worm to be defined as such must havefour features:be a standalone 

and independent software;it must betechnically complex (not enoughp

orchand linesfromcodice that copy bits to some sectors of thedisk); 

needs toalso contain an exploit for an attack (and itpayload);thenfthe

neitherit must be highly contagious,ctheorAndspreadquickly via 

channels different: email,foldersshared, infected web pages.
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