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Abstract:

Supreme leader: “In my opinion, the United States has no greater enemy than its people, right
now, the greatest enemy to the American regime is the American people, the American regime
shouldn’t seek for another enemy, and that very enemy will get that regime to its knees.”

The U.S. is looking to harm Iran economically and is trying to hit the intelligence bases of Iran,
and for that matter, it did whatever it was capable of. The Anti-Iranian sanctions by the United
States have affected the Iranian economy, yet, it failed to overthrow the Iranian ruling system
through starting protests. This failure led the Trump administration to pressurize the Gulf
countries in order to accelerate signing the normalization deals with the zionist regime.

According to Pompeo, a fast wave of changes has started in the region, the normalization deals
of Arabic nations with Israel and building up an axis, led by Tel Aviv, is for confronting Iran.
The goal of the peace deals between Israel and Arab Gulf nations is to force the responsibility of
confronting Iran to them, and also to use those countries as bases for confronting Iran.

At this very moment and given the current circumstances, the US is facing several challenges
including:
1.CoronaVirus
1.1 The CoVid-19 pandemic has affected the people’s financial situation and made a lot of them
unemployed and homeless.
1.2 The lack of controlling the pandemic and social justice made the people distrust their
government.
1.3 CoVid-19 has also affected the American elections as well, 2020 elections has become a
challenge to the US. Trump’s position about in-mail elections and the possibility of election
frauds, and in the meantime, Biden welcoming the mail-in elections, has worried the American
political and military officials, analyzers are also worried about a political crisis in the US.
2. The American economic downturn
As of Aug 2020, over 40 million AMericans have filed for unemployment. This is while
The US has started direct or proxy wars in the world and spent a huge amount of money for its
military warfare and the American government is in a big debt to the World Bank.
3. Trump’s wrong policies which created a public anger;
3.1 Racist political decisions
3.2 Racist positions by the US
3.3 gender inequality

Due to the mentioned situation, it looks like that the US 2020 elections could create a proper
opportunity for conducting operations against the US:

1. Psychological Operations; Recycling the published news from the debates and
publishing them in the news websites.

2. Mainstreaming; spreading rumors, forging documents and publishing them on the news
websites.



3. Cyber attacks and gaining information[Intel] from the elections website.

An introduction to US 2020 elections
In other U.S. elections, candidates are elected directly by popular vote. But the president and
vice president are not elected directly by citizens. Instead, they’re chosen by “electors” through
a process called the Electoral College.  The process of using electors comes from the
Constitution. It was a compromise between a popular vote by citizens and a vote in Congress.
Each state gets as many electors as it has members of Congress (House and Senate).
Including Washington, D.C.’s three electors, there are currently 538 electors in all.  Each state’s
political parties choose their own slate of potential electors. Who is chosen to be an elector,
how, and when varies by state.

US elections time schedule
The US presidential elections will be held on the first Tuesday of November.

US elections candidates
Although there are more than 2 candidates, the US political system is in the full control of 2
parties only, Democratic and the Republican, thus, the US president always belongs to them.

1. Republican Party:
Presidential Candidate: Donald Trump
VP: Mike Pence

2. Democratic Party:
Presidential Candidate: Joe Biden
VP: Kamala Harris

3. Liberterian Party:
Presidential Candidate: Jo Jorgensen
VP: Spike Cohen

4. Green Party:
Presidential Candidate: Howie Hawkins
VP: Angela Walker



Introduction to US elections process



Detailed introduction to US elections

Step 1: Primaries and Caucuses

People with similar ideas usually belong to the same political party. The two main parties in the
U.S. are Republican and Democrat.

Many people want to be President. They campaign around the country and compete to try to
win their party’s nomination.

In caucuses, party members meet, discuss, and vote for who they think would be the best party
candidate.

In primaries, party members vote in a state election for the candidate they want to represent
them in the general election.

Step 2: National Conventions and General Election

After the primaries and caucuses, each major party, Democrat and Republican, holds a national
convention to select a Presidential nominee.

The party’s Presidential nominee announces his or her choice for Vice President.

The Presidential candidates campaign throughout the country to win the support of the general
population.

On election day, people in every state cast their vote .

Step 3: The Electoral College

When people cast their vote, they are actually voting for a group of people called electors.

The number of electors each state gets is equal to its total number of Senators and
Representatives in Congress. A total of 538 electors form the Electoral College.

Each elector casts one vote following the general election. The candidate who gets 270 votes or
more wins.

The newly elected President and Vice President are then inaugurated on January 20th.

The election process begins with primary elections and caucuses. These are two methods that
states use to select a potential presidential nominee tooltip . In general, primaries use secret
ballots for voting. Caucuses are local gatherings of voters who vote at the end of the meeting for



a particular candidate. Then it moves to nominating conventions, during which political parties
each select a nominee to unite behind. During a political party convention, each presidential
nominee also announces a vice presidential running mate. The candidates then campaign
across the country to explain their views and plans to voters. They may also participate in
debates with candidates from other parties.

What is the Role of the Electoral College?
During the general election tooltip , Americans go to their polling place tooltip to cast their vote
for president. But the tally of those votes—the popular vote—does not determine the winner.
Instead, presidential elections use the Electoral College. To win the election, a candidate must
receive a majority of electoral votes. In the event no candidate receives a majority, the House of
Representatives chooses the president and the Senate chooses the vice president.

What is a Typical Presidential Election Cycle?
The presidential election process follows a typical cycle:
Spring of the year before an election – Candidates announce their intentions to run.
Summer of the year before an election through spring of the election year – Primary and caucus
tooltip  debates take place.
January to June of election year – States and parties hold primaries tooltip and caucuses.
July to early September – Parties hold nominating conventions to choose their candidates.
September and October – Candidates participate in presidential debates.
Early November – Election Day
December – Electors tooltip  cast their votes in the Electoral College.
Early January of the next calendar year – Congress counts the electoral votes.
January 20 – Inauguration Day



Scenario suggestion in a glance  (HIGHLY CONFIDENTIAL)
Here, there are some scenarios, categorized by their relevance to the elections schedule:

Main Goal:
Increasing the tensions in order to make the social and political situation insecure, this will be
done through talks about an elections fraud between the candidates and showing the elections
infrastructures “insecure”

Pre-elections scenarios
1: Interrupting the registration process:
1.1 DDOS attacks on registration websites.
Goal:
Creating a social sensitivity about the current republican government’s efforts to prevent the
Democrats from participating in the elections.
Stages:

1. DDOS attacks on state registration websites and the states that have a black majority
and have a majority of democrat fans.

2. Publishing news about the inaccessibility of the registration websites on the news
websites that are related to those states. The news will be about “Republican party’s
efforts to disrupt the registration process in order to take the registration chance away
from the democrat states.”

Note:
As the American leaders want the lowest turnouts in the elections, the news must be published
in a way to push the people to visit the websites and register.
Requirements:
Collecting a list of import news websites of the mentioned states.
Collecting a list of democrat states and the states that have a big number of black people and
democrat fans.

Tools and user accounts:
Designing CIGA tools
Designing Crawlers

Access:
Gaining access from important state news websites for publishing the news

Golden time: The golden time will be the announced period of state registration.

1.2 Defacing the registration websites
Goal:
Creating a social distrust regarding the lack of security in the governmental systems and
creating a tension about an unfair competition between the parties.
Stages:



1. Defacing the registration websites and publishing content about “Website maintenance
or inaccessibility”, redirecting white people to another website that we own and infecting
the visitors.

2. Publishing the news in news websites.
Note: the news content should create a dissatisfaction about the governmental websites as
they’re not providing the proper service on those “sensitive days”
Requirements:
Preparing the defaced web pages and news content
Access:
Infiltrating the registration websites
Infiltrating the news websites
Golden time:
The days that the registration websites are open to the voters.



Second strategy:
Infecting the voting system
Goal:
Creating a wave of civil distrust against the government and its website through infecting the
registration websites with malware.
Stages:

1. Infecting the registration websites with malware
2. Publishing the news about it on effective social networks

Content should be “US government is spying on its citizens through the infrastructure
that they used to trust”

Note: These news should be published via influencers, like a software expert, this can be
done by registering a user account.

3. Publishing the news on news agencies by quoting posts about “governmental websites
being unsafe”

Requirements:
Tools:
Preparing a malware that activates the user's camera, location and their speakers.
Access:
Gaining access to the registration websites for infecting them with the malwares.
Gaining access to the news websites.
Publication:
Creating numerous and reliable accounts on social media like Facebook and Twitter
Golden Time:
During the registration days

3rd Scenario:
showing hateful content at the end of the registration
Goal:
Provoking the racial inequality movements
Stages:

1. Infiltrating and gaining access to the registration websites with sensitive content at the
end of the registration!
Content: “According to the new law, which was passed by President Trump, a white
person’s vote will be counted as 2 votes by black people”

2. Publishing the news with the screenshot attached on social media with high
election-related activities.

3. Publishing the “passed bill” document on news websites.
Requirements:
Gaining access to the registration websites and news agencies
User accounts:
Creating reliable accounts on Facebook and Twitter



Golden Time: During the registration days
Post-elections scenarios:
4: mainstreaming and creating chaos:
Goal:
Dragging people to the streets for protests
Making the American people believe that their votes are ineffective in electing the American
president.
Stages:

1. Sending messages and motivating people for entering the streets for protests and riots
2. Ordering and preparing posters and flyers with contents against the government
3. Sending posters and flyers to the voters’ houses and announcing the location, date and

the goal for the riots.
Requirements:

1. Preparing a list of websites for ordering the protesting banners
2. Preparing the proper content for posters
3. Studying and analysing the current social issues for preparing the proper content
4. Preparing a database about the voters, including their personal information and their

addresses
Access:
Infiltrating the registration websites and obtaining information about the voters.
Golden Time:
After the elections



5th Scenario:
Making animations
Goal:
Provoking the tensions and unrests through informing the American citizens on two subjects:

1. Laws about voting in the united states
2. “Elections are just for amusing people. The policies will be set without the will of people”

Stages:
1. Preparing an accurate scenario about the animation content
2. Creating the animation
3. Publishing the animation on social networks.

Requirements:
Studying:
Reviewing the laws and collecting the weak points of it for showing them in the animation
Graphic:
Directing the animation and creating a professional and attractive one.
Publication:
Creating accounts on social media
Golden Time:
After the elections




